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Recommendation ITU-T H.741.4

IPTV application event handling:
Transport mechanisms for audience measurement

Amendment 1

XML schema on the data structures for message delivery

Summary

The ITU-T H.741.x series of Recommendations defines a foundational platform for audience
measurement (AM) of IPTV services. They focus on the interface between terminal devices and an
audience measurement aggregation function.

The AM platform integrates a method for end users to report personal information, and is designed to
easily add time-shifted and interactive services, and non-terminal device measurement points. While
the ITU-T H.741.x series allows the implementation of audience measurement for IPTV services, its
mechanism may be equally applicable to non-IPTV services.

The design philosophy in the ITU-T H.741.x series is focused on scalability, minimizing the use of
resources, security, flexibility to support a variety of service-provider deployments, and rich privacy
support to meet emerging regulations and legislation.

Recommendation ITU-T H.741.4 specifies the data elements and structures of the transport delivery-
dependent XML and binary headers, used in audience measurement messages. Appendix | provides
an analysis of AM to understand its transport protocol requirements.

Amendment 1 to Recommendation ITU-T H.741.4 includes XML schema on the data structures for
message delivery in Annex A.

History
Edition Recommendation Approval  Study Group Unique ID*
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Recommendation ITU-T H.741.4

IPTV application event handling:
Transport mechanisms for audience measurement

Amendment 1
XML schema on the data structures for message delivery

1) Clause 6
Modify clause 6 as follows:

6 Messages for data structure delivery

LN

Unicast and multicast delivery elements include:

— A message type identifier to distinguish among AM messages.

— A message expiration time after which the message is not accepted.

- AM protocol version numbers to indicate interoperability and incompatibility.
- A message identifier to support correlation among messages.

In addition, multicast delivery elements include:

— A message integrity check and signature for authentication.

— An element to control acknowledge or error responses, so that problem AM messages may
be reported.

— Sub-addressing elements to qualify the intended target sub-set of TD-AMFs.

The delivery elements of the uncompressed binary header may be used to determine if the XML
payload is to be uncompressed and parsed.

See clause 7.1.1 of [ITU-T H.741.1] for descriptions of the capabilities provided by these elements.
The XML schema that can be exchanged over different transport protocols is specified in Annex A.

2) Clause 6.2
Modify clause 6.2 as follows:

6.2 Delivery of the data structure ""configuration package request™

A unicast transport delivery mechanism is used by TD-AMFs during a pull sequence to deliver the
configuration package request data structure.

The data structure of the "configuration request message" is as indicated in Table 3.
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Table 3 — Data structure for the "'configuration request message"

Element Description Support/ | Notes or value domain
type

MessageType | Indicates configuration package request 1 Defined in Table 2.
message.

Expiration Security element indicating the message 1 Defined in Table 2.

Time expiration time.

Protocol Indicates the major protocol version of this 1 Defined in Table 2.

Version message.

MajorlD Differences in major protocol versions indicate

incompatibility where mandatory functions
have changed so that an older version receiver
would not be able to interoperate with a newer
version source if it simply ignored the elements
and attributes it did not understand and took
the actions defined in the older
recommendation.

Protocol Indicates the minor protocol version of this 1 Defined in Table 2.
Version message, generated by the source of the
MinorID message. Differences in minor protocol

versions indicate compatibility.

The minor version number is incremented only
if significant new capabilities have been added
to the AM protocol (e.g., new message).

MessagelD Element of ConfigRequestMsg 1 Defined in Table 2.
Message identifier. Generated by TD-AMF.

Compression Indicates the compression/decompression 0-1 Defined in Table 2.
algorithm used for the XML payload.

Config Element of ConfigRequestMsg 1 Defined in

Package Container for a configuration package request [ITU-T H.741.2].

Request data structure.

XML schema instances for examples of TD-AMF configurations can be found in Appendix I1.

3) Clause 6.6
Modify clause 6.6 as follows:

6.6 Delivery of the data structure ""AM report package"

A unicast transport delivery mechanism may be used by a TD-AMF during a pull or push sequence
to deliver the data structure of a set of measurement reports. See Table 10.
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Table 10 — Data structure for the "measurement report message"'

Element Description Support/type Notes or value domain

MessageType | Indicates a measurement report 1 Defined in Table 2.
message.

Expiration Security element indicating the 1 Defined in Table 2.

Time message expiration time.

Signature Security element indication of 1 Defined in Table 2.
authentication.

Protocol Indicates the major protocol version 1 Defined in Table 2.

Version of this message.

MajorID

Protocol Indicates the minor protocol version 1 Defined in Table 2.

Version of this message.

MinorID

MessagelD Message identifier. 1 Defined in Table 2. Generated by

TD-AMF if push delivery.
Generated by aggregation
function in measurement report
request if pull delivery.

Compression Indicates the compression/ 0-1 Defined in Table 2.
decompression algorithm used for
the XML payload.
AMReport Container for data structure of a set 1 Defined in [ITU-T H.741.2].
Package of measurement reports.

XML schema instances for examples of audience measurement report can be found in Appendix 1.

4) Annex A
Add the following annex after clause 6.8:

Annex A

XML schema on the data structures for message delivery
(This annex forms an integral part of this Recommendation.)

The following XML schema can be exchanged over different transport protocols.

<?xml version="1.0" encoding="UTF-8"?>
<schema xmlns:am4=" http://www.itu.int/xml-namespace/itu-
t/h.741.4/messagedelivery" xmlns:am3=" http://www.itu.int/xml-namespace/itu-
t/h.741.3/1lineartv" xmlns:am2=" http://www.itu.int/xml-namespace/itu-
t/h.741.2/datastructure”" xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns="http://www.w3.0rg/2001/XMLSchema" targetNamespace="
http://www.itu.int/xml-namespace/itu-t/h.741.4/messagedelivery"
elementFormDefault="qualified" attributeFormDefault="unqualified">

<annotation>

<documentation xml:lang="en"><![CDATA[
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http://www.w3.org/2000/09/xmldsig

This schema (H.741.4-v1.xsd) is the ITU-T H.741 Part.4 Metadata,
Version 1.
The namespace of the schema is "http://www.itu.int/xml-
namespace/itu-t/h.741.4/messagedelivery",
and its preferred namespace prefix is "am4".]]></documentation>
</annotation>
<import namespace="http://www.itu.int/xml-namespace/itu-t/h.741.3/1lineartv"
schemaLocation="http://www.itu.int/xml-namespace/itu-t/h.741.3/H.741.3-v1.xsd"/>
<import namespace="http://www.itu.int/xml-namespace/itu-
t/h.741.2/datastructure" schemalocation="http://www.itu.int/xml-namespace/itu-
t/h.741.2/H.741.2-v1.xsd"/>
<import namespace="http://www.w3.0rg/2000/09/xmldsig#"
schemaLocation="xmldsig-core-schema.xsd" />
<import namespace="http://www.w3.0rg/XML/1998/namespace"
schemaLocation="http://www.w3.0rg/2001/03/xml.xsd"/>

<!-- -—>
<I-- -=>
<!-- Primitive Data Types for H.741 Part.4 -->

<!-- -—>
<!-- -—>

<simpleType name="HexBinaryl">
<restriction base="hexBinary">
<length value="1"/>
</restriction>
</simpleType>
<simpleType name="HexBinaryMax2">
<restriction base="hexBinary">
<maxLength value="2"/>
</restriction>
</simpleType>
<simpleType name="HexBinaryMax4">
<restriction base="hexBinary">
<maxLength value="4"/>
</restriction>
</simpleType>
<simpleType name="HexBinaryl6">
<restriction base="hexBinary">
<length value="16"/>
</restriction>
</simpleType>
<l-- -—>
<simpleType name="ProtocolVersionIDType">
<restriction base="am4:HexBinaryl"/>
</simpleType>
<simpleType name="MessagelDType">
<restriction base="am2:HexBinary8"/>

</simpleType>

<!-- -—>
<!-- Data Types (Table 2) -->

<l-- ============================================== -——>

<simpleType name="MessageTypeType">
<restriction base="HexBinaryl">
<enumeration value="00"/>
<enumeration value="01"/>
<enumeration value="02"/>
<enumeration value="03"/>
<enumeration value="04"/>
<enumeration value="05"/>
<enumeration value="06"/>
<enumeration value="07"/>
<enumeration value="08"/>
<enumeration value="09"/>
</restriction>
</simpleType>
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<simpleType name="ResponseQualifierType">
<restriction base="HexBinaryl">
<enumeration value="00"/>
<enumeration value="01"/>
<enumeration value="02"/>
<enumeration value="03"/>

</restriction>
</simpleType>
<!-- -—>
<!-- Data Elements for H.741 Part.4 (Table 2) -->
<!-- -—>
<complexType name="AMMsgBaseType">

<sequence>

<element name="MessageType" type="am4:MessageTypeType"/>
<element name="Compression" type="am2:CompressionType"
minOccurs="0"/>
</sequence>
<attribute name="expirationTime" type="dateTime" use="required"/>
<attribute name="protocolVersionMajorId"
type="am4:ProtocolVersionIDType" use="required"/>
<attribute name="protocolVersionMinorId"
type="am4:ProtocolVersionIDType" use="required"/>
<attribute name="messageld" type="am4:MessageIDType" use="required"/>

</complexType>
<complexType name="AMMulticastMsgBaseType">
<complexContent>
<extension base="am4:AMMsgBaseType">
<sequence>

<element name="Digest" type=" ds:ReferenceType"/>
<element name="Signature" type=" ds:SignatureType"/>
<element name="ResponseQualifier"
type="am4:ResponseQualifierType"/>
<element name="TerminalDeviceTarget"
type="am4:TerminalDeviceTargetListType" minOccurs="0"/>
</sequence>
</extension>
</complexContent>
</complexType>
<complexType name="TerminalDeviceTargetListType">
<sequence>
<element name="TerminalDeviceTarget" type="am4:HexBinarylo6c"
minOccurs="0" maxOccurs="unbounded"/>
</sequence>
<attribute name="size" type="am4:HexBinaryMax4"/>
</complexType>

<complexType name="ThresholdRangeType">
<attribute name="lower" type="am4:HexBinaryMax2" use="optional"
default="00"/>
<attribute name="upper" type="am4:HexBinaryMax2" use="optional"
default="FFFF"/>

</complexType>
<!-- group name="ThresholdRange">
<sequence>

<element name="LowerThreshold" type="amé4:HexBinary2" default="00"
minOccurs="0"/>

<element name="UpperThreshold" type="am4:HexBinary2"
default="FFFF" minOccurs="0"/>

</sequence>
</group -->
<!-- -—>
<!-- -—>
<!-- AM Messages for H.741 Part.4-->
<!-- >
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<!-- -—>
<!-- -—>
<!-- 1. Configuration Package Request Message (Table 3) -->
<!-- -——>
<element name="ConfigRequestMsg" type="am4:ConfigRequestMsgType"/>
<complexType name="ConfigRequestMsgType">
<complexContent>
<extension base="am4:AMMsgBaseType">
<sequence>
<element name="ConfigPackageRequest"
type="am2:ConfigPackageRequestType" />
</sequence>
</extension>
</complexContent>
</complexType>
<!-- -—>
<!-- 2. Configuration Package Request Response Messages (Tables 4,5) -->
<l -- -—>
<element name="UnicastConfigRequestResponseMsg"
type="am4:UnicastConfigRequestResponseMsgType" />
<complexType name="UnicastConfigRequestResponseMsgType">
<complexContent>
<extension base="am4:AMMsgBaseType">
<sequence>
<element name="ConfigPackageRequestResponse"
type="am2:ConfigPackageRequestResponseType"/>
</sequence>
</extension>
</complexContent>
</complexType>
<l —-- -—>
<element name="MulticastConfigRequestResponseMsg"
type="am4:MulticastConfigRequestResponseMsgType"/>
<complexType name="MulticastConfigRequestResponseMsgType">
<complexContent>
<extension base="am4:AMMulticastMsgBaseType">
<sequence>
<element name="UserInfoTargetString"
type="am2:UserInfoTargetStringType" minOccurs="0" maxOccurs="unbounded"/>
<element name="ConfigPackageRequestResponse"
type="am2:ConfigPackageRequestResponseType"/>
</sequence>
</extension>
</complexContent>
</complexType>
<l -- -—>
<!-- 3. AMF Configuration Messages (Tables 6,7) —-->
<l -- -—>
<element name="UnicastConfigMsg" type="am4:UnicastConfigMsgType"/>
<complexType name="UnicastConfigMsgType">
<complexContent>
<extension base="am4:AMMsgBaseType">
<sequence>
<element name="ImmediateAndFutureConfiguration"
type="am2:ConfigPackageRequestResponseType"/>
</sequence>
</extension>
<!-- extension base="am4:UnicastConfigRequestResponseMsgType" -->
</complexContent>
</complexType>
<!-- -—>

<element name="MulticastConfigMsg" type="am4:MulticastConfigMsgType"/>

<complexType name="MulticastConfigMsgType">
<complexContent>
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<extension base="am4:AMMulticastMsgBaseType">
<sequence>

<element name="ThresholdRange"
type="am4:ThresholdRangeType" minOccurs="0"/>

<!-- group ref="am4:ThreshholdRange"/ -->

<element name="TerminalDeviceTypeTarget"
type="am2:TerminalDeviceTypeType" minOccurs="0" maxOccurs="unbounded" />

<element name="UserInfoTargetString"
type="am2:UserInfoTargetStringType" minOccurs="0" maxOccurs="unbounded"/>

<element name="ImmediateAndFutureConfiguration"
type="am2:ConfigPackageRequestResponseType"/>

</sequence>
</extension>
</complexContent>
</complexType>
<!-- -=>
<!-- 4., Measurement Report Request Messages (Tables 8,9) -->
<l-- -—>

<element name="UnicastMeasReportRequestMsg"
type="am4:UnicastMeasReportRequestMsgType" />

<complexType name="UnicastMeasReportRequestMsgType">

<complexContent>
<extension base="am4:AMMsgBaseType">
<sequence>
<element name="MeasurementReportRequest"

type="am2:MeasurementReportRequestType"/>

</sequence>
</extension>
</complexContent>
</complexType>
<l=- -—>

<element name="MulticastMeasReportRequestMsg"
type="am4:MulticastMeasReportRequestMsgType"/>
<complexType name="MulticastMeasReportRequestMsgType">
<complexContent>
<extension base="am4:AMMulticastMsgBaseType">
<sequence>
<element name="ThreshholdRange"
type="am4:ThresholdRangeType" minOccurs="0"/>
<!-- group ref="am4:ThreshholdRange"/ -->
<element name="MeasurementReportRequest"
type="am2:MeasurementReportRequestType" />

</sequence>
</extension>
</complexContent>
</complexType>
<l —- -—>
<!-- 5. Measurement Report Message (Tables 10) -->
<l -- -——>

<element name="MeasurementReportMsg" type="am4:MeasurementReportMsgType"/>

<complexType name="MeasurementReportMsgType">
<complexContent>
<extension base="am4:AMMsgBaseType">
<sequence>
<element name="Signature" type="ds:SignatureType"/>
<element name="AMReportPackage"
type="am2:AMReportPackageType" />

</sequence>
</extension>
</complexContent>
</complexType>
<l—— -——>
<!-- 6. Acknowledge Message (Table 11) -->
<!-- -——>
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<element name="ConfigurationAckMsg" type="am4:ConfigurationAckMsgType"/>
<complexType name="ConfigurationAckMsgType">

<complexContent>
<extension base="am4:AMMsgBaseType'">
<sequence>
<element name="Ack" type="am2:AckType"/>
</sequence>
</extension>
</complexContent>
</complexType>
<!-- -=>
<!-- 7. Error Message (Table 12) -->
<!-- -=>

<element name="ErrorMsg" type="am4:ErrorkMsgType"/>
<complexType name="ErrorkMsgType">
<complexContent>
<extension base="am4:AMMsgBaseType">
<sequence>
<element name="Error" type="am2:ErrorType"/>
</sequence>
</extension>
</complexContent>
</complexType>
</schema>

5) Appendix 11
Add the following appendix after Appendix I:

Appendix Il

XML schema instances for TD-AMF configurations

(This appendix does not form an integral part of this Recommendation.)

This is the XML schema instances for TD-AMF configurations.

<?xml version="1.0" encoding="UTF-8"?>
<ConfigRequestMsg expirationTime="2013-05-30T09:00:00"
protocolVersionMajorId="00" protocolVersionMinorId="01" messageld="1234ABCD"
xsi:schemalocation=" http://www.itu.int/xml-namespace/itu-t/h.741.4/H.741.4~
v1l.xsd" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:am2="
http://www.itu.int/xml-namespace/itu-t/h.741.2/datastructure" xmlns:am3="
http://www.itu.int/xml-namespace/itu-t/h.741.3/1lineartv" xmlns="
http://www.itu.int/xml-namespace/itu-t/h.741.4/messagedelivery">
<MessageType>00</MessageType>
<Compression>BiM</Compression>
<ConfigPackageRequest terminalDevicelIdref="0123AABB"
subscriberIdref="userl">
<am2:TerminalDeviceType>STB</am2:TerminalDeviceType>
<!-- Only one TerminalDeviceType is allowed -->
<am2:UserPermitInfo lastUpdateDateAndTime=" 2013-05-30T09:00:00">
<am2:UserPermit expirationDate="2013-05-30">

<am2:DefaultPermissionLevel>Distinguishability And GenericUserInfo</am2:Def
aultPermissionLevel>
<am2:DefaultAllContentClassExceptList>
<am2:ContentClass domain="politics">presidential
debate</am2:ContentClass>
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<am2:ContentClass domain="religion">Sunday
Mass</am2:ContentClass>
</am2:DefaultAllContentClassExceptList>
<am2:UserPermissionSet>

<am2:PermissionlLevel>OnlyDistinguishabilityInfo</am2:PermissionLevel>
<am2:UserPermission>
<am2:TerminalDeviceSet>

<am2:TerminalDeviceType>STB</am2:TerminalDeviceType>
<am2:TerminalDeviceType>TV</am2:TerminalDeviceType>

<am2:TerminalDeviceType>Mobile</am2:TerminalDeviceType>
</am2:TerminalDeviceSet>
<am2:AllContentClassExceptList>
<am2:ContentClass
domain="politics">presidential debate</am2:ContentClass>
</am2:AllContentClassExceptList>
</am2:UserPermission>
</am2:UserPermissionSet>
</am2:UserPermit>
</am2:UserPermitInfo>
<am?2:AMFCapabilityProfile>
<am2:TransportCapabilitiesList>
<am2:TransportProtocolMode>HTTP</am2:TransportProtocolMode>
<am2:TransportProtocolMode>IGMP</am2:TransportProtocolMode>
</am2:TransportCapabilitiesList>
<am2:SecurityCapabilities>
<am2:CryptographicProtocol>TLS</am2:CryptographicProtocol>
</am2:SecurityCapabilities>
<am2:PermissionOperationModes>
<am2:PermissionMode>Internal</am2:PermissionMode>
<am2:PermissionMode>External</am2:PermissionMode>
<am2:PermissionMode>Hybrid</am2:PermissionMode>
</am2:PermissionOperationModes>
<am2:ConfigurationPackageDelivery>
<am2:ConfigurationMode>Push</am2:ConfigurationMode>
<am2:ConfigurationMode>Pull</am2:ConfigurationMode>
<am2:ConfigurationMode>Hybrid</am2:ConfigurationMode>
</am2:ConfigurationPackageDelivery>
<am2:MeasurementTriggerMethod>
<am2:EventTrigger eventName="AudioVolume"/>
<am2:TimeTrigger sampleSetName="EventCount"/>
<am2:ServiceStartTrigger sampleSetName="TDLocation"/>
</am2:MeasurementTriggerMethod>
<am?2:ReportDeliveryModes>
<am2:DeliveryMode>ImmediatePush</am2:DeliveryMode>
<am2:DeliveryMode>Pull</am2:DeliveryMode>
</am2:ReportDeliveryModes>
<am2:0perationalManagementCapabilities>

<am2:0OperationalManagement>Acknowledgements</am2:0OperationalManagement>

<am?2:0OperationalManagement>ChannelChangeFilter</am2:0OperationalManagement>
<am?2:0OperationalManagement>ChannelsMeasured
</am2:0OperationalManagement>
</am2:0perationalManagementCapabilities>
<am2:Compression>BiM</am2:Compression>
</am2:AMFCapabilityProfile>
<am2:CurrentMeasurement packageId="000001" packageVersion="001"/>
<am2:FutureMeasurement packageId="000002" packageVersion="002"/>
</ConfigPackageRequest>
</ConfigRequestMsg>
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6) Appendix 1
Add the following appendix after Appendix II:

Appendix 111

XML schema instances for audience measurement report
(This appendix does not form an integral part of this Recommendation.)

This is the XML schema instances for audience measurement report including Digest and Signature
value.

<am4 :MeasurementReportMsg protocolVersionMajorId="61"
protocolVersionMinorId="61" messageld="6161616161616161" expirationTime="2001-
12-17T09:30:47.0Z" xsi:schemalLocation="http://www.itu.int/xml-namespace/itu-
t/h.741.4/H.741.4-v1.xsd" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:am2="http://www.itu.int/xml-namespace/itu-t/h.741.2/datastructure"
xmlns:am3="http://www.itu.int/xml-namespace/itu-t/h.741.3/1lineartv"
xmlns:am4="http://www.itu.int/xml-namespace/itu-t/h.741.4/messagedelivery"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<am4 :MessageType>00</am4 :MessageType>
<amé4:Signature>
<ds:SignedInfo>

<ds:CanonicalizationMethod
Algorithm="http://www.w3.0rg/2006/12/xml-c14nll"/>

<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-
more#rsa-sha256"/>

<ds:Reference>

<ds:DigestMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<ds:DigestValue/>
</ds:Reference>
</ds:SignedInfo>

<ds:SignatureValue>616161616161616161616161616161616161616161616161616161
61616161616161616161616161616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161616161616161</ds:Signature
Value>
</am4:Signature>
<am4 :AMReportPackage subscriberIdref="WorldspGold012345678"
terminalDeviceIdref="62334466">
<am2:MeasurementReport xsi:type="am3:LTVMeasurementReportType"
measurementRequestIdref="1" measurementReportTriggerTime="2012-12-
04T01:58:00.02">
<am3:LinearTVReport>
<am3:ChannelStart servicelnstanceIdref="1"
serviceIdref="Channell48">
<am3:StartNavMethod>0</am3:StartNavMethod>
<am3:ViewMode>1</am3:ViewMode>
</am3:ChannelStart>
</am3:LinearTVReport>
</am2:MeasurementReport>
<am2:MeasurementReport xsi:type="am3:LTVMeasurementReportType"
measurementRequestIdref="2" measurementReportTriggerTime="2012-12-
04T01:58:00.02">
<am3:LinearTVReport>
<am3:ChannelPlaying servicelInstancelIdref="1"
servicelIdref="Channell48" />
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</am3:LinearTVReport>
</am2:MeasurementReport>
</am4:AMReportPackage>
</am4 :MeasurementReportMsg>
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