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Recommendation ITU-T H.741.4

IPTV application event handling:
Transport mechanismsfor audience measurement

Summary

The ITU-T H.741.x series of Recommendations defines a foundational platform for audience
measurement (AM) of IPTV services. They focus on the interface between terminal devices and an
audience measurement aggregation function.

The AM platform integrates a method for end users to report personal information, and is designed
to easly add time-shifted and interactive services, and non-terminal device measurement points.
While the ITU-T H.741.x series allows the implementation of audience measurement for IPTV
services, its mechanism may be equally applicable to non-IPTV services.

The design philosophy in the ITU-T H.741.x seriesis focused on scalability, minimizing the use of
resources, security, flexibility to support a variety of service-provider deployments, and rich privacy
support to meet emerging regulations and legislation.

Recommendation ITU-T H.741.4 specifies the data elements and structures of the transport delivery-
dependent XML and binary headers, used in audience measurement messages. Appendix | provides
an analysis of AM to understand its transport protocol requirements.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on aworldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendationsis covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1SO and IEC.

NOTE

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some
other obligatory language such as "must" and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectua property,
protected by patents, which may be required to implement this Recommendation. However, implementers
are cautioned that this may not represent the latest information and are therefore strongly urged to consult the
TSB patent database at http://www.itu.int/ITU-T/ipr/.

©I1TU 2013

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of 1TU.
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Recommendation ITU-T H.741.4

IPTV application event handling:
Transport mechanismsfor audience measurement

1 Scope

This Recommendation describes transport mechanisms for audience measurement (AM). It
specifies how the data structures defined in [ITU-T H.741.2] and [ITU-T H.741.3] are exchanged
over different transport protocols. The term ‘transport protocol’ as used in this Recommendation
refers to the protocol in which AM messages are encapsul ated for delivery to aremote device.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the
currently valid ITU-T Recommendations is regularly published. The reference to a document within
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-TH.741.0] Recommendation ITU-T H.741.0 (2012), IPTV application event handling:
Overall aspects of audience measurement for IPTV services.

[ITU-TH.741.1] Recommendation ITU-T H.741.1 (2012), IPTV application event handling:
Audience measurement operations for IPTV services.

[ITU-TH.741.2] Recommendation ITU-T H.741.2 (2012), IPTV application event handling:
Data structures of audience measurement for |PTV services.

[ITU-TH.741.3] Recommendation ITU-T H.741.3 (2012), IPTV application event handling:
Audience measurement for IPTV distributed content services.

[ITU-T X.119]] Recommendation ITU-T X.1191 (2009), Functional requirements and
architecture for IPTV security aspects.

3 Definitions

31 Termsdefined elsewhere
This Recommendation uses the following terms defined el sewhere:

3.1.1 aggregation functions [ITU-T H.741.0]: The function that configures audience
measurement functions (AMFs), then receives processed events, sample values and end-user
information from AMFs. It may participate in the communication of end-user permissions.

3.1.2 application [b-ITU-T Y.101]: A structured set of capabilities, which provide value-added
functionality supported by one or more services.

3.1.3 application event [b-ITU-T H.740]: An application event is every end-user interaction or
occurrence related to multimedia contents in IPTV applications. It includes an emergency event
from event-notification services.

3.14 audience measurement [ITU-T H.741.0]: The measurement of people's engagement with
IPTV services.
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3.1.5 audience measurement function (AMF) [ITU-T H.741.0]: The function that, if given
permission, measures the end-user behaviour by processing events or samples from IPTV services.
AMFs may request and collect end-user information. AMFs transfer processed events, samples and
end-user information to aggregation functions.

3.1.6 audience measurement system [ITU-T H.741.0]: The system which, with end-user
permission, measures end-user behaviour by detecting application events within the IPTV service
and collecting their data within the IPTV service.

3.1.7 configuration package [ITU-T H.741.0]: A configuration package is the data structure
which specifies the target services to be measured, content filtering, measurement schedule, events
and samples to be measured, and measurement report delivery.

3.1.8 controlled information [ITU-T H.741.0]: A classification of end-user information that can
be used alone or easily in combination with other information to uniquely identify, contact, or
locate an end user or subscriber. Following [ITU-T X.1191] Annex A.

3.1.9 enduser [b-ITU-T Y.1910]: The actual user of the products or services.

NOTE — The end user consumes the product or service. An end user can optionally be a subscriber.

3.1.10 Internet Protocol Television (IPTV) [b-ITU-T Y.1901]: Multimedia services such as

television/video/audio/text/graphics/data delivered over IP-based networks managed to support the
required level of QOS/QOE, security, interactivity and reliability.

3.1.11 measurement report [ITU-T H.741.0]: The data that the audience measurement function
(AMF) generates from an end-user behaviour event or sample.

3.1.12 multicast sub-addressing [ITU-T H.741.1]: The use of elements in a multicast message to
determine if the message isintended for the receiving TD-AMF.

3.1.13 service[b-ITU-T Y.101]: A structure set of capabilities intended to support applications.

3.1.14 service navigation [b-ITU-T H.720]: A process of presenting information that allows the
end user to discover, select and consume services.

3.1.15 service provider [b-ITU-T M.1400]: A genera reference to an operator that provides
telecommunication services to customers and other end users either on a tariff or contract basis. A
service provider may or may not operate a network. A service provider may or may not be a
customer of another service provider.

3.1.16 set-top box (STB) [b-ITU-T J183]: A hardware box that contains digita signal
demodulator, de-multiplexer, MPEG-2 decoder, and other functionalities and interfaces related to
digital signal reception and presentation of the distributed programme at the subscriber's site.

3.1.17 terminal device (TD) [b-ITU-T Y.1901]: An end-user device which typically presents
and/or processes the content, such as a personal computer, a computer peripheral, amobile device, a
TV set, amonitor, aVolP Terminal or an audio-visual media player.

3.2 Termsdefined in this Recommendation

This Recommendation does not define any particular term.

4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:

AM Audience Measurement
AMF Audience Measurement Function
BiM Binary MPEG format for XML
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EXI Efficient XML Interchange
GZIP GNU Zip

ID Identifier

MPEG Moving Picture Experts Group

PC Personal Computer

SP Service Provider

STB Set-Top Box

TD-AMF  Terminal Device Audience Measurement Function
TV Television

UTC Coordinated Universa Time

XML Extensible Markup Language

ZLIB Z LIBrary — A data compression library
5 Conventions

In this Recommendation, the following conventions apply.

The keywords "is required to" indicate a requirement which must be strictly followed and from
which no deviation is permitted if conformance to this Recommendation isto be claimed.

The keywords "is recommended” indicate a requirement which is recommended but which is not
absolutely required. Thus this requirement need not be present to claim conformance.

The keyword "is not recommended" indicate a requirement which is not recommended but which is
not specifically prohibited. Thus, conformance with this specification can still be claimed even if
this requirement is present.

The keywords "can optionally" indicate an optional requirement which is permissible, without
implying any sense of being recommended. This term is not intended to imply that the vendor's
implementation must provide the option and the feature can be optionally enabled by the network
operator/service provider. Rather, it means that the vendor may optionally provide the feature and
still claim conformance with the specification.

The keyword "functions' is defined as a collection of functionalities. It is represented by the
following symbol in the context of IPTV architecture:

[ Functions }

The keywords "functional block™ is defined as a group of functionalities that has not been further
subdivided at the level of detail described in this Recommendation. It is represented by the
following symbol in the context of IPTV architecture:

Functional
block

NOTE - In the future, other groups or other Recommendations may possibly further subdivide these
functional blocks.
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In order to facilitate the specification of the corresponding schema, the notation used in tables
defining elements and data structuresis:

- Support: 1 = mandatory (one instance), 0-1 = optional (maximum one instance),
0-* = (optional and multiple instances possible), 1-* = mandatory and multiple instances
possible).

- Type: string, integer, float, etc.
- Container elements are defined to group associated elements.

Following tables containing data structures, an alternative representation may be shown which
illustrates the data structure. In the event of discrepancy between an alternative representation and
the table, the correct information is to be found in the table.

6 Messages for data structure delivery

The data structures defined in [ITU-T H.741.2] may be delivered by one of multiple transport
protocols; they may all be delivered by unicast, and some may be delivered by multicast, as
indicated in Table 1.

Each of the three messages may be either unicast or multicast:
- configuration request response message

- configuration message

- measurement report request message.

When the message name is to be distinguished, the word unicast or multicast is prefixed to the
above message names, e.g., multicast configuration message.

Table 1 — Delivery mechanismsfor each data structure

Data structure Unicast Multicast
Configuration package request X
Configuration package request response X X
Configuration package X X
M easurement report request X X
AM report package X
Ack X
Error X

This clause focuses on the differences between unicast and multicast for delivery over transport
protocols that can carry only XML. It distinguishes between elements to be used for delivery over
transport protocols which can carry only XML and those which can carry binary.

All unicast and multicast messages have delivery elements which may be included in XML or a
binary header, as depicted in Figure 1.
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Delivery dependent

XML XML Payload

AM message structure for XML-only transport protocols

Binary Header XML Payload

AM message structure for binary-capable transport protocols

Figure 1 — Structure of an AM message

Unicast and multicast delivery elements include:

- A message type identifier to distinguish among AM messages.

- A message expiration time after which the message is not accepted.

- AM protocol version numbers to indicate interoperability and incompatibility.
- A message identifier to support correlation among messages.

In addition, multicast delivery elements include:

- A message integrity check and signature for authentication.

- An element to control acknowledge or error responses, so that problem AM messages may
be reported.

- Sub-addressing elements to qualify the intended target sub-set of TD-AMFs.

The delivery elements of the uncompressed binary header may be used to determine if the XML
payload is to be uncompressed and parsed.

Seeclause 7.1.1 of [ITU-T H.741.1] for descriptions of the capabilities provided by these elements.

6.1 Elementsused in delivery

The details of delivery elements are specified in Table2. The applicability of each element to
XML-only or binary-capable transport protocols is indicated.

Rec. ITU-T H.741.4 (06/2012) 5



Table 2 —Elementsused in delivery

Element

Description

Support/type

Notes or value domain

XML

Binary

MessageType

Indicates the AM message type

xs.hexBinary
enumeration
length = 1 octet (8 bits)

Vaues: 0 = configuration request message,

1 = unicast configuration request response
message, 2 = multicast configuration request
response message, 3 = unicast configuration
message, 4 = multicast configuration message,
5 = unicast measurement report request
message, 6 = multicast measurement report
reguest message, 7 = measurement report
message, 8 = configuration ack message,

9 = error message

Protocol
Version
MagjorlD

Indicates the major protocol version of this
message.

Differences in maor protocol versions indicate
incompatibility where mandatory functions
have changed so that an older version receiver
would not be able to interoperate with a newer
version source if it simply ignored the elements
and attributes it did not understand and took the
actions defined in the older recommendation.

xs:hexBinary
length = 1 octet (8 bits)

NOTE 1 — The source sets the value of the
protocol version to the highest version it
supports. The version of thisAM
recommendation is 1.0.

NOTE 2 — When the sourced major version is
not equal to the receiver's version, the message
is not to be further processed by the receiver,
and an error isto be returned.

NOTE 3 — When the major version identifier is
equal to the receiver supported version it isto
be processed. The receiver setsthe value of the
protocol version in the response message
header to either the value supplied by the
sender or the highest protocol version
supported by the receiver, whichever islower.
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Table 2 —Elementsused in delivery

Element Description Support/type Notes or value domain XML | Binary
Protocol Indicates the minor protocol version of this xs.hexBinary NOTE — The sourced minor version isignored X X
Version message, generated by the source of the length = 1 octet (8 bits) | by areceiver with asmaller minor version, but
MinorID message. Differencesin minor protocol may be used to constrain use of certain

versions indicate compatibility. capabilities by the entity with the larger minor
The minor version number is incremented only version number (e.g., do not send new
if significant new capabilities have been added message).
to the AM protocol (e.g., new message).
Messagel D Message identifier. xs:hexBinary Vaue: AM service provider unigue. Uniquely X X
length = 8 octets generated by either TD-AMF or aggregation
(64 bits) functions. Supports correlation of response to
message being responded to.
Expiration Security element indicating the message xs.dateTime NOTE — Thisis the time of message X
Time expiration time. transmission plus recommended ten minutes.
Specify an offset from the UTC time. Used to
protect against replay attacks, see
[ITU-T H.741.1] clause 9.
Expiration Security element indicating the message NTP 64-bit timestamp | NOTE — Thisis the time of message X
Time expiration time. format transmission plus recommended 10 minutes.
[b-IETF RFC 5905] Specify an offset from the UTC time. Used to
protect against replay attacks, see
[ITU-T H.741.1] clause 9.
Digest Integrity check element covering all XML xs.hexBinary NOTE — The cryptographic hash function is X X
elements in amessage. length = 32 octets SHA-256. See [b-FIPS PUB 180-3].
(256 bits)
Signature Security element indication of authentication. xs:hexBinary NOTE — The public-key cryptographic X X
length = 128 octets agorithm is RSA-1024. See
(1024 bits) [b-FIPS PUB 186-3].
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Table 2 —Elementsused in delivery

Element Description Support/type Notes or value domain XML | Binary
Response Qualifies which type(s) of specia responses are xs.hexBinary Vaues: X X
Qualifier requested. enumeration 0 = no acknowledge or error response

length = 1 octet (8 bits) | requested,
1 = error message response requested only,
2 = both acknowledge and error messages
requested,
3 = acknowledge requested only.
Terminal Specifies the total sizein octets of the following 1 X
DeviceTarget | TerminalDeviceTarget fields. xs:hexBinary
ListSize length = 4 octet (32 bits)
Terminal Identifies aterminal device, target of this xs:hexBinary Using MD5 agorithm. X X
DeviceTarget | message, uniquely identifies an end user's length = 16 octets See [b-IETF RFC 6151].
terminal device based on hashing of the device's (128 hits)
MAC address.
Lower It indicates the threshold to be used with the xs.hexBinary X X
Threshold generation of arandom number between 0 and length = 2 octet (16 bits)
10000 by the TD-AMF to decide if the Default: O

receiving terminal device accepts the
configuration message (random number above
lower threshold) or not (random number below
lower threshold).
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Table 2 —Elementsused in delivery

Element Description Support/type Notes or value domain XML | Binary
Upper It indicates the threshold to be used with the xs.hexBinary X X
Threshold generation of arandom number between 0 and length = 2 octet (16 bits)

receiving terminal device isto accept the
configuration message (random number below
upper threshold) or not (random number above
upper threshold).
Terminal This element identifies aterminal device type, nonEmptyString Vaues: STB, TV, mobile, PC, tablet, other. X
DeviceType target of this message. Enumeration
Target Default: qualification by
terminal devicetypeis
not used.
Terminal This element identifies aterminal device type, 1 Devicetypesindicated by bit flag = 1. X
DeviceType | target of this message. 8 bits Bit 7 = STB, Bit 6 = TV, Bit 5= Mobile,
Target Bit 4 = PC, Bit 3 = Tablet, Bit 2 = Other
Value = 0 indicates that qualification by
terminal device typeis not used.
Userlnfo Specifies the total sizein octets of the following 1 X
TargetListSize | UserlnfoTypeSize, UserInfoTypeString, xs:hexBinary
IgnorelfUnavail able, EndUserValueSize and length = 4 octet (32 bits)
UserInfoValueString fields.
UserinfoType | Specifiesthe total sizein octets of the following xs.hexBinary X
Size UserlnfoTypeString field. length = 1 octet (8 bits)
Ignorelf Element to indicate how to handle xs:hexBinary Vaues: Bit 7 = 1 indicates ignore if X
Unavailable UserlnfoTypeString when information about length = 1 octet (8 bits) | unavailable.
the specified type is unavailable. default Bit 7=0
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Table 2 —Elementsused in delivery

algorithm used for the XML payload.

Element Description Support/type Notes or value domain XML | Binary
EndUser Specifies the total sizein octets of the following xs.hexBinary X
ValueSize UserlnfoValueString field. length = 1 octet (8 bits)

Userlnfo Container for elements specifying user info to X
Target be used for targeting TD-AMFs.
UserinfoType | Element of UserinfoTarget 1 ControlledUserInfoTypeString and X
String Element to match to ControlledUserInfo nonEmptyString GenericUserInfoType are defined in Table 3 of
TypeString or GenericUserInfoType [ITU-T H.741.2].
A match indicates that User Info is used to NOTE 1 — ControlledUserInfoTypeString is
identify atarget of this message. used only for permission level 3.
NOTE 2 — GenericUserInfoTypeis used only
for permission level 2 or 3.
Ignorel f Element of UserInfoTarget 01 NOTE - If true, then the associated value of X
Unavailable | Element to indicate how to handle Userinfo xs:Boolean UserInfoTypeString isignored if information
TypeString when information about the default = False about the specified type is unavailable.
specified type is unavailable
UserlnfoValue | Element of UserlnfoTarget 1 ControlledUserInfoVaueString and Generic X
String Element to match to ControlledUserInfoValue nonEmpty String UserInfoValue are defined in [ITU-T H.741.2]
String or GenericUserInfoValue Table3
A match indicates that this TD-AMF is atarget NOTE 1 — ControlledUserInfoValueString is
of this message used only for permission level 3.
NOTE 2 — GenericUserInfoVaue is used only
for permission level 2 or 3.
Compression | Indicates the compression/decompression Defined in[ITU-T H.741.2) X
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Table 2 —Elementsused in delivery

length = 1 octet (8 bits)

Element Description Support/type Notes or value domain XML | Binary
Compression | Indicates the compression/decompression xs.hexBinary Vaues: 0=None, 1=BiM, 2=ZLIB, 3=Infoset, X
algorithm used for the XML payload. enumeration or 4=EXI.
See NOTE.

NOTE — For BiM see [b-1SO/IEC 23001-1], for ZLIB (including GZIP) see [b-ETSI TS 102 472], for (Fast) Infoset see [b-ITU-T X.891], and for EXI see
[b-W3C EXI].

11
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Figure 2 contains the alternative representation of the delivery-dependent XML UserlnfoTarget data
structure defined in Table 2:

UserInfoTarget
| UserInfoTypeString (1)
| IgnorelIfUnavailable (0-1)

| UserInfovalueString (1)
Figure 2 — Alternative representation of the delivery-dependent XML
UserInfoTarget data structure

A similar representation can be made for binary headers. The inclusion of elements which indicate
the total sizes of other elements or groups of elements (i.e.,, TerminaDeviceTargetListSize and
UserlnfoTargetListSize) is recommended, independent of whether any elements are quantified. In
the representation shown in Figures 3 and 4, the sets of elements under the total size elements are
similar to (0-*) for the XML representations.

TerminalDeviceTargetListSize (1)

| TerminalDeviceTarget

| TerminalDeviceTarget

Figure 3 — Alternative representation of the binary TerminalDeviceTargetListSize
data structure

UserInfoTargetListSize (1)
UserInfoTypeSize

| UserInfoTypeString

|
|
| IgnorelIfUnavailable
| EndUserValueSize

|

| UserInfoValueString

UserInfoTypeSize

| UserInfoTypeString

|
|
| IgnorelfUnavailable
| EndUserValueSize

|

| UserInfovValueString

Figure 4 — Alternative representation of the binary UserInfoTargetL istSize data structure

The following clauses define the data structures of AM messages for delivery using unicast or
multicast transport delivery mechanisms. In the following tables, the partition between the delivery-
dependent XML and the XML payload are indicated by a double line.
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In cases where multicast is supported either directly by the network, or by transport protocols which
support multicast by replicating unicast messages on the network, the data structures of Table 5,
Table 7 and Table 9 are to be used.

6.2 Delivery of the data structure " configuration package request”

A unicast transport delivery mechanism is used by TD-AMFs during a pull sequence to deliver the
configuration package request data structure.

The data structure of the "configuration request message” isasindicated in Table 3.

Table 3—Data structurefor the " configuration request message”

Element Description Support/ | Notesor value domain
type

MessageType | Indicates configuration package request 1 Defined in Table 2.
message.

Expiration Security element indicating the message 1 Defined in Table 2.

Time expiration time.

Protocol Indicates the major protocol version of this 1 Defined in Table 2.

Version message.

MgjorlD Differences in major protocol versions indicate

incompatibility where mandatory functions
have changed so that an older version receiver
would not be able to interoperate with a newer
version sourceif it ssimply ignored the elements
and attributes it did not understand and took
the actions defined in the older
recommendation.

Protocol Indicates the minor protocol version of this 1 Defined in Table 2.
Version message, generated by the source of the
MinorID message. Differencesin minor protocol

versions indicate compatibility.

The minor version number isincremented only
if significant new capabilities have been added
to the AM protocal (e.g., new message).

Messagel D Element of ConfigRegquestMsg 1 Defined in Table 2.
Message identifier. Generated by TD-AMF.

Compression Indicates the compression/decompression 0-1 Defined in Table 2.
agorithm used for the XML payload.

Config Element of ConfigRequestMsg 1 Defined in

Package Container for a configuration package request [ITU-T H.741.2].

Request data structure.

6.3 Delivery of the data structure " configuration package request response”

A unicast transport delivery mechanism may be used by aggregation functions during a pull
sequence to deliver the configuration package request response data structure.

A multicast transport delivery mechanism may be used by aggregation functions during a push
sequence to deliver the configuration package request response data structure.

For unicast, the data structure of the "unicast configuration request response message” is indicated
in Table 4.
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Table 4 —Data structurefor " unicast configuration request response message"

Element Description Support/ | Notesor valuedomain
type

MessageType Indicates package request response message. 1 Defined in Table 2.

ExpirationTime | Security element indicating the message 1 Defined in Table 2.
expiration time.

ProtocolVersion | Indicates the major protocol version of this 1 Defined in Table 2.

MgjorID message.

ProtocolVersion | Indicates the minor protocol version of this 1 Defined in Table 2.

MinorID message.

Messagel D Element of UnicastConfigRequestResponse 1 Defined in Table 2.
Msg Generated by TD-AMF in
Message identifier. configuration request

message.

Compression Indi cates the compression/decompression 0-1 Defined in Table 2.
algorithm used for the XML payload.

ConfigPackage | Container for a configuration package request 1 Defined in

Request response data structure. [ITU-T H.741.2].

Response

For multicast, the data structure of the "multicast configuration request response message" is
indicated in Table 5.

Table5— Data structure for " multicast configuration request response message”

Element Description Support/ Notes or value domain
type

MessageType Indicates configuration package 1 Defined in Table 2.

reguest response sent over multicast.

ExpirationTime Security element indicating the 1 Defined in Table 2.

message expiration time.

Digest Integrity check element covering all 1 Defined in Table 2.

XML elements.

Signature Security element indication of 1 Defined in Table 2.

authentication.

ProtocolVersion Indicates the major protocol version of 1 Defined in Table 2.

MgjorID this message.

ProtocolVersion Indicates the minor protocol version of 1 Defined in Table 2.

MinorID this message.

Messagel D Message identifier. 1 Defined in Table 2.
Generated by aggregation
functions, may be used by
TD-AMF error messages.

Compression Indicates the compression/ 01 Defined in Table 2.

decompression agorithm used for the
XML payload.

14
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Table5— Data structure for " multicast configuration request response message"

Element Description Support/ Notes or value domain
type
ResponseQualifier | Qualifies which type(s) of special 1 Defined in Table 2.
responses are requested. Restricted values:
0 = no error response
regquested
1 = error message response
requested only.
TerminalDevice Identifies aterminal device, target of 0-* Defined in Table 2.
Target this message, uniquely identifies an
end user's terminal device based on
hashing of the device's MAC address.
UserlnfoTarget Container for elements specifying user 0-* Defined in Table 2.
info to be used for targeting TD-AMFs.
ConfigPackage Container for a configuration package 1 Defined in[ITU-T H.741.2)].
RequestResponse request response.

6.4 Delivery of the data structure" AMF configuration package"

A unicast transport delivery mechanism may be used by aggregation functions during a push
sequence to deliver the AMF configuration package data structure.

A multicast transport delivery mechanism may be used by aggregation functions during a push
sequence to deliver the AMF configuration package data structure.

For unicast, the structure of the "unicast configuration message" is indicated in Table 6 and, for
multicast transport, the structure of the "multicast configuration message” isindicated in Table 7.

Table 6 —Data structure for the " unicast configur ation message”

Element Description Support/ Notes or value domain
type
MessageType Indicates a configuration package 1 Defined in Table 2.
sent over multicast.
ExpirationTime Security element indicating the 1 Defined in Table 2.
message expiration time.
ProtocolVersion | Indicates the mgjor protocol version 1 Defined in Table 2.
MajorlD of this message.
ProtocolVersion | Indicates the minor protocol version 1 Defined in Table 2.
MinorID of this message.
Messagel D Message identifier. 1 Defined in Table 2. Generated by
aggregation functions.
Compression Indicates the compression/ 01 Defined in Table 2.
decompression agorithm used for
the XML payload.
ImmediateAnd Container for the immediate and 1 Defined as ConfigPackage
Future future configuration directives. RequestResponsein
Configuration [ITU-T H.741.2].
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Table 7 —Data structure for the " multicast configuration message"

Element

Description

Support/
type

Notes or valuedomain

MessageType

Indicates a configuration package
sent over multicast.

1

Defined in Table 2.

ExpirationTime

Security element indicating the
message expiration time.

Defined in Table 2.

Digest

Integrity check element covering al
XML elements.

Defined in Table 2.

Signature

Security element indication of
authentication.

Defined in Table 2.

ProtocolVersion
MgjorlD

Indicates the major protocol version
of this message.

Defined in Table 2.

ProtocolVersion
MinorID

Indicates the minor protocol version
of this message.

Defined in Table 2.

Messagel D

Message identifier.

Defined in Table 2. Generated by
aggregation functions.

LowerThreshold

It indicates the threshold to be used
with the generation of arandom
number between 0 and 10000 by the
TD-AMF to decide if the receiving
terminal device acceptsthe
configuration message (random
number above lower threshold) or not
(random number below lower
threshold).

Note 2

Defined in Table 2.

UpperThreshold

It indicates the threshold to be used
with the generation of arandom
number between 0 and 10000 by the
TD-AMF to decide if the receiving
terminal deviceisto accept the
configuration message (random
number below upper threshold) or not
(random number above upper
threshold).

Note 2

Defined in Table 2.

Response
Qualifier

Qualifies which type(s) of specia
responses are requested.

Defined in Table 2.

TerminalDevice
Target

Identifies aterminal device, target of
this message, uniquely identifies an
end user's terminal device based on
hashing of the device's MAC address.

Defined in Table 2.

TerminalDevice
TypeTarget

This element identifies aterminal
devicetype, target of this message.

Defined in Table 2.

UserlnfoTarget

Container for elements specifying
user info to be used for targeting
TD-AMFs.

Defined in Table 2.

Compression

Indicates the compression/
decompression agorithm used for the
XML payload.

Defined in Table 2.
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Table 7 —Data structure for the " multicast configuration message"

Element Description Support/ Notes or value domain
type
ImmediateAnd Container for the immediate and 1 Defined as ConfigPackage
Future future configuration directives. Note1 | RequestResponsein
Configuration [ITU-T H.741.2].

NOTE 1 — The code element within ImmediateAndFutureConfiguration has enumeration including code
as"2" (no configuration package change), which is not to be used here.

NOTE 2 — The conditions of both LowerThreshold and UpperThreshold must be met to accept the
configuration message. If the values of LowerThreshold and UpperThreshold are the same, then thresholds
are not used.

6.5 Delivery of the data structure " Measurement report request”

A unicast transport delivery mechanism may be used by aggregation functions during a pull
sequence to deliver the measurement report request data structure.

A multicast transport delivery mechanism may be used by aggregation functions during a pull
sequence to deliver the measurement report request data structure.

For unicast transport, the structure of the "unicast measurement report request message” is given in
Table 8, and for multicast transport, the structure of the "multicast measurement report request
message” isas shownin Table 9.

Table 8 — Data structurefor " unicast measurement report request message"

Element Description Support/type Notes or value domain
MessageType | Indicates aunicast configuration 1 Defined in Table 2.
package reguest response message.
Expiration Security element indicating the 1 Defined in Table 2.
Time message expiration time.
Protocol Indicates the magjor protocol version 1 Defined in Table 2.
Version of this message.
MgjorID
Protocol Indicates the minor protocol version 1 Defined in Table 2.
Version of this message.
MinorlD
Messagel D Message identifier. 1 Defined in Table 2. Generated by
aggregation functions.
Compression I ndli cates the compression/ 0-1 Defined in Table 2.
decompression algorithm used for
the XML payload.
Measurement | Container for a measurement report 1 Defined in [ITU-T H.741.2].
ReportRequest | request data structure.
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Table9 — Data structure for " multicast measurement report request message"

Element Description Support/ | Notesor value domain
type
Message Indicates a multicast configuration package 1 Defined in Table 2.
Type request response message.
Expiration Security element indicating the message 1 Defined in Table 2.
Time expiration time.
Digest Integrity check element covering all XML 1 Defined in Table 2.
elements.
Signature Security element indication of authentication Defined in Table 2.
Protocol Indicates the mgjor protocol version of this Defined in Table 2.
Version message.
MgjorID
Protocol Indicates the minor protocol version of this 1 Defined in Table 2.
Version message.
MinorID
Messagel D Element of MulticastM easReportRequestM sg 1 Defined in Table 2.
Message identifier. Generated by aggregation
functions.
Response Element of MulticastM easReportRequestM sg 1 Defined in Table 2.
Qualifier This element qualifies which type(s) of special (Note 1)
responses are requested.
Terminal Identifies aterminal device, target of this o-* Defined in Table 2.
Device message, uniquely identifies an end user's
Target terminal device based on hashing of the device's
MAC address.
Lower Indicates the threshold to be used with the 1 Defined in Table 2.
Threshold generation of arandom number between 0 and (Note 2)
10000 by the TD-AMF to decide if the receiving
terminal device accepts the configuration
message (random number above lower
threshold) or not (random number below lower
threshold).
Upper Indicates the threshold to be used with the 1 Defined in Table 2.
Threshold generation of arandom number between 0 and (Note 2)
10000 by the TD-AMF to decide if the receiving
terminal deviceisto accept the configuration
message (random number below upper
threshold) or not (random number above upper
threshold).
Compression | Indicates the compression/decompression 0-1 Defined in Table 2.
algorithm used for the XML payload.
Measurement | Container for a measurement report request data 1 Defined in
Report structure. [ITU-T H.741.2].
Request

NOTE 1 — Only ResponseQualifier values 0 or 1 are permitted in this structure.

NOTE 2 — The conditions of both LowerThreshold and UpperThreshold must be met to accept the
configuration message. If the values of LowerThreshold and UpperThreshold are the same, then thresholds

are not used.
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6.6

Delivery of thedata structure™ AM report package"

A unicast transport delivery mechanism may be used by a TD-AMF during a pull or push sequence
to deliver the data structure of a set of measurement reports. See Table 10.

Table 10 — Data structurefor the " measurement report message"

Element Description Support/type Notes or value domain
MessageType | Indicates a measurement report 1 Defined in Table 2.
message.
Expiration Security element indicating the 1 Defined in Table 2.
Time message expiration time.
Signature Security element indication of 1 Defined in Table 2.
authentication.
Protocol Indicates the major protocol version 1 Defined in Table 2.
Version of this message.
MagjorlD
Protocol Indicates the minor protocol version 1 Defined in Table 2.
Version of this message.
MinorID
Messagel D Message identifier. 1 Defined in Table 2. Generated by
TD-AMF if push delivery.
Generated by aggregation
function in measurement report
request if pull delivery.
Compression Indicates the compression/ 0-1 Defined in Table 2.
decompression algorithm used for
the XML payload.
AMReport Container for data structure of a set 1 Defined in [ITU-T H.741.2].
Package of measurement reports.

6.7

Delivery of thedata structure " Ack"

A unicast transport delivery mechanism may be used by a TD-AMF during a push sequence to
deliver the ack data structure. See Table 11.

Table 11 — Data structurefor the" configuration ack message"

Element Description Support/type Notes or value domain
MessageType | Indicates an acknowledge message. 1 Defined in Table 2.
Expiration Security element indicating the 1 Defined in Table 2.

Time message expiration time.

Protocol Indicates the magjor protocol version 1 Defined in Table 2.
Version of this message.

MajorID

Protocol Indicates the minor protocol version 1 Defined in Table 2.
Version of this message.

MinorID
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Table 11 — Data structurefor the" configuration ack message"

Element Description Support/type Notes or value domain
Messagel D Message identifier of the 1 Defined in Table 2.
configuration message being
responded to.
Compression Indicates the compression/ 0-1 Defined in Table 2.

decompression algorithm used for
the XML payload.

Ack Container for acknowledge 1 Defined in [ITU-T H.741.2].
message.

6.8 Delivery of thedata structure" Error™"

A unicast transport delivery mechanism may be used by a TD-AMF or aggregation functions during
apush or pull sequence to deliver the error data structure. See Table 12.

All five error messages (configuration request error message, configuration response error message,
configuration error message, measurement report request error message, and measurement report
error message) are identical to the "Error" data structure.

Table 12— Data structurefor the" error message"

Element Description Support/ Notes or value domain
type
MessageType Indicates an error message. 1 Defined in Table 2.
ExpirationTime Security element indicating the 1 Defined in Table 2.
message expiration time.
ProtocolVersion Indicates the major protocol 1 Defined in Table 2.
MajoriD version of this message.
ProtocolVersion Indicates the minor protocol 1 Defined in Table 2.
MinorID version of this message.
Messagel D Message identifier of the message 1 Defined in Table 2.
being responded to.
Compression Indicates the compression/ 0-1 Defined in Table 2.
decompression algorithm used for
the XML payload.
Error Container for error message. 1 Defined in [ITU-T H.741.2].
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Appendix |

Transport protocol considerations for audience measur ement
(This appendix does not form an integral part of this Recommendation.)

Following the specification of the audience measurement (AM) application, this appendix examines
AM and its considerations for designers and the selection of suitable transport protocol(s).

AM has eleven message types (see [ITU-T H.741.0]) of which all can be unicast at the application
level; they are to be transported as unicast. Three of the (downstream direction) message types can
be multicast at the application level; these are best transported using network multicast but may be
replicated at the transport level using unicast (which increases network congestion). AM defines
both unicast messages and multicast message for these three message types. It is recommended that
the multicast version be used when multicast by replicated unicast is used. Appendix Il of
[ITU-T H.741.1] provides considerations for unicast vs multicast implementation.

.1 AM message size characteristics

Table 1.1 describes whether unicast and/or multicast protocols can be used for each message type. It
provides relative message size range estimates of each message with dependencies which increase
size. S=Small, M=Medium, and L=Large.

Tablel.1 - Relative size characteristics of AM message types

M essage Unicast | Multicast | Relative Dependencies that increase
size message size
range

Configuration request message X M-M Hybrid permission mode

Configuration reguest error X SS Number of errors

message

Configuration request response X Y SM Configuration complexity and

message second configuration

Configuration response error X SS Number of errors

message

Configuration message X Y SM Configuration complexity and
second configuration

Configuration ack/error message X S-S Number of errors

M easurement report request X Y SS Number of measurement

message requests

M easurement report request error X SS Number of errors

message

M easurement report message X SL Batched reporting, scheduled
push delivery or pull delivery
modes. Maximum size limited
by TD-AMF storage

M easurement report error X SS Number of errors

message
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.2 AM message reliability needs

It is expected that AM be used for both aggregate and individual end-user device use cases. For
aggregate use cases, e.g., viewership count, a statistical result is sufficient. It is not required that
continual and proper participation in AM be guaranteed for every end-user device. For individual
use cases, eg., input for personalized recommendation engines, the historical information is
sufficient. Again, it is not required that continual and proper participation in AM be guaranteed for
every end-user device. It is therefore acceptable that any AM message type may infrequently fail to
be delivered. However, since report messages may be very large when scheduled or pull delivery
modes are used, it is recommended that reliability be sufficient to assure delivery of large report
messages. In considering the partitioning of reliability between the AM application and transport
protocols, it should be noted that, at an application level, AM supports a report message retry count
and multiple delivery destination addresses.

It is acceptable to use different transport protocols for different message types.

AM functional aspects that suffer from a loss of reiability are: timeliness in delivery and loss of
data. Table |.2 describes the need for reliability for each message type described in [ITU-T H.741.0]
and the impact when messages are not delivered.

Tablel.2—-AM messagereliability needs

M essage Reliability need Impact of non-delivery of message

Configuration request message Low Message retry, possible gap in
measurements, or wrong
measurements

Configuration request error message Low Message retry, possible gap in
measurements, or wrong
measurements

Configuration reguest response message Low Message retry, possible gap in
measurements, or wrong
measurements

Configuration response error message Low Message retry, possible gap in
measurements, or wrong
measurements

Configuration message Low Possible gap in measurements or
wrong measurements

Configuration ack/error message Low Lower system health confidence,
possible gap in measurements, or
wrong measurements

M easurement report request message Low Loss of stored measured data
M easurement report request error Low Loss of stored measured data
message
M easurement report message Higher if large Loss of measured data
message sizes are
expected
M easurement report error message Low L oss of measured data

When considering higher reliability in the transport of report messages, it should be borne in mind
that the more highly reliable transport protocols may require substantially more states to be stored
by aggregation serversin large-scale deployments, and may have an impact on their requirements.
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1.3 AM message QoS needs

The impact of loss is described in clause 1.2. Furthermore, since jitter and delay are not important
for the operation of AM, AM traffic may be marked as bulk class or equivalent.

.4 AM message integrity needs

The integrity of AM messaging is important for its operation. Since AM includes an integrity check
via cryptographic hash in the delivery-dependent XML and binary header, it does not require that
transport protocols provide integrity checks.

1.5 AM message encryption needs

AM report messages (upstream direction) can contain controlled information which must be
encrypted. Since AM includes support for encryption, it does not require that transport protocols
provide encryption.
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