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Recommendation ITU-T H.627 

Signalling and protocols for visual surveillance 

 

 

 

Summary 

Recommendation ITU-T H.627 describes the detailed specifications of reference points, signalling 
and control methods, and overall protocols of a visual surveillance system, based on the 
requirements described in Recommendation ITU-T F.743 and the functional architecture described 
in Recommendation ITU-T H.626. 

For the reference points between different functional entities relevant protocols are identified, such 
as protocols between the premises unit (PU) and service platform, the customer unit (CU) and 
service platform, and the PU and CU.  

For reference points in the same functional entity, the internal signalling is described, including the 
signalling flow or information elements relevant for each reference point, such as the signalling for 
the service control flow, and the media distribution flow in the service platform.  

Message formats and message text which relate to existing protocols (such as SIP, RTP, RTSP, 
HTTP) used in this Recommendation, are also provided.  
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these topics. 
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Recommendation ITU-T H.627 

Signalling and protocols for visual surveillance 

1 Scope 

As defined in [ITU-T H.626], the visual surveillance service is a telecommunication service 
focusing on video (but also including audio) application technology, which is used to remotely 
capture multimedia (such as audio, video, image and alarm signals) and present them to the end user 
in a user-friendly manner, based on a managed broadband network with ensured quality, security 
and reliability. 

The objective of this document is to describe the detailed specifications of reference points, 
signalling and control methods, and overall protocols of a visual surveillance system based on the 
functional architecture defined in [ITU-T H.626]. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 
reference in this text, constitute provisions of this Recommendation. At the time of publication, the 
editions indicated were valid. All Recommendations and other references are subject to revision; 
users of this Recommendation are therefore encouraged to investigate the possibility of applying the 
most recent edition of the Recommendations and other references listed below. A list of the 
currently valid ITU-T Recommendations is regularly published. The reference to a document within 
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ITU-T F.743]  Recommendation ITU-T F.743 (2009), Requirements and service description 
for visual surveillance. 

[ITU-T H.626]  Recommendation ITU-T H.626 (2011), Architectural requirements for visual 
surveillance. 

[ITU-T Y.101]  Recommendation ITU-T Y.101 (2000), Global Information Infrastructure 
terminology: Terms and definitions. 

[ITU-T Y.2012]  Recommendation ITU-T Y.2012 (2010), Functional requirements and 
architecture of next generation networks. 

[IETF RFC 2326] IETF RFC 2326 (1998), Real Time Streaming Protocol (RTSP). 

[IETF RFC 2616] IETF RFC 2616 (1999), Hypertext Transfer Protocol – HTTP/1.1. 

[IETF RFC 3261] IETF RFC 3261 (2002), SIP: Session Initiation Protocol. 

[IETF RFC 3550] IETF RFC 3550 (2003), RTP: A Transport Protocol for Real-Time 
Applications. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere:  

3.1.1 interface [ITU-T Y.101]: A shared boundary between two functional units. 

NOTE 1 – An interface is defined by various characteristics pertaining to the functions, physical 
interconnections, signal exchanges and other characteristics, as appropriate. 
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3.1.2 reference point [ITU-T Y.2012]: A conceptual point at the conjunction of two non-
overlapping functional entities that can be used to identify the type of information passing between 
these functional entities.  

NOTE 2 – A reference point may correspond to one or more physical interfaces between pieces of 
equipment. 

3.2 Terms defined in this Recommendation 

None. 

4 Abbreviations 

This Recommendation uses the following abbreviations: 

CMU Centre Management Unit 

CPU Central Processing Unit 

CU Customer Unit 

FECC Far-End Camera Control 

HTTP Hypertext Transfer Protocol 

ID Identity 

IIS Instant Image Snapshot 

MDU Media Distribution Unit 

MSU Media Storage Unit 

PTZ Pan/Tilt/Zoom 

PU Premises Unit 

RTCP Real-time Transport Control Protocol 

RTP Real-time Transport Protocol 

RTSP Real-time Streaming Protocol 

SCU Service Control Unit 

SDP Session Description Protocol 

SIP Session Initiation Protocol 

SOAP Simple Object Access Protocol 

VS Visual Surveillance 

XML Extensible Markup Language 

5 Introduction to VS functional architecture and related reference points 

[ITU-T H.626] describes the functional architecture framework of visual surveillance (VS), 
illustrated in Figure 5-1, and introduces the reference points of VS architecture. 

The present Recommendation provides a more detailed description of these reference points and 
introduces some new reference points.  
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Figure 5-1 – Decomposition of VS  

6 Signalling flows and relevant protocol exchanges 

The following are illustrative items:  

– the SIP message format should comply with the definition in [IETF RFC 3261] 

– the RTSP message format should comply with the definition in [IETF RFC 2326] 

– the HTTP message format should comply with HTTP1.1 defined in [IETF RFC 2616] 

– the RTP/RTCP signalling and message refer to [IETF RFC 3550]. 

6.1 Service management 

6.1.1 PU registration 

PU registration uses the SIP protocol [IETF RFC 3261]. The request message-header uses the 
standard REGISTER method, and the CMU returns a response with a "401 unauthorized" or 
"200 OK" message. The related signalling flows are shown in Figure 6-1 and the steps are described 
underneath. 

PU CMU

1. Register

2. 401 Unauthorized

3. Register

4. 200 OK

H.627(12)_F6-1 

Figure 6-1 – PU registration 
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Step 1:  The PU uses the SIP REGISTER method to implement registration to the CMU, the 
message header (SIP header) contains "From, To, Contract" fields to show the 
addresses of the PU and CMU. 

Step 2:  The CMU returns a response with an SIP 401 message and requests the PU to send the 
authentication information. 

Step 3:  The PU adds the authentication information and re-sends an SIP REGISTER message 
to the CMU. 

Step 4:  The CMU returns an SIP 200 OK message or other error code to finish the registration. 

 

6.1.2 CU registration 

CU registration has the same procedural flow and uses the same protocols as PU registration, see 
Figure 6-2. 

CU CMU

1. Register

2. 401 Unauthorized

3. Register

4. 200 OK

H.627(12)_F6-2 

Figure 6-2 – CU registration 

6.1.3 Obtaining the PU list 

As illustrated in Figure 6-3, after the CU and PU have been registered to the service platform, the 
CU needs to request from the SCU in the service platform, the PU list information, in order to 
provide that list to the end users. The PU list information includes user information, static list 
information and dynamic list information of PUs. The following steps describe the process. 

H.627(12)_F6-3

CU SCU CMU

1. HTTP: GET (UserInfo)

4. HTTP: 200 OK

5. HTTP: GET (StaticListInfo)

6. HTTP: 200 OK

7. HTTP: GET (DynamicListInfo)

8. HTTP: 200 OK

9. SIP: MESSAGE

10. SIP: 200 OK

2. Authentication

3. Response

 

Figure 6-3 – Obtaining the PU list 
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Step 1:  The CU sends an HTTP GET message with the Request-URI "UserInfo" to the SCU to 
request user information.  

Steps 2, 3:  The SCU needs to check the authentication information from the CMU. The CMU 
returns a response to the SCU. 

Step 4:  The SCU returns an HTTP 200 OK message with the user information to the CU. 

Steps 5, 6:  The CU sends an HTTP GET message with the Request-URI "StaticListInfo" to the 
SCU to request the static PU list information. The SCU returns an HTTP 200 OK 
message with the static PU list information to the CU. 

Steps 7, 8:  The CU sends an HTTP GET message with the Request-URI "DynamicListInfo" to the 
SCU to request the dynamic PU list information. The SCU needs to get the latest status 
of the PUs and returns an HTTP 200 OK message as a response to the CU. 

Steps 9, 10:  The SCU sends an SIP MESSAGE with the updated PU list information to the CU 
when the SCU gets the relevant status changes event. 

6.1.4 PU-related parameters query 

The related parameters of PUs include:  

1) Serial port parameters, including serial port numbers, baud rate, data bit rate, parity bit, 
flow control parameters, PTZ decoder type, PTZ decoder address, etc. 

2) Input parameters for switching, including channel number, channel state for input and 
output, etc. 

3) Clock parameter in the PU, used by the PU for clock drift correction. 

4) Video parameters, including video channel ID, encoding mode, encoding type, picture 
quality level, bit rate, frame rate, video resolution, I-frame interval, etc. 

5) Video display parameters, including contrast ratio, brightness, chromaticity, saturation. 

6) Subtitles parameters, including position of text (bitmap X/Y), text content, position of time 
stamp, etc. 

7) Alarm configuration parameters, including alarm type, alarm level, parameters for instant 
image snapshot, etc. 

8) PTZ control parameters, including PTZ ID, preset point index, preset point name, track 
number, PTZ velocity, etc. 

9) PU status parameters, including CPU utilization, channel status, alarm status, etc.  

10) PU logs parameters, including type of log, query method, query time, etc. 

H.627(12)_F6-4

CU SCU PU

1. HTTP Request

4. HTTP Response

2. Extended SIP INFO

3. 200 OK

 

Figure 6-4 – Procedural flows for a PU-related parameters query 
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The procedural flows for a PU-related parameters query are illustrated in Figure 6-4 and described 
as follows:  

 
Step 1:  The CU sends an HTTP Request message to the SCU to request PU-related parameters. 

Step 2:  The SCU sends an SIP INFO message to the specific PU to query its parameters. The 
SIP INFO message body uses the XML format to describe specific parameters. 

Step 3:  The PU returns a 200 OK message to the SCU.  

Step 4:  The SCU returns an HTTP Response message to the CU with the specific parameters 
requested by the CU. 

6.2 Alarm and linkage action  

The alarm and linkage action function is one of the basic capabilities of VS, and it is used to 
respond to an input alarm signal event, give an output alarm activity and trigger the related actions. 
When the alarm event occurs, the VS system utilizes sounds, images, or other ways to inform end 
users of it. 

The main procedural flows are indicated in Figure 6-5 and described in the steps below. 

H.627(12)_F6-5

CU SCU/CMU PU

1. SIP Subscribe

2. SIP 200 OK

5. SIP Notify

6. SIP 200 OK

3. SIP MESSAGE

4. SIP 200 OK

 

Figure 6-5 – Procedural flows for alarm and linkage action 

 
Step 1:  The CU uses the SIP Subscribe method to subscribe an alarm service to the SCU. 

Step 2:  The SCU returns a response with an SIP 200 OK message to the CU. 

Step 3:  When the PU captures an alarm event it uses the SIP Message method to notify the 
SCU of this event. 

Step 4:  The SCU returns a response with an SIP 200 OK message to the PU.  

Step 5:  The SCU uses the SIP Notify method to inform the CU of the event. 

Step 6:  The CU returns an SIP 200 OK message to the SCU. 

6.3 Video/audio acquisition 

The session control uses the SIP protocol and the message body uses the SDP protocol or XML 
text. The media transmission uses the RTP protocol. The ports for media channels are not defined in 
this Recommendation. 

NOTE – The ports are usually pairs, such as port 7000 is used for RTP and 7001 is then used for RTCP. 

6.3.1 Media acquisition transferred by the service platform 

Figure 6-6 and the steps below illustrate media acquisition being transferred by the service 
platform. 
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Figure 6-6 – Media acquisition transferred by the MDU 

 
Steps 1, 2:  The CU sends an INVITE message which includes the CU media format list and the 

CU address information to the SCU. The SCU transfers this message to the PU. 
NOTE – In this step it can also handle the authentication. 

Step 3:  The PU returns a response with a 200 OK message which includes the media format of 
the selected PU and the PU address information. 

Step 4:  The SCU modifies the SDP information and then forwards a 200 OK message to the 
CU. 

Step 5:  The CU sends an ACK message including the SDP information to the SCU. 

Step 6:  The SCU notifies the MDU to start the media stream and the MDU notifies this event 
to the MSU. The SCU modifies the SDP information in ACK and forwards it to the 
PU. Media channels between the CU and MDU, MDU and PU are established. The PU 
sends RTP packages of media stream to the MDU, and the MDU transfers the media 
stream to the CU. RTCP packages are transported between the CU and MDU, and 
MDU and PU. 

Steps 7, 8:  The CU sends a BYE message to end the session. The SCU notifies the MDU to stop 
the media stream and the MDU notifies this event to the MSU. The MSU stops sending 
the media stream to the CU. Then the SCU transfers the BYE message to the PU. 

Step 9:  The PU stops sending the media stream and returns a response with a 200 OK message 
to the SCU. 

Step 10:  The SCU transfers the 200 OK message to the CU. 
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6.3.2 Media acquisition directly from the PU  

Figure 6-7 and the steps below illustrate media acquisition directly from the PU. 

H.627(12)_F6-7
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Figure 6-7 – Media acquisition directly from the PU  

 
Step 1:  The CU sends an INVITE message to the SCU with the CU media format list and CU 

address information. NOTE – In this step, it can also handle the authentication. 

Step 2:  The SCU sends the INVITE message to the PU with the CU media format list. 

Step 3:  The PU handles the INVITE message and returns a 200 OK message including the 
SDP information to choose the codec and PU address information. 

Step 4:  After receiving the 200 OK message, the SCU selects the codec type, modifies the SDP 
and then forwards a 200 OK message to the CU. 

Step 5:  The CU returns a response to the SCU with an ACK message including an SDP 
answer. 

Step 6:  The SCU modifies the SDP in ACK and sends it to the PU. 

Steps 7, 8:  The PU sends RTP packages of the media stream to the CU. RTCP packages are 
transported between the PU and CU. 

Steps 9, 10:  The CU sends a BYE message to end the session and the SCU transfers the message to 
the PU. 

Step 11:  The PU stops sending the media stream and returns an 200 OK message to the SCU. 

Step 12:  The SCU returns the 200 OK message to the CU and stops sending the media stream. 

6.4 Instant image snapshot  

The instant image snapshot (IIS) function is used to get instant image information based on video 
from the surveilled object. 

The procedural flow in Figure 6-8 involves the implementation of the snapshot action in the PU 
which then uploads the snapshot image to the service platform from which the CU can access this 
image. The steps below describe the process. 
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Figure 6-8 – Procedural flows for the instant image snapshot 

 
Steps 1, 2, 3, 4 The CU sends an SIP MESSAGE to the SCU to request an instant image snapshot. The 

SCU transfers this message to the requested PU. The PU handles this request and 
returns an SIP 200 OK message to the SCU. The SCU adds an IIS (instant image 
snapshot) record in the service platform and returns an SIP 200 OK message to the CU. 

Steps 5, 6:  The PU sends an SIP MESSAGE to the MDU to request the image upload address. 
The MDU handles this request and returns an SIP 200 OK message with the upload 
address to the PU. 

Steps 7, 8:  The PU uploads the image file to the MSU through the HTTP POST method with the 
URL of the upload address, and the MSU returns an HTTP 200 OK message. 

Steps 9, 10:  The MSU sends an SIP MESSAGE to notify the SCU of the completion of the image 
upload. The SCU then returns an SIP 200 OK message to the MSU. 

Steps 11, 12:  The SCU sends an SIP MESSAGE to notify the CU for the completion of the image 
upload. The CU then returns an SIP 200 OK message to the SCU. 

Steps 13, 14:  The CU uses the HTTP GET method to request the MSU to download the snapshot 
image. The MSU handles this request and returns an HTTP 200 OK message with the 
image. 

6.5 Recording and playback  

6.5.1 Recording 

The recording function is used to record multimedia (such as audio and/or video) information from 
a surveilled object and store this multimedia information either in PUs or in the service platform. 
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Figure 6-9 shows the procedural flows for recording in the PU. It uses the SIP MESSAGE method 
and the XML format to specify parameters. The steps below describe the process. 

H.627(12)_F6-9
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Figure 6-9 – Procedural flows for recording in the PU 

 
Steps 1,2:  The CU sends an SIP MESSAGE to the SCU to query the recording status of the 

requested PU. After authentication, the SCU transfers this message to the requested 
PU. 

Steps 3, 4:  The PU returns an SIP 200 OK message to the SCU with the recording status of the 
requested PU. The SCU handles this response and returns an SIP 200 OK message to 
the CU. 

Steps 5, 6:  The CU sends an SIP MESSAGE to the SCU to request to start recording in the PU 
with the parameters of recording conditions. The SCU handles this request to start a 
new recording task or change the existing recording task according to the new request 
conditions. Then the SCU sends an SIP MESSAGE to the PU to request the PU to start 
a recording task. 

Steps 7, 8:  The PU returns an SIP 200 OK message to the SCU and the SCU transfers an SIP 200 
OK message to the CU. 

Steps 9, 10:  The CU sends an SIP MESSAGE to the SCU to request  recording is stopped in the 
PU. The SCU handles this request to stop the recording task. Then the SCU sends an 
SIP MESSAGE to the PU to stop recording. 

Steps 11, 12:  The PU returns an SIP 200 OK message to the SCU and the SCU transfers an SIP 200 
OK message to the CU. 

Figure 6-10 shows the procedural flows of recording in the service platform (media stored in 
the MSU). It uses the HTTP protocol between the CU and SCU and the XML format to specify 
parameters. It uses the RTSP protocol between the PU and MDU to perform video or audio 
recording. It uses the SOAP protocol among units in the service platform, such as the SCU, CMU, 
MDU and MSU. The steps below describe the process. 
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Figure 6-10 – Procedural flows for recording in the service platform 

 
Step 1:  The CU sets a recording plan in the service platform and sends an HTTP+XML 

message to the SCU. 

Steps 2, 3, 4:  The SCU transfers the plan using a SOAP message to the CMU. The CMU saves and 
confirms the plan, then uses a SOAP message to return a response to the SCU. The 
SCU uses an HTTP+XML message to return this response to the CU. 

Step 5:  The SCU gets a recording event and uses a SOAP message to send a recording request 
to the MDU. 

Steps 6, 7, 8:  The MDU uses a SOAP message to transfer this request to the MSU, and the MSU 
uses a SOAP message to return the response to the MDU. Then the MDU returns the 
response to the SCU. 

Steps 9,10:  Then the media stream is sent from the PU to the MDU. After some pre-processing 
(such as transcoding, creation of suitable file format, etc.), the MDU transfers the 
media to the MSU for storage and management using the RTSP protocol. 

Steps 11 to 14:  When the recording task has ended, the MSU notifies the MDU of the recording result 
using a SOAP message and the MDU transfers this notification to the SCU. After the 
SCU receives the notification, it returns the response to the MDU, and the MDU 
transfers the response to the MSU. 

Steps 15, 16:  The SCU uses a SOAP message to notify the CMU that the task has ended and the 
CMU saves the related logs. Then the CMU returns a response to the SCU to finish the 
whole recording procedure. 

6.5.2 Playback 

The playback function is used to play a media resource which has been previously recorded and 
stored.  

According to the location where the recorded media is stored, there are three different storage 
modes: storing it in the service platform, the PU and the CU.  
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Figure 6-11 shows the procedural flows for playback directly from the PU. The steps below 
describe the process. 
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Figure 6-11 – Procedural flows for playback directly from the PU 

 
Step 1:  The CU sends an HTTP GET request to the SCU to get the URL of the media resource 

to be played.  

Step 2:  The SCU in the service platform returns the URL to the CU with an HTTP response. 

Step 3:  The CU sends an RTSP DESCRIBE request to the PU to get the session description 
information of the PU. 

Step 4:  The PU returns a response with an RTSP 200 OK message, including the SDP 
information. 

Step 5:  The CU initiates an RTSP SETUP request to the PU, which at the least includes the 
following information:  
– URL of the requested media resource 
– request sequence number 
– transport parameters for the CU client. 

Step 6:  The PU returns a response with an RTSP 200 OK message, including the following 
information:  
status line: RTSP/1.0 200OK 
sequence number 
session ID 
transport parameters for the CU client. 
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Step 7:  The CU sends an "RTSP PLAY" request to start getting the media packets, and this 
request includes the following information:  
– request line, including the URL of the requested media resource  
– request sequence number 
– session ID 
– range (this parameter is optional). 

NOTE – The RTSP server (here it is the PU) is recommended to support fast 
forward/fast rewind and random access functions through the RTSP PLAY request 
with the standard parameters defined in [ITU-T RFC 2326]. 
To implement the forward/fast rewind function, "Scale" and/or "Speed" parameters are 
used. 
A scale value of 1 indicates normal play or record at the normal forward viewing rate. 
If not 1, the value corresponds to the rate with respect to the normal viewing rate. An 
example of playing in reverse at 4 times the normal rate:  
 Scale: –4 
The parameter value is expressed as a decimal ratio, e.g., a value of 2.0 indicates that 
data is to be delivered twice as fast as normal. Example:  
 Speed: 2.0 
To implement the random access function: use the "Range" parameter to indicate the 
starting point requested by the CU. Example:  
 Range: clock=19960213T143205Z-;time=19970123T143720Z 

Step 8:  The PU returns a response with an RTSP 200 OK message, including the following 
information:  
status line: RTSP/1.0 200 OK, 
sequence number, 
session ID, 
range, 
RTP-Info: URL of the media resource, first RTP package sequence number, RTP 
timestamp. 

Step 9:  The PU sends RTP packages of the media to the CU. 

Step 10:  RTCP packages are sent between the PU and CU. 

Step 11:  If the media stream needs to be paused, the CU sends an RTSP PAUSE request to the 
PU, and this request includes the following information:  
request line, including the URL of the requested media resource  
request sequence number 
session ID 
range (optional). 

Step 12:  The PU returns a response with an RTSP 200 OK message, including the following 
information:  
status line: RTSP/1.0 200 OK 
sequence number. 

Step 13:  If the media stream needs to be stopped, the CU sends an RTSP TEARDOWN request, 
and this request includes the following information:  
request line, including the URL of the requested media resource  
request sequence number 
session ID. 

Step 14:  The PU returns a response with an RTSP 200 OK message, including the following 
information:  
status line: RTSP/1.0 200 OK 
sequence number. 
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Figure 6-12 shows the procedural flows for playback from the MSU in the service platform. The 
steps below describe the process. 
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Figure 6-12 – Procedural flows for playback from the service platform 

 
Step 1:  The CU sends an HTTP GET request to the SCU to get the URL of the media resource 

to be played. 

Step 2:  The SCU transfers this request to the MDU. 

Step 3:  The MDU in the service platform returns the URL to the SCU with an HTTP response. 

Step 4:  The SCU transfers this response to the CU. 

Steps 5 to 16:  For steps 5 to 16, signalling and messages are the same as for steps 3 to 14 in the 
procedural flows for playback directly from the PU, but the RTSP media server for the 
CU is the MSU more than the PU, and the media server is recommended to support fast 
forward/fast rewind and random access functions.  

6.6 Voice (audio) communication 

6.6.1 Voice communication 

Voice communication is one of the advanced capabilities of visual surveillance and it is used for 
communication between the end user and the surveilled object (when the surveilled object is a 
human being). Figure 6-13 describes the procedural flows for voice communication and the steps 
below describe the process. 
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Figure 6-13 – Procedural flows for voice communication 

 
Step 1:  The CU sends an SIP INVITE message with the SDP information of the CU to the 

SCU to request voice communication.  

Steps 2, 3:  The SCU needs to apply resources from the MDU for media stream forwarding.  
NOTE – This is an internal interface in the service platform. The MDU returns a 
response to the SCU with the SDP information of the MDU. This may be implemented 
based, for example, on the TCP protocol, but no protocol is recommended here.  

Steps 4, 5:  The SCU sends an SIP INVITE message with the SDP information of the MDU to the 
PU to request voice communication. The PU returns an SIP 200 OK message with the 
SDP information of the PU. 

Step 6:  The SCU sends an SIP ACK message to the PU to confirm this session.  

Step 7:  Bidirectional audio channels are created between the PU and MDU. 

Step 8:  The SCU returns an SIP 200 OK message to the CU with the SDP information of the 
MDU. 

Step 9:  The CU sends an SIP ACK message to the SCU to confirm this session. 

Step 10:  Bidirectional audio channels are created between the CU and MDU. 

Step 11:  RTP packages of audio media stream are transferred by the MDU between the CU 
and PU. 

Step 12:  To end the voice communication, the CU sends an SIP BYE message to the SCU. 

Steps 13, 14:  The SCU notifies the MDU to stop transferring the media stream and release resources. 
The MDU returns a response to the SCU.  
NOTE – This is also an internal interface in the service platform. No protocol is 
recommended here. 

Step 15:  The SCU returns an SIP 200 OK message to the CU to end the communication 
between the CU and MDU. 
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Steps 16, 17:  The SCU sends an SIP BYE message to the PU which returns an SIP 200 OK message 
to the SCU to end the communication between the PU and MDU. 

 

6.6.2 Voice/audio broadcast 

The voice/audio broadcast function is one of the advanced capabilities of a visual surveillance 
system, and it is used to broadcast audio stream only from the CU to multiple surveilled objects 
(human beings) through the PUs.  

The procedural flow in Figure 6-14 illustrates the implementation of the voice/audio broadcast 
action. The steps below describe the process. 
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Figure 6-14 – High level procedural flows for voice/audio broadcast 
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Step 1 The CU sends an SIP INVITE to the SCU to request voice/audio broadcast action with 
the information of the requested PU list.  

Steps 2, 3:  After authentication, the SCU requests the MDU to assign resources for broadcast 
action, and the MDU returns a response with the result of resources reservation to the 
SCU. 

Steps 4, 5:  The SCU sends an SIP INVITE to each PU of the requested list for broadcast 
connection. 
Each PU creates a unidirectional media channel with the MDU and returns a response 
separately with an SIP 200 OK message to the MDU. 

Steps 6, 7:  The SCU returns a response with an SIP 200 OK message to the CU. The CU creates a 
unidirectional media channel with the MDU and sends an SIP ACK message to the 
SCU. 

Step 8:  The SCU returns a response with an SIP 200 OK message to each PU separately. 

Step 9:  The CU sends the media stream to the MDU through the created media channel. 

Step 10:  The MDU broadcasts the media stream to each PU through separate media channels. 

Step 11:  To stop broadcasting, the CU sends an SIP BYE message to the SCU and releases the 
media channel with the MDU. 

Steps 12, 13:  The SCU requests the MDU to stop broadcasting and release resources, and the MDU 
returns a response to the SCU. 

Steps 14, 15:  The SCU sends an SIP BYE message to each PU separately. Each PU stops receiving 
the media stream and releases the unidirectional media channel with the MDU, and 
then sends an SIP 200 OK message to the SCU. 

Step 16:  The SCU sends an SIP 200 OK message to the CU to complete the whole procedure. 

6.7 Far-end camera control 

The far-end camera control (FECC) function is used to pan, tilt and zoom cameras, switch auxiliary 
peripherals (such as flashlight, fan and rain brush), and to preset the position of related physical 
devices. 

Figure 6-15 shows the procedural flows and the steps below describe the process. 
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Figure 6-15 – Procedural flows for the FECC function 
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Step 1:  The CU sends an SIP MESSAGE to the SCU with information of the far-end camera 
control commands in order to request remote control of the requested camera or 
auxiliary peripherals (PU). 

Step 2:  The SCU handles authentication with some user information from the CMU. 

Step 3:  After authentication, the SCU transfers the SIP MESSAGE to the requested PU. 

Step 4:  The PU parses these control commands and sends them to the related physical devices 
in order to implement the far-end camera control operations. 

Step 5:  The PU returns a response to the SCU with an SIP 200 OK message. 

Step 6:  The SCU transfers this SIP 200 OK message to the CU to complete this operation. 
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