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Recommendation ITU-T H.626.6

Architecture for big data application in video surveillance systems

Summary

Recommendation ITU-T H.626.6 defines an architecture for big data application in video surveillance
systems, including the functional architecture and reference points. As the amount of video data is
growing in video surveillance systems, a suitable architecture is needed to support the requirements
for big data application in video surveillance systems to deal with the structured and unstructured data,
and to enhance the efficiency of huge data retrieval and data mining across time and space range. This
Recommendation is based on Recommendation ITU-T F.743.7, Requirements for big data-enhanced
visual surveillance services.

History *
Edition Recommendation Approval Study Group Unique ID
1.0 ITU-T H.626.6 2024-02-13 16 11.1002/1000/15848
Keywords

Architecture, big data, video surveillance system.

* To access the Recommendation, type the URL https://handle.itu.int/ in the address field of your web
browser, followed by the Recommendation's unique 1D.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must™ and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents/software copyrights, which may be required to implement this Recommendation.
However, implementers are cautioned that this may not represent the latest information and are therefore
strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at
http://www.itu.int/ITU-T/ipr/.

© ITU 2024

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.
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Recommendation ITU-T H.626.6

Architecture for big data application in video surveillance systems

1 Scope

This Recommendation specifies the functional architecture and reference points for big data
application in video surveillance systems (VSS).

The scope of this Recommendation includes:
— Functional architecture for big data application in video surveillance systems;
— Reference points for big data application in video surveillance systems.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T F.743] Recommendation ITU-T F.743 (V2) (2019), Requirements and service
description for video surveillance.

[ITU-T F.743.1]  Recommendation ITU-T F.743.1 (2015), Requirements for intelligent visual
surveillance.

[ITU-T F.743.7]  Recommendation ITU-T F.743.7 (2019), Requirements for big data-enhanced
visual surveillance services.

[ITU-T H.626] Recommendation ITU-T H.626 (V2) (2019), Architectural requirements for
video surveillance system.

[ITU-T H.626.5] Recommendation ITU-T H.626.5 (V2) (2022), Architecture for intelligent
video surveillance systems.

[ITU-T L.1390] Recommendation ITU-T L.1390 (2022), Energy saving technologies and best
practices for 5G radio access network (RAN) equipment.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 application [b-ITU-T Y.101]: A structured set of capabilities, which provide value-added
functionality supported by one or more services.

3.1.2 big data [ITU-T L.1390]: A term that describes the large volume of data — both structured
and unstructured — that inundates a business on a day-to-day basis. Big data can be analysed for
insights that lead to better decisions and strategic business moves.

3.1.3 central control server [b-ITU-T H.626.3]: A device located at the central part of the visual
surveillance system. It is used for centralized system management, service operation management
and access control.
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NOTE — The centre control server (CCS) consists of a centre management unit and a service-control unit.

3.1.4 customer unit [ITU-T H.626]: A device located at the customer part of a video surveillance
system and used to present multimedia information (such as audio, video, image, alarm signal, etc.)
to the end user.

3.1.5 functional architecture [b-ITU-T Y.2012]: A set of functional entities and the reference
points between them used to describe the structure of an NGN. These functional entities are separated
by reference points, and thus, they define the distribution of functions.

3.1.6 functional entity [b-ITU-T Y.2012]: An entity that comprises an indivisible set of specific
functions. Functional entities are logical concepts, while groupings of functional entities are used to
describe practical, and physical implementations.

3.1.7 interface [b-ITU-T Y.101]: A shared boundary between two functional units.

NOTE - An interface is defined by various characteristics pertaining to the functions, physical
interconnections, signal exchanges, and other characteristics as appropriate.

3.1.8 media [b-ITU-T Y.101]: Plural of medium.

3.1.9 media server [ITU-T H.626]: A device located at the centre part of a video surveillance
system. It is used to forward real-time media stream as well as store, retrieve and replay historical
media stream. The media server (MS) receives the media stream from the premises unit or other
media server and forwards the media stream to another customer unit or media server. It consists of
a media distribution unit and a media storage unit.

3.1.10 premises unit [ITU-T H.626]: A device located at the remote part of a video surveillance
system and used to capture multimedia information (such as audio, video, image, alarm signal, etc.)
from a surveilled object.

3.1.11 reference point [b-ITU-T Y.2012]: A conceptual point at the conjunction of two non-
overlapping functional entities that can be used to identify the type of information passing between
these functional entities.

3.1.12 service [b-ITU-T Y.101]: A structured set of capabilities intended to support applications.

3.1.13 video surveillance system (VSS) [ITU-T F.743]: A telecommunication system focusing on
video (but including audio) application technology, which is used to remotely capture multimedia
(such as audio, video, image, alarm signals, etc.) and present them to the end user in a friendly manner,
based on a managed broadband network with quality, security and reliability ensured.

3.2 Terms defined in this Recommendation

None.

4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:

AEF Analysis Evaluation Function

AMF Analysis Management Function

APP Application

ASCF Analysis Service Control Function

BDAU Big Data Application Unit

CCS Centre Control Server

CFBDA Console Function of Big Data Application
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CSF Computing Service Function

Cu Customer Unit

CMU Centre Management Unit

DMAF Data Mining and Analysis Function
DSS Data Storage and Service

DSU Data Storage Unit

ISU Information Storage Unit

IVS Intelligent Visual Surveillance
MDU Media Distribution Unit

MS Media Server

MSU Media Storage Unit

PU Premises Unit

VAEU Visual Analysis Engine Unit
VSAF Video Streaming Access Function
VSBD Big Data application in Video Surveillance systems
VSS Video Surveillance System

5 Conventions

Functional entities: In the context of VSBD architecture, "functional entities" are defined as a
collection of functionalities. It is represented by the following symbol:

Functional
entities

Function modules: In the context of VSBD architecture, "function modules™ are defined as groups of
functionalities that has not been further subdivided at the level of detail described in this
Recommendation. It is represented by the following symbol:

Function modules

NOTE - In the future, other groups or other Recommendations may possibly further subdivide these function
modules.

6 Functional architecture for big data application in VSS(s)

This clause describes the functional architecture for big data application in video surveillance systems
(VSBD) and functional entities.

Big data is defined in [ITU-T L.1390], and big data application are also analysed for insights that lead
to better decisions and strategic business moves from the amount of data. The scenarios of VSBD are
defined in [ITU-T F.743.7], they are:

— Intelligent video retrieval. For example, VSBD can use characteristic information such as
licence plate, vehicle type, colour, brand type or body feature of the target vehicle as input,
to retrieve similar objects in multiple videos with the trajectories displayed to users.
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— Intelligent event detection. For example, VSBD can detect a fire disaster by analysing the
related real-time videos as well as sensing data from smoke detectors and temperature sensors
in areas of concern to the users.

— Status prediction. For example, according to the data collected by cameras, VSBD can
analyse the rules and forecast future traffic flow in order to achieve efficient traffic control.

6.1 Functional architecture in VSBD
The system's functional architecture is illustrated in Figure 6-1.
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Figure 6-1 — Functional architecture

The VSBD is an end-to-end system without a customer unit focusing on a large amount of video (but
including audio) data, which is to collect, store, process, analyse, apply, and display the video data.
It consists of a big data application unit (BDAU), data storage unit (DSU) and visual analysis engine
unit (VAEU).

The VSBD is different from the intelligent visual surveillance (IVS) system and the application (APP)
defined in [ITU-T F.743.1] and the data storage and service (DSS) defined in [ITU-T H.626.5].

The centre management unit (CMU), service-control unit (SCU), media distribution unit (MDU),
media storage unit (MSU), premises unit (PU) and customer unit (CU) are defined in [ITU-T H.626].
And the rest in Figure 6-1 is described in clause 6.2 and the reference points in clause 7.

6.2 Functional entities

This clause defines the functional entities for VSBD.

6.2.1 Big data application unit

The BDAU is the functional entity of application aspects. It consists of a video streaming access
function (VSAF), console function of big data application (CFBDA) and a data mining and analysis
function (DMAF).

The main tasks of BDAU are application selection, application operation, application presentation,
application access such as video streaming access function, portal service presentation, data mining
and analysis service selection.
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Figure 6-2 shows the function modules of the BDAU.
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Figure 6-2 — Function modules of BDAU

6.2.1.1  Video streaming access function
VSAF is a functional module for access and re-transmission.

The main tasks of VSAF are to access data storage and re-transmit analysis data. For example, VSAF
can be used to get the original video data according to monitoring time. VSAF can also be used to
decode the original video data to get the required video data and send the video frames to the video
analysis engine for analysis.

6.2.1.2  Console function of big data application
CFBDA is the portal of VSBD.

The main task of the CFBDA is to interact with the CU. The CFBDA provides the interface to operate
and control the VSBD. Through the CFBDA, the authorized end user can, e.g., manage alarm task,
video enrichment task, data retrieval and analysis task, subject research-prediction task, etc.

6.2.1.3 Data mining and analysis function
DMAF is the display carrier for the results of big data analysis.

The main tasks of DMAF are to play and display the result and information of data mining and
analysis such as video enrichment, real-time deploy-control and alarming, data retrieval and analysis
and status prediction.

6.2.2  Visual analysis engine unit

VAEU is the functional entity for visual analysis aspects. It consists of an analysis service control
function (ASCF), analysis management function (AMF), computing service function (CSF) and
analysis evaluation function (AEF).

The main tasks of VAEU are to analyse the video data and output the analysis results.
Figure 6-3 shows the function modules of the VAEU.
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Figure 6-3 — Function modules of VAEU
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6.2.2.1  Analysis service control function
ASCEF is the functional module for service-control aspects.

The main tasks of the ASCF are service description, service registration, service access, service
selection, service scheduling, service monitoring, service tracking and service management.

6.2.2.2  Analysis management function
AMF is the functional module for video or image process aspects.

The main tasks of the AMF are to identify specific objects automatically and output the analysis
results to the BDAU, recognize information including triggered events and acquired data, load or
unload one or more intelligent analysis algorithms on the CSF according to the different requirements
and evaluation from the AEF, send capability lists, statuses and analysis results to the AEF.

6.2.2.3  Computing service function
CSF is the functional module for computing aspects.

The main task of the CSF is to provide calculation ability to the AMF and AEF according to the
different requirements.

6.2.2.4  Analysis evaluation function
AEF is the functional module for evaluating aspects to improve the accuracy of the visual analysis.

The main tasks of the AEF are to evaluate the quality and performance of capabilities and send the
report to the AMF. According to the different requirements, the AEF evaluates analysis results by
checking the statuses of capability lists and choosing the one which has the best performance
capability.

6.2.3 Data storage function

DSF is the functional entity for data storage aspects. It consists of MSU and an information storage
unit (ISU). MSU is defined in [ITU-T H.626]. ISU is the function module to store, index, download
and provide serving of video and image information from the VAEU.

The main tasks of the DSF are to store data, index data, download data and provide data serving.

7 Reference points

This clause defines reference points. The reference points Cm, Cs, Ps, Ds, Ds', Mp, Mp', Mc, Mc' and
Pc are defined in [ITU-T H.626].

7.1 Reference point Va/Va'

Reference points Va and Va' are between the BDAU and the VAEU.

Va is used to report the results of the intelligent analysis task from the VAEU to the BDAU.

Va' is used to send the user request of a big data analysis task (such as search target by image, search
target by attribute, etc.) from the BDAU to the VAEU, report the status of the big data analysis task
from the VAEU to the BDAU, and control the big data analysis task from the VAEU to the BDAU.

7.2 Reference point VVd/vd’

Reference points VVd and Vd' are between the VAEU and the DSU.

Vd is used to transmit the authorized video and image data from the DSU to the VAEU when the data
stored in the DSU is required to be accessed by the BDAU's users and transmit video and image
information from the VAEU to the DSU when the analysed information is required to be collected to
the DSU.
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Vd' is used to send data access request from the VEAU to the DSU, and support data operations like
information query, etc., based on the request from the VEAU to the DSU.

7.3 Reference point Da/Da’

Reference points Da and Da' are between the DSU and the BDAU.

Da is used to transmit the authorized video and image information from the DSU to the BDAU when
the data stored in the DSS is required to be accessed by the BDAU's users and transmit video and
image information from the BDAU to the DSU when the information captured by the BDAU is
required to be collected to the DSU.

Da' is used to send video and image information access request from the BDAU to the DSU such as
information query or subscription and so on.

7.4 Reference point Cb

Reference point Cb lies between the centre control server (CCS) and the BDAU. It is used to send
the user authentication request from the BDAU to the CMU and return the authentication result.

7.5 Reference point Ca

Reference point Ca lies between the CU and the BDAU. It is used by the CU to select, search, play,
download and install applications.

Rec. ITU-T H.626.6 (02/2024) 7



Bibliography

[b-ITU-T H.626.3] Recommendation ITU-T H.626.3 (2018), Architecture for visual
surveillance system interworking.

[b-ITU-T Y.101] Recommendation ITU-T Y.101 (2000), Global Information Infrastructure
terminology: Terms and definitions.

[b-ITU-T Y.2012] Recommendation ITU-T Y.2012 (2010), Functional requirements and
architecture of next generation networks.

8 Rec. ITU-T H.626.6 (02/2024)






SERIES OF ITU-T RECOMMENDATIONS

Series A
Series D
Series E
Series F
Series G
Series H
Series |

Series J

Series K

Series L

Series M
Series N
Series O
Series P
Series Q
Series R
Series S
Series T
Series U
Series V

Series X

Series Y

Series Z

Organization of the work of ITU-T

Tariff and accounting principles and international telecommunication/ICT economic and policy issues
Overall network operation, telephone service, service operation and human factors

Non-telephone telecommunication services

Transmission systems and media, digital systems and networks

Audiovisual and multimedia systems

Integrated services digital network

Cable networks and transmission of television, sound programme and other multimedia signals
Protection against interference

Environment and ICTs, climate change, e-waste, energy efficiency; construction, installation and
protection of cables and other elements of outside plant

Telecommunication management, including TMN and network maintenance
Maintenance: international sound programme and television transmission circuits
Specifications of measuring equipment

Telephone transmission quality, telephone installations, local line networks
Switching and signalling, and associated measurements and tests

Telegraph transmission

Telegraph services terminal equipment

Terminals for telematic services

Telegraph switching

Data communication over the telephone network

Data networks, open system communications and security

Global information infrastructure, Internet protocol aspects, next-generation networks, Internet of
Things and smart cities

Languages and general software aspects for telecommunication systems

Published in Switzerland
Geneva, 2024




	Recommendation ITU-T H.626.6 (02/2024) Architecture for big data application in video surveillance systems
	Summary
	History
	FOREWORD
	Table of Contents
	1 Scope
	2 References
	3 Definitions
	3.1 Terms defined elsewhere
	3.2 Terms defined in this Recommendation

	4 Abbreviations and acronyms
	5 Conventions
	6 Functional architecture for big data application in VSS(s)
	6.1 Functional architecture in VSBD
	6.2 Functional entities
	6.2.1 Big data application unit
	6.2.1.1 Video streaming access function
	6.2.1.2 Console function of big data application
	6.2.1.3 Data mining and analysis function

	6.2.2 Visual analysis engine unit
	6.2.2.1 Analysis service control function
	6.2.2.2 Analysis management function
	6.2.2.3 Computing service function
	6.2.2.4 Analysis evaluation function

	6.2.3 Data storage function


	7 Reference points
	7.1 Reference point Va/Va'
	7.2 Reference point Vd/Vd'
	7.3 Reference point Da/Da'
	7.4 Reference point Cb
	7.5 Reference point Ca

	Bibliography

