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Recommendation I TU-T H.248.85

Gateway control protocol: Usage of loopback in I TU-T H.248

Summary

Recommendation ITU-T H.248.85 clarifies the interaction between the use of the ITU-T H.248
"loopback” and the Session Description Protocol (SDP) loopback attribute. Loopback is the process
where media (including transport packets) received (Local Descriptor) on a Termination is sent from
the sending side (Remote Descriptor) of the Termination without the media being passed between
that Termination and other Terminationsin the Context.

History
Edition Recommendation Approval  Study Group Unique ID*
1.0 ITU-T H.248.85 2013-03-16 16 11.1002/1000/11864

* To access the Recommendeation, type the URL http://handle.itu.int/ in the address field of your web
browser, followed by the Recommendation's unique ID. For example, http://handle.itu.int/11.1002/1000/11

830-en.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on aworldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendationsis covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1SO and IEC.

NOTE

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some
other obligatory language such as "must" and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectua property,
protected by patents, which may be required to implement this Recommendation. However, implementers
are cautioned that this may not represent the latest information and are therefore strongly urged to consult the
TSB patent database at http://www.itu.int/ITU-T/ipr/.

©I1TU 2014

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of 1TU.
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Recommendation I TU-T H.248.85

Gateway control protocol: Usage of loopback in ITU-T H.248

1 Scope

This Recommendation clarifies the interaction between and use of the ITU-T H.248 "loopback"
mode with the SDP Media Loopback functionality described by [I[ETF RFC 6849]. It only describes
the interactions between these functionalities rather than re-describing the entire loopback
proceduresin [IETF RFC 6849].

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the
currently valid ITU-T Recommendations is regularly published. The reference to a document within
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-TH.248.1]] Recommendation ITU-T H.248.1 (2013), Gateway Control Protocol:
Version 3.

[ITU-T H.248.30] Recommendation ITU-T H.248.30 (2007), Gateway Control Protocol: RTCP
extended performance metrics packages.

[ITU-T H.248.48] Recommendation ITU-T H.248.48 (2012), Gateway Control Protocol: RTCP
XR Block Reporting Package.

[IETF RFC 3550] IETF RFC 3550 (2003), RTP: A Transport Protocol for Real-Time
Applications.

[IETFRFC 3611] IETF RFC 3611 (2003), RTP Control Protocol Extended Reports (RTCP XR).

[IETF RFC 6849] |ETF RFC 6849 (2013), An Extension to the Session Description Protocol
(SDP) and Real-time Transport Protocol (RTP) for Media Loopback.

3 Definitions

31 Termsdefined elsewhere
None.

3.2 Termsdefined in this Recommendation
This Recommendation defines the following terms:

3.21 ITU-T H.248 loopback: The process where media (including transport packets) received
(Local Descriptor) on a Termination is sent from the sending side (Remote Descriptor) of the
Termination without the media being passed between that Termination and other Terminations in
the Context.

3.22 ITU-T H.248 media loopback: The media traffic covers all types of media which may be
described by the ITU-T H.248 Media Descriptor. This is a superset with regards to |ETF loopback
media traffic. The term media covers therefore not only packet-switched media traffic, but also
mediarelated to ITU-T H.248 physical terminations.
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3.23 |ETF media loopback: The media traffic is limited to "Media-over-RTP' only. The
loopbacked media portion relates to the application data encapsulated in RTP packets (i.e., the
RTP-SDU part).

4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:
BGW Border gateway

BR Basic Reports

CP Collection Point

IP Internet Protocol

LP L oopback Point

MG Media Gateway

MGC Media Gateway Controller
MP Measurement Point

OP Originating Point

RD Remote Descriptor

RP Reporting Point

RPLR RTP Packet Loss Rate
RTCP RTP Control Protocol

RTP Real-Time Protocol

SDP Session Description Protocol
SDU Service Data Unit

SIP Session Initiation Protocol
SR Sender Receiver

UE User Equipment

XR Extended Report

5 Conventions

Elements of the ITU-T H.248 protocol model, e.g., Context, Termination, Stream, Event, are
represented using the first letter capitalized. ITU-T H.248 Property, Event, Signal and Parameter
identities are given in italics. When used in the main text, SDP syntax is highlighted in bold
i.e "m=".

6 L oopback functionality in ITU-T H.248

ITU-T H.248 loopback functionality is supported through the use of the Local Control Descriptor
Mode Property (clause 7.1.7 of [ITU-T H.248.1]). The mode property is applicable to al transport
types and is independent of any call control protocol used by the MGC. When a mode property is
set to "loopback”, the MG shal behave according to clause 7.1.7 of [ITU-T H.248.1]. The
ITU-T H.248 loopback is a media level loopback in that the received media stream is processed
according to the received Termination and may be sent in the Context (but not to other
Terminations).
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The mode property, whilst being independent of the call control variant and transport used, is used
within an overall network procedure for initiating and co-ordinating loopback. Where the real-time
protocol (RTP) is used, [IETF RFC 6849] describes additional SDP parameters and procedures for
negotiating and initiating loopback functionality. As the ITU-T H.248.1 Local and Remote
Descriptors contain SDP, this introduces an aternate means of specifying loopback functionality.

Figure 1 illustrates the example of an ITU-T H.248 Stream endpoint for traffic processing following
alayered protocol architecture. Figure 1 shows that the loopback path may be "located” on different
protocol layers. Such a protocol layer-dependent loopback path is either:

- implicitly given by the available media and transport information in the Local and Remote
Descriptors; or

- may be explicitly indicated, like e.g., by the SDP parametersreferred to in clause 6.1.

ITU-T H.248 Stream endpoint I ETF media loopback
4 Layer7(applicaion)
o | | Layer 6 (presentation) e Protocol |ayer -dependent
T i - T loopback (media) path options
8|, Layer 5 (session) | § (some typical exanples are shown)
g | lerdasoy _g’f Layer 3medialoopback
| =
7§ wr,,L,""Y?@,(,im)"fqlﬁ,,,,,,,,,,,,,,,,,%gf
T | | Layer 2(datalink) |
| Layer 1(physical) |
i Loopback (media) path 1* RD traffic direction
‘ v

H.248.85(13)_F01
Figure 1 — Protocol layer-dependent L oopback (media) path options

6.1 Precedence

As indicated in clause 7.1.7 of [ITU-T H.248.1], there may be an interaction between the mode
property and the contents of the Local and Remote Descriptors. The mode property is described as
taking precedence over any mode specified by the contents of the Local and Remote Descriptors.

[IETF RFC 6849] defines procedures and attributes for both the initiating and the answering side.
For the initiating side, these procedures relate to the sending of a certain RTP payload that would be
controlled through the normal ITU-T H.248 "Mode" property (i.e., Send, Send/Receive) and setting
the appropriate media and connection information in the Remote Descriptor. However, for the
answering side, the procedures of [IETF RFC 6849] result in a change of mode behaviour and thus
may conflict with the setting of the ITU-T H.248 mode property. Consequently, the precedence
described by clause 7.1.7 of [ITU-T H.248.1] is only applicable to the "answerer” (i.e., the
Termination performing the loopback, or providing the mirror).

Therefore, if the ITU-T H.248 mode property is set to "Inactive’, "Send", "Receive', or
"Send/Receive", this setting will take precedence over any SDP defined by [IETF RFC 6849] set on
the answering Termination, even if a=loopback-mirror is set. As a result, the media or RTP
packets will not be looped back (mirrored).

However, if the ITU-T H.248 mode property is set to "Loopback”, then any SDP defined by
[IETF RFC 6849] is deemed to be complementary to the ITU-T H.248 mode. Media or RTP packets
will be looped back according to the SDP contained in the Local and Remote Descriptors.

This enables ITU-T H.248 to discriminate between a Packet or Media loopback as defined in
clause 4.1 of [IETF RFC 6849].
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6.2 Sending of media

[IETF RFC 6849] assumes that an SDP offer/answer exchange occurs to negotiate the use of the
loopback functionality. On receipt of an answer, the MGC may then provide the Remote Descriptor
of the Termination/Stream in question with the necessary media/connection information at which
point the MG will start to generate packets.

6.3 Monitoring media quality

Clause 9 of [IETF RFC 6849] indicates that the use of the loopback attribute is intended for
monitoring of media quality of the session. Appendix | illustrates some example use cases.

Furthermore, it states that an offering or answering entity that is compliant to this specification
SHOULD support RTCP per [IETF RFC 3550] and RTCP-XR per [I[ETF RFC 3611]. However,
this may not always be the case. Appendix | has examples of use cases that do not use RTCP and
RTCP-XR, due to the fact that the measurement and reporting points are at the same location. It
then details which metrics/blocks should be supported.

In order to request an MG to collect statistics regarding these metrics, the MGC should set the
appropriate statistics via [I TU-T H.248.30] and/or [ITU-T H.248.48].
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Appendix |

Example use cases for loopback-based performance
monitoring in RTP networks

(This appendix does not form an integral part of this Recommendation.)

1.1 Overview

This appendix studies a number of example use cases with regard to the network application of
loopback-based performance monitoring in RTP networks. Each use case is illustrated by a
diagram. The set of considered capabilities is structured in multiple steps (e.g., measurement,
reporting and/or filtering points per traffic direction) in order to point out the specific functionalities
behind network performance monitoring.

[.2 Usecase#1: IP-IPITU-T H.248 MG and remote SIP UE — L oopback point located at
MG ("local LP")

A measurement point (MP) is usually at the same location as the observation point. However, in
case of an available transport means for transferring the concerned traffic data from the observation
point to a remote location, the MP could be geographically removed from the observation point.
"Loopback" is such a capability: the traffic is redirected at the loopback point (LP) in the reverse
direction.

Figurel.1l depicts a use case with "media loopback” enabled at the ITU-T H.248 BGW. The
ITU-T H.248 BGW provides a loopback point (LP) for RTP traffic originating from UE A. In this
example, the IETF "loopback source" and "loopback mirror” roles are assigned to UE A and BGW
respectively. The motivation for using an LP instead of a local MP at an ITU-T H.248 MG is
elaborated in more detail in [b-ITU-T H.248.87].

The MG-assigned LP is motivated by the fact that the SIP UE is able to report measurements to
control plane entities via SIP. The MG reporting capability based on ITU-T H.248 statistics
(RPy .248) s not used (5).

The SIP UE provides thus a RPgp (3) for the local measurements of received incoming RTP traffic
(2) and mirrored RTP traffic from the BGW (1).

Thereis no RTCP reporting capability (for measurement data; RPrrcp) required (4):

- neither from the SIP UE towards the BGW, because the ITU-T H.248 MG does not use
ITU-T H.248 statistics;

- nor from the BGW towards the SIP UE, because the ITU-T H.248 MG does not produce
local measurements ("lacks alocal MP").

The BGW consequently is not required to support a collection point (CP) and filtering point (FP)
for RTCP XR processing.

Rec. ITU-T H.248.85 (03/2013) 5
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Location RParce
CP Collecting Point (of remote measurement reports)  RP, 58
Filtering Point (for measurement reports) RPyp
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a) of measured traffic (= ORp)

b) of RTCPreports (= OR,., )
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RPVviaRTCP SR, BR, or XR types
RPvialTU-T H.248
RPviaSIP

Figurel.l—Usecase#1: IP-IP H.248 MG and remote SIP UE —
L oopback point located at MG (" local LP")
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1.3 Usecase #2: IP-IP ITU-T H.248 MG and remote SIP UE — L oopback point located at
remote RTP entity ("remoteLP")

Figure 1.2 depicts the same network scenario, but with inverted loopback and reporting capabilities:

- SIP UE A configuration: LP (yes), RPgp (no);

- BGW configuration: LP (no), RPy 245 (Y€S).

Therefore, from the ITU-T H.248 BGW point of view, this is a use case with an enabled "media
loopback™ at the remote end.

The UE A provides a loopback point (LP), i.e, the IETF "loopback mirror" role, for RTP traffic
originating from UE B.

The RPy248 (5) is for the local measurements of originating RTP traffic (1) and mirrored RTP
traffic from the UE A (2).

Thereis no RTCP reporting capability (for measurement data; RPrrcp) required (4):

- neither from UE A towards the BGW, because the UE does not produce |ocal measurements
("lacksalocal MP").

— nor from the BGW towards UE A, because the UE does not need a control plane reporting
capability ("due to the loopback usage") (Note 1).

It may be noted that the BGW provides a "virtua loopback source" role, rather than the real

loopback source, which is given be the RTP end system UE B (Note 2).

NOTE 1 - The UE may need the RTCP XR data for other purposes than control plane reporting. For instance
due to a management plane reporting interface, or as input data for the UE-embedded application control
logic, or as output information for alocal display.

NOTE 2 — Whether real or virtual loopback source would be dependent on the specific RTP topology as
assigned to the BGW for this call.
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Legend — Performance Data Collection: Type (and technology) of reporting point H.248.85(13)_FI.2
Location RPxrcp RPVviaRTCP SR, BR, or XR types
CP  Collecting Point (of remote measurement reports)  RP,, 4 RPvialTU-T H.248
FP Filtering Point (for measurement reports) RPyp RPviaSIP

OP  Criginaing Point (=IETF "Loopback Source')
@) of measured traffic (= ORp)
b) of RTCPreports (= OR,, )
LP  Loopback Point (=IETF "Loopback Mirror')
MP  Measurement Point
RP  Reporting Point (of measurements)

Figurel.2 —Usecase#2: IP-IP H.248 MG and remote SIP UE —
L oopback point located at remote RTP entity (" remote LP")

1.4 Use case #3: Multiple I P networ k domains — segment-based measur ements— using
loopback

Figure 1.3 depicts a loopback scenario that serves the requirement for measuring a remote network
segment by using loopback points at the network demarcations, and local MPsfor each LP.
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Use case"Multiple | P network domains-segment-based measurements using loopbacking”

ITU-TH.248 ITU-TH.248 1TU-TH.248
RTP/RTCP RTP/RTCP RTP/RTCP RTP/RTCP
C Sess on O C SEss on O C Sess on O C SEss on O
A B
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[ITU-T H.248 BGW [ ITU-T H.248 BGW | ITU-T H.248 BGW
| | |
end-to-end media path | | |
e

Measurement segment
(IP network domain) X ;.

Measurement segment
(I Pnetwork domain)X

Measurement segment
(IPnetwork domain) X1

|
|
} R
| i Measurement ssgment
| | (IPnetwork domain) X, .
| |
|
i
|

1) M easurementsin A-to-B direction
|

MP,, m”?ff’””v””.
‘ = e

v

|
|
|
|
|
|
|
|
|
! I

H.248.85(13)_F1.3

Figurel.3 —Usecase #3: Multiple I P network domains—
Segment-based measur ements using loopback

Example:

Considering the unidirectional traffic flow from UE A (i.e., the OP) towards UE B across four IP
network domains (Xg-1, Xd, Xd+1, Xd+2), Which are bounded by three ITU-T H.248 BGWS (N1, Nk,
Ni+1). ITU-T H.248 BGW Ny may be used as measurement point (and control plane reporting point)
in this example. There are loopback points enabled at the neighbour BGWSs (LPx and LP«+1). There
are then three media flows to be measured by ITU-T H.248 BGW N (via the three measurement
points MPy.1, MP« and MPy.;).

Performance metric RTP packet loss rate (RPLR) might be measured by the MPs, with
e.g., following results: RPLRy1 = 0.3%, RPLRy = 0.4% and RPLRy+1 = 2.1%. Leading to the
conclusion that the contributed packet loss would be estimated as 0.3%, 0.1% and 1.7% by IP
network domains Xg1, Xg and Xg+1, respectively.
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