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������� �ITU-T H.235.8  

 ���� ����H.323 : � ������� 	����	
�
���  ����������� ������ !"
�� � (SRTP)   
 	�'�%(�� �#
$%�� &�
�")������  

1  *��+%�� 	�,  

#� $�"�%�� &'( )*+ 9q/3 ���"�� r*:�  `:��� �������3 p�*3 
07� ��� ���� ������� 	 ��-�� V�1�� AT���
)SRTP ( 6%�B�\ 6%�:X 63H.323 	  �R�B `:�� ��� �D�l�a� ��X����� �.�/� [��T 	 st�2��� [��:� $�;�E�� [�$��-� N

 S<u�IPsec) RFC 2401 ( �=TLS) RFC 2246 (����v $.= �= w�Q= H.235 .i*:�� &'( ���� ������� S<.*3 �(?��%��3 
 w�Q�� ���� ������� ��H.235 ��������� p�*� ��� SRTP.  

3 p�� #� )*+ ��� ������I� $�"�%�� &'( !E� `:��� ��������,�-��  	 V�1�� AT���)SRTP( $2*�( i�R� �.�� 
 AX�%XI�)IETF ( 	$0WX=$�"�%��  ITU-T.H.323 . �B�.� ���������SRTP st�2��� $���= ���*Q RTP � ��� *0%1.

cd%�� ��0�1� 9q/3 h��%��� 
����� [?��� ���*Q 6�q%� $�E�� �D������3 .� Vx��.*^%2D�i� ������I� &'( 
 ��*�� VR%�� �.�/%�� [��T�D�l� &'( 	� Ns�2� i�WX #� $��-��Vx��. N ��X��3 `:�� 9= cn���������  SRTP$�2��3  

 $��v-�,� $� )�\ ��)�\ #�.  
� h��%��� �.�/%�� ������I� &'( p�*��� `:� 
���K 6:�1%��cn���������  SRTP�Z� ��B�1��  9�:�%2D�� ����_?�

 6%�B�\ 6%�:X 63 [?�*�� ��0�1� �� �(cy� cd%���H.323.  
 `u0%.�z V7�t? JX�� ������I� &'x��. {X= 	 V Y3�%�� 9�4. 9=H.245 F�t���� H.245  ��� �.?��T 
����� *����

�R1._��� $.cd%��.  
���� ��?*T ����� �40�� ���������3 	  SRTP<Q ��  �<Q*�� $�2��3 6B���� 63 ��?*:�� ����� �

h235securityCapability ��*� 	 capabilityTable $��2��� 	 �?���� TerminalCapabilitySet H.245 .�0|%.� ��a� 
genericH235SecurityCapability ��a� 	 ������ encryptionAuthenticationAndIntegrity `Q*�� �� 

h235SecurityCapability ��a� SrtpCryptoCapability $.cd%�� �<7�7%�� �*} b'�� SRTP.  
� $0�1� �*C SRTP"crypto "$.cd%�� ��0�1�� #� [?������������  SRTP��q/3 h��%���  .� $0�1�� !.�1� �Ek�.
"crypto  " $�"�%�� &'( 	��:B*� 	6X��� 63 Y._�%�� $.��;= st�2��� S�*�;� S�.cn S�;�%� ?*E� `� L�P 9= ��� N .

$2�?*�� �� S�*.�� Y._�%�� $.��;= o�:��� [�*1%�� ��:B*%�� �= Y._�%�� [�*1%� st�2��� ��:B*� p�� ��%}�.  
�� ��E:��� $0�1��  SRTP"crypto "��4� 9= ��/X� �� � $.cd%�� ��0�1��SRTP *�� �= [*;�� $��2? ����� *��  �����

&�n� `� 	 $��2? .$.cd%�� ��0�1�� 9q/3 h��%�� �4P N&�n� `� 	 $��2��� ����� $��; 	 . N$1.�7�� $��"�%�� 	 NS<u�
 $������ $�B���� $�:��� `2��H.323 ��0�1�� �� $��0] SRTP" crypto " $�B���� $�:��� #� $�*:��H.323  N$��d%7��
 `7�4� h�� `� 9�4.� $��2? 	OpenLogicalChannel H.245S<E��  . $�B���� $�:��� �4P �H.323 9= $��d%7�� 

 $��2��� 	 $�7�4�� [?�%^�� ��0�1�� �� $���B $��0] �0|%� $3�d%2�3 ��� 9=� $�*:�� ��0�1�� w*;� `�:�
OpenLogicalChannel H.245.  

 D N[*;�� $��2? ����� $��; 	�� b= b��h� .� $������ $�B���� $�:��� `2��H.323 ��0�1��  SRTP"crypto " #�
 $�B���� $�:���H.323��*��� �B�� �= $�*:�� ��0�1�� `�:� 9= ��� ��� N$��d%7�� .  

 ��M $.cd%�� ������I� $B��� �4P�� m�%�� )�\ �� 9�:�%2D�� $.�7�� 6�q� )*O V��01)�\ #�m�%� ��X����  
 [?�*��SRTP 63 $����%�� �� 6%�:��� 6%�B��H.323 m�%�� ��X��3 cn �<Q �� SRTP `�x/�. D ��; 	 �R1�T��� 

 $�7�4�� ��= �������3) NS<u�IPsec NTLS ( D Ng�%��3� s�2� _�R� *�� D� ���� �B�. )�\ ��)�\ #�.  
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2  -.����  

1.2  �������� ������  

 �0|%�����"�% �� $���%�� G��:�D�E�D� F��:� S���4;= Y����� �� �(cy� `4/� �<Q �� [?��I�'( 	 �R��� �  ����
 �� =�d%. D S����$�"�%�� &'( . ��1���� Y�� AX�� *T� [?��'�� $.?�2 $�;<E���/��� AT� 	 .AX�� ��� Y�� 

w�Q�� Y������ ���"�%��Y|� $1����� #� N Y�� f�  $1�\ U*;= ����� #� V17�� ��� $�"�%�� &'z 6�01%7��
&�X�= [�?���� Y������ ���"�%�� .��� G��T ���"�� $0t�T i�W%X�3 �/� �D�E�D� F��:�$.?�7��$�;<E�� . #� [?��I�� 

$�"�%�� $" �+�M *; 	 $:����� ��� V|. D $�"�%�� &'( 	 $:���.  
�   $�"�%��ITU-T H.225.0) 2003( N ����� ���	
�� ����� �������� ����� ������ �
�� ��
�
���!

"���� #$% ������� ���	
�� &��'�( ���)���.  
�   $�"�%��ITU-T H.235.0) 2005(N  *(�� +�,-H.323 : �$/$/�� *( ���	
�� &��'�0� 1+�20� 345� *(�H  

) 1+�20�H.323 ����� *( �738� H.245.(  

�  $�"�%�� ITU-T H.323) 2003( N"���� ;
$	<! ���	
�� &��'�( ���)��� �����. 

�  $�"�%�� ITU-T H.460.11) 2004( N ������ = >?@A( ���� ����-H.323. 

�   ?��1��IETF RFC 2246) 1999( N �BC)��1.0 >���� ��D, *(� E
�
��F� )(TLS. 

�   ?��1��IETF RFC 2401) 1998( N+��'(G����H� E
�
���! I- �D/���! *(�� �. 

�   ?��1��IETF RFC 2733) 1999( N >C�J K/�RTP<2L$� M2���� M(�(�� NCO)�$� . 

�   ?��1��IETF RFC 3280) 2002( N G����H� &��PQX.509 M(
�'�� R��4�$� �C�O��� �C�D$�  "�'�� N�$0�� ������
&��P��� E�2!-. 

�   ?��1��IETF RFC 3550) 2003(N RTP :M$'4�� GS
�� = >���� E
�
���! ���CD2�. 

�   ?��1��IETF RFC 3711) 2004( N ���������	
��  ������
 ����
) SRTP.( 

�   ?��1��IETF RFC 3852) 2004( N ���� ����� �����)CMS.( 

2.2  ������� ������  

�  IETF Draft NF. Andreasen NM. Baugher ND Wing : ������ T�U�� V&+���� 1U� E
�
���! *(�
V"W%H� ���	� <draft-ietf-mmusic-sdescriptions-11.txt>.  

3  &��/%0�� 1
����  

$���%�� ���E%^�� $�"�%�� &'( i*^%7�:  
AES  [?��%� cn $��_?��Q)Advanced Encryption Algorithm(  

ASN.1  pT? ��] J���� ��? 1) Abstract Syntax Notation One (  
CA  ��Q�%�� $��2) Certificate Authority(  

CEK   w�%�� cn m�%�)Content Encryption Key(  
CMS  [�a� $��2��� J����) Cryptographic Message Syntax(  

EP  $�B�\ $�:X) Endpoint(  
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FEC  ���Qj� V���= 
�kE�) Forward Error Correction(  
FFS   $���$2�?*�� �� *.��) For Further Study(  

F8  cn $��_?��Q UMTS) UMTS Encryption Algorithm(  
GK  $3��3 �?�;) Gatekeeper(  
GW  $3��3) Gateway(  

HMAC  [�� 9�:�%2�  m�%K $�W�� `t�2���)Keyed-Hash Message Authentication Code(  
IETF  �.�BAX�%XI� $2*�( i�R� ) Internet Engineering Task Force(  
KDR   �*1�e�:%�� m�%�� )Key Derivation Rate(  
MAC  $��2��� 9�:�%2� [��) Message Authentication Code(  
MKI   m�%�� )�1�V7�t���) Master Key Identifier(  
OID   )�1�h�x��) Object identifier(  
OLC  $�:��� [��T 
%B) Open Logical Channel(  
PKI  $�����V��01�� m�%0�� $�%k%�� ) Public Key Infrastructure(  

RAS  Y��� ���T� `�d7�) Registration, Admission, Status(  
ROC  $���4�� ��?�*�� ���*�) Roll-over Counter(  

RTCP  p4k%�� �������3 	 `:��� 	 V�1�� AT���) Real-Time Transport Control Protocol(  
RTP   `:��� �������3 	V�1�� AT���) Real-Time Transport Protocol(  

SHA1   `��W%�� $��_?��Q�,�-��pT?  1) Secure Hash Algorithm 1(  
SRTCP   p4k%�� �������3 	 `:���	 ��-�� V�1�� AT���) Secure Real-Time Transport Control Protocol(  

SRTP   `:��� �������3�	 �,�-� V�1�� AT���) Secure Real-Time Transport Protocol(  
SSRC  ����%�� ?*E�) Synchronization Source(  

TLS  `:��� w�%7� ��=) Transport Level Security(  
WSH  9��3���� pd; ['B) Window Size Hint(    

4  &�'���� 23  

�%�� ��X������ $.cd%�� ��?*:�� ����� b�� ��������� 	 $�;SRTP6%0�1� $�2��3 :  
�  b�%} �E�1�� SrtpCryptoInfo �0� StrpCryptoCapability bcd%�� `7�7%�� [?�*�� ��0�1�� . `:�����

$0�1�� SrtpCryptoInfo $0�1�� #� H.245 genericH235SecurityCapability  ��0�1�� #� [?����
 $.cd%��SRTP�q/3 h��%��� �.  

�   �E�1�� b�%}SrtpKeyParameters �0� SrtpKeys  ���$�;�%�� ��X����� SRTP . `:�.�b��; 
SrtpKeys  $0�1�� 	H.245 h235Key ��0�1� [*� �= [*;�� $0�1� SrtpKeyParameters #� $B��I�3 

 
�����SRTP. 
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 $.cd%�� ��0�1�� i�*^%2� �E%:.SRTP:B*� ��� $�"�%�� &'( 	  L�P f�; N6X��� 63 Y._�%�� $.��;= st�2��� ��
S�*�;� S�.cn S�;�%� ?*E� `� . $.��;= [�*1%�� o�:��� ��:B*� �= Y._�%�� [�*1%� st�2��� ��:B*� p�� ���. D� �'(

$2�?*�� �� *.�� $��� Y._�%��.  

1.4   ������ ��!SRTP  

 st�2��� `�"�� 9�4%.SRTP`��� ����� ���2q3 &�n� `� 	 [*;�� N&�nD� �.��;= 6���T ��  . h�� `� `:��.�
 $�E�� $��2? 	 bcnH.245 OpenLogicalChannel.  

1.1.4   ������ ���SrtpKeys  

 $0�1�� `:���SrtpKeys bcd%�� m�%�� ��X��3 �0|%� ��� SRTP ��a� 	 genericKeyMaterial $0�10�� 
secureSharedSecret (V3KeySyncMaterial) b��l� �0� [�?���� h235Key $0�1�� 	 encryptionSync `t�2��� 

H.245 OpenLogicalChannel.  

bcd%�� m�%�� w�%� !.�1� Vx��. SRTP b��l� 	 �?���� genericKeyMaterial  $0�T $�2��3  
h�x�� )�1� H.235.8 ) ��*@� �WX�1 (��a� 	 standard �?���� 	 capabilityIdentifier  �0�  

��a� genericH235SecurityCapability  �?����	 encryptionAuthenticationAndIntegrity �	 h235Media 
$0�10�� dataType $��2��� 	 OLC.  

 ��;��%TD �4P �0�OpenLogicalChannel  $�.*3b�%C ��� �R7X [��:�����  �R7X $0�:�� sessionID 	   
��0�1�� H2250LogicalChannelParameters{7X bcd%�� h�1�� i*^%7� 9=  . $�.*3 [?�� ���T p%�2 {X= �K�

$X�0|� m�%�� $.��;= 9�4%7B Ns:B [*;��.  

2.1.4   ������ ���SrtpCryptoCapability  

 $0�1�� `:���SrtpCryptoCapability ��a� 	 genericH235SecurityCapability ��a� �0� 
encryptionAuthenticationAndIntegrity 	 h235Media $0�10�� dataType �� `t�2�OpenLogicalChannel.  

 $��2��� �0|%� 9= �4PTerminalCapabilitySet �<Q*� [*� �= S�*;�� S<Q*� h235SecurityCapability 	 
 ��*@�capabilityTable . p�� #� [?������I� &'( Vx��. N����� s���� $�B���� $�:�H.323 

genericH235SecurityCapability �0� encryptionAuthenticationAndIntegrity `Q*� 	 
h235SecurityCapabilityV�. �0� :  

•   ��a� �0|%.capabilityIdentifier h�x�� )�1� H.235.8)  ��*@� �WX�1 ( ��a� 	standard�  
•   �D�a� �:��maxbitRate�  collapsing� nonCollapsing� transport�$�01%7� cy  
•   ��a� �0|%.nonCollapsingRaw $0�1�� SrtpCryptoCapability.  

 ����� H.235.8/1���	
  ���� H.235.8 

���� ��	
 ����  

{ itu-t (0) recommendation (0) h (8) 235 version (0) 4 90 } 
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2.4   ������ "��SrtpCryptoCapability  

 $0�1�� b�%C 9= �4PSrtpCryptoCapability  ��� �= [*;�� $0�1� �u�=SrtpCryptoInfo i*^%7�� 9= �4P  	
C ��?*T *.*[?���������3  SRTP . �"��1�� ��7���BOOLEAN OPTIONAL V�. �0�:  
(1  b��7. �E�1�� 9�� �M�FALSE D N��B���[?*:��   
(2  9�� �M� b��7. �E�1��TRUE N��B����$3���� 9�4�� [?*:��  

(3  NS��t�y �E�1�� 9�� �M��B��$3���� 9�4� D ��= cy [?*:�� . 

 $0�1�� i�*^%2� *��SrtpCryptoCapability `Q�� $���:�� ��?��Z� $B�� #� [?��I� �40�� �� N��?*:�� ����� ����= 
 {����� [?*:�[*�;� .��l� &'( 	� �E�1�� )'; c/. N$BOOLEAN OPTIONAL#�  [?*:�� 9=  [�B�%� cy �R�4��

$3����.  
 [?��� 	 $0�1�� &'( i�*^%2� *��dataType $��2��� �� OLC*;�� ?��Q i�*^%2� �4P N . [����� Vx��. N$.�x�� &'z�

$���%�� *���:��:  
•   �E�1�� b�%} 9= _�� DFecOrderD� ���  [*;�� $0�T �$.?��%QD� p�:�� ��  
•   	SrtpSessionParameters p�:�� 9�4� 9= J� NBOOLEAN OPTIONAL ��� TRUE �= FALSE�  
•   9= Vx��.b�%}�E�1��  SrtpCryptoCapability �E�� ��� S�*;�� SrtpCryptoInfo.  

 $0�1�� 9�4%�SrtpCryptoInfo V����I� ��a� �� cryptoSuiteD� 6��a� ���  6.?��%QsessionParams� allowMKI 
R"� �?����0V�. �0�B �.  

 ����� H.235.8/2���	
  ������� �������� ����� ��H.235.8  

������ ������  ���� ��	
 ����  

AES_CM_128_HMAC_SHA1_80 { itu-t (0) recommendation (0) h (8) 235 version (0) 4 91 } 

AES_CM_128_HMAC_SHA1_32 { itu-t (0) recommendation (0) h (8) 235 version (0) 4 92 } 

F8_128_HMAC_SHA1_80 { itu-t (0) recommendation (0) h (8) 235 version (0) 4 93 } 

1.2.4  cryptoSuite  

�*} h�x�� )�1� ) ��*@� �WX�2 ( ��a� 	 �?����cryptoSuite� cd%�� ����_?��Q �� 9�:�%2D� 	 �R��*^%2� J���
[?���������3  SRTP . �0|%��$"����������3  SRTP ��?��Q $�<� 	 $1�0a� ��0�1�� �� *.*1��   

 �07�"������%�$.cn  ."� $B���3 
07. `4/3 ��?��Z� &'( Y�2�� �4P������%�[*.*� $.cn  .������%��� $.cd%�� 
U<u�����%�� V( �(*.*C � ��� $ :AES_CM_128_HMAC_SHA1_80   

� AES_CM_128_HMAC_SHA1_32�F8_128_HMAC_SHA1_80 . ��*@� �RW.�3 ��0�1����������  SRTP 
 `4� $�;�E��$����%� &'( �� ������%��.  
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 ��	�� H.235.8/3� ������� ����� ������������!�"���   

 ���	��SRTP  AES_CM_128_ 

HMAC_SHA1_80 
AES_CM_128_ 

HMAC_SHA1_32 
F8_128_ 

HMAC_SHA1_80 

������� �	
��� ��  128�
�   128�
�   128�
�   

���� ����  112�
�   112�
�   112�
�   

�	��� ���  2^31 ����  2^31 ����  2^31 ����  

������  ���� AES ���� AES F8 

��!
�� �	
��  128�
�   128�
�   128�
�   

��	"��� #	$�
"� ���%  HMAC-SHA1 HMAC-SHA1 HMAC-SHA1 

#	$�
"&� ��'� ��  80�
�   32�
�   80�
�   

 �	
�� ��#	$�
"��(�)*��  SRTP 160�
�   160�
�   160�
�   

� �	
�� ��#	$�
"�(�)*��  SRTCP160�
�   160�
�   160�
�   

 ��a� 9�cryptoSuite $0�1� �� [?��� ��q/3 h��%�� w��.  
2.2.4  sessionParams  

 ��� 9�4� 9= [?�*�� ��0�1� _��$�X<�� ���� �R��� h��%� [?�*�� [�*� $0�1� !.�1� c/.� N �� #� AX�� �M� h��%�
�R��� �= $�X<�� .� ��0�1�� �����N�R��� h��%�� ��0�1�� 9= 6; 	 N6(�nD� 	 $�2��� ��X����� ��� $�X<�I� ����� D 

 st�2��� ��� D��� �R�2?= �[?�*�� !"� *��� b'�� 9��4�� . $0�1�� ����� Ng�%��3�$�X<�I� ��� st�2��� ��� �� �h�� 	 
 $0�1�� ����� 6; 	 Nh?�1�� 9��4�� �R�2�.$�X<�I�J�d%7�� 9��4�� �R�2�. ��� st�2��� ��� �� $3�d%2� 	 .  

 b?��%QD� ��a� �0|%.sessionParams ��0�1� ?��[�������3  SRTP.  
1.2.2.4 kdr  

 $0�1�� �*CKDR �*1� e�:%�� [�:�� 	 �?�� �( �0� Nm�%�� 1.3.4 ?��1�� �� RFC 3711 . 9= Vx��.� $0�T 9�4�
�*� $0�1��S�k�k" S� $��0a� 	 {1, 2, ..., 24} `uP [?*:�� �*1�� 2 �� 2^1 #� 2^24S��0�  .p4k%.� �*1�  e�:%��

m�%���3 ����� SRTP  e�:%�� ����� w*� 	V7�t? m�%� �� S�T<�X� [?�*�� *.*� m�%�   
�������� SRTP) RFC 3711 .(� �*1� �*} D ��*��e�:%�� m�%�� ) $0�1�� 9�4� ��*�� b=KDR$B�'� ( w�� N

g�= e�:%�� V7�t��� m�%0�� *�;� )RFC 3711 .($0�1�� 9�4�� KDR $0�1� �( $�X<��.  
2.2.2.4  unencryptedSrtp  

��%Q� �g�3 ��] �� [?��� �(� Nb?S������ 9�� �M� [*��� �D�0l� 9= #� c/. {X�B i_?�������3  SRTCP[�] cy  .
 �(� $0�1��R��� h��%�.  

3.2.2.4 unencryptedSrtcp  

(� Nb?��%Q� �g�3 ��] �� [?��� � S������ 9�� �M� {X�Bl� 9= #� c/. i_��� [*��� �D�0SRTP[�] cy  . �(� $0�1�
�R��� h��%�.  

4.2.2.4 unauthenticatedSrtp  

�:�%7� i_��� [*��� �D�0l� SRTP� SRTCPJ�x%��3  . ��a��unauthenticatedSrtpb?��%Q� �g�3 ��] �(  .� �M� 9��
S������ N {X�B i_��� $1B���� �D�0l� 9= #� c/.SRTP cy$�:�%7�  . J��%�� ��������� $"���SRTP N��01%2� 

 $�7���3 `t�2��� 9�:�%2��������� SRTCP $�7���3 F�� �4�� �������� SRTP) RFC 3711 .( �(� $0�1� h��%�
�R���.  
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5.2.2.4 fecOrder  

 $0�1�� c/�fecOrder�� $@�1� J���� #�  ���Qj� V����� 
�kE%)FEC ( i_���RTP) RFC 3550 NRFC 2733 ( $�7���3
� cd%SRTP ` 2��� w�%7� *��  . $0�:�� c/��fecBeforeSrtp $0�10�� fecOrder  #� $�¡��� 9=FEC `�T ����� 

 $@�1��SRTP `2�� �R.�� ���  st�2�SRTP *13�  $@�1�SRTP `¢�:%7� �R.�� ��� st�2����������  SRTP .B 9�
fecBeforeSrtp� V( J��x%��3 $0�:� . c/��fecAfterSrtp$@�10�� ��41�� J���%�� #�  .FecOrder $0�1� �( $�X<��.  

6.2.2.4 windowSizeHint  

 ��������� �*}SRTP $0�1�� SRTP-WINDOW-SIZE) RFC 3711 p7:�� N2.3.3 (dz� �� $.�0k�� $�_<�� ��0
3'��%�� [���� .� ��X*�� $0�:�� b��7�64) RFC 3711( N�4P {X= D� $0�:�� &'( ?��%�� $.�x�� $|^�� $�7���3 � �1�

�.*��� S<u� N��:���%��.  
[?�*�� $0�1� �B��['B���� pd; 9��3 	 $�u0%��  (WSH) J2���� pdl� NgD� `4/3 N {��� 9�4� 9= Vx��. b'���� ['B��

 $���� $:.��3 `01� V4�) i_��� �*� ��2= ��� NS<u� 	$�X�u��`2��� {B�1. b'��  .( [�R��� �R�*:� ��� ��X����� 9= D�
 $�7���3 $�B�� 9�4� *T st�2��� r_�%3 $��1�� $"�����¢�:%70� `e�:%�D�h�� `4/3 $0�1�� . Ng�%��3�  $0�:�� &'( �%1�

$�*:�� $0�:�� `(�d%. 9= {�4P b'�� `�:%70�� $�D� w�2.  
WindowSizeHint
 %$  �!2,�	u�8'.  

7.2.2.4 #��	�� #	�	$ �����% 	�	& SRTP  

 [*.*@� ��0�1�� 9�4�[?�*����������  SRTPJ��x%��3 $������  . ��a� i*^%7�.�newParameter ��0�1� *.*� $��£� 
[*.*@� [?�*�� . $P*T $�B�\ $�:X A:�� �M��H.323 $0�1�� SrtpCryptoInfo  $B��1� cy $0�1� Y�[?�*�� ��a� 	 

newParameter N )�2 [*.*@� $0�1�� �%1�SrtpCryptoInfo$l�" cy &'( .  

3.4   "����#� ����� SrtpKeys   

 ��a� b�%}SrtpKeys  ��� $0�1� $�;�%� �= �u�=SrtpKeyParameter �R��*^%2� Vx��. [?�*����������  SRTP .
� $0�1� `� �0|%�SrtpKeyParameter  $�;�%� ��X��3)
���� V7�t��� m�%�� ( m�%��3 $:�1%�� ��2��7�� $B���

 m�%�� �'( i�*^%2� �z<Q �4P ��� [*�� L�M 	 �K NV7�t���)�01�� [�%B (� )�1� i*^%7� D �= i*^%7� AX�� �M� ��
 V7�t��� m�%��)MKI ( s3�� $�_?SRTP �*� V7�t? m�%� Y� $�Q�� .u%����7�� $0t<�� ��:���%�� ` $�;�E�� ��2

��� V7�t��� m�%0�� ��� $�Q�*�� i_��� `�:� $��1�� $2��7�� LR%��)  ��R%X� *13 NS<u� �0� [�%BV7�t��� m�%��.(  
1.3.4  masterKey  

 [?�*�� i*^%7. bcn V7�t? m�%� �� [?��� �(SRTP . JX�� �� m�%�� �'( ��\ *.*C p%.�%��$����.cd%�� $ ��� 
R��� ����.�m�%��  . �*�� L�M ����� �3��. ¤ �M��$����%0��.cd%�� $ $0�1�� �%1�� N"crypto "$l�" cy $��1�� . `� ����

 `4� S�*�;� 9�4. 9= Vx��.� bcd%�� *�1E�� ��� S��t��/� S��*� `uP 9= V7�t? m�%��� �B*%�� m�%:��st�2�.  
2.3.4  masterSalt  

 [?�*�� i*^%7�. bcn V7�t? 
�� �� [?��� �(SRTP . JX�� �� m�%�� �'( ��\ *.*C p%.�$����%��.cd%�� $ ��� 
R��� ����.�m�%��  . �*�� L�M ����� �3��. ¤ �M��$����%0��.cd%�� �� N$ $0�1�� �%1"crypto "$l�" cy $��1�� . `� ����

= V7�t? 
�� `4� S�*�;� 9�4. 9= Vx��.� bcd%�� *�1E�� ��� S��t��/� S��*� `uP 9�� �B*%�� m�%:�st�2��.  
3.3.4  lifetime  

 ��a� �'( `uP�01�� [�%B i_��� �ET�� �*1�� �<Q �� ��:� ��� V7�t��� m�%0�� $.?��%QD� SRTP �= SRTCP ��� 
 V7�t��� m�%�� �'( i*^%7�)4. 9= Vx��. i_��� �*� 9�SRTP i_��� �*�� SRTCP �� ¥�= �01�� [�%B .( �4P �0�

 �*1�� [?*T �= i�*1� cy ¦��� 
�k" �*� `4/3 [��l� [*� $0�T #� [?��I�2. $0�T _��d%� 9= Vx��. D� "�01�� [�%B "
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 $�7���3 i_��� w�E:�� $0�:�� $����%0��.cd%��$ . AX�� �M��"�01�� [�%B"$�.�\  $0�1�� �%1�� N$l�" cy �= S�*� "crypto "
$l�" cy �R���43 . ��a� ���y 	�lifetime $0�T i*^%7�� N�01�� [�%BJ��x%��3  . $0�T 9�4� ��*�� S���0� L�M 9�4.� [�%B

 �01�� bcd%�� m�%0��SRTP V( J��x%��3 $0�T.  
4.3.4 masterKeyId    

 #� b?��%QD� ��a� �'( c/.��. ��� $:.����3 $:�1%�� $2��7�� $�7���3 
����� �*C 9= Vx [?�*�SRTP . )�1��MKI �( 
V7�t��� m�%�� )�1���������  SRTP .�M�� � �� *.��%3 )�1��MKI L�'� J� N�� *.��%3{��� .� )�1�� ��\MKI 

 �( ��a� pd;MKI $�_��� 	 ��X�§��3 �*�� SRTP . ¤ �M��:.i,*��1�� ��\  {%0�T �_��n �M� �= )128) S�X�§=( N
� $0�1�� �%1%"crypto "$l�" cy �R���43.  

 S��7�t? S�;�%� m�%�� $0�1� b�%C 9= �4P N&<�= ��M �0��u�= �= . NV7�t? m�%� �� �u�= $0�1�� A�0|� ��; 	�
$�7�t��� 
����� $B�� ���&'( m�%�� $0�1� 	 9=  $0�T �?*� MKI . )�1�� i�*^%2� ��; 	�MKI 9�4. 9= Vx��. N

 �( {��\��\ FX $0�1� �R�0|%� ��� 
����� $B�� crypto$��1� .  

4.4  $%&'��� (��)�� *���+SRTP  

 #� $B��I�3��0�1��������3  SRTP ��*��� `�x/%� $�2�2= �����1� U<� ¨��( N&<�= [�*�� SRTPJ�x%��3 :  
•  SSRC :����%�� ?*E�  
•  ROC :$���4�� ��?�*�� ���*� ?*E� SSRC���1�   
•  SEQ : $�7���3 Y3�%%�� pT?� ?*ESSRC���1�   

 N$�"�%�� &'( 	 �?�� �( �0�7; NY._�%�� $.��;= [?�� 	p�:�� &'( ��� ���T $�<� ¨��( . N���� *�:�� ��� �(  
 ?*E��SSRC m�%�� �B*� 9�4. 9= Vx��. NSRTP¨?�/� `4� S�*�;�  . ��������� 	 m��/� �( �0��SRTP Vx��. N

 i*� ©�E��� �� �u�= �= 6EX ��� m�%�� �B*� ��01%2� [����$.��1�� $�%^��.  
bcd%�� `��k%�� JX�� �� i�dR�� $��� �a� ���� `1� m�%�� �B*� i�*^%2� [���� 9� . !1|�� s:X w*;= `u0%��

9= 	D�]  ©�E��� �$.��1���� �B*� 	 $B��1�� !/4� 9= �4P  ����=  �� !/4. *T �ª N{��*^%2� ��1�� m�%�� �B*�
 ©�E��� �� *.��� ��[�?���� $.��1��B*� 	 w�Q= ��: .$B�� 9= �K� cd%�� ����v SRTP ��:B*� i*^%7� $���l� 

 $��� $�4/� m�%�� p2�:� `4/. Nm�%��)RFC 3711 .( ��������� *}SRTP  ��?��3 $�4/�� &'( ��?*E� �B*� 
m�%�� SSRCm�%�� �B*� 	 `2���  .��������� �4�� SRTP $�4/�� &'( `} D 9� �R���43 AT���3 `:��� �������3 

 J�7%. V�1�� 	 �����E�SSRC V(� S�*� [?��X )RFC 3550 ($�4ª �R�4��S����  .Ni��E%�� �<Q� �= 9�?*E� Y%0%. 
 ?��E� �� �u�=SSRC Y3�%%�� pT? $k7B 	 �R��3 �0�B J���%� ����� $���ª m�%� ��:B*%3 S��7�t? S�;�%� p2�:%� ��� 

RTP . !"� ���k%.���=�������3  SRTP `2�� [*�;� $�7�t? 
���� h�B �<Q �� m�%�� ��:B*� ��01%2� [���� 
{��:%7�� !"��� �'( .'4(�� N����� *�:�� #� $3�d%2D� p%.  

 ?��E�� �����E� 9= #� L�'� [?��I� ?*n�SSRC$�X�� $�4/� `4/�  : ?*E�� i*^%7�.SSRC e��7�� *.*k%� 
«� N��*1��� m�%��� [�/�� g�%��3� bcd%��...N$�Q�*�� i_��� $@�1�  . ?��E�� 63 i��E� G�T� ��; 	�SSRC 
�E. N

 )�1%�� NS�|��y bcd%�� e��7�� ��� U*C D *T�i_��� $k�kE�� $@�1�� .� $�_? ��2?� J��� �M� Nw�Q= $�;�X ��
BYE RTCP ?*E� SSRC S�|.= b?��|�� �0B Ni��E%� &'( 6�q�$�_��� .  

 ¬�u�� *�:�� `u0%. ��*1�� Y�� 	ROC ?*E� `� =*�. ��*�� �E�� *�� SSRCi_��� ��2?�3  .g�%��3�i�R� ���� D N 
"�Qq%�� ¨?�/�� " ��"��� 	��=�������3  SRTP6X��4�� 63 Y._�%�� $.��;= ��:B*%�� 9� N . ��*1�� `4/.�ROC 

 pT����SEQ" $�_��� ��-� " ��cx%�� 	SRTP Y� NJ�x%��3 s�� ��*1�� ROC S�:B� N[?�*�� $.�*3 	 �E�� *�� S��t�:�� 
$�"�%�� &'z.  
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`u0%.� f��u�� *�:��  pT��� $����� $0�:�� ?��%Q� 	SEQ `"��� 	 0..2^15 – 1 *�� h�0y b= J�d%3 L�M 
07.� N
[?�*�� $.�*3 	 i_��� G��� . ?*E�� ?�%Q� �M� N[?�*�� $.�*3 	SSRC NY3�%%�� pT�� $1��� $0�T S��t��/� Y��� 	 `�:%7�� 

 h�0x�� �� $��; A��� �M������� i_��� [�3�1�� $; Y3�%%�� pT�� [*.*� [?�� ) Y3�%%�� pT? _��n �M� b=2^16 – 1(N  9�B
 ¨�?�� �� 't*�� �40%. D *T `�:%7����*1�� 9= ROC  {3 ©�Z� ��%}#� [��._ . *��:%3�$����� $0�:�� SEQ   

w*��3 0..2^15 – 1 N9�B$�_��� ��-� *.*C  SRTP  *d�2��*1�� $k�kE�� $0�:�� ROCN  i_��� g��� G��� $��; 	 D�
 #���2^15)  b'������� *�13 �*�. 9� ¤ S<�k%7� �4. .( �WX�[�:��1.3.3 ��������� $"��� �� SRTP ��1%. �0�B 

 $�_��� ��-� *.*k%3)RFC 3771.(  

1.4.4   '�� ()*�% �+�
���SSRC� ,!�- /��0  

 ?*E�� ��� g�%��3 $�_��� ��-� *0%1.SSRC pT���� SEQ ��*1��� $�Q�*�� $�_��� ROC e��7�� [cx%� `uP b'�� 
 bcd%��SRTP . ��������� *0%1. N�'4(�SRTP ?*E�� $.��;= ��� c�� `4/3 SSRC����3 ��1%. �0�B  . 'Q�� Y��

 $.cn ��T��2 ��/X� �40�� �� N&<�= �R��� ?�/�� ���:�� ?��%�D�3SRTP%�� $.��;=  h��%�� #� $��l� 9�� �� Y._�
 p�:�� 9q/3SSRC ���� $"��� 	 SRTP .��3 L�M �� SD*3 $�"�%�� &'( V"�� �07. ®� G���"�Qq%�� s3���" .�*���� 

 `E� ?*E�� s3? �4P N$�_?SSRC 	 bcd%�� e��7��3 $�_��� {.�%C b'��  AT� [?�*�� $.�*3) $�_��� ��"� *�� b=
SRTP (SD*3 AT� ��  [?�*�� �.�/�) $��2? i<%2� *�� b=H.245 .( Y��b�%C ��� $�_��� ��"����  ?*E�� SSRC N

 bcd%�� e��7�� $.?��|�� ��X����� $B�� $@�1K `�:%7�� i�:.SRTP)  ��*1�� $0�T 9= #� [?��I� Y�ROC b��7� S�*.*C 
 ��; 	� NS��"cB��$��*1� cy p�T N  i���2/� �.�	��� .( N�Qv ¯1K 9= $��2���H.245  )�1%��= `4/3 ��� g

 J;�E�� bcd%�� e��7�� [?�*�RTP  `01%7� $�,�-� s3��� �Qq%��g�%�� `4/��3 L�M�:  
  <*, address, port>  

f�; '*' V(  $���X $T��3SSRC� "address" �� °q%�� V��� ���:%2D� 9���� �( mediaChannel �"port"  qB�� �(
�� °q%�� V��� ���:%2D� portNumber . b�%C ��� #��� $�_��� ��"� *��ssrcX ��a� 	 SSRC 9�4. N�O ©�Z� 

bcd%�� e��7��  
  <ssrcX, address, port>  

$���%�� ���:�� [����� Y� S�;��/�:  
•  st�2��� i_? 9�:�%2� p%. : D�� $��01�� &'( 
d�� 9= J� D���%7.�bcd%�� e��7��   
•  st�2��� i_? 9�:�%2� p%. D : p%.e���%2�S��������= bcd%�� e��7�� .  

 i�*^%2�3 �"�. D {X= #� [?��I� ?*n �Qq%�� s3��� st�2��� i_? 9�:�%2� ���y 	SRTP J�73  ��� [*.*1�� ?��Q��
+ �* {��=) ��� L�M ����. Y����3� �������3SRTP  cy �:�%7��S���0�.(  

 b= �� $��q%�� $�_��� ���:%2� *�� V�� Y�� ��/X� #� b�-. 9�:�%2� 9�� �� !��^�� s3��� i�*^%2� 9= #� S�|.= ?�/.�
 ?*E�SSRC)��1� cy  . 9�:�%2� i*13 �"�. D g�%��3�SRTP ��� M�  �B�3 ��0dz� `R7�$�*Z� )<Q ���� 

 ¬�1. D L�M s3���Qq%���� Y� D9�:�%2!1|�� �'( �� .  

2.4.4 �0�� �1��2 �3 ����	�� 4� ��!�"��� ��5� +���%SSRC  

#� �W���3 ?*E�� #� m���3 [?��I� b?��|�� �� F�� N&<�= [�?���� ������I�� ���:�� SSRC ��*1��� ROC pT���� 
SEQ� $�7���3  [?�*RTPY._�%�� $.��;=  . D NL�'3���0�1� *���"crypto "�"��1�� &'( �.�/%� . $��; 	 Ng�%��3�

 ��01%2� s3����Qq%�� ?��E� [*� p2�:%� NSSRC $.cd%�� ��0�1�� {7X 9��4�� $13�� SRTP . q/���?��E�   
[�*1%� SSRC � ��9��4�{��M  [�*1%� ?��E� ����� ��� ) N�.�E� �Dv� ��X�B��4���« ( ���� $1B���� �D�0l� 9�

RTPC  ?��E�� ��2?� �*1� #� ��%SSRC�R7X [?�*�� &'( `Q�� .  
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 ��������� 
07.H.245 k%3 ��?�� [*� *.*RTPst�2��� $"��� FX 	  . p2�:%�� ��?��RTP  &'( ��0�1��
 $.cd%��SRTP . p2�:%.� $.cd%�� $0�1�� i*^%7. b'�� ����%��SRTP;�%� $:.���� &'O  S��7�t?S�%± 63  ��?�*�� !�

RTP ?��E�� �= SSRC  `� `k�2� �*1�� b_��. ��*�� V7�t��� m�%�� g��I� ?��E�� $B�4� i_���SSRC 2^31  $�_?. 
 ?��E�� �� ?*E� `� 9�4.�SSRC���  �S�;�%� p2�:%� �7�t?S� S�*�;� S�?*E�.  

}��*:%/�� 
����� Y�� �0� ���%B V7�t��� m�%�� �0� [�%B V7�t��� m�%�� �� $ . AX�� �M� NL�'3��0� [�%B m�%�� 
 b��7� V7�t���2^31²= $�_? �%/� m�%� `2?S��_?  2^31 – yD� ��2?� �4P D Ni_���  y $�2��3 �%/� m�%� b= �� 
V7�t��� m�%�� . 9= #� L�M ��1.��01�� [�%BVt��/1�� Y3���� �= b?��l� ?�E:�� #� *�%7� � 	  m�%���?�� p%. D �0� 

 Vt��/1�� Y3���� m�%� �� S�T<�X� m�%� e�:%�� �<Q �� NV7�t?� S��WX �³ b?��l� ?�E:�� �= Vt��/1�� Y3���� 9
m�%0�� 9�%�_<� 9�%0�1�.  

3.4.4 ��!�"��� ��5��0�� 678  

����%� &<�= [�*�� $��´� 3 $�q7�$.cd%�� ��T��7�� U�*k%2�. D�  [?�*�� 	 9��?�/�� b*�. *T N$��01�� $�;���� �� {X=
[?�*�� $.�� `�T $.cd%�� ��T��7�� )'; 	 pR%�y? .9� S��W�B �+��1%2� �4P D �����1� �0|%. bcd%�� e��7�� 

 S��������=) ��*1�� NS<u�ROC( ��� `�:%7��� `2��� �%. 9= pR�� �� N� )'; �4P �� e��7��d%� bc �(� �K? p(��
 L�M ��� ���{B'; �4P D .  

� s3��� i*^%7�. ��*�� ;�Qq%�� ��*1�� Y�|. NY._�%�� b��;= �B*%� ROC S��������= {���1%2� �4P D� ) *�� Y�� �M� D�
�E�� (��dKbcd%�� e��7�� )'; .  

 $��2? i<%2� *�� $.cd%�� ��T��7�� )'; J�CloseLogicalChannel . *���:�� )'l� �'( Y|µ Nw�Q= $�;�X ��
 ?��E�� )'; �.*� ��� �R7XSSRC �� ��|��� ��*� )RFC 3711( #� [?��I� ?*n� N $d�%X U*} *T L�M 9=

 $�_��BYE SRTCP J�73 s�73 ��R%X� �= ��0Z� .� 6�?�/�� ��� Vx��. 6���Z� �.'�� [?�*�� 	 9�0� 	 9��y�. Y��
 i_��� ���2�. 9= $.cd%�� p+�T��7� J;�E�� A�T�%�� ��R%X�SRTCP$0W%�� $���_ `"��3 .  

5  &�4��.5�  
 ������I� i*^%7� D= Vx��.SRTP:B*� ��= 9q/3 h��%�� D� &�X�= �� �D�l� 	 6X��� 63 Y._�%�� $.��;= st�2��� 

 �.�/%�� [��T �R�B 9�4� ���H.245JX�� �� $�0�  S<u� ��X����� ��= $�7�� �������3 IPsec (RFC 2401) 
�TLS (RFC 2246) . `4.� $.cd%�� ��0�1�� �����SRTP `t�2��� $�2��3 H.245  ��:C$���%�� !t�¡���:  

(1  ����� $����4�� cn ��?*:�st�2��������3  SRTP���q/3 h��%���   
(2  9q/3 h��%��Z c/%������_?����� $�� �Rt�/X��N� ��
�����0�1��  $�7���3 �R��*^%2� J����� [?�*�� 

�� ��:B*%SRTP�&�n� `� 	  

(3  `.*1� c/%��Z��� ����_?����
�����0�1��  [?�*��  �<Q AT� b= 	[?���������3  SRTP. 

1.5  �,�-+�.�/� ����  

 �E�1�� �*}SrtpCryptoCapability ������%��.cd%��  $SRTP $�B�\ $�:�� �4P ��� $����4%��� cd%�� ����_?��Q� 
H.323 9= �(�B��.  

��:C p%.� ����� ��� ����� �<Q �� ���� ��?*: !.?���� 63 ��?*:`01%7� ���S<Q*� *;�� S�   
 �=h235SecurityCapability  �u�= �= ��*@� 	capabilityTable $��2��� H.245 TerminalCapabilitySet .



 

  �������� (2005/09) ITU-T H.235.8 11 

 ��a� i*^%7�.�mediaCapability `Q*�� 	 h235SecurityCapability ��*d�� capabilityTable s3��  [?*:�
� �*� `Q*� Y� ���� ��*@� 	 st�2��� [?*:capabilityTable.  

 ��a� b�%}encryptionAuthenticationAndIntegrity `Q*�� 	 h235SecurityCapability  �����a� 
genericH235SecurityCapability �*} b'�� ������%�� $.cd%�� SRTP h�x�� ��B�1� �(�*C ��� H.235.8 . �M�

 ��a� 9��standard �E�1�� capabilityIdentifier ��a� 	 genericH235SecurityCapability )�1� �0|%. 
 h�x��H.235.8)  ��*@� �WX�1( ��a� 9�B NSrtpCryptoCapability 2b�%k����  [*;�� $0�1� SrtpCryptoInfo   

 �u�= �= `u�������%�� ��� $.cd%�� �(�B�� $�B���� $�:��� H.323 . ��a� b�%} �0�cryptoSuite ��a� 	 

SrtpCryptoInfo  ��� ��*@� 	 �*� �( �0� h�y )�1�2 �*} b'�� S$��1� $.cn $����%� .� `Q��� ��a
SrtpCryptoInfo N�*} ��a� sessionParams  [?�*�� ��0�1� c/.���] allowMKI  #� $�B���� $�:��� AX�� �M� ��

H.323 �B�� )�1�� MKI.  

2.5 0�/� 1��&���  

1.2.5 9�:� ,!�"��� ;(���  

 bcn h�� `� `:��.	 $��2? OpenLogicalChannel �0|%. 9= J�� $�E�� �4�($� SrtpCryptoInfo [*;��  	
��a� SrtpCryptoCapability [*;�� $��4�(� SrtpKeyParameters �u�= �=  ��a� 	SrtpKeys.  

 ��; 	� $.��1�� ������I�H.245)  V(� A7��Y.�2 `�"�� �������( N 9= Vx��. $�B���� $�:��� ®�*�H.323 h�1�� 
cd%��6�4�z� 	 �?�� �( �0� b SrtpCryptoInfo�  SrtpKeyParameters	$��2���   

H.245 OpenLogicalChannel ��('�� &�n�3 )�� $�B���� $�:��� H.323 $�?�1�� $�:��� #� $�B���� H.323$��d%7��  .(
 $�B���� $�:��� ��� Vx��.�H.323 9= �B�� ��� ���� ��?*T 63 �� N�(�B���� N� ����� �<Q �R��� ?�/�� [?*: 63 ��?*:�

 $�|�� ���� [?*T �(?��%��3 !.?����V7�t���.  
 6�4�z� 	 {"� �?�� bcn h�� `� $�?�1�� $�B���� $�:��� `2�� NY.�7�� `�"�%�� ������� ��; 	�

SrtpCryptoInfo � SrtpKeyParameters�H.245 OpenLogicalChannel  `t�2? 	 H.245 ��.I� &�n�3 $�E��
)� 63 $�B���� $�:��H.323 $�B���� $�:���� $�?�1�� H.323$��d%7��  .(  

 `t�2��� ��?�� Vx��.OpenLogicalChannel � J7; $B��1�� V��|%�� J���%��?*� f�� SD�=  ������%�� `|B=
.cd%��$ . Ni�� `4/3� 9�4� 9= J� Nbcd%�� *�1E�� ��� ������%�� $.cd%�� $�|�� �� w�T= ������%�� $.cd%��

S<�|� `T��.  
 NS�.cn S���� h?�1�� 9��4�� `2�. ��*��S�*1%7� 9�4� 9= Vx��.  cB�%� $.cd%�� ��0�1�� �� b� S�:B� st�2��� ��=

 N$���1���³ L�'3 9�%����� 9�%�4/� ¨��(� : NSD�= 9= h?�1�� 9��4�� )�1. Db'�� m�%��)�2 9��4�� {�*^%7.  
 st�2��� J�d%7��h?�1�� #� $�2��� .$.cd%�� $3�d%2D� `�T `E� 9= �4P ��E�D� st�2� 9= �K� U*} 9= �4P 

 `�-�� ��*��� ��/X� ����� `u� $��v `01%7. 9= {� Vx��. h?�1�� 9��4�� �� SD��:� �'( �4. ¤ �M�� �= cQq� H.460.11 Y��
<�= �R��� ?�/�� $�4/�� U�*;&.  

�w�Q= $�4/� �RW� 9= �4P Nh��1�� �*1� ��; 	 : M� D� Y��%7. 9��4�� {��T h�� b= �*} 9= h?�1�� 9��4�
 J�d%7�� 9= #�$.cd%�� $3�d%2D� ��� ��El� p%. L�M Y�� $3�d%2D� `�T `E� 9= st�2��� �4P $.cd%�� . ¤ �M��

`�:%. NY���� �'(  `2�. D= ��= �4P {X�B *;�� h�� �� �u�= `01%7. 9= ���� ��*��� ��/X� ������� `u� $��v`�-�� 
H.460.11&<�= �R��� ?�/�� $�4/�� U�*; Y�� .  

`4�z� �0|%. 9= �4P SrtpCryptoInfo [?�*�� ��0�1�.  
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 ����� H.235.8/1� ��	�� ���������!"�#��$ �%&'� ���( )   

1.1.2.5 ���$<� �� ��!�"�:�����  

1.1.1.2.5  �%�= ����>�=�  

 ������I� ���� Y.�7�� `�"�%�� ������� ��� ������I� &'( �����H.245$.��1��  ���2 *; ���. � 9= Vx��. �0|%�
$3��I�S<4�( $.cd%��  SrtpCryptoInfo �E�1�� 	 SrtpCryptoCapability `4�( #� $B��I�3�= *;��  �� �u�= 
`���z� SrtpKeyParameters �E�1�� 	 SrtpKeys.  

 9= Vx��.�� ���� $�B���� $�:��H.323a�  $��$����%��.cd%�� $?�%^�� [��  [��:�� #� `2�� bcn h�� SRTP  $�2����
.��;=$[��1�� &�n� 	 &�nD� N�  9� m�%�� ®%��)
����� �=('z �R��*^%2� J�����  [��:�� &SRTP[��1�� &�n� 	 .  

 $�B���� $�:��� �?*� NL�M #� $B���H.323a�  �E�1�� 	 �u�= �= S�*;�� S�;�%� $��SrtpKeys  �B*%�� �R��*^%2DSRTP 
 $�B���� $�:��� 63H.323a� $�B���� $�:���� $�� H.323 $�?�1��. $�B���� $�:��� �4P�  H.323 |.= �?*� 9= $��a� b= S�

��0�1�cd%�� h�1�� �� $��q%� [?�� ��q/3 h��%�� 	 Jy�� b.  
 ��0�1�� D� `�:�� D$k�kE���*� [*��T b= �= ���� ��"��� [�*� $��� *���T b= LR%�� D V(�  `:��� $:.��� [

��1�� m�%���$.  
�� #� $�7���3a� 9��4�� Vx��. NY.�7�� `�"�%;� ?��%Q� *�� NJ�?�%µ 9= N$l�E�� $.cd%�� h��1�� w*`|B= �1�� � h

.cd%��$ �(cB�� �4P ����� Y� N$0t�:�� 	 $l�E�� $���*�� #��� $0�1�� b= Na� 9��4�� ��?*T ?��%�D�3 'Q J�
$:���� ���� ��2��2� . i*� �= Nh��1�� �� h�� b= $�;<" i*� ��; 	� cB��� h��1�� �� h�� b= N$l�E�

h��1�� st�2��� �B*� '�X Vx��..  
 Nbcn h�y ���T *�� $3��I� �0|%� 9= Vx��. m�%�� $.cd%��)
����� �= (a� 9��4�� �R�*^%7�2 ��� $�7���3 J�

�h?�1�� 9��4�� #� $�2��� st�2�� .*n� cB�� Vx��. {X= #� [?��I� ? �� �W��� �x3 m�%� b=� ��0�1�<n &� �R�0|%.
 �= h�1��$3��I�.  

 [?�� $0�1� $.= ��?�� Vx��. Nw�Q= $R� ���R��� h��%� 	 $3��I�$.cd%��  . [?�*�� ��0�1� �?*� D�$�X<�I� ��� 
 	 h?�1�� 9��4�� �(�B�.$3��I�� a� 9��4�� �4P �4�� N$.cd%�$��0] �B�. 9= J� [?�*�� ��0�1� �� $"�Q $�X<�I�.  

9��4�� p�%7. 9� ���J�a�  �4P N$���1�� $.cd%�� ��0�1�� w*;� 9��4�� �'z b'�� 9��4�� #� st�2��� ��2?�3 =*�. 9= 
?�%^�� bcd%�� h�1�� S�:B� h�1��3 i*:� . {X= D�S�|.= [?��I� ?*n#�  ¶�1. 9= h�1��3 i*:� b'�� 9��4�� �4P D {X= 

t�2��� i_? 
�k" `4/3s&'(  9= ���\ $3��I�*13 p�%7�� ¤ $.cd%�� .  

 

������� ���	��B ������� ���	��A 
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2.1.1.2.5 ?�(0�� ������� ��@�($A  

 $�B���� $�:��� Vx��. NY.�7�� `�"�%�� ������� ��; 	H.323 $��:%7�� �= [*;�� $��2? 	 $.cd%�� h��1�� p��7%� ��� 
 `t�2��� �� �u�=H.245 OpenLogicalChanneln 9=  �z��:3 J�*;=$��2��� ��2?� �<Q �� h��1��  

H.245 OpenLogicalChannel �0|%� ��� $3��� `4/�� 	 �?�� �( �0� $.cn 1 �<Q �� �= N�B? h��1�� $B�� 
 $.cd%���.�\ �� $��2��� ��2?� ReleaseComplete �E�1�� Y� ReleaseCompleteReason  o��|�� *��

securityDenied ��2?� �<Q �� �= N �E�1��FastConnectRefused $��2? 	 H.225.0 .p�*� ¤ �M�� $�B���� $�:��� 
H.323a�  b= �= $�"�%�� &'( $��m�%:� �� ��;�%:�� bcd%�� h�1�� �R�0|%. ���  �B? Vx��. h�1�� bcd%�� ��2?�3
 $��2?ReleaseComplete �E�1�� Y� ReleaseCompleteReason ��� S�\��|� securityDenied�= {�<Q ��  ��2?�3 
 �E�1��FastConnectRefused $��2? 	 H.225.0.  

3.1.1.2.5   ��@�($<�H.245��+����   

� $�7���3������� H.245 $.��1�� )Y.�2 `�"�� ������� A7�� V(�($���%�� $:.���� ����� N . ¤ �M���4� $�B���� $�:��� 
H.323  ����1B A�2?= *T $��2?OpenLogicalChannel `�T S�.cn S���� �0|%� �R0�7� $��2? 

OpenLogicalChannel $��2? ��2?� �z Vx��. NS�.cn S���� �0|%� OpenLogicalChannelAck  �0|%� ����
bcd%�� 	 6��� �k��� ��� `4/�� 2.  

  
 �����2/H.235.8 � ��	�� ���������!"�  

2?= �M� $�B���� $�:��� A�H.323  S���1B $��2?OpenLogicalChannel `�T S�.cn S���� �0|%� �R�<%2�   
 $��2?OpenLogicalChannel N&'^%� b'�� ����I� 9�4. S�.cn S���� �0|%� 9�%�B���� 9�%�:��� H.323 7�t���V 

V�. �0� Y3�%���:  
(1 � Vx��. $�B���� $�:��H.323 1� 9= $�7�t���¶� bcd%�� h�1�� p�%7�� S�0t��� h�1�� 9�� �M�� N�� bcd%�� h�1

 b'��S���1B {%�2?= bcd%�� h�1�� `�:� 9= �R��� Np�%7�� &?��%��3 $3��� $��2? ��2?�3 L�M� $.cn 
OpenLogicalChannelAck N	 6��� �k��� ��� `4/�� 3 . bcd%�� h�1�� �4. ¤ �M��p�%7��0t���  S�

 bcd%�� h�1��{%�2?= b'��NS���1B $�B���� $�:���  9= �R��� N �B�� bcd%�� h�1�� p�%7�� ��2?� �<Q ��
 $��2?OpenLogicalChannelReject $0�:�� Y� cause �E�1�� securityDenied N	 6��� �k��� ��� `4/�� 

4 . 
��E�� ·1.�"pt��� "	 $���%%�� ��0�10�� Vx��. {X= 9= bcd%�� h�1�� Y� �3��%� ��0�1��  $�0|%�� 	
 $3��I�$.cd%�� :cryptoSuite [?�*�� ��0�1�� �R��� h��%���  

 

 

����� ���	����H.323

)
�� ���OLC (LCNx,

)���� �����OLC (LCN, 

 ������� ���	��H.323 
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(2  $�B���� $�:��� ¶�1�H.323 $13�%�� bcd%�� h�1�� p�%7�� b'�� bcd%�� h�1�� Y� S�0t��� h�1�� 9�� �M�� N
{%�2?=S���1B cd%�� h�1�� `�:� 9= N bp�%7�� &?��%��3 $3��� $��2? ��2?�3 L�M� $.cn 

OpenLogicalChannelAck N	 6��� �k��� ��� `4/�� 3 . bcd%�� h�1�� �4. ¤ �M��p�%7�� Y� S�0t��� 
h�1��{%�2?=� ��2 b'�� S���1B  ?�/�� $���%%�� `t�2��� ��2?�3 L�'3 i�:� 9= J� N{���T 	 Jy�� AX�� �M�� 

�� `4/�� 	 �R�4. 

=  (   OpenLogicalChannelAck �E�1�� JX�� �� g��� bcd%�� h�1�� ���:� V7�t���.  
�(  CloseLogicalChannel� *; Y��� ��1{ g��� bcd%�� ¤ �M� $��2��� F�t��� p�%7. 

OpenLogicalChannelReject.  
�(  OpenLogicalChannel Y� $3��� $.cn � h�1�� $:3���= b'�� bcd%� �E�1�� {�2?V7�t���.  

 $�B���� $�:��� p�*� ¤ �M�H.323 $13�%�� h�1�� {�0|%. b'�� m��%TD�  Nbcd%�� h�1�� ���T 	 Jy�� ¤ �M� �=
 $��2? ��2?�3 h�1�� '��� 9= �R���OpenLogicalChannelReject $0�:�� Y� cause  ��� $\��|�

securityDenied.  

  
 �����3/ H.235.8� ��	� *
�+�
 ������,-��'�
 ���!.  

  

 �����4/H.235.8� ��	� *
�+�
 ������'�
 / ���!.�,-�  

 

 

������� ������� ���	��������� ������� ���	�� 

������ ����� ����� ������� ���� ������ ����� ����� ������� ����

 ������� ���	���������
�������� ������� ���	�� 

������� �! ����������� �! ���� 

) �����
 OLC (LCNx,   

)���� ����� OLC (LCN,  
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 2.1.2.5   ����% ;����� B��C�����$D� ����:�   

 h?�1�� 9��4�� p�%7. ��*��$3��I�d%��  �:k%. 9= {��� N$.c*;= ���T �� h��1�� {��� [?��I�� $����� $.cd%�� 	 
$3��I�$.cd%��  . �� $.cd%�� $3��I� �0|%� 9= Vx��. L�'� ��� st�2��� i*^%7�� )�2 �u�= �= S�*;�� S�;�%��R�2?= 
9��4��h?�1�� 9��4�� #� J�a� .  

�R�0|%� ��� 
����� 9= �� �:k%. 9= h?�1�� 9��4�� ��� �$3��I� �R�0|%. ��� 
����� �� m�%� b= `3�:� D $.cd%�� 
bcd%�� h�1�� . �0|%.[?�� ��0�1� bcd%�� h�1���R��� h��%� $������  9= �� �:k%. 9= h?�1�� 9��4�� ��� N

 	 $�?*� [?��'�� ��0�1��$3��I� ��0�1�� `3�:�� $.cd%�� [�¡����bcd%�� h�1�� 	  . AX�� �M��$3��I� $.cd%�� 
b�%C ��0�1� ���  [?��� $�X<�������� N$9�4. 9= Vx��. h?�1�� 9��4�� �(cB�� ��� S�?��T.  

� N&<�= [�?���� ��0��� w*;� `/B ��; 	 ?��%�� Vx��. h��%�� $��0�$���B.  

3.5 2����� ����+  

 �B*� ��/X� p%. 9� ���������3 st�2� SRTP N {X�BP AT� b= 	 {�.*1� �4��01%2�3h�� [*.*� �D����  �$3��� 
 )*O���= �= m�%�� ��7; [���� c�x� $����%��.cd%�� $ . bcd%�� h�1�� `:X J��$3��I�� #� �.*.*@� $.cd%�� 

 6%0�1��SrtpCryptoCapability�  SrtpKeys $��2�� H.245 OpenLogicalChannel �� ���3 
07.  [��T 
%
 L�M� [������ [��:�� `� `C [*.*� $�:�����01%2�3  ������I�replacementFor . $�:��� Vx��.� $�B����H.323 

$�?�1���?*� 9=  `t�2? �� �u�= �= $��2? 	 $.cd%�� h��1�� H.245 OpenLogicalChannel $��2��� `Q�� 
H.225.0.  

 $�B���� $�:��� Vx��.H.323 $��a��  ���p�%7�cd%�� h��1�� *;= ���:3 J�n 9= $. $��2? ��2?� �<Q �� h��1�� 
H.245 OpenLogicalChannel $��2? 	 H.225.0 �= �B? $��2? �<Q �� h��1�� OpenLogicalChannelReject 

 Y� s�� $0�:��cause ��� securityDenied . � �M���B?�� �:�� Nbcd%�� h�1�� cd%�� ��0�1���4� $P*:�� $..  
 N*.*� V7�t? m�%� ��/X� *�� YT�%. ['B�X ���� $���_ $�B���� $�:��� �z<Q �� Vx��.H.323  st�2� p�%7� 9= [�]

 ����%�� S�:B�"h�� �$3��� "*.*@�� r*:�� .� )�1�� ��01%2� Vx��.MKI  ��q%�� ��$�_?�������3  SRTP $�Q�*��  ���2
s3�� $�_��� &'( *.*@� �= r*:�� V7�t��� m�%�� Y� . D [?�� �<Q 
����� `.*1� YT�%�� �� 9�� �M� NJ�7�� �'z cx�

 �.����'B����?*E�� / )�1�� i�*^%2� 9�4. N*E:��MKI $�;�E�� ��X����� ��� )�1%��3 `�:%70�� m�07�� S������� 
� 
���0�����=c�x�  
�����.  

4.5 3��1��&���   

��; 	�� i*�  ��0�1� 9q/3 h��%$����%��.cd%�� $ $:�1%�� ���� ��0�1� `2��� �*} N[?�*�� �= bcd%�� m�%�� �= 
·1�� �B*%��3 . $��v ���y 	� {|B�. 9= �= {��:. 9= `�:%7�� ���� S�.cn S���� ��T� `4/3 �?*. 9= `2��� ��� Nh���

 $��2? ��2?�3ReleaseComplete �E�1�� Y� ReleaseCompleteReason ��� S�\��|� securityDenied �=   
 $��2?OpenLogicalChannelReject  $0�:�� Y�cause ��� $\��|� securityDenied . $����� $"���� `2��� ?�%µ�

�%1. ���{��.�y ��:k%� S���= �u��� �(.  

5.5 4���/� 5�67���8�9:;�   

�%� *.*C J� �B*%�� $.�0l !�%± V7�t? mFEC `2���#�  9���� IP� /��_ �=�� $�%± 'B���  st�2��� �B*� SRTP 
 N�R��� ����. ���6��� �k��� ��� p7:�� 	 1.11 ?��1�� �� RFC 2733 .� $��2? �<Q �� �B*%�� �'( ��/X� Vx��.

H.245 OpenLogicalChannel �E�1�� Y� $�E�� dataType��  *�� G���fec .� J;�E�� V7�t��� m�%�� `:X J�
 �B*%��FEC ��a� 	 genericKeyMaterial $0�10�� secureSharedSecret (V3KeySyncMaterial) $�0|%�� 	 
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 b��l�h235Key $0�1�� �� encryptionSync $��2��� H.245 OpenLogicalChannel . 9= Vx��.� m�%�� 9�4.
%± V7�t��� �� S�� Y��w�Q�� $�7�t��� 
������� CZ���� �"�5%�� iL�� �AG+,* E.  

6 6 7�8 	
�
�9�� � ������� 	���� )#�'; ��
'< =�%�SRTP 

�4P������� ����� cn  V��0� m�%K $�B���  )�\ #� )�\ �� $.�7�� 9�0|� [?�*�� m�%� ��X��3 9�:�%2��SRTP 
X 63 $����%�� 6%�B�\ 6%�:H.323  �<Q ���R1�T�� � ��X����� L�� cn .� ��*�� V��0� m�%K cd%�� i�*^%2� �4P

VR%�. $�7�4�� ��= �������3 ) NS<u�IPsec NTLS ( D Ng�%��3� s�2� _�R� ���`4. ���� )�\ �� )�\ #�.  
 ��� [?�*�� m�%�SRTP st�2��� �� b'�� SRTP �:��� �� ��01%2�3 $3����� $�B���� $�:��� #� $������ $�B���� $

3 YT���� $3����� $�B���� $�:��� V��01�� m�%��$������ $�B���� $�:��� ©�Z� m�%�� . �Qv m�%� N�R7X $:.����3�  
 [?�*��SRTP( st�2��� �� SRTP 3 $������ $�B���� $�:��� #� $3����� $�B���� $�:��� �� $�:��� V��01�� m�%�� ��01%2�

$3����� $�B���� $�:��� V"�EZ� m�%��3 YT���� $������ $�B���� .� ��� [�:�� &'( 	 {"� �?���� ����I� ����� �4P
��3$�B�\ $�:X �= $3��3 �?�; �= $3.  
� [?�*�� m�%� `:X J�SRTP ��01%2�3 i�7�= [�a� $��2��� J����) CMS (� 	 `t�2��H.245 . J���%�� i*^%7�.�

CMS $�\��%�� $��2? w�%� Y�T�� 	 [�]V0T? `4/3  . J���%�� 
07.�CMS 
07. g�%��3� [�*1%� $�7�� ����013 
 �R|13 $�7�4�� $�y= J���%3����13  .©�Q {��3� [?�*�� m�%� ��X��3 `:X J� NSRTP J���%�� p7� 	 CMS 

EnvelopedData YT��� 3��01%2� J���%�� p7� SignedData.  

1.6 ��<�9�� =��>�� ?�� @�����  

7��)�1%�� $���%�� �"��1�� i*^%V��01�� m�%�� [��R� 	 $3��3 �?�; �= $3��3 �= $�B�\ $�:X ��� :  
•  H.323 URL�  

•  UR cy F�:� H.323)  NS<u�tel(�  
•  )�1�/ _�R@� [��R�)$2�?*�� �� *.�� $���.(  

 Vx��.9<�I V��01�� m�%�� [��R� i�*^%2� Y� $�B���� $�:��� $.�( J;�E� ;�%��RV��01��  . �.�� Vx��.�H.323 

URL �= URL cy F�:� H.323 ��a� 	 subjectAltName[��R/�� .  
�4P m�%� [���M �.*� 9= $�B���� o�:��� b�%C V����� w�Q= $�B�\ o�:�� V��01�� m�%�� ����R�  	 Jy�� ��� 

 )�\ �� �R1� $X��q� �D�E�� $��T�)�\ #� . Vx��.��� )�\ �� 9�:�%2D� ��:k%� S�1�T�� w�%� `2�� ��� $�B���� $�:�
)�\ #� 9= �?*� �0|%� ��� V��01�� m�%�� [��R� m�%�� V��01�� b?��|��Y�T�%�� �� �:k%��  .$�B���� $�:��� ��� 
$��:%7��9= :  

 = (  *�q%��� �`2��� [��R� A1T� �O )�%1� ��Q�� $��2 9=   
�(  *��q%3 �u� [��R/��3 ��1%� ·�= {�*:.f��� )�\  . �'( Y�T�� J��*��q%�� �:k%�� $�3�:�� m�%�� ��X��3 $�2��3 

i�� `4/3. 

�E8F% � L�M 9�4. 9= �4P S�*�� $����� �R�B 9�4� D ��(�.?���2 	 PKI $���/�� [�7�%� 6�01%70�� � `01%7�
����R��R�B  [�R�j� ����R� �= S����M $1T��.  
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2.6  �,�-+ �8���A��B�+�C�� D��&� SRTP  

Jy��$3������ $������ 9�%�B���� 9�%�:���  {�?�� m�%� ��X��3 9�:�%2�� )�\ #� )�\ �� $.�7�� 9�0� 	 SRTP ��*�� 
= s�2� �.�/� _�R� {t�/X� *�� ��*��� _�%�� V��01�� m�%�� cn ��01%2� �0z Vx��. N�u�= �(RFC 3280) 509 X 

V��01�� m�%�� ����R� ������.  
`W��h�1�� ������� �$3��I� $�"�%�� &'( �� $:3�7�� ���:�� 	 [�?���� V( �0���u%2�3 NV�. �0�B �R��� ?�/�� o�:��� �.  

1.2.6 �� �+�>2���	�  

 ��01%2� 9q/3 h��%�� �������3 
���� ����%� V��01�� m�%�� ����R�SRTPN  $�:��� �*C $�B����H.323 ��a� 
genericH235SecurityCapability ��a� 	 encryptionAuthenticationAndIntegrity `Q*0�� 

encryptionAuthenticationAndIntegrity ��*@� 	 capabilityTable $��2�� H.245 TerminalCapabilitySet 
g�%�� `4/�� ���:  

•  � Vx��. ��d0�capabilityIdentifier  ��� b�%} 9=h�x�� )�1� CMS H.235.8)  ��*@� �WX�4 ( 	 �?����
 ��a�standard �  

•   D= Vx��. �D�a� i*^%7��maxbitRate�  collapsing� nonCollapsing�transport�  
•   9= Vx��. ��a� b�%}nonCollapsingRaw  ��� $0�1��SrtpCryptoCapability.  

2.2.6 G�2���� �+�>2  

 [?�*�� m�%� cn 61� �M�SRTP [?�*�� m�%� `:��. N$���0� 
���� i�*^%2�3 SRTP i�7�= �0� �a�  J����
[�a� $��2���  CMS `t�2��� 	H.245 .� 9�07@� `:��.EnvelopedData�  SignedData �� SD*3SrtpKeys ��a� 	 

genericKeyMaterial $0�10�� secureSharedSecret (V3KeySyncMaterial) 	 $�0|%�� b��l� h235Key 	 
 $0�1��encryptionSync `t�2��� H.245 OpenLogicalChannel . Vx��.� p7@� Y��CMS EnvelopedData 	 
 ��a�genericKeyMaterial @� [����� {1�%. b'�� p7CMS SignedData.  

� 9= Vx��.� `4�z� �SrtpKeysw�%�� cn m�%� i�*^%2�3  (CEK) CMS`4�z� 	 `:����  
EncryptedContentInfo@  p7EnvelopedData CMS.  

� *.*C Vx��.���� p7@� CMS [?�*�� m�%� ��X��3 b�%} b'�� SRTP b��l� 	 genericKeyMaterial ��01%2�3 
�T h�x�� )�1� $0H.235.8 CMS)  ��*@� �WX�4 ( ��a� 	standard �E�1�� capabilityIdentifier �0� ��a� 

genericH235SecurityCapability �E�1�� encryptionAuthenticationAndIntegrity 	 h235Media s0��� 
dataType  $��2���OLC.  

 �����4/ H.235.8�  ����� 0�	
CMS H.235.8  

����� ���� 	
��  

{ itu-t (0) recommendation (0) h (8) 235 version (0) 4 94 } 

3.6  E)F� 3��
�G�CMS 

 [?�*�� m�%� ��X��3 ®%�� ��� $�B���� $�:��� Vx��.SRTP SrtpKeys ��X����� &'( �n 9= N$�2��� $�B���� $�:��� b= 
w�%k0�� cd%�� m�%� $�2��3(CEK)  CMS.� N Nw�Q�� $�B���� $�:��� V��01�� m�%�� `�T �� S��] m�%�� �'( 9�4

 [?�*�� m�%� ��X��3 Y|� 9= �R���� N$��:%7�� $�B���� $�:��� b=SRTP p7� 	 [�a� CMS EnvelopedData . ����
 p7@� S��0T? YT�� 9= ¹'t*13 $�2��� $�B���� $�:���EnvelopedData $�2��3 �R;�%�  9=� ©�Z�  
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U*k%7� "S<E�� S�1�T��" S�07� SignedData CMS . p7@� 	 �O ©�Z� m�%��� [��R/�� �?*� 9= J� NS�cQ=�
SignedData CMS � 9=p7@� `2�� EnvelopedData  Y� p7@�SignedData" `E�� Y�T�� " $�B���� $�:��� #�

$��:%7�� .� ���:�� 	 S<�E� �u�= !"� ��. $���%�D 607@� U�*k%2EnvelopedData   
�SignedData.  

 `4/�� 	 �RW.5 9�07@� EnvelopedData�  SignedData" `E�� Y�T��."  

  
 �����5/ H.235.8�  1�2���EnvelopedData CMS � SignedData  

1.3.6 ��1(�� ��H(I�� �I�J�� K�= LM>I2 ��@�($A  

=/j4*�  �25+�� �	L+��� ���42 ij�� �B ��N�+O_� �	����� �6���� ���)
 ��u�	1 ���u' a�`SRTP�A,	�%�� �$T)H� .  

1.1.3.6  �0�� EnvelopedData  

 �B �25+�� �	L+��� ���42� =/j4*�04� �3@� EnvelopedData=2* �!� :  

(1  [?�*�� m�%� ��X��3 ��%X�SRTP SrtpKeys $����%0��d%�� .c$�  
(2  w�%�� cd%� Vt��/� m�%� ��%X�)CEK(� 

(3  m�%�� cnCEK$��:%7�� $�B���� $�:��� V��01�� m�%�� $�2��3  . w*� 9�4. 9= h�%.� $�B���� $�:���
 $�2���V��0� m�%��� $��:%7�� $�B���� $�:��� [��R . m�%�� cd%� i*^%7�� $��_?��Z� )�1� Y��CEK  	
 ��a�keyEncryptionAlgorithm `4�R�� RecipientInfo.ktri� 

(4  m�%�� Y��CEK ��a� 	 �a� encryptedKey `4�R�� RecipientInfo p7@ EnvelopedData .
� ��a� i*^%7�.rid `4�R�� RecipientInfo.ktri ��� )�1%�� V��01�� m�%��� $��:%7�� $�B���� $�:��� [��R� 
� m�%�� cd%� i*^%7�� �O ©�ZCEK� 

 

�� 

H.235.8_F05

"#�$%

&�'�EnvelopedData  

����� ���	


CEK

(���*������� 

(���*� +�,��� SRTP

SigneriNFO

��-.�  ���� 

���� ����� �����

&�'� SignedData  CMS )�/�	� 0�1��(  

 ���)����( 

0�1�� 

 

�� 

�3���4-� +���-��

��5 (����

"��5 
��6 +���-��

��5 
��6
(Srtp keys)  
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(5  m�%�� ����1� cnSrtpKeys SRTP m�%�� $�2��3 CEK 	 cd%�� $�*^%7�� $��_?��Z� )�1� Y��� 
 ��a�contentEncryptionAlgorithm `4�R�� EncryptedContentInfo. 

(6  m�%�� ��X��3 Y��SRTP ��a� 	 [�a� encryptedContent `4�R�� EncryptedContentInfo.  
2.1.3.6 �0�� SignedData  

� Vx��. $�B���� $�:�� º/�� 9= $�2��� p7@�SignedData" `E�� Y�T�� "g�%�� `4/�� ���:  
(1  p7@� ��� `��W%�� $0�T �= $��2��� �^�� ��7;EnvelopedData .� $��2��� �^�� $��_?��Q )�1� Y��

 ��a� 	digestAlgorithm `4�R�� SignerInfo�  
(2  $�2��3 $��2��� �^�� Y�T���� m�%Z� ��a� 	 Y�T�%�� $0�T Y��� $�2��� $�B���� $�:��� ©�signature 

`4�R�� SignerInfo .� ��a� 	 Y�T�%�� $��_?��Q )�1� Y��signatureAlgorithm`4�R��  SignerInfo� 

(3 �� �0|%� ��� [��R/�� Y�� 	 $�2��� $�B���� $�:��� V��01�� m�%`4�( certificates `4�R�� SignerData .
Vx��.�� s�� ��a sid `4�R�� SignerInfo  9= ��� )�1%��� `2�0�� ��ª p2� $�2��3 ��� [��R/���� pT�

� `7�7��*0%�� $0�T �= N[��R/�.* X.509 subjectKeyIdentifier� 

(4 � Vx��. ��d0�eContentType`4�z� 	  encapContentInfo p7@� 	 SignedData )�1� �0|%. 9= 
 h�x��id-envelopedData . ��d0�� Vx��.�eContent `4�R�� encapContentInfo p7@� 	 SignedData 

 p7@� �( Y�T��� V�1�� w�%�� 9=� `E�� Y�T�� L�M 9= �K NS��t�y 9�4. 9=EnvelopedData  .  

2.3.6 <� ��@�($��>I����>��0�� ��H(I�� �I�J�� K�=   

Vx��.  $�:���$��:%7�� $�B����'�� 9=  [?�*�� m�%� ��X��3 �� �:k%�� )*O $���%�� ������I� SRTP�(cn� .  
 p%. N&�X�= [�?���� ������I� 	 ��X����� �13 ��� �.*E%�� �� $��:%7�� $�B���� $�:��� �40%� ¤ �M��B?  ��2?�3 ��*���

 $��2?ReleaseComplete Y� s�� �E�1�� ReleaseCompleteReason ��� securityDenied �=  �E�1�� ��2?�
FastConnectRefused $��2? 	 H.225.0.  

1.2.3.6  �0��SignedData   

�� Vx��. $��:%7�� $�B���� $�:� �:k%� 9= p7@� ��SignedData" `E�� Y�T�� "��� `�:%7��g�%�� �k��� :  
(1  $�2��� $�B���� $�:��� [��R� ��� ��El�`4�z� �� certificates`4�R��  SignerData�  
(2 $�2��� $�B���� $�:��� [��R� ��� �.*E%�� . D��?*�� $:�1%�� `�"�%��  $�;<" �� A�u%��3 	 [��R/�� c7�

$�"�%�� &'( ?�\� . ¤ �M���%7. Y `¢�:%7��9�:�%2�  {�40�B N$�2��� $�B���� $�:����B?���*���  

(3 $��:%7�� $�B���� $�:��� �4P't*�� �$�;�%�� �+���M #� �R��� e*E�� [��R/�� !�|� 9=  

(4  ��a� 	 Y�T�%�� $0�T �� *�q%��signature `4�R�� SignerInfo  $�2��� $�B���� $�:��� V��01�� m�%�� $�2��3
 ���� [��R/���R��� e*E ��a� 	 [�*�� Y�T�%�� $��_?��Q i�*^%2� � NsignatureAlgorithm   

`4�R�� SignerInfo .�4/��$d�%X `LB  p7@� ��� $�2��� $�B���� $�:��� {�7C b'�� $��2��� �^�� cd%�� 
EnvelopedData� 

(5 p7@� ��� $��2��� �^�� ��7; EnvelopedData *^%2�3 `�:%7��� i�Q )�1 �*�� $��2��� �^�� $��_?��
 ��a� 	digestAlgorithm`4�R��  SignerInfo� 

(6 $3�7�� $��2��� �^�� $0�:3 [�a� $��2��� �^�� $0�T $X?�:� .�4P N9�E^��� `3�:� �M��'t*��  $@�1� 
 p7@�EnvelopedData . NL�M F4� 	��B����*��� $��:%7�� $�B���� $�:��� .  
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2.2.3.6  �0��EnvelopedData  

� Vx��.$��:%7�� $�B���� $�:����^%7� 9=  [?�*�� m�%� ��X��3 SRTP p7d�� EnvelopedDataV�. �0� :  
(1  ��a� i�*^%2�rid `4�R�� RecipientInfo *.*k%�  	 $��:%7�� $�B���� $�:��� `3�:�� ©�Z� m�%��� [��R/��

$�:��� &'( m�%� [���M . $��:%7�� $�B���� $�:��� A0�%2� �M��S�07� EnvelopedData S��] m�%� $�2��3 
)��1� cy V��0��z  $�:��� i�:� N�B�3���*���   

(2  m�%�� ���^%2�CEK �a�  �� ��]encryptedKey`4�R��  RecipientInfo.ktri� p7d� 
EnvelopedData� 

(3  m�%�� cn LBCEK�3 �a�  ��a� 	 [�*�� $��_?��Z�� $��:%7�� $�B���� $�:��� V"�EZ� m�%�� $�2�
keyEncryptionAlgorithm`4�R��  RecipientInfo.ktri� 

(4  m�%� ��X��3 ���^%2� [?��SRTP [�a�  [?�*�� m�%� ��X��3 ��(strp)  ��] 	 [�a�
encryptedContent`4�R��  EncryptedContentInfo�  

(5  [?�*�� m�%� ��X��3 cn LBSRTP m�%�� $�2��3 [�a� CEK ��a� 	 [�*�� $��_?��Z�� 
contentEncryptionAlgorithm`4�R��  EncryptedContentInfo.  

7   ������� �	
��� ������ ���H.235 SRTP   

 C	�+���ASN.1=2* �!	L ��| .  

 

H235-SRTP DEFINITIONS AUTOMATIC TAGS ::= 
BEGIN 
 
IMPORTS 
GenericData 
FROM H323-MESSAGES; 

 
 
SrtpCryptoCapability ::= SEQUENCE OF SrtpCryptoInfo -- used in H.245 
genericH235SecurityCapability 
 
 
SrtpCryptoInfo ::= SEQUENCE 
{ 

cryptoSuite OBJECT IDENTIFIER OPTIONAL , 
sessionParams SrtpSessionParameters OPTIONAL, 
allowMKI BOOLEAN OPTIONAL, 
... 

} 
 
SrtpKeys ::= SEQUENCE OF SrtpKeyParameters  -- used in H.235 V3KeySyncMaterial 
 
SrtpKeyParameters ::= SEQUENCE 
{ 

masterKey OCTET STRING, 
masterSalt OCTET STRING, 
lifetime CHOICE 
{ 
powerOfTwo INTEGER, 
specific INTEGER, 
… 
} OPTIONAL, 
mki   SEQUENCE 
{ 
length INTEGER(1..128), 
value OCTET STRING, 
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... 
} OPTIONAL, 
... 

} 
 
 
SrtpSessionParameters ::= SEQUENCE 
{ 

kdr    INTEGER(0..24) OPTIONAL, -- power of 2 
unencryptedSrtp  BOOLEAN OPTIONAL, 
unencryptedSrtcp  BOOLEAN OPTIONAL, 
unauthenticatedSrtp  BOOLEAN OPTIONAL, 
fecOrder FecOrder OPTIONAL, 
windowSizeHint INTEGER(64..65535) OPTIONAL, 
newParameter SEQUENCE OF GenericData  OPTIONAL, 
... 

} 
 
FecOrder ::= SEQUENCE 
{ 

fecBeforeSrtp NULL OPTIONAL, 
fecAfterSrtp NULL OPTIONAL, 
... 

} 
 
END 
 





 

 

  
  

 �������� 	
�
������ ����� ���� �� ������  

 $�7�7��A  G��T 	 `01�� p�W���D�E�D� F��:�   
 $�7�7��D  $.�1%�� $��1�� »�����  
 $�7�7��E  $.�/��� `���1��� ���*Z� `�x/�� $���z� $�*Z�� $4�/�� i�1�� `�x/%��  
 $�7�7��F   �D�E�D� ���*Q$���z� cy  
 $�7�7��G  $�0T��� ��4�/��� $0WX��� {�t�2�� ��2?I� $0WX=  
 ��0�0��H  :� ��E��� ����0�� ��N(�#+	��% ��E�:�'N�1���   

 $�7�7��I  ���*Z� $���4%� $�0T��� $4�/��  
 $�7�7��J  � $���4�� ��4�/�� $���E�� $���MI� ®����� ��?��� ��2?� $�X�.��%��� ��?����st�2��� [�*1%� w�Q= 
 $�7�7��K  �<Q�*%�� �� $.�0l�  
 $�7�7��L  �R%.�¼� �R������ $��?�Z� �£/��� �"��� �� �(cy� �<�4�� ��/X�  
 $�7�7��M  �D�E�D� [?����D�E�D� [?��� $4�� L�M 	 �K  (TMN)��4�/�� $X��"�   
 $�7�7��N  $X��E�� :� ®����� ��2?I $���*�� ��?�*��$�X�.��%��� $���E�� $���MI  
 $�7�7��O  ���:�� ����Rn ��"���  
 $�7�7��P  $���� o��Z� ��4��� $���z� �£/���� V��z� ��2?I� $���X  
 $�7�7��Q  �.�/%��� `.*�%��  
 $�7�7��R  VT��� ��2?I�  
 $�7�7��S  $�T��� ���*^�� $�B����� ����Rd%��  
 $�7�7��T  "�Z� !.?����$���0�%�� ���*Z�3 $  
 $�7�7��U  VT��� `.*�%��  
 $�7�7��V   �D�E������1��$���z� $4�/�� ���   
 $�7�7��X   ��4������1��$;�%�� $0WX�� 63 �D�E�D�� �����   
 $�7�7��Y  �����10�� $���1�� $�%k%�� $������  
�<�g�%�� `�@� ��4��� AX�%XI� �������3  
 $�7�7��Z  $]��� ��x��D�E�D� $0WX= 	 ���]��� $��1�� �t�EZ��  

  
��7.�2 	 A1�\  
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