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Corrigendum 1 (2003).
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control.

ITU-T Recommendation X.800 (1991), Security architecture for Open Systems Interconnection for
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ISO 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic Reference
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Mechanisms using a cryptographic check function.

ISO/IEC 15946-1:2002, Information technology — Security techniques — Cryptographic techniques based

on elliptic curves — Part 1: General.
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- ISO/IEC 15946-2:2002, Information technology — Security techniques — Cryptographic techniques based
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- ATM Forum: af-sec-0100.002 (2001), ATM Security Specification Version 1.1.
- IETF RFC 2246 (1999), The TLS Protocol Version 1.0.
- IETF RFC 2401 (1998), Security Architecture for the Internet Protocol.
- IETF RFC 2407 (1998), The Internet IP Security Domain of Interpretation for ISAKMP.
- IETF RFC 2408 (1998), Internet Security Association and Key Management Protocol (ISAKMP).
- IETF RFC 2865 (2000), Remote Authentication Dial In User Service (RADIUS).
- IETF RFC 3546 (2003), Transport Layer Security Protocol (TLS) Extensions.

- IETF RFC 3830 (2004), MIKEY: Multimedia Internet KEYing.
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C, 2nd Edition, John Wiley & Sons, Inc., 1995.
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WEIY P IEIE (H.245) WA LIER T A ORUEIL 2 4 DR SR SR BRI R . H.245 (5T L AUEHIAL T
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ClearToken [...(timeStamp,, random,, sendersIDy4, generallDp), ...]
CryptoToken [...(timeStamp, random,, sendersIDy, generallDg), Ey_pyy -..]

ClearToken |[...(timeStampg, randomg, sendersIDg, generallD,), ...|
CryptoToken [...(timeStampg, randomg, sendersIDg, generallDy), Eypy -..]

72 1— K H EPB FiXIRIEA WAL &40, AL [ AdE.

72 2 — Egpw N2 “pw” RTERIE “K” Frinas rmt{e.

72 3 — random J4 B URIEIE THEAS (0 2 B0 R AT IE— A R B IS TRD A
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EPA (... ..., generallD », challenge,, ...) R IAIE] EPB

ClearToken [...(randompg, challengeg, sendersIDg, generallDy), ...]
CryptoToken [...(randomp, challenge, sendersIDg, generallDy), Expy -..]

ClearToken [...(random 4, challenge s, sendersID 4, generallDp), ...]
CryptoToken [...(random , challenge, sendersID,, generallDg), Eypy ...]
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EPA (..., generallD 5 ...) [RTAE] EPB
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CryptoToken [... (timeStamp,, randomy, sendersIDy, generallDg),
(timeStamp,, randomy, sendersID,, generallDg, password)Hash ...]

CryptoToken [... (timeStampg, randomp, sendersIDg, generallD,),
(timeStamppg, randomg, sendersIDg, generallD 4, password)Hash ...]

% 1— K H EPB RGN AR, s, WAL FIAE.
i 2 — Hash For0 Pt 3 AT I8 S0 01 R £
& 3 — random Jy LG TGS, DA R AT [R]— IR TRD AR C 1R 22 B 6L

& 7/H.235.0— B hashf1 04, —KEH
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(randomg, challengey, sendersIDg, generallD,, password)Hash ...]

CryptoToken [... (randomy, challenge,, sendersIDy, generallDp),
(randomy, challengep, sendersIDy, generallDg, password)Hash ...|

1 — K H EPB [MIRIEA ML 580, WACSEILR HAE,

1 2 — Hash R0 I AL & EHE T 18 B U R 4
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2 — FHHENHRE, WX AR GFF A PR EA generallDg 71 H x 2 783K%) AN A& E
ClearToken .

EPA (..., generallDy, ...) [ARIAIE] EPB

(..., generallDg, ...) [ARTAIUE]

CryptoToken [... (timeStamp,, randomy, sendersID 4, generallDy, ...]
{timeStamp 4, random,, sendersID4, generallDg}Sign,), (Certificate)...]

CryptoToken [... (timeStampg, randompg, sendersIDg, generallDy,, ...]
{timeStampg, randomp, sendersIDg, generallD,}Signg), (Certificate)...]

71— 3K 1A EPB FIRIEAMONATE; #AM, AL A AIF .
&2 — —Fh AT ZHETA I EPA MR LIRS .

2 3 — Sign RN IERITEFHRIE CREMIGER) .

72 4 — random A LI 6 I T E AR08 22 B S B A RN Tl ARag .

B 9/H.235.0— EHE L NETEBKAE, —RkBE#H

EPA (..., generallD », challenge,, ...) [ZRIAIE] EPB

CryptoToken [... (randomp, challengeg, sendersIDg, generallDy,
{randomg, challenge,, sendersIDg, generallD,} Signg), (Certificate) ...]

CryptoToken [... (random,, challenge,, sendersID,, generallDg,
(randomy, challengep, sendersIDy, generallDg} Signy), (Certificate) ...]

72 1— K H EPB MIRIEAWUNATIE: #1440, AL AGIE.

&2 — —FF “AFB” JEFEH R B EPA 4R R T EIE L

7 3 — Sign F IS FMEHATETHRAE CRAMIGES) .

4 — EH 3WEH, EPA FERAMIZILH GeneralToken H UL L7 3L 4—/NBT T challenge,. F WM, EPA Hikif
challengep; XI2% 2 4 8L, [ Z TR

2S5 — XN T ZBARTEHIHEE, random (BIFLIILIETIEES) W2l & ) SR HE—1 .
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83  AIEMRASfE4 /3R

AU F AN B A1k I < Rty 5 2 TR PR A 3 SR PR A% e A AE PR AL I IE o] DA o 55—l
IR R SR i 1 5 O S 2 TEATAR] 5 R Ak 0 35 T PR s (28 8, B O RP SR I P R, IR W
Fikg . OABEET. PraXeess 8 m LIS 8. 8.2.1. 822 M 823 WP RIMAEAT A . A
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83.1 HE—MFHANE (FETIEFITHD
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(IR — N e TR, ML AT DAAS [ g S R L <3 AT AT GIE, BRAER S TS 4 mot. — 8tk
KA AE A kAT GRQ kA, 40 7.2.1/H.323 T FTHER . Diffie-Hellman 2245 GRQ #! GCF
HE—EEA, W 8 WM 1 MBI T W R, DLAE 1% I8 525 B8 I 28 ity 1) Y <5 76 AT ] i 22 1
RRQ/URQ FffH . #M57 LLt 7 4 9 B GRQ XA 5 DHset B8U0] 852 I A 1A T, )
EAHEIEES 11.1 1578 DRI HIRIE securityDenial 2 G645 .

5 GRQ/GCF A [ iy A= Ji ) Diffie-Hellman 323 91 m] LU )5 25 xRQ 8 _EAIAE. BUTF A
Rk T 58 i s AAAIE

#3% (xRQ) :
D WITTU-T H.225.0 SRS IE 24715 DT )12 2 i 20 2B AR IR B b DT AT A5 6
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generallD, ‘&% IA7E clearToken 5% (UL 8.1)

16 LUFF random FBIA requestSeqNum CisK/7H4 5 ) FE5 U551 Gatekeeperldentifier [1)75f
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RND16: FENLER 16 HARHE

SQN16:  Wi=KJFH %5 7B 16 LURHE
BMPX:  PsPhrilfF K X A4 BMP 5 4F

BMP1’= (BMP1) XOR (RND16) XOR (SQN16)

BMP2’= (BMP2) XOR (RND16) XOR (SQN16)
BMP3’= (BMP3) XOR (RND16) XOR (SQN16)
BMP4’ = (BMP4) XOR (RND16) XOR (SQN16)

BMP5” = (BMP5) XOR (RND16) XOR (SQN16)

BMPn’= (BMPn) XOR (RND16) XOR (SQN16)
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random {8 CZ{H ] e L RCF HiRIEF{E S H — K B )5 H xCF D
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2) /\ﬁ‘ﬁAjJD {ETILEEE” HTEJEM‘?W Z: xRJ,
3) H 2L Gatekeeperldentifier ULHC, 19 53 gt 06 254 A AT A0 A H I 4845 18 K FH xCF 25 xR K ¥

4) FF%M TR I%E xCF, N'e NSRRI Endpointldentifier DL 2 7E clearToken [f] random -
(T BB LA -

IR RN W 25 1 4 105 2 B Bre M ST R AL A A8 L3 a BOR A s b B A 4
LEABIEER VAL
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BRAS. FEPTATEEY, KA GK KRS L, A, AU SEHLR AL,

20 ITU-T H.235.0 235 (09/2005)



8.3.2.1 AFEXNHRmMEKOL

W<y R B (GRQ~ GCF Al GRI) sV ARy, Wl 11 Prox, s nlLAEH cryptoToken
P U

(o 4845 . ..) RIAGE]

GRQ
(oo PSFARIRAF ) RIAGE]
GCF
ClearTokens, cryptoTokens [...(cryptoEncryptedToken)...]
xxQ
IRR
ClearTokens, cryptoTokens [...(cryptoEncryptedToken)...]
xCF
(s A644 ) DRIAGE]
GRQ
Gor  PISFRRAF ) DRIAGE]D
GCF
ClearTokens, cryptoTokens [...(cryptoEPPwdEncr)...]
xxQ
IRR
ClearTokens, cryptoTokens [...(cryptoGKPwdEncr)...]
xCF

B 11/H.235.0— BB X HRINF K D04

83.2.2 AFBFIKO4

M RIS B (GRQ~ GCF #1 GRY) BUVFARMB AR, il 12 frox, A KR ITU-T H.235.1 il 15
{§i 1] eryptoToken JFA%H",

(o 484G, .. [RIAIE]

GRQ
(oo FSFARIRAF ) RIAIE]
GCF
cryptoTokens [...(cryptoHashedToken)...]
xxQ
IRR
cryptoTokens [...(cryptoHashedToken)...]
xCF
(or H5 . ) DRIAIE]
GRQ
(oo PSFRRRAF ) DRIAGE]D
GCF
cryptoTokens [...(cryptoEPPwdHash)...]
xxQ
IRR
cryptoTokens [...(cryptoGKPwdHash)...]
xCF

El 12/H.235.0— B FHhashff) 04
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8.3.2.3 HEZLZKNETIERRINE

MR B (GRQ GCF Al GRY) BV ARBE RS, Wil 13 Prox, s K ITU-T H.235.2 @1
£ F eryptoToken KR,

(o 5, ) DRINIIE]

GRQ
Gor  PISFRRAE ) DRIAGE]
GCF
CryptoTokens [...(cryptoSignedToken)...]
xxQ
IRR
CryptoTokens [...(cryptoSignedToken)...]
xCF
(o A4 ) PRIAGIE]
GRQ
Gor  PISFRRIRGE .. [RIAGE]
GCF
CryptoTokens [...(cryptoEPCert)...]
xxQ
IRR
CryptoTokens [...(cryptoGKCert)...]
xCF

13/H.235.0— A B L WETFEBKIANE
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IS A58 EAEH o 59— /M7 1T RE & W 57 s — X &8, ERI RAS 145 A (5 an
RRQ ik ARQ) .

X WU T AR TR B B R 7 B RO BLARI AL, B A S 0 1 T ] T3t G B B i RO T 48
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AJ{E ISO/IEC 15946-1 i1 ISO/IEC 15946-2 145331,

9.1 HHEH

FLFMEI £ 1) Diffie-Hellman 2 8 30U 5 AR AR o€ (AR ZE 1 mod-p 5 HLML. 201
Pl O :

FEARTB EOMEEI 2L : eckasdhp H IR #h 4k 55 Diffie-Hellman %,
FRAE 2 ORI Hh 2. eckasdh2 FE 4R [ H 2k 5 Diffie-Hellman Z%(.
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i) Zfa, b 2EE X

9.2 HFEH
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72 — It PRF 5 MIKEY PRF & [RI#Ef) (JL RFC 3830 55 4.1.271) &

TR RIS

. inkey: T R B N 5
. inkey len:  FINEPI LK.
. label: REPR AR, WUBIAT A= (1 25 2R BRI BEAL challenge {E 17 7€ o
. outkey len: it B I LR AL
DhBENLERECE T 5k -
. outkey: JTERAC E ff HE

iX— PRF 458 | PRE, IF17F RFC 3830 5 4.1.2 15th & X HRFE .

11 ZEMREYIE

ARG A A AR € B ] T i f U A 1 B A0 DR B8 DA 702 SR T " i ST A A W 380 2K 85 I o
IR EX AT ) o

AATAT—J7 v pSAE PP A TG (B H.323 1) H.225.00 (e A b 0 B b, ) e ol 508G &
F T2 ki st B BSOS B OC e e (WL 8.5/H.323 (BRAPEE B-54M) ) &

LATA—J7 S A H.245 {582 280 (h235Control) 123 i) 2 4 ME iR I BBk Fg, - )¢
SRIEANE 18 TR kv A R P SOMRE 7 R OC %% (WL 8.5/H.323 (BRI B-54M) ) &

A AR ART — 77 g p AR AN 3 A O R R I 3 2R, W) ST B KBTI % £ CencryptionUpdate
Request) FI/B0CHIZZHEEE. Uit MC (U) [ALE, —MEHEIE EI K% e300 A A2 E e
T8 G R/ BT A MC (UD) A EEE % . MC (U) 25ZiAT % encryptionUpdateRequest .
encryptionUpdate Vi 5.2 52 52000 ) A 4] Siig 0B T A i o

Wi MC (U) WIAbE, ANMEIE Rt 22 v e o 3 8UR A & 300 s FEE O, IR 280

2o

111 ERE4

HAT 2242168 )7 10 W < BRHAD 22 42 R 89 5 7. H.225.0 SEAR MR BERS DRV o et R iR 7R SR AN fE
IEAAC PSR R S o ot i R B n] B, AR I TEAN (KB R i B o

. securityWrongSyncTime 2057 K IEE RIL—A HATANIE 10 I (R FR I 1K) 22 4 1) J . XA e 2
T A ) JIR 55 i e s 25 2K ) 20 miad 2 1) 19 4 B R 36 )

. securityReplay 204575 T8 I TR 7 o X & AE— AN 45 8 I TRl BRad sh AN b — Ok A TR —
HI 5 I R0 o

. securityWrongGenerallD 5250457~ 763 & Il H 1D (A VLHC

. securityWrongSendersID 4215/~ 7E7H B sendersID [ ANULEC . 31X 1] B8 /48 B & £ i 2E N if
Eio

. securityIntegrityFailed 2457 58 8 MR/ 25 A3 K. X T H.235.1, IXW]REHAEVIAHHGIE K

TEFE A R R AN I A 2 Y 1R 3 B T I 1) B i . X6 H.235.2 Al H.235.3, XM ZifR
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. securityWrongOID 575 7E 4 OID CiZ 8N’ Token) % algorithmOID H1 f4EAT AL
Bt o IXFE 7S Sl ) AN [R] 22 A PR AR L

. securityDHmismatch W Z0fR /R EATHe [ Diffie-Hellman 250 FATfTANITEL . 3X 0] GEFR /AN [H] )
DH Z: 4R i H 4 0 K T AN [R5 s 30k

. securityCertificateExpired 20§57~ {355 (13F 15

. securityCertificateDateInvalid ‘2557~ 2 5 AN FA RUPIE TS

. securityCertificateRevoked 25 fi5 7~ 44 & L LAY FRAIE 15

. securityCertificateNotReadable 21§55 7~ UE B A GE IE A ASN.T G i sl /e AR TES T o

. securityCertificateSignaturelnvalid 2420 $5 7~ E 15 128 44 AN IE A o

. securityCertificateMissing ‘W 20457~ AN B R IR 45 25 2R BE AN e J3 A g A7

. securityCertificateIncomplete 2l F5 7~ 5= 28 HH B (E B4 R A 7EAE

. securityUnsupportedCertificateAlgOID X Z0 i 7= i & I 0 25 Sk CAnfE ik 45 v A F 0 ) sl 2+

B AR A SRR o AR B N — 3y, T TR IR RN Y, R
1% AT DUSR A POk ) & R S A R RS2 IR A5 R PR
. securityUnknownCA W45 7~ %A1 &I CA/MIE ) 80E 5 5511 CA ANIEHC .
TEAT AT H235 224k 2 15 0~ . H.225.0 RAS Y securityDenial ( B{ H.225.0 B Y {5 4 (¥
securityDenied) 20 # iz 1],

7 1 — securityWrongSyncTime. securityReplay. securityWrongGenerallD. securityWrongSendersID.
SecurityIntegrityFailed. securityDHmismatch f1 securityWrongOID 7 §87E H.235.1. H.235.2 8§ H.235.3 2 4= i 2
kA

7z 2 — securityCertificateExpired. securityCertificateDatelnvalid. securityCertificateRevoked.
securityCertificateNotReadable. securityCertificateSignaturelnvalid. securityCertificateMissing,
securityCertificateIncomplete. securityUnsupportedCertificateAlgOID F1 securityUnknownCA 7] §E7E H.235.2 B,
H.235.3 i k.
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A

H.235 ASN.1
H235-SECURITY-MESSAGES DEFINITIONS AUTOMATIC TAGS ::=
BEGIN
- Wl AR
ChallengeString ::= OCTET STRING (SIZE(8..128))
TimeStamp ::= INTEGER(1..4294967295) -- B 00:00
-- 1/1/1970 UTC & &4

RandomVal ::= INTEGER -- 32 phdd¥s
Password ::= BMPString (SIZE (1..128))
Identifier ::= BMPString (SIZE (1..128))
KeyMaterial ::= BIT STRING(SIZE(1..2048))
NonStandardParameter ::= SEQUENCE
{

nonStandardIdentifier OBJECT IDENTIFIER,

data OCTET STRING
}

-- B ELFEGERFTET, TNLR
-- ARAAMRAYREFTIRG (Blded 55 %45)

DHset ::= SEQUENCE
{
halfkey BIT STRING (SIZE(0..2048)), -- = g”x mod n
modSize BIT STRING (SIZE(0..2048)), -- n
generator BIT STRING (SIZE(0..2048)), -- g
}
ECpoint ::= SEQUENCE -- ME # & X3IFEH (x,y) FaHEMFEAT
{
x BIT STRING (SIZE(0..511)) OPTIONAL,
y BIT STRING (SIZE(0..511)) OPTIONAL,
}
ECKASDH: := CHOICE -- #WE$HXEHAWINFE Diffie-Hellman ¢ 5%
{
eckasdhp SEQUENCE -- #E W& A KFEAHK
{
public-key ECpoint, -- ZF#& 64 ECKAS-DHp ~HE AT
- - FHEAE BN IEE B K wz»?f 4 )5 51 7 ) ECKAS-DHp NMFAE (aP) Ko
- - BT B UM E R R R, TR A4 %) ECKAS-DHp ANA4E (bP) & .
modulus BIT STRING (SIZE(0..5 1)),——12%1E;’t’7/c,\ECKAS—DHp NG 2 Li
-- (p) &wo
base ECpoint, -- %5 &4 ECKAS-DHp N &5 (P).
weierstrassA BIT STRING (SIZE(0..511)), -- 724%ExéL€‘ECKAS—DHp
-- Weierstrass &% (a) &To
weierstrassB BIT STRING (SIZE(0..511)) - %5 &4 ECKAS-DHp
-- Weierstrass # # (b) &T.
}.
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eckasdh2 SEQUENCE -- #4H wh Z4F/E 2 2%

{
public-key ECpoint, -- % FH &4 ECKAS-DH2 NAE LT
-- B EANKLEF GBKHE LE, ZFRES B ECKAS-DH2 N4 (aP) .
-- B EAMIERE WE L EE, EFRE AR % 8 ECKAS-DH2 NMA4E (bP) .
fieldSize BIT STRING (SIZE(0..511)), -- #ZF & &4 ECKAS-DH2
--F R RTME (m) &7
Base ECpoint, -- ZFH @4 ECKAS-DH2 N} (P) k.
WeierstrassA BIT STRING (SIZE(0..511)), -- ZFHK &4 ECKAS-DH2
-- Weilerstrass %4 (a) &Fo
WeierstrassB BIT STRING (SIZE(0..511)) -- %54 ECKAS-DH2
-- Weierstrass &% (b) &
3
}
ECGDSASignature::= SEQUENCE -- #E#MEHFTEL L ELH
{
BIT STRING (SIZE(0..511)), -- Z5HK& @ECGDSA HEFEELY r HTETo
BIT STRING (SIZE(0..511)) -- %5 &4 ECGDSA K FELN s T ETo
}
TypedCertificate ::= SEQUENCE
{
type OBJECT IDENTIFIER,
certificate OCTET STRING,
}
AuthenticationBES ::= CHOICE
{
default NULL, -- /%4 ClearToken
radius NULL, -- RADIUS-challenge/v#}w
}
AuthenticationMechanism ::= CHOICE
{
dhExch NULL, -- Diffie-Hellman
pwdSymEnc NULL, -- AAxHEegosd
pwdHash NULL, -- AA#I|T#Hkegos
certSign NULL, -- BAHAELEH
ipsec NULL, -- AT IPsec #9i4i:
tls NULL,
nonStandard NonStandardParameter, -- Hit.
authenticationBES AuthenticationBES, -- I BES &9 i FiAiE
keyExch OBJECT IDENTIFIER -- EHRRBME
}
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ClearToken ::= SEQUENCE -- — A “4p” ST, 4 SRE kA,

{

tokenOID OBJECT IDENTIFIER,
timeStamp TimeStamp OPTIONAL,
password Password OPTIONAL,
dhkey DHset OPTIONAL,
challenge ChallengeString OPTIONAL,
random RandomVal OPTIONAL,
certificate TypedCertificate OPTIONAL,
generallD Identifier OPTIONAL,
nonStandard NonStandardParameter OPTIONAL,
eckasdhkey ECKASDH OPTIONAL, - WEWEEHAWINHE-Diffie
-- Hellman # ) (ECKAS-DH)
sendersID Identifier OPTIONAL,
h235Key H235Key OPTIONAL -- V3 W&+ 5% %4
profileInfo SEQUENCE OF ProfileElement OPTIONAL -- 4FEM %
}
-- K& (HBmwEMR) P ABEE S ClearToken B, — A 247104 B # KX B £ tokenOID
-- FERY
- EHARERGER T, miiE AN EAAIRA!{ 0 0 }3EF tokenOID ARG,
-- KR TFERTA A RSER L ..
ProfileElement : := SEQUENCE
{
elementID INTEGER (0..255), -- ATHEARRM, odBEg L8y
params Params OPTIONAL, -- {EAT4FE LA HH
element Element OPTIONAL, -- WUEXKHEXETH/A
}
Element ::= CHOICE
{
octets OCTET STRING,
integer INTEGER,
bits BIT STRING,
name BMPString,
flag BOOLEAN,
}
SIGNED { ToBeSigned } ::= SEQUENCE {
toBeSigned ToBeSigned,
algorithmOID OBJECT IDENTIFIER,
paramsS Params, - fEfT “EHRT A%
signature BIT STRING -- 7 VA RSA 3 ASN.1 %#y¢) ECGDSA %%
} ( CONSTRAINED BY { -- REIFFEHL -- } )
ENCRYPTED { ToBeEncrypted } ::= SEQUENCE ({
algorithmOID OBJECT IDENTIFIER,
params$ Params, -- AT “iEAEabE)” A
encryptedData OCTET STRING
} ( CONSTRAINED BY { -- m#E X% -- ToBeEncrypted } )
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HASHED { ToBeHashed } ::= SEQUENCE {

algorithmOID OBJECT IDENTIFIER,
paramsS Params, -- {E47 “id#at” A%
hash BIT STRING
} ( CONSTRAINED BY { -- #%| -- ToBeHashed } )
IV8 ::= OCTET STRING (SIZE(8)) - 64 bL4F & mdsih
IV16 ::= OCTET STRING (SIZE(16)) - 128 [L4¥H: % Sm4s1h

-- PR R S L iR RAFE L BBCRITL FEH R EAH R —,

Params ::= SEQUENCE {
ranInt INTEGER OPTIONAL, -- N4
ivs IV8 OPTIONAL, -- 8 AArh4FAmisit L&
ivle IV16 OPTIONAL, -- 16 FHu#ibk®
iv OCTET STRING OPTIONAL, -- MMLKEEE
clearsSalt OCTET STRING OPTIONAL -- J F/niE6)3EimE F4
EncodedGeneralToken ::= TYPE-IDENTIFIER.&Type (ClearToken -- @B H %40 -- )
PwdCertToken ::= ClearToken (WITH COMPONENTS {..., timeStamp PRESENT, generallID
PRESENT})
EncodedPwdCertToken ::= TYPE-IDENTIFIER.&Type (PwdCertToken)
CryptoToken: := CHOICE
{
cryptoEncryptedToken SEQUENCE -- —#& Fi&/4 2w 40
tokenOID OBJECT IDENTIFIER,
token ENCRYPTED { EncodedGeneralToken }
cryptoSignedToken SEQUENCE -- —#& iR/ 4F 2 A4 ne
{
tokenOID OBJECT IDENTIFIER,
token SIGNED { EncodedGeneralToken }
}s
cryptoHashedToken SEQUENCE -- —#% /A& /4520 A4
{
tokenOID OBJECT IDENTIFIER,
hashedVals ClearToken,
token HASHED { EncodedGeneralToken }
cryptoPwdEncr ENCRYPTED { EncodedPwdCertToken },
}
-- f£ H.245 OLC ## N X & FEAF T HH 4 E.
-- BAMEA I A X ASN. 1 H4R4E H. 245 N4 OCTET STRING %Y.
H235Key ::=CHOICE -- MF & H.245 “h235Key” FH ¥
{
secureChannel KeyMaterial,
sharedSecret ENCRYPTED {EncodedKeySyncMaterial}l,
certProtectedKey SIGNED {EncodedKeySignedMaterial },
secureSharedSecret V3KeySyncMaterial -- JAF H.235 V3 3% %
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KeySignedMaterial ::= SEQUENCE {

generalld Identifier, -- MEF L

mrandom RandomVal, -- I ™ F&jKIAE

srandom RandomVal OPTIONAL, -- MJE 7 49 KAE

timeStamp TimeStamp OPTIONAL, -- F #3449 EU 69 ™ 7 Bf A 4RiT

encrptval ENCRYPTED { EncodedKeySyncMaterial }
EncodedKeySignedMaterial ::= TYPE-IDENTIFIER.&Type (KeySignedMaterial)
H235CertificateSignature : := SEQUENCE

certificate TypedCertificate,

responseRandom RandomVal,

requesterRandom RandomVal OPTIONAL,

signature SIGNED { EncodedReturnSig },
}
ReturnSig ::= SEQUENCE ({

generalld Identifier, -- MEBHZILE

responseRandom RandomVal,

requestRandom RandomVal OPTIONAL,

certificate TypedCertificate OPTIONAL -- HFK&9iEH
}
EncodedReturnSig ::= TYPE-IDENTIFIER.&Type (ReturnSig)
KeySyncMaterial : := SEQUENCE
{

generallD Identifier,

keyMaterial KeyMaterial,
}

EncodedKeySyncMaterial ::=TYPE-IDENTIFIER.&Type (KeySyncMaterial)

V3KeySyncMaterial ::= SEQUENCE

{
generallID Identifier OPTIONAL, -- *[%¥#3: 1D
algorithmOID OBJECT IDENTIFIER OPTIONAL, -- Mm% Fik
paramS Params, -- IV
encryptedSessionKey OCTET STRING OPTIONAL, -- #%F&934E %4
encryptedSaltingKey OCTET STRING OPTIONAL, -- #u&F&94ikit & &4
clearSaltingKey OCTET STRING OPTIONAL, -- /0% 69444t & %4
paramSsalt Params OPTIONAL, -- #&Z4AmE IV (Feif#leg4ta)
keyDerivationOID OBJECT IDENTIFIER OPTIONAL, -- HAAHTAF A

e o o9
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CryptoH323Token Z57%Y: H.235 FUFRAE A 09 A URE & . H J7 sSUAEFH ) CryptoH323Token o X 264 B 1) 47

FH AR A DA R0«
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securityDenial. #7 eI TULHL, Y ~F ) % 21 &% RCF .
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RADIUS =, Hr BES FlZuiH b= AL R%, I H GK AR 2 BES RADIUS TALE)
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