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��)  I�8�� �N9�7.8 �$ "ATM Forum Security Specification  "
 	+H���1.1( _$��? §��.x -./ T�N9.  

EC-GDSA   ���x _�D
 j�D�!_u
�
�� _�D��� j�D���� 	�$V
��® "l�� "���! j$ NIST (DSA) M) �N9�
 "�.�� C�S��5 
��12� �$ ISO/IEC 15946-2(  

ECKAS-DH   _u
�
�r� ���2�L z�!�.2� BZ��! T�N9–_.�(  �[��
��  .��! T�N9_.�( z�!�.$ BZ  � [��
�� 
 _u
�
�� ���x -.u��� "�1��� G���  

EOFB   W�
��OFB�����   
EP  	�Z�� 	089 

GK  °��L w
�@ 

GW  	L��L 

ICV  "$�J��� �$ B8���� 	��D 

ID  	��� )�1$  
IETF   T�g$ B��Z	�%�� �9��9r�   

IPsec  �9��9r� '�K�!+�L �$� 

ISAKMP  z�!�.$ 6
�(� '�K�!+�L�9��9r� �$�   
ISO  _���8�� %�@��
� 	��+%�� 	�N�2� 

IV  ¥�$%��� nu�$ 

LDAP   "��%�� :� ��.�
� j����� '�K�!+m�� 

MAC  	������ [�8���� 6�.X 

MC  ¥=�� H IJ��2�(%1�2�   
MCU  7�8��� 6(%1�$ IJ���� 6%@+ 

MPS  hc����� 6(%1�$ 	1Z���� 	���`� BZ%! 

NAT  �� [���? 	i�!	J=Q 

OCSP  hA� >
? 6(�gQ
� ­�9�8�� j���� '�K�!+�L 

OFB  	1����� 	��e���L ¦�A� W�
�� 

OID  v�} 	��� )�1$ 

PDU  	���K�!+�L ���01$ 6%@+ 

PKI  _$��? §��.2 	������ 	��=��  
POTS  	�%�
8��� 	�.!�y� 	$%A�  
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PRF  	�c��Q? n=X 	.��+  
Q&A  W���+ '�<�  
QoS  	$%A� 	�?�9 

RAS   "�u����+­�9�8�� j����+ '�=8��  
RSA  _$��1�� §��.2�L [�2(�+ -$�X+ ��.�
 	�$V
��& 

RTCP  _
1.�� �D���L "8��� H IJ���� '�K�!+�L 

RTP  _
1.�� �D���L "8��� '�K�!+�L  
SASET  h��L _1¡ H�� h¢ b$� 

SDU  	$%A� ���01$ 6%@+ 

SHA1   ID
 b$� "�
N! 	�$V
��&1 

SRTP  _
1.�� �D���L b$� "89 '�K�!+�L  
SSL  	��$� 	
��$ 	8=� 

TLS   �$�k���$"8���  

TSAP  "8��� 	$%& :� ��.9 	089  
TTP  ��l�$ ¥��l )�� nL 

UDP    '�K�!+�L ��9��L"�1��2� (User Datagram Protocol) 

XOR, ⊕  C���@ +� 

5  ��������  

	������ ��� "�1��! ���
0�2�	������ :  
�  “shall”_$���� �
� :� -Q! .  
�  “should”G
��& n�J�+ §��8$ "�? :� -Q! .  
�  “may”	���! Y��+ G
��& "�? :� -Q! �$ "�? F���\L .   

 ��8�
2�+ 	�?�.�� ���8.��+ ���8.�� -Q!�E������+ k�&� 	���! ��K� ��� U� 	������ ��� �g��S�! ��� �
! :� 
	@��� . -Q�Z“4.1”#$  	�?�.�� 6�8.�� :� CE4.1+ 	������ ��� �$ “H.245/4.6” 	�?�.�� 6�8.�� :� 4.6 	������ �$ 
H.245.  

	.
�¬ 	���
 7�¢� '��1��� 	������ ��� ��!+(%?  “n” :H.245+ RAS+ Q.931R±�  . 	������ 7�¢� bL �����
�+
 p�=!� �� 	.
�q2�§E0�U�o����  . 	������ ��d�!+H.245�
12� F�¡�+ �� %�%Q��� G�� 6(%1�$ 	
�
��$ ���
K �$ 

 V
�=�� _?�=0�� )�`�L �g�L��JL �g�
?)maximumDelayJitterk��8�� 	
g2� ²�1!
�  .( )�@� 	lEl ���¤+(ARQ) 
F�¡�  	������RAS . 	������ F�¡� ��d�!+Q.931U� )�@O�L :+O� )+�`� 	L��K j$ b��
K +� 	�
K �$ 	��Eg��  

(Call Proceeding).  
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 	������ ��� "�1��!+6�JZ _S8!  ���01$ 	��L j��LASN.1  %�? 	=K�$NULL M2� "�=� >
?#� '"ParamS³ (% %�? 
NULL) "j��
 ���8.�� H.235.1/7+ H.235.1/8+ H.235.1/1.9+ H.235.1/2.9+ H.235.2/7+ H.235.2/9 

+H.235.2/1.15+ H.235.2/2.15 .( �$ ��+ 	�
���&U� ����1�� "K [� �1� H �12� jL�����) G�Params (6(���$ -}.   
+)��1! v��}� ��Z�1$ 6%? 	������ ��� (OID) 	.
�¬ ��F����+ �$O� ��
%8$ >
? 	�U%
� �+ �$O� ���$V
��& .
+B
1�! ��Z�12� ��� �$ 	�=!��! 6�uQL "JQ! +� 	��
�& 
(��$ �$ >!d�! %D 	��¬ I�D  v��}� ��Z�1$ p�.! �$ C�F��

�U��!U� Y��8! p�0D ����%� . 	������L 	1L���� v��}O� ����� ��Z�1$ ����!+ITU-T H.235	������ �c��A�L :  
"OID = "{itu-t (0) recommendation (0) h (8) 235 version (0) V N} ¥�@ V (%³ h��L G�Q? ID
 :� �$�! 

������ �$ 	$%q��2� 	1=0�� 	ITU-T H.235 '�#$ M1 R2 R3 +� 4 . �$�!+N )�1$ 	��@ n�Z Y=� U "JQL )�1� (%? :� 
�$O� 6
%8$ +� �$O� 	�$V
��A �@��2� F���r� o����L+ v�e�� 	���. 

 ��$����L �.Q2� v�e�� )�1$ [µ�J�� n�
? ¶F��L+ASN.1T�D
� jL��! �$  . )�1$ "K T%q��� h��=�
�+OID G-K�! �9 
'�#$ R���� H �#J$" :OID ." 	
�
� "K bL "L�8��� b=! '+�%� >01!+OID T�D
O� jL��!+ ASN.1 . U� _e=��+

 �������� ��8�=0! "�1��!ITU-T H.235 ��$����L 6�.Q2� T�D
O� U� ASN.1.  

6  ���!�� "# $%��  

 "JQ�� _01�2	������ 
��� H 	������ ��� B�=0! '�� �? 	$�? 	�  ITU-T H.323.  

  

 �����/2 H.235.0 –���� �Q   

 	������ :� 	=����LITU-T H.323 _e=�� RF���� '�K�!+m�� '��1��� ���Q! TLS ) RFC 2246 R RFC 3546(  R
IPsec�& 	��^ +�  	� IJ���� 6��D >
?H.245 6��8�� >
? H.225.0 	�$<2� -}+ 	�$<2� 'E&  "c���
� o+O� '(�=���
Q.931.  

1.6  �	
��  

(1  �������� �	
��	 
���� ���� ���� ����	 ����������	  TLS RFC 2246) �RFC 3546(   
 ��IPsec )RFC 2401�  ([ESP] � ��!� "�
�� #�$% ) &'*���	ITU-T H.225.0(.  

(2   +�,	 �	
��	 -'*�� �/0 ��1 �2���3�	 4�5'��	 ��6�1� � �/0��� �	
71 ���5�	 H.245� / �9�:� ;�
< �= ��
 ���5�	 >2= ?	9�@��	H.245.  

(3  &A'���	 ���5�	 B$C ?	D
5� �9�7��	 �D
5�	 4��� E��$��	 &'�! ?	
�
F 9
G.  

������� �	
H.235.0 

� �
����������� ������ 
 �	�����
�	����� 

T.124 
 

T.125 

  
T.123 

������ ���� �	�����  

H.245

��!�� "�#

�$ %&'&� ��(�$ %&'&� )* ��( 

 
+�,!�� �-&.�  
H.225.0 

�-&.�H.225.0  
������ "�  

 /�  
�$�&��� 0�	1  

(RAS) 

RTCP 

H.26x G.xxx 

RTP 

)23���  

�
�.�� ���4 

�56&�� ���4 

�-�	�� ������ 

�
�.�� "�#  
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(4   -H��D �/0 �� I3'H
�	 4�'��	 � &'���� 9	�� +�,	 J�K���	 L
MOpenLogicalChannel �� 
OpenLogicalChannelAck &'*��2� H.245.  

(5   &'*���	 
�	�� &A�	�� N'��$�	 O�
�� �9�=1 ;'5G ����	 ��H.245: EncryptionUpdateCommand   
�EncryptionUpdateRequest� EncryptionUpdate� EncryptionUpdateAck.  

(6  C &2Q��	 ?�'A��	 J�K�� &��R L
S��$����	 ���� -'T�� ;�
< �= ��1  &'*��H.245 ?�'A��	 &��R �� &*�0 ���5� 
 &2Q��	S��$���&�9�:��	 �D��U�	 ?	9�@��	 �������� 9
V -��� .  

(7   B����2� &5��A� 4��� &�
5�	 &'��,	 ?W�������	ISO B����	 �� �D����	 IETF&X
�5�	 .  

2.6  (�)��*+�  

L I� b=�u��2� [� �$ [�8���U� 	�
�? B8��![�?%� �$ "1.�� . [�8���U� F���� �J�2� �$+ ��(�gQ�� '(�=! 
��� H
���_$��1�� §��.2�  .	��12� ��9��J�� n¡�8�! C��� "�1��� '(�=! B��� �? [�8���U� B�8~ C�S�� �J�2� �$+ . �q��+

k�&� �$ ��$�
1$ +� 	�9�J� �� 	�
K "JX [�8���U�.  
�=! '�K�!+�L 	������ ��� ��!+�g�0���L �y�=D+ �g�$ B8���� G�� ��� -��12� (%~ U �g�J�+ ��(�gQ�� '( . 6
��L+

6(�gQ�� T%8$ 6
�� �=#! B8��
� ��9��S�� {1L ��(�gQ�� z�; 	$�? . [�8���� :� 6(�gQ�� '(�=! )%g�+J$+�83 
 Y��+ 	�Z�0�� 	08���(��	�(�2� 	�Z�0�� 	08���  .8���U� '�K�!+�L �=#�+ ��� 	��A� z�!�.2� [�J
� b=�u��2� [� [�"L�8! 

	��D��� ��(�gQ�� '��1���L ���+ ��(�gQ�� �g��S�! ��� 	$�1�� z�!�.2� . F�0���� ��F�%�?� �$ [�8���U� ��� _�³+
	�!�$�!+� 6
��L b=�u��2� 	��� �=#� U n�J�+ .� k���x B
1�! �$ 	���� (���?� ���L T��8�� _S8�+k�&O� ��(�gQ� .

 ��(�gQ� CE#$ 	$%A� (+�$ 	��� ���1! 6(�? 6(�gQ�� ��S�!+��&���� ��� "�1��2� W��@ 	��y �$ "JX �? CESZ 
	$%A� (+�$ �g.��.  

+ [�8���U� 
��� _01� UH ��(�gQ�� [��S$ '�@ ��%�%~ 	������ ��� )6(�gQ�� 	���� (%³ U n9� G� (�$ �#K� �
! 
� ���[�8���U� '�K�!+�L �* _S8 . "#$ k���2� 	1�Z
 	����� C��+�X v�.� %D 
��r� ��� "�1��� G��� B�=0��� [� -}

n�8Z��$ >
? '���
� "�1��2� :� 6(�gQ�� ]%8! .�J�2� �$+�$�  B�=0��� ��� ��� k���2� 	1�Z��� 	������ 	�;� �$�+ 
­��9r� "?�.��� �
�.  

��U� �· ���Z+T%8! 	��D��� ��(�gQ�� "�1��� U G��� [�8� �����
���� '��Kr ���Q��� 	������ ��� 

�=�&U�/	L�u��U� .���Q$ �� >
? '���
� 	
��2� ��9��J�� 	0���L B=�2� B������L ��� [�8���U� 	8��� _S8!+ .

+��� >
? '�#$ ����X� >
? 	�c�D 	$%& [�LV.  
+¥��l 
��qK �J� RU� '��K� �$O� "#$ "�.�$ �$� '�K�!+�L ���� ��� [�8���TLS )RFC 2246 RRFC 3546( 
+�IKE ]  RFC 2409 [.  

[�J$\L+ 6%��� ��9��J��  -Z�!F��� %@ >
? ��/U� G(�@O�+ _c��#�� [�8���U� . >
? [�8���U� ��� "�³ [� �J�2� �$+
�g
K +� �U��!U� ����D {1L.  

 [�8���U� ����^ j�i 	�N�2� �g�.�+ ��� ���$V
��q
� 	
l�� 	������ ��� H �g.�+ (�� ��� 6(%��ISO %�%��
� C�8Z+ 
 b!�8.�� H F�� G���2+ 3 �$ ISO/IEC 9798 �U�K�!+m�� w��� >
? +� IETF.  

1.2.6  ��������  

��� ��� ��09 ¦
�& �g1�V�!+ ��
�(�+ ��%���! ��� H �x ��(�gQ�� Y��8! j8�	��� .+ 	
�1��2� ��(�gQ�� [�J! [� ��
 	�$^ ����D 	$�Dr)+ F�%��� ���Q!/F�%���L IJ���� +� ( n9dQL v+�.��� k�� '�K�!+�L G� �* _��� ��� �
�� 	8L�0$

 �$� -Z�������8�� ���.  
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+ [� :� 6
�Xr� _e=��7�8��� §��.$ ��(�gX "�1��� G��� [�8���E� 	�
+�� 	�Z�0�� _$��?  ��1�D���� -Z�! )%*
 §��.$ 	��D '��1���L 	��D���_���&�@��$  . _$��1�� §��.2� ��(�gX '(�=! "JQ� U+�(�.x ��F�%�?� �$ 	��¸ 

hc����� . 	������ �U�K�!+�L [�J!+H.2357�Q�� ��y 	8L�0$ .  

3.6  -�
��� ���R< H�S  

 	¹[�==� F�%��� 	$�D� 6��D b$d! �.` "DO� >
? )$ 	������ CE#H.323 	������ '��1���L Q.931 .( �� '+O� �=���
F�%��� '�=D "=D h��=�� [�8���U�RF�%��� "��q�L §����� ­�#��+  . 	
�
��� )��0$ H 	L�}�$ 	�.����� ��� �9�K ���+H 

 �$^ �U��!� W�
�� '��1��� _e=��) "#$TLS/IPsec 	����
� H.323 ( "���! "c��
 '(�=! "=DF�%��� . �J�2� �$ U�+
	$%A�L t�& [�8���� w��� >
? "��q��� -Z�! C�S�� . ��09 ¦
�& 	$%A�L t�A� "��q��� 	���� >
? ��%��8��� j8!+

	������ ���.  

4.6   -�
���� '����� H�S(H.245)  

 F�%���L IJ���� 6��D b$d! C�S�� _e=��(H.245)8@E�� hc����� 	����& b$d�� �$ "JQL 	 . 6��8�� b$d! ��+H.245 
 ��dQL v+�.��� k�� 	����& 	��^ 	�� '��1���L) 
��A� ��� "�Q�+"F_X U .(" 	������ "c��
 "�1��!+H.245 

	��A�+ 	¡�8�2� 	0����� ����8�� H -.u��� z�!�.$+ -.u��� ���$V
��& :� 6
�X�� . >
? ��* T��8�� 	�9�J$� z��!+
$ 6��D "K w���	.
�q2� ������ B��� �? 	.
�q2� 	0����� ����8�� -.u�L 6%@ >
? 	�80� . z�!�.2� '��1��� CE#$ �J��Z

	�Z�� 	089 "K >
? ��8Z%�
� 7�8��� 6(%1�$ 	��K�$ ���;<$ H 	$�1�� . ��8Z%��� "1� ��� z��� [� �J�2� �$+
�;<2� H 	�Z�� 	089 "J� 	��& 	0����� .�1��� )%*+ 	������ "c��
 '�H.245 6��8�� z�Z _e=�� 	�$^ 	8��0L H.245 

) 	�80�$ 6��D0 (��dQL v+�.��� �J� 	�$^ 	8��0L.  
 	������ "1� z��! ��� 	���� h=!�!H.245 	
�
��� ��
�0x 	�$^ H	��12�  . j�i >
? v+�.2� %�@��� 7�Q�� [�J�+
 	��$O� 	��=�� ��� "�1��! ��� 	�N9O�+ v+�.�
� 	8��� �g�$ "J� [�J� [�/ 6��8�� "�eQ! �� n9� :� 6
�Xr� +�H.245 

_
1Z "JQL �g#�$%! "=D 	�$^ 	��1$ 	8��0L . 	������ "�1��!+H.323 	������ "���! ���Q! "c��
 CE#$ H.225.0 V�ºr 
���.  

5.6  T �+���+� �����,)A
� ��E��*���   

 	������ ��� ��!!U� 	����&H �U�� "8�! ��� hc����� ��8Z%! TV��� W�
�dL . ����8�� ��� [�J! [� V��+
 	�80�2� ����8�� ���1! 
��� ��� ��/U� 	�(�@�H.245 . ��/U� 	�(�@� ����8�� [�J! [� v�.� U+	8=� %�? +� "8��� 

	8=0���(�2� 	.  
 B�8��� :+O� 6�0A� [�J! [� _e=��+�U��!U� 	����&!  	��& IJ~ 6��D %�+�; 	$�D� �Jz�!�.$ %����� ��%1$ ���L� 

+ 	�-.//6�.s� 	0����� ��8Z%��� "8�! 	�80�$ ����D +� . 7�89 	�� "�1��! [� �J�2� �$ �$^ �;<$ H "�1�� %�? ����+
 6�.� 6��D 	K
�Q$ 	�Z��H.245 .�.$+ -.u��� 	�$V
��& F�8�9� 	��¸ �J� 	8��0�� ��*+ z�!��-.u� 	
��2� �$� 'E& �$ 
OpenLogicalChannel H.245.  

 	�$�� 6��8�� "�eQ! �J�2� �$H.245 6��8�� H [�J! ��� �
! �? �
�¤ �c��& j$ )����8�� ( ��� �2�� 	��A� 	0�����
 �$ '�=8$ k���$ �Z�!bZ�0
� 	����� .��� ��8Z%��� _�~ ��� 	��$O� ����»� ��� z���++ 	0��j�i ����D �� IJ�� [�

"�1!%�81���+ 6�8�� �$ 	.
�¬ ������$ -Z�! j$ "$�K "JQL 	
8��$ 	8��0L .  
 6��8�� "�eQ! �
� �$ ���+H.245 ��� 	8��0��L "�.�$ "JQL 6(%�� 	0����� -.u��� z�!�.$ -./ �J� �.� -} "JQL 

�g�
? �8Z�++ 	K
�Q2� )���O� �g��� �
�X� .�+ h���� �$ 	�80�$ 6��D '��1��� �Jh235Control 	���` (��$ -Z��� 
	0����� -.u��� z�!�.$ .IcE$ "JQL n9dQL v+�.��� k�� W�
�� GdL 	�80�2� 6��8�� ��� "�eQ! �J�2� �$+.  
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 �q�! [� ��+	����&) -./ ( 6��8�� �(%~ G��� "JQ�� 	�80�2� ����8�� �g
8�! ��� ���012�OpenLogicalChannel .
"8���L 	��A� 	������ ��$�
1$ �./ U� ��+ . T�8! [� ��+	����&)�� :� )�� �$ -.u��� >
? ���012� .  

6.6  R�U�� ������   

��1! [�8���U� 6%?�D �U��!U� 6��D ��
�0$ ))	8#�� (	����A�+ . 6��D :� 	=����L+F���� [�J� [� �J�2� ��Z "������ 
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��$ H bK
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��� 
����  

 	������ '�K�!+�L "�1��! ��� ��9��J
� C�$�J@� 	������ ��� ��S�!H.235  6
%8$ -Z���"��l�$ ¥��l )�� "(TTP) 
��� [� j$ ���Q��� ����? ������ _S�8� U "�eQ.  

 _e=��-Z�! z�!�.$ (�(���� 6
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 	�N9� "�eQ! V��H.323 	����
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����2� )���O� �$ [�8���U� I�� [� _e=�� n�(�=!+ §��.2� 
�1! ���+ M_�D
 j�D��L "c
	����� ��$�
12� �g1$ I��8�! ��� 	g�� I
1! U 	
����2� )���O� [\Z R���.  

 R	��� 	$�
1$ I��8! "�� �$ B=�$ '��!� (��+ 7��Q� G��� ����XU� w��� >
? [�8���� Bc��� 	������ ��� §��8!
X�=$ _$��1�� §��.2�L -.u��� "�1��! [�8���� Bc���+I��8�$ �� ¦��9� +� [�8���U� "�� �$ 6�.  

1.8  �)!�^>�!0 D(��
�;6���F� (�)��*+� #�   

 )%� U 	8��0�� ��� :�-Z�!"�1��2� k���$ >
? B
0$ [�8����  .�Z�! �g�J�+ ���Q��� %����L "�.J�� bL ���Q$ �� 
��$�
1$ :� G(<� [� �J�2� �$ b9��Kz�!�.2� ��L��@  �U��!E� 	��A�.  

�g1$ §��.2� ��� '��1��� �J� 6
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EPA 
Phase 1 

CryptoToken[... (generalIDB, sendersIDA,randomA, timeA, DhA), 
({generalIDB, sendersIDA,randomA, timeA, DhA}SignA)...] 

EPB 

 _____________________________________________________________________________________________________________►  

 CryptoToken[... ... (generalIDB, sendersIDB,randomB, timeB, DhB), 
({generalIDB, sendersIDB,randomB, timeB, DhB}SignB)...] 

 

 ◄_____________________________________________________________________________________________________________  

_______________________________________________________________________________ 

 Request ClearToken [...sendersIDA, ({generalIDB XOR randomB XOR ...}EDH-secret)...] 

Phase 2  
_____________________________________________________________________________________________________________►  

  ClearToken [...generalIDA, sendersIDB randomB)...] Response 

 ◄_____________________________________________________________________________________________________________  

      

[... ...] �7�
� GE �F� H��'
�� $�.  
()  GE �F���';>
� !� ���
� ��!

� �I��; $�. 

{}EDH-secret ��9*�!�� 2�&�� %� GE �F� ��JK �� ���

��7 Diffie-Hellman.  
EPB� D���

�� LM��+ N�
F� -�� O�
J� -� 0�
�  PJ �+	Q� 0�
� �JF�generalIDB R+�, $; D
C��&� �� generalIDA 3�� 

������� � =�>+� �69&C LM��+ sendersIDA .�S�'#� �!T ���&�� %� ��JU� �	V�� � 2  �&� � �WgeneralID�  clearToken X�8�
� 
�JF
��. 
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*`� a0�X� D6���F� (�)��*+� #� (��
�;  
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��J��� .��2� ��F���� �8���! U R����2� ��F���� YJ? >
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 �����
���� �	�������  

(2   ��� ����� 	
 ������������  

(3  ������ �� ����!.  

 ��S�! �U�`� j�i H	$E1���
� C�8Z+ ��$�
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 	Z�1$ �J�generalID 'E& �$ 	
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7�, ��I !�;  : %	?� %� LM��+
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7� ��� 85,� ��9 N + Mth ���� ;� �*�+< 

	#������ 8(  XOR’d �� =�	>? 5< Mmod(N)th  &�+<) &�A� B�� )�*�+,� ���C234 N) ( ��E F% ��3G �<
���� )�*�+< 	#�� "��I�JK� "�L
��4 6��
7� ��� M	A�� �AN4�
�����  XORing.(  

  
  

EPA (... ..., generalIDA, ...) [������ ��] EPB 

 _____________________________________________________________________________________________________________►  

 (... generalIDB ...) [  �������� ]  

 ◄_____________________________________________________________________________________________________________  

ClearToken [...(timeStampA, randomA, sendersIDA, generalIDB), ...] 
CryptoToken [...(timeStampA, randomA, sendersIDA, generalIDB), Ek-pw ...] 

 _____________________________________________________________________________________________________________►  

ClearToken [...(timeStampB, randomB, sendersIDB, generalIDA), ...] 
CryptoToken [...(timeStampB, randomB, sendersIDB, generalIDA), Ek-pw ...] 

 ◄_____________________________________________________________________________________________________________  

      

 ������1 p %	?� ��';$� ��	
�� 0�V��  EPB!��. B�T� � %�&�
�Y� j�qE -�� rV&�� �nE. �+���* . 
 ������2 p +�F�M
#�  Ek-pw O�
J#� ���

��7 ��JU� 2�&�� GE “k”��9A $� R
F#� �8��  “pw”. 
 ������3 p random  LJ>+ ���	�� !��. L��!� ��!; 	5��J
�� �7�,�;�8��. r�	�� �
7�, sJC ���

��7 ��!

#� ������� a9; .  
 ������4 p  �V&��� LV
�EPA �g��g�� ������� � ��'; ClearToken�  0�
#� sJC �V��	7 0�
� �9&
8OID � ��

8#� 

CryptoToken�68?;. �
7���� ������� GE ��8���7 ��4� P�ZA. t.  

 �����H.235.0/5 –6�M��� 4�5�� �* ��
� a��"�*�� (�)��*+� Z�e f�(  
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EPA (... ..., generalIDA, challengeA, ...) [������ ��] EPB 

 

_____________________________________________________________________________________________________________► 
 

ClearToken [...(randomB, challengeB, sendersIDB, generalIDA), ...] 
CryptoToken [...(randomB, challengeA, sendersIDB, generalIDA), Ek-pw ...] 

 

◄_____________________________________________________________________________________________________________ 
 

ClearToken [...(randomA, challengeA, sendersIDA, generalIDB), ...] 
CryptoToken [...(randomA, challengeB, sendersIDA, generalIDB), Ek-pw ...] 

 

_____________________________________________________________________________________________________________► 
 

 

    
 

 ������1 –  %�l
�Y�challengeA. ��'
�� CryptoToken $� u	^��� ���� � �9��#�. ��JU� B GE A ���� � v+�.�o �8�� 
!��. B�T�7 %�&�
�Y�.  

 ������2 – +�F�M
#�  Ek-pw GE �V��	7 ��JK �JT �J�w. O�
J#� “k” GE =����
����9A �8��  “pw”. 
�� ����3 –  �V&��� ����EPA =�!+!^ =�C�l
�� �g��g�� ������� � challengeA � =�lo�. ��'; ClearToken �V��	7 0�
� �9&
8� 

 0�
#� sJCOID � ��

8#� ��'; CryptoToken . �V&��� ����.EPA %�l
�Y� =�>+� challengeB P�ZA. tP�n a9; =��� �JU� 
��� GE ��8���7 ��4�s?
��7 s?
��. ��C�g�� ����.  

 ������4 –  �J�w	�� �V��	7 =�!+�< %�l
�Y� d�"+ %� LM��+ ��S
CY� � ����� �!; �	^. ��� �random)  !��. L��!
�� ��!
�� -�
���	��.(  

 �����H.235.0/6 –6�M��� 4�5�� ���� ��
� a��"�*�� (�)��*+� ���e �UgU f  

  
2.2.8 #� ���� ��
���
9���   

JQ�� b=�[E 7+ 8 B�9 	$E1��[�8���U� �$ p���� ��� F���r W�
02� "c����� '(�=!+ o����� >
? 	lEl +� ����x  .
 '�K�!+m�� ��� T�8�+ b!�8.�� :� C�(�����1.2.5 +2.2.5 �$
��12�  ISO/IEC 9798-4 )�1$ '(�=! G�� [� v��.�+ M

 'E& 	=@��$ �� 	�
K+ 	�������XU�.  	������ G��~+ITU-T H.235.1  ��+ >
?����x "�
N��� F���r _
��.!.  
EPA (..., generalIDA ...) [������ ��] EPB 

 

_____________________________________________________________________________________________________________► 
 

 

(..., generalIDB ...) [������ ��] 
 

 

◄_____________________________________________________________________________________________________________ 
 

  CryptoToken [... (timeStampA, randomA, sendersIDA, generalIDB), 
    (timeStampA, randomA, sendersIDA, generalIDB, password)Hash ...] 

 

_____________________________________________________________________________________________________________► 
 

  CryptoToken [... (timeStampB, randomB, sendersIDB, generalIDA), 
    (timeStampB, randomB, sendersIDB, generalIDA, password)Hash ...] 

 

◄_____________________________________________________________________________________________________________ 
 

 

   
 

 

 ������1 p %	?� ��';$� ��	
�� 0�V��  EPB!��. B�T� � %�&�
�Y� j�qE -�� rV&�� �nE. �+���* . 
 ������2 – +�F �M
#� HashE ��9*�!�� 2�&�� a9; ��
� 3�� ��9S
�� �J�w. G. 
 ������3 p random �;�8��. r�	�� �
7�, sJC ���

��7 ��!

#� ������� a9; ����J�� LJ>+ ���	�� !��. L��!� ��!; 	5. 

 �����H.235.0/7 – (��e f��
9��� #� ���� ��
� a��"�*�� (�)��*�   
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EPA (..., generalIDA, challengeA, ...) [������ ��] EPB 

 _____________________________________________________________________________________________________________►  

  CryptoToken [... (randomB, challengeB, sendersIDB, generalIDA), 
    (randomB, challengeA, sendersIDB, generalIDA, password)Hash ...] 

 ◄______________________________________________________________________________________________________________  

  CryptoToken [... (randomA, challengeA, sendersIDA, generalIDB), 
    (randomA, challengeB, sendersIDA, generalIDB, password)Hash ...] 

  _____________________________________________________________________________________________________________►  

      

 ������1 p %	?� ��';$� ��	
�� 0�V��  EPB!��. B�T� � %�&�
�Y� j�qE -�� rV&�� �nE. �+���* . 
 ������2 – +�F �M
#� Hash��9*�!�� 2�&�� a9; ��
� 3�� ��9S
�� �J�w. GE . 
������ 3 –  �V&��� ����EPA< x =�!+!^ =�C�l
�� �g��g�� ������� LchallengeA< =�lo�. x L��'
�� ClearToken< �^�!#� xL 

cryptoHashedToken . �V&��� ���� yEPA %�l
�� challengeB �9S#����� ���� a9;  ��C�g�� ������� GE ��8���7 ��4� P�ZA. t
s?
��7 s?
��..  

 ������4 – ���

��7 =�!+�< %�l
�Y� d�"+ %� LM��+ ��S
CY� � ����� �!; �	^. ��� � random )���	�� !��. L��!� ��!;.( 

  

 �����H.235.0/8 –���e �UgU f��
9��� #� ���� ��
�   
  

 ������1 –��� ��

8�  ���cryptoHashedToken����
�� �Z5 � z![
8� H��9
� �&��  . {�"�� ������ BZ5 � i�!�."�lo�	�� "
�99S#� ���&�� e�8| ��j'�� H��9
�9� . H��9
#� � �;�8��. r�	�� �
7�, %	
�"#� �*!+ %� LM��+.hashedVals. ��� �8�� ��9A i���E 

)�9A D��E ���#� 0�
+ %� LM��+ ���g� 0�
#�. �8�� �'generalID' �����	D�!&+ �� c�M�E $?@. t.(  

 ������2 – ������ a9; ��9S
�� �J�w. R��V� LM��+ EncodedGeneralToken HY�U� 2>� 3�� ID �8�� ��9A. �;�8��. r�	�� �
7�,. 
}�� !lA . LM��+.�	
 � �8�� ��9A ���� ��8� ClearToken.  

 ������3 –LM��+ ��<�A ��7.�
CE �?F� ��

8#� �69*!+ 3�� �8�� H��9A %� $� %	
�"#� !A~
+ %�  . �!+!� .� �"&�� �M��7 �8�� H��9?<
�o	<�� 2^�
#� H�c�!
;Y ����8|� . ���

�� y -�JT ��9S� �J�w. �; ��

8#� �69*!+ �9� �8�� ��9A �+�W =�C���� !�J#� $� %	?+ !�.

i.��� H�
7.  

3.2.8 0�1���� (�)��*�.#�R��� #�   

JQ�� b=�[E 9+ 10 B�9 	$E1������� '(�=!+ "cL�
02� 	[�8���U� �$ p���� ��� F���r  . >
? '�K�!+m�� ��� T�8�+
 6�8.��1.2.5 �$  
��12�ISO/IEC 9798-3M [� v��.�+  '(�=! I������XU� 'E& 	=@��2� 6(�gQ��+ 	��y� )�1$.G��~+  

 	������ITU-T H.235.2  >
?���� H j�D���� F���r _
��.! ��+.  
������ 1 p j�+ -Z�� -���* ���6� �"�; !+._� =�>+� $?@ ����� ����B�C�� .  

 ������2 p !"&#� �+	5 0��
� i���E z!; LM��+ ������� ����E �!
� ��� � )generalIDB $� ����	�� ������� GE ��8���7 A .� 
s?
��7 ( ���'
�� ClearToken.  
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EPA (..., generalIDA, ...) [������ ��] EPB 

 _____________________________________________________________________________________________________________►  

 (..., generalIDB, ...) [������ ��]  

 ◄_____________________________________________________________________________________________________________  

 CryptoToken [... (timeStampA, randomA, sendersIDA, generalIDB, ...] 
   {timeStampA, randomA, sendersIDA, generalIDB}SignA), (Certificate)...] 

 _____________________________________________________________________________________________________________►  

 CryptoToken [... (timeStampB, randomB, sendersIDB, generalIDA, ...] 
   {timeStampB, randomB, sendersIDB, generalIDA}SignB), (Certificate)...] 

 ◄_____________________________________________________________________________________________________________  

      

 ������1 p %	?� ��';$� ��	
�� 0�V��  EPB!��. B�T� � %�&�
�Y� j�qE -�� rV&�� �nE. �+���* . 
 ������2 –  0�V�� � �	^	#� ���#� ��
� %� $?�#� $�EPA u	C $� ���6� i���E "�<!��." 

 ������3 – �M
#� �F+ Sign ���	
�� �J�w. GE )6F�� $�����"#� ��� (��9*�!�� 2�&�� a9; ZJ�� 3��.  

 ������4 p random �;�8��. r�	�� �
7�, sJC ���

��7 ��!

#� ������� a9; ����J�� LJ>+ ���	�� !��. L��!� ��!; 	5. 

 �����H.235.0/9 –(��e f#�R��� .0�1c a��"�*�� (�)��*+�   

  
EPA (..., generalIDA, challengeA, ...) [������ ��] EPB 

 _____________________________________________________________________________________________________________►  

 CryptoToken [... (randomB, challengeB, sendersIDB, generalIDA,  
   {randomB, challengeA, sendersIDB, generalIDA} SignB), (Certificate) ...] 

 ◄_____________________________________________________________________________________________________________  

 CryptoToken [... (randomA, challengeA, sendersIDA, generalIDB,  
   (randomA, challengeB, sendersIDA, generalIDB} SignA), (Certificate) ...] 

 _____________________________________________________________________________________________________________►  

      

 ������1 	 
��
 ������ ������ �����  EPB���� ���� � 
����!"� #�$% &�' (��!) �*%� �+,��- . 
 ������2 – #�' ���/�� � ��0�1� 2!�34� EPA 56 �� ���78 9�,�% ";<��� "&,��- =��0>?.  
 ������3 – �@�1� �A+ Sign ;�B���� �C�D� E% )�G��H1� ���7A�� �� (��4-���� J���� K4� LC/
 M��.  

 ������4 –  ���/�� 2!�
EPA N��+�0 N�O�P��� �Q��Q�� ���!��� � challengeA" N�PR�� " ;������� GeneralToken�S�1� ��CA1�  . 2!�
�
 ���/��EPA 
�P��"� N�T+) challengeBU����V U����� ��O�Q�� ���!��� E% �G�/��V ��W� X�L?� Y���� 2�G! K4� .  

 ������5 	 random � ��V�Z UCO [�3��!�V �����1� 2\�!��� K4� ����C�� ]CT+ ��
��� ���� ]',�
 ���� �^������� (B��. 

 �����H.235.0/10 –���e �UgU f#�R��� .0�1c a��"�*�� (�)��*+�  

4.2.8 ���� ���
�h '*�)��� ���� a��"�*� 

	�����+ "$�J���+ [�8���U� v��}O 	�������� -.u��� ����8! {1L 	������ ��� H B=0! . [��
0�2� ��� T%q���+" 	�
K
���� "+"I��8�2� ���� "j$	�������� ����8���  . _?���� z
0�2�L %�8�+"I��8�2� ���� "	���=�?� ���L 	
�
� . [� �J�+

_.�( h���� �$ [�8���U� W��@ �$ C�F�� "JQ! [� +� "�1��2� ����X� %�? �g
�JQ! +� 	
�
��� ��� ��¤ � [��
��
CE#$.  


�1���
� �J� 	��D
 	�c�u� ��¡ 	
�
� ���� 	�
K n=Q! %D+�gN.@ b. �
0�� ���� ���
K '��1��� [� _g�%=�� �$+ 

�`� {1L .�
K 
���&� _e=�� R	�Z�K �$� ��9��� -Z�! ¿��� À@+�� Rj��X ��@ ��� 	�c��Q? 	.�L ����  _e=��+

 [�J! [� ���� ���
J��y ���� ���
K -�e! _e=�� C�-&�+ R�g�? �QJ�� �J� U ¥�� 	�Z�K ��L+��9� T�N�9�L . "&%! U+
	������ ��� 
��� ��� �g#�%~+ ���� ���
K B
& %?��D. 
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 ���L 	
�
� :� "�1��2� �� 	�
K 	
�
� "��~ H ��J! 	¡�8�2� 
���O�+ ���� ���
K �$ 6(�Z�� 	��1Z 	8��� ����+
� %�1� >
? b�2�+ �9��� G(�@� "�
N��� 	.��+ 	0���L C�¡�8�$ C��� ���L z=�! 	�L�l-.u��.  

 H (
���� �$O� 	.���$ :� 	=����L '�#2� "�=� >
?+� 	�����ITU-T H.235.1 "�
N��� 	.��+ ©��! RSHA1 >
? 	8=02� 
 �$ C�¡�8�$ C��� ���� 	�
K 	
�
�20C�9�¹�  . %�%~ H "L ��@+ ���� %� ���� 	�
K �u� Y�� "�
N��� 	�
�? %�.!+

( �L�l '�0L ���L 	
�
� B�9� F�e�� [+OC��
1Z ��L+��9.  
[�J� n�
? ¶F��L+:  

 I��8�2� ���� =SHA1) ���� 	�
K.(  

3.8 �!���h ��-��$<  RAS(�)��*g�  

 U��!�� � 	������ 	@���  >
? �$ "JX G�	��� � bL 	�����	�L��=�� ���
�`�	�Z�0�� 7�8���+  .0¢ 	¹+� �$ [
��y��1��� �J� [�8���U� . T�8�h���� -.u��� >
? '+O�  G��� G������� 	�Z�0�� 	08��� bL C�8L�� CU��!� v�.� U

+ w
�`�°��=�� .[EJX n� [�J�+ ����XU� >
? Ic�8Z ­�#�� h���� �$�:6(�gX +� �� 	�
K  . '�JXO� ��� j�i B�Q!+
 ���8.�� H 	��=2� ��F���r� �$8+ 1.2.8+ 2.2.8+ 3.2.8 . H+	������ ���  [�¡��� "#�) b��Z�0�� b�08�
�EPA+ EPB (

 	�Z�0�� 	08��� �K��� 	8L���� 	�?�.�� ���8.�� H°��=�� w
�`�+o����� >
? .  
1.3.8  �� ������	�
��� 
����� ������� ������ ��) ������� ��� ���� !"(  

 	���� ��� �Z�! [� �J�2� �$°��=�� w
��
� 	�-./ 	
�+ �J!�g=��x [ _� C�8L�� �
u� ��� 	��12� 	�Z�0�� 	08���  	g��
 "c��
 
%�! ���RAS	8@U  .
%/+ :� 6
�Xr� 	�
�1�� ��� [� �Z�! U %D � [�8���� G� 	�Z�0�� 	08�
°��=�� w
��
� �$ 

G
��& j�D�! ���? ¦
%� � . �$%�? 	��y� 	DE? F�Q9� "�³+"���)��02� �
0��  GRQZ+  6�8.�� H F�� �2 C�8
H.323/1.2.7 ."�³ [� ��+ '(�=! _.�(� [��
������� j$b�� GRQ+ GCF ��K :+O� 	
@�2� H b=$ �� 6�8.�� �$ 

8 .'��1��� _e=�� ½ ���Q2� G���� §��.2� ��� �
� "K "�� �$ PRQ/URQ B@U n
��� :� )��02� °��=�� w
�`� .
 [�K ���+��=�� w
�`�"�1� ° * "=8���+ W�
�O� ��GRQ [+%L 	$E? ��S�! DHset [� �� 	��=8$ 	�$V
��& 	��D +� 

 %�1��� 6�.X '��
� �=�securityDential {Z��� 	���
 H k�&� 	�cE$ �$O� H d0& 6�.X G� +� DRJ ��� C�8Z+ 
 6�8.��1.11.  

���Q2� G���� §��.2� '��1��� �J�2� �$	8��0L ©��2�  _.�(� [��
�� '(�=��� 'E&GRQ/GCF � v��}O [�8���U H
 "c��
xRQ	8@U  .��� [�8���U� W�
�� '��J��U 	������ ��F���r� '��1��� ��+.  
������ (xRQ):  

(1   ������� � �	
 ���� 
���� ����
 ������� � �������� ��� ������ ���� �! "#$� ��%�� ��& � ����'�  
ITU-T H.225.0.  

(2  ������ ��# �! "#�(����  GatekeeperIdentifier) ���� � *�+!  �������GCF ( -�'/�� ��0�� 1�'��� 2�3�'��4
567/4 8
��'�� 9�: ���� .� ;�<� �! "#
 ��=+ clearToken ) >����� �?6�1.8 ( ���@ �(��� 56�A4  

B�+ generalID.  

 Á�� ���=�� [�J! [� ��16 �$  _c��Q1�� ID���randomID��� ��� %1L+  requestSeqNum  	0���L 	1��XOR  j$
 "K16 )�12� �$ 	�L GatekeeperIdentifier .��12� n��� � ���+ )GatekeeperIdentifier  jD�2� H _�+V %�

R�Q? w(���� ���=�� [�J! [� �� 6-&O� 	�9��#����1�
�  )GatekeeperIdentifier 	1�� "$�1��L XOR  "D� j$
��� %1L+ 	�c��Q1�� 	��8�� �$ 	�U( ��9�¹O� j$  ID���requestSeqNum .��12� -./ ��+ )GatekeeperIdentifier 

H ��8�9� ��� 	�$V
��A� '��1���L 	������ (algorithmOID) GCFn
$�JL ���Q2� ���� '��1���L+ .  
�? 	$�? 	� 	������ 	
#$O� _01!+F���r� ��� :  
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RND16:  G�~ 	��D16	�c��Q1�� 	��8�� �$ 	�L   
SQN16:   G�~ 	��D16 ID��� �$ 	�L requestSeqNum  
BMPX:   	����BMP )�12� �$ 6�X�1�� GatekeeperIdentifier  

   BMP1' =(BMP1) XOR (RND16) XOR (SQN16)  
   BMP2' =(BMP2) XOR (RND16) XOR (SQN16)  
   BMP3' =(BMP3) XOR (RND16) XOR (SQN16)  
   BMP4' = (BMP4) XOR (RND16) XOR (SQN16)  
   BMP5' =(BMP5) XOR (RND16) XOR (SQN16)  

 :  
 :  

   BMPn' =(BMPn) XOR (RND16) XOR (SQN16)  
j$ G-./ "JQL 	8@E�� "c�����+ 	������ ��� hL
 )%*[��J��  _
�O� "u�2�  	��%=�� H)��� 	�Z�0�� 	08����
%��  

�
0�� RRQ ( 	�c��Q? 	��D �%@� '��1��� ��random �%�?� ) 	��8�� �$ �%@� 	��8�� ��� [�J! [� �J�2� �$
H �%�?� ���	������  RCF _
! ��� 	8@U 	���
 xCF.(  
����	� 
��
� (xRJ/xCF):  

(1   ��# �! "#C��D�� E	�F�(��� �5 GatekeeperIdentifier) ��:G� ����
H=+! 5��
 ��� ���� I (2�3�'��4 �0�� 1�'�� 
������� ���<�� J�K "L�%�� -�'/�� M
56	��� �3���� ��  >��:����"����  xRQ.  

(2   *��� �! "#N���� ����	 C��D�� E	�F� xRJ O �&P Q���'R��R��S� ��'3���� .  

(3  (���� ��T �&P �GatekeeperIdentifier �! "# ��3U=�  QD��C��D�� E	�F� V�W Q�<� �!  ���'� �����4 "�# �!

xCF !
 xRJ.  

(4   ;�	! �&P����	 C��D�� E	�F� xCF �! VXD<� R$3Y'�(����  EndpointIdentifier �� � >*�*: ��U��/+ �3�Z
 [\�
 2�S�random $� �3���� clearToken.  

 "JQ�� �$ ­�#�� 
�0�� j��
4; >
? pE�E� '(�=��� ��y ­��L "�# . )�1�+°��=�� w
�`� 2� §��.�� G��2� ���Q ������
n���1�����1$ -.u��  	��� )n��� 
�Q2� °��=�� w
�`�	������ H 
�1��2� I�U� 	0���L .  

2.3.8  �� �������� ������� ������  	�
��� 
�����)������� ��� ������(  

� j�i ��S�! [� _e=�� "c����RAS -} GRQ/GCF Â�Z ��� [�8���U� �g=
0��t�A� "�eQ��� W�
��  . ��� �El 	¹+
	��=��+ 7+�Q
� C�8Z+ �g8�=0! �J� 	.
�¬:  

(1  ����'�� �0�� �3�T ]�+ JU�Z ��4 ^�_'��`�<'��M  

(2  ����'��M;��?'�� �� �0�� �3�T ]�+ JU�Z   

(3  ����'���Z��'�� �� >��a/�� ]�+ JU�Z �.  

 ��S�! �U�`� j�i H+	$E1�� 	e���� >
? ��� �D���+ 	������ 	�?�.�� ���8.�� H (
+ G��� ���
� C�8Z+ ��$�
12� 
6
��q2� . [�K ���+L °��=�� w
�`� 	���
 "=8���+ �$^ W�
�dRAS	��=8$ 	��D [+%L 
� 	$E1 �� � [� %�1 '��
� 6�.X

�� �=�securityDenial  6�8.
� C�8=� �$O� d0® B
1�! k�&� 	�cE$ 6�.X G� +�1.11 {Z��� 	���
 H . j�i H+
 [�J! �U�`�	$E1���y��
� °��=�� w
�`� %�1� ��� 	�
��& M ���+ �h8Z %@�+ ��/� H [�8���U� V�º� �J� �08�.  
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1.2.3.8   ��
��� ����� 4�5�6�M�����  

��� �QJ�� 	
@�$ "Q.! %D* T�8� � °��=�� w
�`� )GRQ+ GCF+ GRJ ( "JQ�� H b=$ �� ��K11 zu�! %D +� 
 	�
12� '��1���LcryptoTokens.  

  
 (..., Aliasa, ...) [_���� ��]  

GRQ 
_____________________________________________________________________________________________________________►  

 (…, GatekeeperIdentifier, …) [_���� ��]  

 ◄_____________________________________________________________________________________________________________ GCF 

ClearTokens, cryptoTokens […(cryptoEncryptedToken)…] 

xxQ 
IRR 

_____________________________________________________________________________________________________________►  

ClearTokens, cryptoTokens […(cryptoEncryptedToken)…] 

 ◄_____________________________________________________________________________________________________________ xCF 

________________________________________________________________________________________ 

 (…, Aliasa, …) [_���� ��]  

GRQ 
_____________________________________________________________________________________________________________►  

 (…, GatekeeperIdentifier, …) [_���� ��]  

 ◄_____________________________________________________________________________________________________________ GCF 

________________________________________________________________________________________ 

ClearTokens, cryptoTokens […(cryptoEPPwdEncr)…] 

xxQ 
IRR 

_____________________________________________________________________________________________________________►  

ClearTokens, cryptoTokens […(cryptoGKPwdEncr)…] 

 ◄_____________________________________________________________________________________________________________ xCF 

 �����H.235.0/11 –6�M����� 4�5���� ���� ��
�   

 

2.2.3.8   ��
��� #� ����
9���  

 �QJ�� 	
@�$ "Q.! %D���* T�8� � °��=�� w
�`� )GRQ+ GCF+ GRJ ( "JQ�� H b=$ �� ��K12 YJ1�� >
? +� 
	
@�2� ��� zu�! %D 	�
12� '��1���L cryptoTokens C�8=�  	����
�ITU-T H.235.1.  
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 (..., Aliasa, ...) [������ ��]  

GRQ 
_____________________________________________________________________________________________________________►  

 (..., GatekeeperIdentifier, ...) [ ���� ���� ]  

 ◄_____________________________________________________________________________________________________________ GCF 

cryptoTokens [...(cryptoHashedToken)...] 

xxQ 
IRR 

_____________________________________________________________________________________________________________►  

cryptoTokens [...(cryptoHashedToken)...] 

 ◄_____________________________________________________________________________________________________________ xCF 

________________________________________________________________________________________ 

 (..., Aliasa, ...) [������ ��]  

GRQ 
_____________________________________________________________________________________________________________►  

 (…, GatekeeperIdentifier, …) [������ ��]  

 ◄_____________________________________________________________________________________________________________ GCF 

cryptoTokens […(cryptoEPPwdHash)…] 

xxQ 
IRR 

_____________________________________________________________________________________________________________►  

cryptoTokens […(cryptoGKPwdHash)…] 

 ◄_____________________________________________________________________________________________________________ xCF 

 �����H.235.0/12 –��
9��� #� ���� ��
�   
  

3.2.3.8  a��"�*�� (�)��*+�#�R����� #� .0�1���   

 �QJ�� 	
@�$ "Q.! %D���* T�8� � °��=�� w
�`� )GRQ+ GCF+ GRJ ( "JQ�� H b=$ �� ��K13 YJ1�� >
? +� 
 	�
12� '��1���L zu�! %DcryptoTokens C�8Z+  	����
�ITU-T H.235.2.  

 (..., Aliasa, ...) [������ ��]  

GRQ 
_____________________________________________________________________________________________________________►  

 (..., GatekeeperIdentifier, ...) [������ ��]  

 ◄_____________________________________________________________________________________________________________ GCF 

CryptoTokens [...(cryptoSignedToken)...] 

xxQ 
IRR 

_____________________________________________________________________________________________________________►  

CryptoTokens [...(cryptoSignedToken)...] 

 ◄_____________________________________________________________________________________________________________ xCF 

________________________________________________________________________________________ 

 (..., Aliasa, ...) [������ ��]  

GRQ 
_____________________________________________________________________________________________________________►  

 (..., GatekeeperIdentifier, ...) [������ ��]  

 ◄_____________________________________________________________________________________________________________ GCF 

CryptoTokens [...(cryptoEPCert)...] 

xxQ 
IRR 

_____________________________________________________________________________________________________________►  

CryptoTokens [...(cryptoGKCert)...] 

 ◄_____________________________________________________________________________________________________________ xCF 

 �����H.235.0/13 –�� a��"�*�� (�)��*+� #�R����� #� .0�1� 
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4.8   .��)�� T ?������ .��0<RAS 

 6
+%�� z�!�.$ °��=�� w
�`� pV�� [� �U�`� {1L H ������(RAS) I�� [� +� Rn� 	1L�! 	�Z�� 7�89 +� 	089 >
? 
k�&� :� 	�Z�� 	089 �$ �g1�V�! .[�¡�8�� 	�Z�0�� 	08���+ °��=�� w
�`� [� 	@��82� 	���� v��.!+ C�D�l�$ C���� C�@��.$ 

�&�� nJ
�� G��� _$��1�� §��.2� )�1� ��g�$ CEK [� +� . "��� G��� -����� w
�@ 	��@ �K� �J� '�#2� "�=� >
?+
 	���
 H 	�Z�� 	089 :� 6
+( §��.$RAS 	������K RCF +� ACF w
�`� ��-�� ���Q! 6��D -./ H �y��1��� ������ 

°��=�� .�#$ �U��!U� -./ H n���1��� _e=�� 6
+( §��.$ "��� G��� °��=�� w
�`� 	��@ �� �&^ 'RAS 	�����2� ) "#$
RRQ +� ARQ.(  

hc����� 6
+( z�!�.$ j�V�! H 	
�1��2� �
�� 	
l�� 	���� ���+ . [dQL v+�.��� F���� G(�.! "�� �$ �g��� F�u
�� �J�+
�U�`� {1L H §��.2�.  

$ G
��A� '�s� '��1��� _e=�� z�!�.2� -��! "�� �h235Key H ClearToken 	1=0�� H H.235v3 . ��� 	9+�2� z��!+
 ���1�� �g$%8�H235Key'��1���L -.u��� §��.$ ����? -��! :  

•   ��<�! >�<Z) 	��b�secureChannel ( �K�%RK� >�<Z �! 8��'��4RAS�'<��! ���/'�� >�<Z 
!  9�c! ;U���4 �  
)SSL/IPsecdP e(M  

•   �fg�
 >�<Z � -�'/� ^�h ��) 	��b�sharedSecret ( 	��b� ��A� *Z
secureSharedSecretM;Y�!   

•   �fg�
 >�<Z � V��3+ 1�'�� >��ai
 ^�h) 	��b�certProtectedKey.(  

 6
+( z�!�.$ '��1���RAS �U��!U� >
? �g8�=0!+ 	�(�=�$ RAS
+ + F�%��� ���Q! "c��/ �
0�! j����$ "8��� ����D +�
	��
%�� �$ C�%��$.  

9 �������� �	
��
 ������ ����� �����
 ������� ������ !"#�
� $�� %�&���'�  

-.u���+ z�!�.2� 6
�(�+ j�D���� >
? B=0! _u
�
�r� ���2�L 6
�0�$ ����8! 	������ ��� T%8! .�� ����2� k%@�+ 	���c�
 	�����! E�� ����8��� :� 	=����L"	�%�
8��� " 	�$V
��A�LRSA_� R :  

•   ���\	��b� 5�*�R ���� $�j� �=k�l ��<�! $3YR �%Z! ^�h m�R���RSA : of<��4 �3?6p� m�R��� 2�q ��A� ����3+
 V_���@r�160 1�'�� $�p� *��� ]�+ s��A� 	�*�� �@
 �'4 RSA �& 10244  $� ;Z! ��	*Z �%Zp� 1�'��� t�a'0�
 e�'

 >ua:p� $� �@^v
 �D��w� ��Z��D�� � ��*: >*��� V_���@r� of<��4 ^�_'�� �3?6! 2�3�'�� ;�#
 $�ux'�� >�T�&
>�T���� -=a'�K� ������� . y��0�� �
H.323 ��<�p� ��R�%�� ���0D�� ������� z��<�� ��AR (SASET)<�� $� V@  {3

J/H.323MV_���@r� of<��4 ���<�'�� 	�/'6� �� ��^|T ]i�3'R
 ���A'�� ����Z   

•  I��� *L ]�+ ��*���
 ���}~�� *��� ]�+ ������ � >^DA�� �+�0�� : �l ������ �+�� $� *�uR �%Zp� m�R���� �P &P
 ���+��R �4�_'�� $+ ��0�);3�'03�� ([��!.  

�$�
12� j�i (�!+ H _u
�
�r� -.u��� 	��1$ ��F����+ ��@+�Q��+ 	$�1�� �)ATM Security Specification Version 

1.1 R I�8��7.8 .( 	��V�+ 7�eS9U� 	089 	8��� [+%L heS�2� -} t�A� ����$�! H 	�u
�
�r� 7�8��� -.Q! ������+
7�eS9U� .�
��12� H p���2� ��� �? k�&� ��$�
1$ (�!+ �ISO/IEC 15946-1+  ISO/IEC 15946-2.  

1.9 ?������ .��0<  

_.�( h���� z�!�.$ BZ��! 	�N9�� 	�%�
8��� 	���
� 	
l�� 	�u
�
�r� [��
��mod-p	������ ��� H �g.��1! (�� ���  . ����+
[����@ :  

•  _��c
 '�� H 	�u
�
�� ������$ : '�s� G��³eckasdhp�
�r� ���2� >
? _.�( ���
12�+ _u
�M[��
��  
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•   ����� �$ 	�u
�
�� ������$2 : '�s� G��³eckasdh2_.�( ���
12�+ _u
�
�r� ���2� >
? �[��
��.  
 	��=�� %��!+ECKASDHb���`� H  . 
��12� H 	�u
�
�r� ������2� >
? 	
#$O� {1L (�!+ISO/IEC 15946-1 . V��+

�
�� Ã���$ G� '��1�������$ �&^ _u
.  
 ���Z�! ��� 	�N�2� 	��=�� �=�L+	$E1�� ClearToken ���Q! "�³ U� _e=�� dhkey+ eckasdhkey M�D��� Y.9 H 
_.�( z�!�.2� '(�=! B�=0! �
0��+�h8Z ��g�$ %@�+ (��+ [��
��.  

����� –��������� 	
����
� 	������ 	����
� ���� �����  :a ����� A� b  �����B �������� ������ !� "a �b. 

2.9 >�R��� #�R����  

 '�s� G��³ECGDSASignature b���8�� >
? r+ sW���� _u
�
�r� _�D��� j�D���� �$  . I�8�� IS�+3.7.8 �$   
ATM Security Specification Version 1.1 "�.��+ 5 
��12� �$ ISO/IEC 15946-2 �? k�&� ��$�
1$   

'�s� EC-GDSAj�D���� 	�$V
��& �$ .  
 _�D��� j�D���� -.Q! _e=��+ECGDSA ��$����L _u
�
�r� ASN.1 '�s� H n1�+ ½ CU+� signature +�K�2� H 

SIGNED	������ ��� H 6
�K�2�  . 	�
12� H v�e�� 	��� )��1$ "��2� ¦
%� [� _e=�� _�D��� j�D���� �· ���Z+
algorithmOID�� _u
�
�r� _�D��� j�D���� '��1��� %�%~ �$ n��� "��2� �J; [� ��dX �$ �. 

10  ��(��)*�� +�, ���#���(PRF) 

 	�c��Q1�� n=X 	.����� ���1! )%g�(PRF) �K�� §��.$ ����? :� C�(����� 	�$���%�� z�!�.2� t�89� :� 6�8.�� ��� H 
	�c��Q? 	��D+ .  

����� – #$�%&�� '() PRF #$�%&�� #�*�+ MIKEY PRF) -�/�� �01� 2.1.4 !� ����
� RFC 3830.(  

	������ "&%�� ���
1$ §��.2� W��@ 	8��� T%q��!+:  
•  inkey:  y��'iK� ���`
 �P 2�c� 1�'��.  

•  inkey_len   :��'D��4 ;c*�� 1�'�� 2�q.  

•  label:  
 5��+ 2�%F� "# ���� 1�'��� {3<4 {DR�� ��c J��
 ��U��/��� �3����4challenge.  

•  outkey_len   :��'D��4 ��	*�� �
�b� 1�'�� ������ 2����.  

	������ ¦
�q2�L 6(+�$ 	�c��Q1�� n=X 	.�����+:  
•  outkey:  W�
02� '�0��L ¦+�& §��.$. 

 	.����� "�1��! [� _e=��PRF 	.����� PRFH 6(%��  I�8�� 2.1.4�$  
��12� RFC 3830.  

11 �-.� /�0� ���"���  

�� 	�dL _��! U+ 	������ ��� (%~ U 	8� �D��! [� �g=��x 	�Z�0�� 7�8��� j�0��!��U��!� 	���	8
02�  . _��! �g�J�+
 �? �QJ� �$%�? �q�! -L�%�L	����� [�%8Z.  

 F�%��� "���! 6��D �$� H ��g�9� �? 	�Z�� 	089 	�� �.QK ���) CE#$��8�� H 6H.225.0  C�1=! BZ%�� 	����
�H.323 ( _e=��
 	�Z�0�� 	08�
� 	�cE2� '�K�!+m�� ��F���� %1L C�
�Z "������ '�.D�	��12� ) 6�8.�� :� 	=����LH.323/5.8 6�0A� F��#���L 

B-5.(  
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 6��8�� �$� H ��g�9� �? b��Z�0�� b�08��� k%@� �.QK ���H.2451�
� 	�80�2� 6��8�� +� 	�$�� ���0(h235Control)  R
 	�Z�0�� 	08�
� 	�cE2� '�K�!+m�� ��F���� %1L C�
�Z "������ '�.D� _e=��	��12� ) 6�8.�� :� 	=����LH.323/5.8 F��#���L  

 6�0A�B-5.(  
 �? 	�Z�� 	089 	�� �.QK ���	����A� [�%8Z C�%�%� C�@��.$ C�
�Z �
0! [� _e=�� 	�80�$ 6��D >
? 

(encryptionUpdateRequest)+ /	�80�2� 6��8�� '�.D� +� . �=��� [� �J�2� �$+	����A� [�%8Z H 	�80�$ 6��D >
? 
 k�&O� 	�80�2� ����8�� j�i �E}��
�D ��� 6%@��� MC(U)  ���+/ 6(�?� +��g��!�.$ W��@.6%@��� "��! [� ��  

MC(U)b�~ �
�  encryptionUpdateRequestR�
+ b�~ 	�� encryptionUpdate :� 7�8��� j�i �� 	�Z�02�6�ld�.  
 �;<2� F��� :� G(<� �� 	�Z�0�� �;<2� 7�89 j�i >
? "������ �E}� H 	�(�Z 6��D >
? �$� d0& �=��� [� �J�2� �$ ���

�
�D �$ 6%@��� MC(U)��� .  

1.11   �!���`iF�  
2� °��=�� w
�`� �Z�� [� _e=�� [��K G� +� �$O� ��
%8x (+�H.225.0F�0&O� �? �UU( ��| �$dL  . F�0&� '%!+

z��� "JQL 	
=8��2� 	������ 	��1$ �$ �J��� � �$ C�9��K [� �$O� . F�0&� 6�.X F�0?� _e=�� ��� "�³ 6�$ "K H+
	
�.$.  

•   ������� ^/RsecurityWrongSyncTime��A/� 5:�
 ;���� �! �P �3U=� ^v �Z
 ���4�q �� ��<�!  . ��A� *Z

�AD/�� � 	�/'6K� � z��� �c7R $+ 
! $��u'�� ��*�� 
! o�u�� B*x�� � ��A/� $+ ����6 t�&.  

•   ������� ^/RsecurityReplay2��	r� >��+P �����4 I�*'+� ��:
 �P  . $� �|T! �4�''�� JZ	 ��6 �a?� ��*<+ ��� ��@

�� � >��$��*W ��	�R
 �+.  

•   ������� ^/RsecurityWrongGeneralID �6�<+ $+ t�& J_<� *Z
 e������� � B���� ����� �(��� � Q���R B*+ �P 
��q�c.  

•   ������� ^/RsecurityWrongSendersID������� � ;���� ���@ �(��� � Q���R B*+ �P  . $+ t�& J_<� *Z

�� 54 B��� sq�c 2�c�P;3�'0.  

•   ������� ^/RsecurityIntegrityFailed;��A'�� $� Q�f'�� ;/� �P /��Z�'�� . Qf��� ���L � t�& J_<� *Z
D $+ 
�
p� "���� I�<k! sq�c ;A/4 ��c*� 
! ��q�c �� �3�T2��� B�_@ $+ 
!  . ��f��� �� �3�� ��!F/E o�� t��� 

����� � V3Z��� ��Z�'�� $� Q�f'�� ;/��� .V��%c 1�'�� $+ t�& J_<� *Z
/2��� B�_@ $+ 
! sq�c V��3+.  

•   ������� ^/RsecurityWrongOID ���(���� � Q���R B*+ ;T �P OID � >��:��� ��=���) >��} B! �6�T �fg�
 (
 ������� � 
!OID���\	��b� � >��:���  .����\	��c >*+ �! o�� t�&
/� *Z ��<�! ���������*x'�.  

•   ������� ^/RsecurityDHmismatchV��� ��3���� �4 Q���R B*+ ;T �P �����D'�� ��3��@ . >*+ �! �P t�& ^/� *Z

 ��3��� ��+�3}DH��*x'�� *Z ��� ^�h ����\	��c >*+ �L 
! .  

•   ������� ^/RsecurityCertificateExpired>��a/�� ��L=� I�a'6� �P .  

•   ^/R �������securityCertificateDateInvalid*�4 !*D� O >��a/�� ��L=� ��	�R �! �P .  

•   ������� ^/RsecurityCertificateRevoked��vK >��a/�� �! �?L=� �P .  

•   ������� ^/RsecurityCertificateNotReadable u���'��4 >��a/�� ^�/R t� $� $A3'�� B*+ �P ASN.1 ;A/4 
m�f�
! �P �a�06 ��L=� B*+ .  

•   ������� ^/RsecurityCertificateSignatureInvalid>��a/�� ��Z�R �f� B*+ �P .  

•   ������� ^/RsecurityCertificateMissing�a�Z�� *�*� ��6�A�P B*+ �P 
! ��Z�'� >��ai ��%�6 �P .  
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•   ������� ^/RsecurityCertificateIncomplete
 B*+ �P ����
 �Z�'� ��T >��a/��4 ���f�� N�4 ��:.  

•   ������� ^/RsecurityUnsupportedCertificateAlgOID ;|� ^�_'�� ����\	��c N�4 ^��R B*+ 
! Ja� B*+ �P 
>��a/�� � ��*x'0�� ��3Z��� ��Z�'�� 
! ;��?'�� ���\	��c . �3U�Z ;��� �! ����	P ����� �4�:r� � ;��3�� \�#


�3U=�� >��a/�� 5��P ;���� I��'6� ;�a0R ��X4 ���'� ��� � ���D��� ����a/��4.  

•   ������� ^/RsecurityUnknownCA >��a/�� ��#P $� $A3'�� B*+ �P CA/ ���04 �a+�DR� ��6�A�P B*+ 
! 	���CA 
�Z�k��.  

 �$O� ���
�1� k�&O� "Q.�� �U�@ j�i HH.235
� 6(�?� _e=��  	������ '��securityDenial 	����
�   
H.225.0 RAS)  	L�u���securityDenied F�%��� ���Q�� H.225.0.(  

������ 1 –  34 5&6 ��789� ;/
securityWrongSyncTime� securityReplay� securityWrongGeneralID� securityWrongSendersID 
�SecurityIntegrityFailed� securityDHmismatch� securityWrongOID<  $=�&�>� !�9� H.235.1 �4 H.235.2�4 H.235.3.  

 ������2 –�  34 5&6 ��789� ;/
securityCertificateExpired� securityCertificateDateInvalid� securityCertificateRevoked 
�securityCertificateNotReadable� securityCertificateSignatureInvalid� securityCertificateMissing 
�securityCertificateIncomplete� securityUnsupportedCertificateAlgOID� securityUnknownCA <  !�9� ?$=�&�H.235.2 

 �4H.253.3.  
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��� �����  
ASN.1 H.235  

  
H235-SECURITY-MESSAGES DEFINITIONS AUTOMATIC TAGS ::= 

BEGIN 

 

-- EXPORTS All 

 

ChallengeString  ::= OCTET STRING (SIZE(8..128)) 

TimeStamp    ::= INTEGER(1..4294967295) -- seconds since 00:00  

            -- 1/1/1970 UTC 

RandomVal    ::= INTEGER -- 32-bit Integer 

Password    ::= BMPString (SIZE (1..128)) 

Identifier   ::= BMPString (SIZE (1..128)) 

KeyMaterial   ::= BIT STRING(SIZE(1..2048)) 

 

NonStandardParameter ::= SEQUENCE 

{ 

 nonStandardIdentifier OBJECT IDENTIFIER, 

 data     OCTET STRING 

} 

 

-- if local octet representations of these bit strings are used they shall  

-- utilize standard Network Octet ordering (e.g., Big Endian) 

DHset ::= SEQUENCE   

{ 

 halfkey  BIT STRING (SIZE(0..2048)), -- = g^x mod n 

 modSize  BIT STRING (SIZE(0..2048)), --  n 

 generator  BIT STRING (SIZE(0..2048)), -- g 

 ... 

} 

 

ECpoint ::= SEQUENCE -- uncompressed (x, y) affine coordinate representation of  

      -- an elliptic curve point 

{ 

 x  BIT STRING (SIZE(0..511)) OPTIONAL, 

 y  BIT STRING (SIZE(0..511)) OPTIONAL, 

 ... 

} 

 

ECKASDH::= CHOICE -- parameters for elliptic curve key agreement scheme Diffie-
Hellman 

{ 

 eckasdhp SEQUENCE -- parameters for elliptic curves of prime field 

 { 

  public-key ECpoint, -- This field contains representation of  

   -- the ECKAS-DHp public key value. This field contains the  
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   -- initiator's ECKAS-DHp public key value (aP) when this  

   -- information element is sent from originator to receiver. This  

   -- field contains the responder's ECKAS-DHp public key value (bP)  

   -- when this information element is sent back from receiver to  

   -- originator. 

  modulus  BIT STRING (SIZE(0..511)), -- This field contains  

   -- representation of the ECKAS-DHp public modulus value (p). 

  base   ECpoint, -- This field contains representation of the  

   -- ECKAS-DHp public base (P). 

  weierstrassA BIT STRING (SIZE(0..511)), -- This field contains  

   -- representation of the ECKAS-DHp Weierstrass coefficient (a). 

  weierstrassB BIT STRING (SIZE(0..511)) -- This field contains  

   -- representation of the ECKAS-DHp Weierstrass coefficient (b). 

 }, 

 

 eckasdh2 SEQUENCE -- parameters for elliptic curves of characteristic 2  

 { 

  public-key ECpoint, -- This field contains representation of  

   -- the ECKAS-DH2 public key value. 

   -- This field contains the initiator's ECKAS-DH2 public key value  

   -- (aP) when this information element is sent from originator to  

   -- receiver. This field contains the responder's ECKAS-DH2 public  

   -- key value (bP) when this information element is sent back from  

   -- receiver to originator. 

  fieldSize  BIT STRING (SIZE(0..511)), -- This field contains  

   -- representation of the ECKAS-DH2 field size value (m). 

  base   ECpoint, -- This field contains representation of the  

   -- ECKAS-DH2 public base (P). 

  weierstrassA BIT STRING (SIZE(0..511)), -- This field contains  

   -- representation of the ECKAS-DH2 Weierstrass coefficient (a). 

  weierstrassB BIT STRING (SIZE(0..511)) -- This field contains  

   -- representation of the ECKAS-DH2 Weierstrass coefficient (b). 

 }, 

 ... 

} 

 

ECGDSASignature::= SEQUENCE -- parameters for elliptic curve digital signature  

   -- algorithm 

{ 

 r  BIT STRING (SIZE(0..511)), -- This field contains the  

   -- representation of the r component of the ECGDSA digital  

   -- signature. 

 s  BIT STRING (SIZE(0..511)) -- This field contains the  

   -- representation of the s component of the ECGDSA digital  

   -- signature. 

} 

 

TypedCertificate ::= SEQUENCE 
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{ 

 type   OBJECT IDENTIFIER, 

 certificate OCTET STRING, 

 ... 

} 

 

AuthenticationBES ::= CHOICE 

{ 

 default  NULL, -- encrypted ClearToken 

 radius  NULL, -- RADIUS-challenge/response 

 ... 

} 

 

AuthenticationMechanism  ::= CHOICE  

{ 

 dhExch      NULL, -- Diffie-Hellman 

 pwdSymEnc  NULL, -- password with symmetric encryption 

 pwdHash  NULL, -- password with hashing 

 certSign  NULL, -- Certificate with signature 

 ipsec  NULL, -- IPSEC based connection 

 tls   NULL, 

 nonStandard  NonStandardParameter, -- something else. 

 ..., 

 authenticationBES AuthenticationBES, -- user authentication for BES 

 keyExch OBJECT IDENTIFIER -- key exchange profile 

} 

 

ClearToken  ::= SEQUENCE  -- a "token" may contain multiple value types. 

{ 

 tokenOID  OBJECT IDENTIFIER, 

 timeStamp  TimeStamp OPTIONAL, 

 password  Password OPTIONAL, 

 dhkey  DHset OPTIONAL, 

 challenge  ChallengeString OPTIONAL, 

 random  RandomVal OPTIONAL, 

 certificate TypedCertificate OPTIONAL, 

 generalID  Identifier OPTIONAL, 

 nonStandard  NonStandardParameter OPTIONAL, 

 ..., 

 eckasdhkey ECKASDH OPTIONAL, -- elliptic curve Key Agreement  

        -- Scheme-Diffie Hellman Analogue  

        -- (ECKAS-DH) 

 sendersID  Identifier OPTIONAL, 

 h235Key  H235Key OPTIONAL, -- central distributed key in V3 

 profileInfo SEQUENCE OF ProfileElement OPTIONAL  -- profile-specific 

} 

 

-- An object identifier should be placed in the tokenOID field when a 
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-- ClearToken is included directly in a message (as opposed to being 

-- encrypted). In all other cases, an application should use the 

-- object identifier { 0 0 } to indicate that the tokenOID value is not  

-- present. 

-- Start all the cryptographic parameterized types here... 

-- 

 

ProfileElement  ::= SEQUENCE 

{ 

 elementID  INTEGER (0..255), -- element identifier, as defined by  

           -- profile 

 paramS  Params OPTIONAL,  -- any element-specific parameters 

 element  Element OPTIONAL, -- value in required form 

 … 

} 

 

Element ::= CHOICE 

{ 

 octets   OCTET STRING, 

 integer   INTEGER, 

 bits    BIT STRING, 

 name    BMPString, 

 flag    BOOLEAN, 

 … 

} 

 

 

 
SIGNED { ToBeSigned } ::= SEQUENCE { 

 toBeSigned  ToBeSigned, 

 algorithmOID  OBJECT IDENTIFIER,  

 paramS   Params, -- any "runtime" parameters 

 signature   BIT STRING -- could be an RSA or an ASN.1 coded 
ECGDSA Signature 

} ( CONSTRAINED BY { -- Verify or Sign Certificate -- } ) 

 

 

ENCRYPTED { ToBeEncrypted } ::= SEQUENCE { 

 algorithmOID  OBJECT IDENTIFIER,  

 paramS   Params, -- any "runtime" parameters 

 encryptedData  OCTET STRING 

} ( CONSTRAINED BY { -- Encrypt or Decrypt -- ToBeEncrypted } ) 

 

HASHED { ToBeHashed } ::= SEQUENCE { 

 algorithmOID  OBJECT IDENTIFIER,  

 paramS   Params, -- any "runtime" parameters 

 hash    BIT STRING 

} ( CONSTRAINED BY { -- Hash -- ToBeHashed } ) 
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IV8 ::= OCTET STRING (SIZE(8)) -- initial value for 64-bit block ciphers 

IV16 ::= OCTET STRING (SIZE(16)) -- initial value for 128-bit block ciphers 

 

-- signing algorithm used must select one of these types of parameters  

-- needed by receiving end of signature. 

 

Params ::= SEQUENCE { 

 ranInt  INTEGER OPTIONAL, -- some integer value 

 iv8   IV8 OPTIONAL, -- 8-octet initialization vector 

 ..., 

 iv16   IV16 OPTIONAL, -- 16-octet initialization vector 

iv   OCTET STRING OPTIONAL, -- arbitrary length initialization 
vector 

 clearSalt  OCTET STRING OPTIONAL -- unencrypted salting key for  

 encryption 

} 

 

EncodedGeneralToken ::= TYPE-IDENTIFIER.&Type (ClearToken -- general usage token 
-- ) 

PwdCertToken ::= ClearToken (WITH COMPONENTS {..., timeStamp PRESENT, generalID 
PRESENT}) 

EncodedPwdCertToken ::= TYPE-IDENTIFIER.&Type (PwdCertToken)  

 

CryptoToken::= CHOICE 

{ 

 

 cryptoEncryptedToken SEQUENCE -- General purpose/application specific token 

 { 

  tokenOID   OBJECT IDENTIFIER,  

  token   ENCRYPTED { EncodedGeneralToken } 

 }, 

 cryptoSignedToken  SEQUENCE -- General purpose/application specific token 

 { 

  tokenOID   OBJECT IDENTIFIER,  

  token   SIGNED { EncodedGeneralToken } 

 }, 

 cryptoHashedToken SEQUENCE -- General purpose/application specific token 

 { 

  tokenOID    OBJECT IDENTIFIER,  

  hashedVals  ClearToken, 

  token HASHED { EncodedGeneralToken } 

 }, 

 cryptoPwdEncr  ENCRYPTED { EncodedPwdCertToken }, 

 ... 

} 

 

-- These allow the passing of session keys within the H.245 OLC structure. 

-- They are encoded as standalone ASN.1 and based as an OCTET STRING within  

-- H.245 
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H235Key ::=CHOICE  -- This is used with the H.245 or ClearToken "h235Key" 
field 

{ 

 secureChannel   KeyMaterial, 

 sharedSecret   ENCRYPTED {EncodedKeySyncMaterial}, 

 certProtectedKey  SIGNED {EncodedKeySignedMaterial }, 

 ..., 

 secureSharedSecret  V3KeySyncMaterial -- for H.235 V3 endpoints 

} 

 

KeySignedMaterial ::= SEQUENCE { 

 generalId  Identifier, -- slave's alias 

 mrandom  RandomVal, -- master's random value 

 srandom  RandomVal OPTIONAL, -- slave's random value 

 timeStamp  TimeStamp OPTIONAL, -- master's timestamp for unsolicited EU 

 encrptval  ENCRYPTED { EncodedKeySyncMaterial } 

} 

EncodedKeySignedMaterial ::= TYPE-IDENTIFIER.&Type (KeySignedMaterial) 

 

H235CertificateSignature ::= SEQUENCE 

{ 

 certificate   TypedCertificate, 

 responseRandom   RandomVal, 

 requesterRandom  RandomVal OPTIONAL, 

 signature    SIGNED { EncodedReturnSig }, 

 ... 

} 

 

ReturnSig ::= SEQUENCE { 

 generalId    Identifier, -- slave's alias 

  responseRandom   RandomVal, 

  requestRandom    RandomVal OPTIONAL, 

  certificate     TypedCertificate OPTIONAL -- requested certificate 

} 

 

EncodedReturnSig ::= TYPE-IDENTIFIER.&Type (ReturnSig) 

KeySyncMaterial ::= SEQUENCE 

{ 

 generalID  Identifier, 

 keyMaterial  KeyMaterial, 

 ... 

} 

EncodedKeySyncMaterial ::=TYPE-IDENTIFIER.&Type (KeySyncMaterial) 

 

 

 

V3KeySyncMaterial ::= SEQUENCE 

{ 
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 generalID    Identifier OPTIONAL, -- peer terminal ID 

 algorithmOID   OBJECT IDENTIFIER OPTIONAL, -- encryption algorithm 

 paramS    Params, -- IV 

 encryptedSessionKey  OCTET STRING OPTIONAL, -- encrypted session key 

 encryptedSaltingKey OCTET STRING OPTIONAL, -- encrypted media salting  

              -- key 

 clearSaltingKey  OCTET STRING OPTIONAL, -- unencrypted media salting  

              -- key 

 paramSsalt   Params OPTIONAL, -- IV (and clear salt) for salting  

              -- key encryption 

 keyDerivationOID  OBJECT IDENTIFIER OPTIONAL, -- key derivation   

              -- method 

 ..., 

 genericKeyMaterial  OCTET STRING OPTIONAL -- ASN.1-encoded key material 

     -- form is dependent on associated media encryption tag 

 

} 

 

 

END -- End of H235-SECURITY-MESSAGES DEFINITIONS  
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 Z[�7 \�( ]!"�7ClearToken . AB0 ^�L��7��P���_� �� ��& : #�a��/� ��9��challenge b�_�� 	.cJ�7 

timeStamp . ��9�9�� 	<dchallenge 1 16V$e� O�)  6��7 *�	%��� >���!�D� �� �&�f$�� +!g��PD Z[�$�� \��� 
ClearToken  	X����timeStamp .( #�
���/� N$��� U[$&authenticationmode �
�
�� F�D pwdSymEnc   

 ���@*�$?� �&$0 +	�� H!&7algorithmOID '�$R�� )*�S� ��R���& ��� ;<C��� ���@*�$h F�D )H�Q� : *���J�DES   
 i(56 N$����( ��( ECB.(  

  	�� �� O�&� '�$R�� )*�S� 	�$& j ���7 >���@*�$?� �&$0 >��algorithmOID ����� 1 ����� *�,J� GRQ ��T k
 l�* ����	(GRJ �R9�� ����* 6�� GatekeeperRejectReason M7�9� ��� resourceUnavailable.  

(3   '�$R�� )*�S� 1 ��C9��� Bm!�D ���	��� ��
��� n�R�� H7�o)��(�$R�� >��*�S� !"� 1 7� ( nR� !f MB�� H��*p( N���7
 !�:L� ����*GCF ��q H��*p( r��7 kRRQ 	X�D 6�& cryptoEPPwdEncr �
��J� 1 cryptoTokens . 6�&7
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 	X���� �B0cryptoEPPwdEncr ;<C��� ���@*�$h �&$0 +	�� algorithmOID �m��	�� H2�R� HPh �R���J� 
CRQ/GCF;<C��� #�a���7 .  

   )��� F�D ;<C��� s��<� tRu&7 ]	
<�� 1 2*�$�� ��	�v� ����$( �
��9J� ����& MB�� 	9�� �
�:1.2.8 . �
��9��7
"��9�� " s��<
: Bm!�D �d���� >�V$e��DES #�a��/� ;<d W�	x� challenge.  

(4   ����� 1 ]	<E� #�a��/� ����* '�$R�� )*�S� �R
�9& ��!�DRRQ
&	�( ]	<y #�a��� ����* U� �z*�
&  ��{( ��|�} �
������ �
��9J� #�
���� . l�* ����* H��*p( '�$R�� )*�S� ��T ~�	<E� ~��9�9�� n(��� �!D H�" 1RRJ U� 

 �R9��RegistrationRejectReason�
�
�� F�D O�D$[$�  securityDenial K	h� b�� L�h ]	<. 7� )O�
Rq � ]	
<�
1.11 .(�*� #���9�9�� �
(��� ��� ��� !�:L� ����* '�$R�� )*�S� �RCF���	��� ��
��� =� .  

(5  ��� ��q '�$R�� )*�S� �R
��� RRQ 	X�D F�D M$�o / cryptoTokens l�* ����* ��	& #� G��D kH$R
� RRJ 
 �R9�� U�GatekeeperRejectReason �
�
�� F�D O�D$[$� discoveryRequired .AB� ���	��� ��
��� �P��� !�D7 

 ����	��RRJ'�$R�� )*�S� �m��Q�� Z
9& MB�� �aR��( �$
� #� U���9� /]!&!� #�a��� ����* H2�R�( ���	��� ��
���.  

   �����– ������� ����	 
�� GRQ�
�� �	 �
�� 
� ������ ������ ����� �	 .  
5.1.I IPsec  

 	8��0�� "�1��!IPsec )]RFC 2401[+ RFC 2406 ] ESP[ +2409 ]IKE[ ( b$d�� C��
��&+ [�8���U� b$d�� 6(�?
 	�����)-.u��� G� ( '�K�!+�L "J� 	Z�.X 	8��0L �9��9r� '�K�!+�L 	8=� H)_8�=0! (��
1�� ��8=0�� H "$�?.   

K H �$O� 	���� BL�0! k�� 7��Q� U+ M	�
�1�� ��* T��8�� "�� �$ ¥�%���� :� _8�=0��� '�K�!+m�� ¦��³ U+ "
	�Z�� 	089.  

 �$O� �$ -=K 
%8L 6(�Zr� "�� �$ ��9(� (
���� ��
������ p�=!� �J� '�#2� "�=� >
?+IPsec �$ h��L '��!� '�@ H 
	089 :� 	089:  

(1   ���� �
&	q H�
���� ����� ��� ����9�� '�$R�� ���*�"7 �R����� ���	��� ��
��� 2!�IPsec) 9�� O�&*��h7 #�
���/��&	 (
 H$:$�7��� H�
����( r��7RAS . ����* H7� H��*� �Rf7RAS ���V	( M	T k'�$R�� )*�S� =� ���	��� ��
��� �� 

 �Rf�	J�ISAKMP [RFC 2407]/Oakley [RFC 2412]  ���$�� ���� >��!h #L,( O�[7�<� ���	��� ��
��� 1 2$�$J�
��� �� ]2*�$��7 =� �R0�B�� �@	�� ���
���� ]��
�� +7	�J� ��<RAS . ]��
�� �
�� W7�<��� ����V� !�(7RAS $� �
: O���� 

����� ;x �V�: . �($��J� ���	��� ��
��� 1 2$�$J� ��!��� 	&$,� ]��f ��<V 6f*7 #�$�D ���	��� ��
��� '�$R�� )*�S� ��R&7
������ ]��
�� ����$( r��7.  

(2  R����� ���	��� ��
��� H$X" !�( ����� ����� �&!a�( �$
� k��!��� 	&$,� ]��f =� ��<��� 6f*7 #�$�D F�D �  
 ���� ��q +!g O�����&2IPsecH$:$�7	( �m��Q�� W�	x� #�$���� �B� G( N$x	J� /��<V . ��
��� H7�� ��!�D �

#�$���� �B0 U� H�X�/� �R����� ���	���/^� 1 �@	�� U[$� ��<��� ���|� *���V/� W7�<���( ���
��  
�
&	���( (RFC 2412) ISAKMP (RFC 2407)/Oakley���	��� ��
��� ~(  . U
d L,��� W7�<��� �B0 �� ����V/� !�D7

 ���IPsec#�$�D �m��Q�� �B� / 	&$,��� U���9&7 ��<VQ.931�!R& #� Bm!�D .  

(3   ���� H�
���� #L,( W7�<� #� ���	��� ��
��� @$TIPsec W�	x�  ]��
��H.245 �m��	�� H2�R� ���|� Q.931 kSETUP 
7CONNECT . ���� ����� W�	x� O�����&2 ������� !D�$f �&!� ���	��� ��
��� Z��& �}IPsec ����9�� AB0 W	�7 

���$��� �B0 F�D.  

(4   W7�<� M	C�� ��!��� 	&$,� ]��f 1 H�S� $0 �
:ISAKMP (RFC 2407)/Oakley (RFC 2412)<.  H��*� �Rf +�
 ��@* M�H.245�V�:  . H2�R��� �B0 G&	T MB�� #�
���/� #$%&7ISAKMP (RFC 2407)/Oakley (RFC 2412) 

�
��9� =� �
��9� �� #�
���P� ���7�� ��7��� . ����� ]��f �,�& $��)��x�� F�D ( W7�<��� Z��� ~�|/� ~�
��9J� ~(
���
9�� ]��
�� \m�Xh #L,( .��7 *���h� �%� kG���	� U� *�$S� !�( #�
���/� �C��V �D ~�
��9J� !"� W	& j �

 H2�R��� *�	%� �%� �
: �<��� >�2��.ISAKMP (RFC 2407)/Oakley (RFC 2412).  
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(5   H$:$�7���( ���
9�� ]��
��( ��X�� ]!&!� ��"��<� >����� H2�R� 6�&RTP#�
���� �: !�(   
H.245 ISAKMP (RFC 2407)/Oakley (RFC 2412) . ]��
�� F�D >����J� AB0 �9�m	�� #��%�� �@$&7H.245 

������ . H$:$�7��� #� ��7H.245 ]��
�� F�D �m��$�� ]2!��� ��"��<J� >����J� ��m	�� G�� �@$& $I F�D 2!� H.245 
)��
��� ]2!��� >/�X�/� �"��� +!g ( �
&	��� H�
����( F�$& P�IPsec ]��
�� W�	x� RTP.  

 6��D §�0! %D+H.245 
���� [�
%� +� 	0����� ��$%q�
� 	
JQ$ 6�.� NAT H 6-�$ C��$���( 	?V�2� ��.��� T�D
� [O 
 '�K�!+m��H.245 .�-./ %�1!+ n�%1!+ '�K�!+m�� �./ [� �g�
? z��� "JQL ��� 
���� [�
%� "�1! [� "�� �$+ .

� � �=��� ��y+ 	�80�2� 6��8�� ¦�
("�$�� " 	������ HITU-T H.245 . 6��8�� j�0��! 6��8�� ��� '��1��� '�@ H+H.245 
 	8��0�� '��1���L 6��8�� ��� 	���� 	�80�2� 6��8�� m? ���Q��� z���+ M	��$� -} >8=! [�IPsec ���� §��.$ %�.�+ R

 	�80�2� 6��8�� H+ T%q��2�"�$�� "��¸ H �$����� 	EncryptionSync 6��8
� _��c��� [��J�� n��· G��� H.245. 
6.1.I  ���k ���
, 4A��(BES) 

 G�0�!��$%q2� h���� �$ hc����� 6(%1�$ 	��=�� "�� H 	$�� 	�Z��� 	.��+ >
? 	��q2� H.323 . T%q2� T%8�+BES 
A�L ��&����+ "�1��2� [�8���U ��$%& '�#2� "�=� >
?��$%A� �$ ��-}+ 6�!�.��+ I������+ 	=����+ 	$% . w
�`�+

 T%1� �$� 	JJ.$ 	�
��1$ H C��c�( ��� "�? >
? 
(�D -} n�J� ��$%A� ��� "#$ ]%8! >
? h��L ¦��¢ H 
(�D °��=��
 ���012� %?��D :� ���.9 ���!BES�
�¬ G
�(� '�� :� nc���9U �$�+ 6
+�S��L  .�9 �$+ )��02� )�1� U k�&� 	�@

 6(�? "�1��2�+BES��y jL���� .  
 "JQ�� T%8�+2.I��
���� C�� hc����� (%1�$ C�Z��0$ ��S�� ) V�g� "#$SASET ( T%¬+ C��L��L C��
�@+BES . 	8��0��+

 T%q2� �g�Z "��� ��� 	������BES 	������ 
��� ��� "&%! U °��=�� w
�`� j$ ITU-T H.323 .+ T�%q��� �J�
 �������J��� �g�$+ �U�K�!+�L+ Bc��� 6%?RADIUS)  �N9�RFC 2865 ( �$ C�=��} ���+ Bc��0�� I�� k%@� m�1! ���

��$%A� G(+�$ �$ [+-#K �g
�1���.  
  

 �����H.235.0/2.I –��	�� 8
	�� #� �!����*   
  

 ��$%A� �Z�� G��� °��=�� w
��
� _e=��+BES� §��8� [� b������ bL�
�O:  
(1   W�
�O�default mode : T%q2� W�
�O� ��� H )��02� )�1� U+BES j$ 	8l 	DE? (��+ ����� ¥�@ 

°��=�� w
�`� . ��-./ %1L "�1��2� [�8���� ���01$ "���+(cryptoEncryptedToken) M°��=�� w
�`� :� 
�$�
12� ¦�q���+ -.u��� -&O� ��� �.�+ T%q2� :� �g
���+ "�1��2� [�8����L 	8
1�2� �BES . -./ I��+

 H ���� 	�
K	$E1�� ClearToken >
? °��=�� w
�`�+ )��02� [�9��J�� nZ�1� "�.�$ �� B�=0�L 	$E1�� 
ClearToken .)��02� �g�0���L "u��� ��� ���� 	�
K :� C�(����� -.u��� §��.$ >
? '��`� �J�+ %�? 

	��$� 	8��0L °��=�� w
�`�.  
   ����!+	$E1�� CryptoToken '�s� cryptoEncryptedToken )�12� j��� ¥�@ tokenOID >
? "M "

 W�
�O� p�=!� >
? 	�U%
�BES��e���L  : 	�
12� G��~+token>
? :  

H.235_FAP-I.7

�����

����

����

BES 

RADIUS, … 

H.225.0

RAS

���	
�� ��	�
�

��

���  
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•   )�12�algorithmOID M-.u��� 	�$V
��& :� -Q� G��� "Y "(DES56-CBC)+ "Z "(3DES-OCBC) M
j��
 6�8.�� H.235.6/11M  

•   '�s�paramSM"�1��$ -}   
•   	�
12�encryptedData "�#; >
? 	?���$ 	$E1�� ClearToken9�¹O�L 6�.s� b.  

 G��~+	$E1�� ClearToken ���JL password"�1��2� [�8���� ���01$ >
?  . ��$�
12� [�J! %D+
ClearToken��  6�.Q�� ID
 +� 	��PIN[���cU� 	D�0L ID
 +� jZ%�� 	8=�$ 	D�0L ID
+ "�1��2� 	��� )�1!+  .

 j���+timestamp G��³+ )��02� 	?�� >
? random j���+ 6%@�+ 6-!�L %����� jL��! ID
 >
? 
sendersID+ )��02� 	��� )�1$ >
? generalID°��=�� w
�`� 	��� )�1$ >
?  . _e=��+ 	��8�� >
? 	NZ���

����XU� b@ ��· G��� ���� �$ C�F�� "JQ! [� �g�J� U+ M	�L�l -.u��� 	�$V
��A 	��+O�.  
����� – ���� � ������ ClearToken.  

(2  W�
�O�RADIUS mode : T%q2� %�? [�J� W�
�O� ��� HBES m�1� U+ R���Q$ �� )��02� "�1��$+ 
°��=�� w
�`�" C�D�l�$ "	��
%�� p���$ W�
�O� [�8���� �· ���Z . )��02� À@ °��=�� w
�`� -��+

 [���$� 	���=L+RADIUS T%q2� �$ n
=8��� BES [���$� H Access-Challenge "�1��2� 	L�u��� "���+ 
 	L�u��� "JX HRADIUS �
0�� H Access-RequestYK�12� ��/U� H  .��02� G��+ °��=�� w
�`�+ )

[���$E� 6
%82� ��� [dQL C��+�.!/ W�
�O�L 	L��r�radius H AuthenticationBES '�u�
� 
AuthenticationMechanism°��=�� w
�`� )�Q�K� F��l� .  

   	���
 °��=�� w
�`� I
��� �$%�?+RADIUS Access-Challenge��2� [���$U� "&%� R[���$U� >
? 	���|  (�
 H169�¹� C� '�s� ��� challenge
� 	$E1 ClearToken 	������ 	0���L )��0�
� nL��u��� %�? GCF G� +� 

 	���
RASk�&�  . )�12� -Q�+tokenOID 'K'
� 	$E1 ClearToken [���$U� :� RADIUS.  
  '�&%�� 	L��� �N���+ "�1���
� [���$U� T%8� [� ��� %1L )��02� j�0���+. '��1���L ��� [� )��02� >
?+ 

 	���
RAS '�s� H 	L��r� �g�Z �gN! challenge
� 	$E1 ClearToken. )�12� -Q�+ tokenOID "L" 

�	$E1 ClearToken 	L��r� :� RADIUS.  

 '+%�� ��S��1.I��Z��1$ j�i v��}O� 	���  (OID) 6
�K�2�. 

 ah
l�H.235.0/1.I –�!�; ��AZ�"�  m��LW� �
�"���� .�)��� T 6.1.I  

���� 	
�� 
 ��
��OID 

�������� ��
��  ����� 

"K" {itu-t (0) recommendation (0) h (8) 235 version (0) 2 31}  !�"#�� $�% �&'RADIUS ( ������ 
ClearToken 

"L" {itu-t (0) recommendation (0) h (8) 235 version (0) 2 32} $�% �&' ���)	 RADIUS)  ��+� ( ,-/�
challenge ( (������ ClearToken 

"M" {itu-t (0) recommendation (0) h (8) 235 version (0) 2 33}  ����1� $�% �&'BES �2�3 4� 567#��� 
 ( �628 �������� ClearToken 
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 �������II  
 ���	
��� ��
��H.324 

	��
%
�.  
  

 �������III  
��	
� � �� ���� ������� ��
��H 

	��
%
�.  
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 �������IV  
 �	��� ��	��H.235v3Amd1Cor1  

 �� ����
�� ������ �	����H.235v4 

�$ _$E?r� "������ ��� b=�� ���8Z "K jDH.235v3Amd1Cor1 j$ 	�?�.�� 	�
��� �����! H.235v4.  

ah
l�  H.235.0/1.IVD ���)��� ���)� 

������ 

H.235v3Amd1Cor1 

����
�� 

������� ������� �����  

H.235v4.x 

������ 

���!��� "#$� – – – 

1 96�
#�� ��: H.235.0 1 

2 �'��6�;� 4)��;� H.235.0 

H.235.1 

H.235.2 

H.235.3 

2 

2 

2 

2 

3 <'���#��= >�"�
?;� H.235.0 

H.235.2 

H.235.6 

3 

3 

3 

4 >��?#@;�= A����� H.235.0 

H.235.3 

H.235.6 

4 

4 

4 

5 ;�>�"�
? H.235.0 

H.235.2 

H.235.6 

5 

5 

5 

6 B�CD�� �	 �E&� H.235.0 6 

1.6 F@�;� H.235.0 1.6 

2.6 !��6#��� H.235.0 2.6 

1.2.6 >�G�HI�� H.235.0 1.2.6 

3.6 J�&D�� ���K	 
�L H.235.0 3.6 

6.4  J�&D��� M�"#�� 
�L(H.245) H.235.0 4.6 

6.5 �?��� �6N�?EOP����� >��Q&� ( >� H.235.0 5.6 

6.6 �K�R�� �N�D% H.235.0 6.6 

1.6.6 S�#T;� U�&'	 H.235.0 1.6.6 

7.6 !���D�� B&% H.235.0 7.6 

8.6 ���D#� �V6� ( 
�1� H.235.0 8.6 

9.6 
�1� >�TN��� H.235.0 9.6 

7 �6N�#�� J��)	 >�6�2% H.235.0 7 

1.7 �E&;� H.235.0 – 

8  >�J��)	= �'�I�H.245 H.235.6 7 

1.8  ,�D��� 
�W �67I�H.245 H.235.6 1.7 

2.8  �6N�#�� ,�DK �67I�H.245
�X� -Y  H.235.6 2.7 
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ah
l�  H.235.0/1.IVD ���)��� ���)� 

������ 

H.235v3Amd1Cor1 

����
�� 

������� ������� �����  

H.235v4.x 

������ 

3.8 >��&�;� �G��� H.235.6 3.7 

4.8 Z/6P��� �=&�� H.235.6 4.7 

5.8 �6�
D;� ,�D��� �'�I� H.235.6 5.7 

6.8 4'�/�� �6N�#��� 
�1� H.235.6 6.7 

1.6.8 4'�/�� [�
���� \�]�� ^G�_L 
�L H.235.6 1.6.7 

1.1.6.8  J��)`� ( ,G&�#;� -Ta#�� >�6�A���E ��2�#��fast 

connect 

H.235.6 1.1.6.7 

2.6.8 \�]�� ZP�DR 4'�/�� �6N�#�� 
�L H.235.6 2.6.7 

7.8  >���b	DTMF H.245,�TI�   H.235.6 7.7 

1.7.8  ��/���6���L ,�T: H.235.6 1.7.7 

2.7.8  ,�T+� ��/�/��iA5 H.235.6 2.7.7 

3.7.8 ������ ,�T+� ��/�/�� H.235.6 3.7.7 

4.7.8 c��Y1� >�'�d >�Qe��f �2P�K H.235.6 4.7.7 

8.8 ZT'G ������ �2���g!�2�6d H.235.6 7.8 

9 h��D�� ,G&�#� >�J��)`� H.235.6 8.8 

1.9 ��6#���! H.235.6 1.8.8 

2.9 �6N�?i� H.235.6 2.8.8 

10 !��6#��� �'�I�j��J��)	=  H.235.0 8 

1.10 �kE&;� H.235.0 --- 

2.10 ��'�lZT'G g!�2�6d^��6i� !��6#��� 4�  H.235.0 1.8 
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