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Recommendation ITU-T G.988

ONU management and control interface (OMCI) specification

Amendment 3

Summary

Recommendation ITU-T G.988 specifies the optical network unit (ONU) management and control
interface (OMCI) for optical access networks.

Recommendation ITU-T G.988 specifies the managed entities (MEs) of a protocol-independent
management information base (MIB) that models the exchange of information between an optical
line termination (OLT) and an ONU. In addition, it covers the ONU management and control
channel, protocol and detailed messages.

Amendment 1 contains various updates to ITU-T G.988 (2017). This amendment contains editorial
corrections and clarifications along with the following substantive changes and extensions to PON
OMCI related to bonded ONUSs, filtering on DHCP for admission control purposes, synchronization
alarm support, ONU timezone offset and ONU manufacturing data.

Amendment 2 adds support for DC voltage-based visual message indicators in ITU-T G.988 voice
over IP (VOIP) application service profile ME.

This amendment makes editorial changes on extended virtual loacal area network (VLAN).
Amendment 3 adds:

. Support for the discovery of Extended VLAN tagging operation configuration data ME
enhanced mode through the ONU3-G ME.
. Support for Extended VLAN ME tagging operation configuration data ME enhanced mode.
. Corrections to Table 9.1.5-1 "Plug-in unit types"
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Recommendation ITU-T G.988
ONU management and control interface (OMCI) specification

Amendment 3

Editorial note: This is a complete-text publication. Modifications introduced by this amendment are shown in
revision marks relative to Recommendation ITU-T G.988 (2017) plus its Amd.1 (2018) and Amd.2 (2019).

1 Scope

This Recommendation specifies the optical network unit (ONU) management and control interface
(OMCI) for optical access networks.

The OMCI specification addresses ONU configuration, fault management and performance
management for optical access system operation, and for several services including:

. gigabit-capable passive optical network encapsulation method (GEM) adaptation layers;

. Ethernet services, including media access control (MAC) bridged local area networks
(LANS);

. circuit emulation service (CES);

. voice services.

This Recommendation defines a protocol necessary to support the capabilities identified for these
ONUs. It also allows optional components and future extensions.

Amendment 1 continues the maintenance and evolution of OMCI as defined in Recommendation
ITU-T G.988 (2017) as amended.

The amendment contains editorial corrections and clarifications along with the following
substantive changes and extensions to PON OMCI:

. support of bonded ONUs;

. ability to filter on higher layer protocols (e.g., DHCP) for admission control purposes;

. support of reporting discarded upstream GEM frames;

. support of PON and G.fast cardholder codepoints;

. cardholder ME updates and clarifications to IEEE 802.3 codepoints;

. synchronization alarm support over OMCI,

. clarifications to ITU-T G.988 enhanced security control ME on OMCI authentication and
the actions on ONU activation;

. corrections to ITU-T G.988 entity class table;

. clarifications on the software download negotiation of extended versus baseline message
set;

. support of ONU timezone offset;

. support of ONU manufacturing data.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
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most recent edition of the Recommendations and other references listed below. A list of the
currently valid ITU-T Recommendations is regularly published. The reference to a document within
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T E.164]
[ITU-T G.704]
[ITU-T G.722.1]
[ITU-T G.722.2]
[ITU-T G.723.1]
[ITU-T G.728]
[ITU-T G.729]
[ITU-T G.784]

[ITU-T G.826]

[ITU-T G.983.2]
[ITU-T G.984.x]
[ITU-T G.984.3]
[ITU-T G.984.4]
[ITU-T G.984.6]
[ITU-T G.986]

[ITU-T G.987.x]
[ITU-T G.987]

[ITU-T G.987.1]
[ITU-T G.987.3]

[ITU-T G.989.3]

Recommendation ITU-T E.164 (2005), The international public
telecommunication numbering plan.

Recommendation ITU-T G.704 (1998), Synchronous frame structures used at
1544, 6312, 2048, 8448 and 44 736 kbit/s hierarchical levels.

Recommendation ITU-T G.722.1 (2005), Low-complexity coding at 24 and
32 kbit/s for hands-free operation in systems with low frame loss.

Recommendation ITU-T G.722.2 (2003), Wideband coding of speech at
around 16 kbit/s using Adaptive Multi-Rate Wideband (AMR-WB).

Recommendation ITU-T G.723.1 (2006), Dual rate speech coder for
multimedia communications transmitting at 5.3 and 6.3 kbit/s.

Recommendation ITU-T G.728 (1992), Coding of speech at 16 kbit/s using
low-delay code excited linear prediction.

Recommendation ITU-T G.729 (2007), Coding of speech at 8 kbit/s using
conjugate-structure algebraic-code-excited linear prediction (CS-ACELP).

Recommendation ITU-T G.784 (2008), Management aspects of synchronous
digital hierarchy (SDH) transport network elements.

Recommendation ITU-T G.826 (2002), End-to-end error performance
parameters and objectives for international, constant bit-rate digital paths and
connections.

Recommendation ITU-T G.983.2 (2005), ONT management and control
interface specification for B-PON.

Recommendation ITU-T G.984.x-series, Gigabit-capable passive optical
networks (G-PON).

Recommendation ITU-T G.984.3 (2008), Gigabit-capable passive optical
networks (G-PON): Transmission convergence layer specification.

Recommendation ITU-T G.984.4 (2008), Gigabit-capable passive optical
networks (G-PON): ONT management and control interface specification.

Recommendation ITU-T G.984.6 (2008), Gigabit-capable passive optical
networks (GPON): Reach extension.

Recommendation ITU-T G.986 (2010), 1 Gbit/s point-to-point Ethernet-based
optical access system.

ITU-T G.987.x-series of Recommendations, 10 Gigabit-capable passive
optical network (XG-PON) systems.

Recommendation ITU-T G.987 (10/2010), 10-Gigabit-capable passive optical
network (XG-PON) systems: Definitions, abbreviations, and acronyms.

Recommendation ITU-T G.987.1 (2010), 10-Gigabit-capable passive optical
networks (XG-PON): General requirements.

Recommendation ITU-T G.987.3 (2010), 10-Gigabit-capable passive optical
networks (XG-PON): Transmission convergence (TC) layer specification.

Recommendation ITU-T G.989.3 (2015), 40-Gigabit-capable passive optical
networks (NG-PONZ2): Transmission convergence layer specification.

2 Rec. ITU-T G.988 (2017)/Amd.3 (03/2020)



[ITU-T G.992.x]
[ITU-T G.992.1]

[ITU-T G.992.2]
[ITU-T G.992.3]
[ITU-T G.992.4]
[ITU-T G.992.5]
[ITU-T G.993.1]
[ITU-T G.993.2]
[ITU-T G.993.5]
[ITU-T G.994.1]
[ITU-T G.997.1]
[ITU-T G.997.2]
[ITU-T G.998.4]
[ITU-T G.9700]
[ITU-T G.9701]
[ITU-T G.9807.1]

[ITU-T H.248.x]
[ITU-T H.341]

[ITU-T 1.112]
[ITU-T 1.363.5]

[ITU-T M.3100]
[ITU-T T.35]

[ITU-T T.38]

ITU-T G. 992.x series of Recommendations.

Recommendation ITU-T G. 992.1 (1999), Asymmetric digital subscriber line
(ADSL) transceivers.

Recommendation ITU-T G.992.2 (1999), Splitterless asymmetric digital
subscriber line (ADSL) transceivers.

Recommendation ITU-T G. 992.3 (2009), Asymmetric digital subscriber line
transceivers 2 (ADSL2).

Recommendation ITU-T G. 992.4 (2002), Splitterless asymmetric digital
subscriber line transceivers 2 (splitterless ADSL2).

Recommendation ITU-T G. 992.5 (2009), Asymmetric digital subscriber line 2
transceivers (ADSL2) — Extended bandwidth ADSL2 (ADSL2plus).

Recommendation ITU-T G.993.1 (2004), Very high speed digital subscriber
line transceivers (VDSL).

Recommendation ITU-T G.993.2 (in force), Very high speed digital subscriber
line transceivers 2 (VDSL2).

Recommendation ITU-T G.993.5 (2010), Self-FEXT cancellation (vectoring)
for use with VDSL2 transceivers.

Recommendation ITU-T G.994.1 (in force), Handshake procedures for digital
subscriber line transceivers.

Recommendation ITU-T G.997.1 (2012), Physical layer management for
digital subscriber line transceivers.

Recommendation ITU-T G.997.2 (2015), Physical layer management for
G.fast transceivers.

Recommendation ITU-T G.998.4 (2010), Improved impulse noise protection
for digital subscriber line (DSL) transceivers.

Recommendation ITU-T G.9700 (2014), Fast access to subscriber terminals
(G.fast) — Power spectral density specification.

Recommendation ITU-T G.9701 (2014), Fast access to subscriber terminals
(G.fast) — Physical layer specification.

Recommendation ITU-T G.9807.1 (2016), 10-Gigabit-capable symmetric
passive optical network (XGS-PON).

Recommendations ITU-T H.248.x-series, Gateway control protocol.

Recommendation ITU-T H.341 (1999), Multimedia management information
base.

Recommendation ITU-T 1.112 (1993), Vocabulary of terms for ISDNSs.

Recommendation ITU-T 1.363.5 (1996), B-ISDN ATM Adaptation Layer
specification: Type 5 AAL.

Recommendation ITU-T M.3100 (2005), Generic network information model.

Recommendation ITU-T T.35 (2000), Procedure for the allocation of ITU-T
defined codes for non-standard facilities.

Recommendation ITU-T T.38 (2007), Procedures for real-time Group 3
facsimile communication over IP networks.
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[ITU-T X.690]

[ITU-T X.731]

[ITU T X.733]

[ITU-T Y.1731]

[ATIS-0300220]

[BBF TR-069]

Recommendation ITU-T X.690 (2008) | ISO/IEC 8825-1:2008, Information
technology — ASN.1 encoding rules: Specification of Basic Encoding Rules
(BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules
(DER).

Recommendation ITU-T X.731 (1992) | ISO/IEC 10164-2:1993, Information
technology — Open Systems Interconnection — Systems Management: State
management function.

Recommendation ITU T X.733 (1992) | ISO/IEC 10164-4:1992, Information
technology — Open Systems Interconnection — Systems Management: Alarm
reporting function.

Recommendation ITU-T Y.1731 (2008), OAM functions and mechanisms for
Ethernet based networks.

ATIS-0300220.2011, Representation of the communications industry
manufacturers, suppliers, and related service companies for information
exchange.

Broadband Forum TR-069 Amendment 2 (2007), CPE WAN management
protocol v1.1.

[ETSI TS 101 270-1] ETSI TS 101 270-1 V1.4.1 (2005), Transmission and multiplexing (TM);

[ETSI TS 101 388]

[IEEE 802]

[IEEE 802.1AB]

[IEEE 802.1ad]

[IEEE 802.1ag]
[IEEE 802.1D]
[IEEE 802.1Q]
[IEEE 802.1X]

[IEEE 802.3]

Access transmission systems on metallic access cables; Very high speed
digital subscriber line (VDSL); Part 1: Functional requirements.

ETSI TS 101 388 V1.4.1 (2007), Access terminals transmission and
multiplexing (ATTM); Access transmission systems on metallic access cables;
Asymmetric digital subscriber line (ADSL) — European specific requirements
[ITU-T Recommendation G.992.1 modified].

IEEE 802-2001 (R2007), IEEE Standard for local and metropolitan area
networks —Overview and architecture.

IEEE 802.1AB-2009, IEEE Standard for local and metropolitan area
networks — Station and media access control connectivity discovery.

IEEE 802.1ad-2005, IEEE Standard for local and metropolitan area
networks — Virtual bridged local area networks, Amendment 4: Provider
bridges.

ANSI/IEEE 802.1ag-2007, IEEE Standard for local and metropolitan area
networks — Amendment 5: Connectivity fault management.

ANSI/IEEE 802.1D-2004, IEEE Standard for local and metropolitan area
networks — Media access control (MAC) bridges.

IEEE 802.1Q-2005, IEEE Standard for local and metropolitan area networks
—Virtual Bridged Local Area networks.

IEEE 802.1X-2004, IEEE Standard for local and metropolitan area networks
— Port-based network access control.

IEEE 802.3-2008, IEEE Standard for information technology —
Telecommunications and information exchange between systems — Local and
metropolitan area networks — Specific requirements — Part 3: Carrier sense
multiple access with collision detection (CSMA/CD) access method and
physical layer specifications.
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IEEE 802.11-2007, IEEE Standard for information technology —
Telecommunications and information exchange between systems — Local and
metropolitan area networks — Specific requirements — Part 11: Wireless LAN
medium access control (MAC) and physical layer (PHY) specifications.

IEEE 1588-2008, IEEE Standard for a precision clock synchronization
protocol for networked measurement and control systems.

IEEE P1904.1, Standard for service interoperability in Ethernet passive
optical networks (SIEPON).

IETF RFC 1213 (1991), Management information base for network
management of TCP/IP-based internets: MIB-II.

IETF RFC 2236 (1997), Internet group management protocol, version 2.

IETF RFC 2464 (1998), Transmission of IPv6 packets over Ethernet
networks.
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field) in the IPv4 and IPv6 headers.
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IETF RFC 2597 (1999), Assured forwarding PHB group.

IETF RFC 2617 (1999), HTTP authentication: Basic and digest access
authentication.
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IETF RFC 2819 (2000), Remote network monitoring management
information base.

IETF RFC 2863 (2000), The interfaces group MIB.
IETF RFC 3246 (2002), An expedited forwarding PHB (per-hop behavior).
IETF RFC 3376 (2002), Internet group management protocol, version 3.

IETF RFC 3417 (2002), Transport mappings for the simple network
management protocol (SNMP).

IETF RFC 3551 (2003), RTP profile for audio and video conferences with
minimal control.

IETF RFC 3810 (2004), Multicast listener discovery version 2 (MLDv2) for
IPV6.

IETF RFC 4133 (2005), Entity MIB (version 3).

IETF RFC 4446 (2006), IANA allocations for pseudowire edge to edge
emulation (PWE3).

IETF RFC 4733 (2006), RTP payload for DTMF digits, telephony tones, and
telephony signals.

IETF RFC 4734 (2006), Definition of events for modem, fax, and text
telephony signals.

IETF RFC 4789 (2006), Simple network management protocol (SNMP) over
IEEE 802 networks.
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[IETF RFC 5519] IETF RFC 5519 (2009), Multicast group membership discovery MIB.

[IETF RFC 5605] IETF RFC 5605 (2009), Managed objects for ATM over packet switched
networks (PSNs).

[ISO/IEC 9798-4] ISO/IEC 9798-4:1999, Information technology — Security techniques — Entity
authentication — Part 4: Mechanisms using a cryptographic check function.

[MEF 8] Metro Ethernet Forum MEF 8 (2004), Implementation agreement for the
emulation of PDH circuits over Metro Ethernet networks.

3 Definitions

3.1 Terms defined elsewhere

NOTE - This Recommendation uses the term G-PON to refer generically to PON systems. When a
distinction is needed, this Recommendation qualifies the usage with an explicit reference to the appropriate
series.

This Recommendation uses the following terms defined elsewhere:

3.1.1 10-gigabit-capable passive optical network (XG-PON): [ITU-T G.987] (See Note
to 3.1.)

3.1.2 dynamic bandwidth assignment (DBA): [ITU-T G.987]

3.1.3 gigabit-capable passive optical network (G-PON): [ITU-T G.987] (See Note to 3.1.)
3.1.4 mean optical launch power: [ITU-T G.987]

3.1.5 ONU management and control interface (OMCI): [ITU-T G.987]

3.1.6 optical line termination (OLT): [ITU-T G.987]

3.1.7 optical network unit (ONU): [ITU-T G.987]

3.1.8 passive optical network (PON) system: [ITU-T G.987]

3.1.9 physical layer OAM (PLOAM): [ITU-T G.987]

3.1.10 ranging: [ITU-T G.987]

3.1.11 transmission container (T-CONT): [ITU-T G.987]
3.1.12 user-network interface (UNI): [ITU-T 1.112].

3.2 Terms defined in this Recommendation
This Recommendation defines the following terms:

3.2.1 downstream: The direction of traffic flow from an optical line termination (OLT) to the
optical network unit (ONU).

3.2.2 policing: A process that causes a flow of input packets to conform to a given peak
information rate (PIR)/peak burst size (PBS) by immediately dropping packets that exceed
PIR/PBS. This typically results in packet loss; packets may be further marked as drop eligible if
they exceed the committed information rate (CIR)/committed burst size (CBS).

3.2.3 shaping: A process that causes a flow of input packets to conform to a given peak
information rate (PIR)/peak burst size (PBS) by controlling the release rate/burst size of output
packets. This typically results in a queueing delay; packets may be dropped if there is a queue
overflow because the input rate or burst size is too great.

3.2.4 upstream: The direction of traffic flow from an optical line termination (ONU) to the
optical network unit (OLT).
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4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:

AAL Asynchronous transfer mode Adaptation Layer
ACK Acknowledgement

ACS Autoconfiguration Server

ADSL Asymmetric Digital Subscriber Line

AES Advanced Encryption Standard

AF Assured Forwarding

AIS Alarm Indication Signal

AK Acknowledgement

AMCC Auxiliary Management and Control Channel

ANI Access Node Interface

ANI-E Access Network Interface supported by an EPON ONU
ANI-G Access Network Interface supported by a G-PON ONU

AR Acknowledge Request

ARC Alarm-Reporting Control

ARP Address Resolution Protocol

ASCII American Standard Code for Information Interchange
ATA Analogue Telephony Adaptor

ATM Asynchronous Transfer Mode

ATU-C Asymmetric digital subscriber line Transceiver Unit, Central office (ONU) end
ATU-R Asymmetric digital subscriber line Transceiver Unit, Remote terminal end

AVC Attribute Value Change

BE Best Effort

BER Bit Error Rate

BES Burst Errored Second

BIP Bit-Interleaved Parity

BNG Broadband Network Gateway
B-PON Broadband Passive Optical Network
CAS Channel Associated Signalling

CBS Committed Burst Size

CCM Continuity Check Message

CES Circuit Emulation Service

CFlI Canonical Format Indicator

CFM Configuration Fault Management
CIR Committed Information Rate

CLEI Common Language Equipment Identification
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CLP Cell Loss Priority

CMAC Cipher-based Message Authentication Code

CoS Class of Service

CPCS-SDU Common Part Convergence Sublayer Service Data Unit
CPCS-UU Common Part Convergence Sublayer User-to-User indication

CPE Customer Premises Equipment
CPI Common Part Indicator

CRC Cyclic Redundancy Check

CS Convergence Sublayer

CSS Controlled Slip Seconds

CTP Connection Termination Point

DA Destination Address

DAD Duplicate Address Detection

DBA Dynamic Bandwidth Assignment
DBDT Draw-Break Dial Tone

DEI Discard Eligibility Indicator (bit)
DHCP Dynamic Host Configuration Protocol
DMT Discrete Multi-Tone, xDSL

DNS Domain Name Server

DRT Data Rate Threshold

DS Downstream

DSCP Differentiated Services Code Point
DSL Digital Subscriber Line

DSLAM  Digital Subscriber Line Access Multiplexer
DUID DHCP Unique ldentifier
DWLCH Downstream Wavelength Channel

ECB Electronic Codebook

ECID Emulated Circuit ID

EF Expedited Forwarding

EFM Ethernet in the First Mile

EIR Excess Information Rate

EMS Element Management System
eoc embedded operations channel
EPON Ethernet Passive Optical Network
ES Errored Second

ESMC Ethernet Synchronization Message Channel
ES-L Errored Second-Line
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ES-LFE
ES-NP
ES-NPFE
ES-P
ES-PFE
EVC
EVS
FCS
FDL

FE
FEBE
FEC
FRU
FTTX
FS
GAL

GARP
GEM

G-PON

GSP
GTC

HEC
IA_NA

IAT
ICMP
ID

IF
IGMP

INM
INP

Errored Second-Line Far End

Errored Second-Network Performance

Errored Second-Network Performance Far End
Errored Second-Path

Errored Second-Path Far End

Ethernet Virtual Connection

Ethernet Virtual Service

Frame Check Sequence

Facility Data Link

Far End

Far End Block Error

Forward Error Correction

Field-Replaceable Unit

Fibre to the x (B — building, business; H — home; C — cabinet, curb)
Framing Sublayer

GEM Adaptation Layer

Generic Attribute Registration Protocol
Gigabit-capable passive optical network Encapsulation Method

NOTE — See [ITU-T G.984.x]. Unless explicitly stated otherwise, this term also refers
generically to XGEM encapsulation.

Gigabit-capable Passive Optical Network

NOTE - See [ITU-T G.984.x]. Unless explicitly stated otherwise, this term also refers
generically to [ITU-T G.987] XG-PON.

Generic Status Portal

Gigabit-capable passive optical network Transmission Convergence layer
[ITU-T G.984.X]

NOTE — Unless explicitly stated otherwise, this term also refers generically to XGTC.
Header Error Check

Identity Association for Non-temporary Addresses
NOTE - See [b-IETF RFC 3315].

Inter-Arrival Time, xXDSL
Internet Control Message Protocol
Identifier

Interface

Internet Group Management Protocol
NOTE — IGMP may also refer generically to IPv6 MLD.

Impulse Noise Monitoring
Impulse Noise Protection
Internet Protocol
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IPHC

KEK
L2-OCM
LAN
LASP
LBM
LBO
LBR
LCD
LCT
LIM
LINIT
LL
LLC
LLID
LMIG
LMIR
LODS
LOF
LOID
LOL
LOM
LOR
LOS
LPR
LSB
LTM
LTR
MA
MAC
MD
MDU
ME
MEG
MEP
MGC

10

IP Host Config

Interworking

Key Encryption Key

Layer 2 OMCI Common Model
Local Area Network

Link Aggregation Service Profile
Loopback Message

Line Build-Out

Loopback Reply

Loss of Cell Delineation

Local Craft Terminal

Line Interface Module

Line Initialization failure

Limited Link

Link Layer Control

Logical Link ID

Layer Management Indication Generation
Layer Management Indication Receiving
Loss Of Downstream Synchronization
Loss Of Frame

Logical ONU ID

Loss Of Link

Loss-Of-Margin

Loss Of RMC

Loss Of Signal

Loss of Power

Least Significant Bit

Linktrace Message

Linktrace Reply

Maintenance Association

Medium Access Control
Maintenance Domain

Multiple Dwelling Unit

Managed Entity

Maintenance Entity Group
Maintenance association End Point
Media Gateway Controller
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MHF Maintenance domain intermediate point Half Function

MIB Management Information Base

MIC Message Integrity Check

MIP Maintenance domain Intermediate Point
MLD Multicast Listener Discovery

NOTE — MLD is sometimes included generically in the acronym IGMP.
MLT Mechanized Loop Test(ing)

MoCA Multimedia Over Coax Alliance

MP Maintenance Point

MPCPDU Multi-Point Control Protocol Data Unit
MSB Most Significant Bit

MT Message Type

MTU Maximum Transmission Unit

NACK Negative Acknowledgement

NCD No Cell Delineation
NE Near End
NSCds Number of XxDSL Subcarriers, downstream

NSCus Number of xXDSL Subcarriers, upstream

OA Optical Amplifier/Amplification

OAM Operations, Administration and Maintenance

OEO Optical-Electrical-Optical

OID Obiject Identifier

OLR On-Line Reconfiguration

OLT Optical Line Termination

OMCC Optical network unit Management and Control Channel
OMCI Optical network unit Management and Control Interface
oMl Optical Modulation Index

ONT Optical Network Termination

ONU Optical Network Unit

OOF Out Of Frame

00sSs Out Of Sync

0S Operations System

OTL Optical Trunk Line

oul Organizationally Unique Identifier

PBS Peak Burst Size

PCP Priority Code Point

PD Powered Device
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11



PDU Protocol Data Unit

PHY Physical interface

PIR Peak Information Rate

PLOAM  Physical Layer Operations, Administration and Maintenance

PM Performance Monitoring

PME Physical Medium Entity

PoE Power over Ethernet

PON Passive Optical Network

POTS Plain Old Telephone Service
PPPoE Point-to-Point Protocol over Ethernet
PPTP Physical Path Termination Point
PSBd Physical Sync Block-downstream
PSD Power Spectral Density

PSE Power-Sourcing Equipment

PSK Pre-shared Secret Key

PSN Packet-Switched Network

QLN Quiet Line Noise

QoS Quality of Service

RA Router Advertisement

RAD Rate Adaptation - Downshift
RAU Rate Adaptation - Upshift

RDI Remote Defect Indication

RE Reach Extender

REN Ringer Equivalent Number

REIN Repetitive Electrical Impulse Noise
RF Radio Frequency

RFI Radio Frequency Interference
RG Residential Gateway

RMC Robust Management Channel

RO Read Only

ROC Robust Operations Channel

ROH Receiver Off Hook

RS Router Solicitation

RTCP Real-time Transport Control Protocol
RTP Real-Time Protocol

RW Read, Write

RWSC Read, Write, Set-by-Create
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SAR Segmentation And Reassembly

SD Signal Degrade

SDH Synchronous Digital Hierarchy
SDU Service Data Unit

SES Severely Errored Second

SES-L Severely Errored Second-Line

SES-LFE  Severely Errored Second-Line Far End
SES-NP  Severely Errored Second-Network Performance
SES-NPFE Severely Errored Second-Network Performance, Far End
SES-P Severely Errored Second-Path

SES-PFE  Severely Errored Second-Path Far End

SF Signal Fail

SHINE Single High Impulse Noise Event

SIP Session Initiation Protocol

SLA Service Level Agreement

SLAAC  Stateless Address Autoconfiguration

SNMP Simple Network Management Protocol

SNR Signal-to-Noise Ratio

SOS Save Our Showtime

SPR Snooping with Proxy Reporting
SRA Seamless Rate Adaptation

SSCOP Service Specific Connection Oriented Protocol
SSCS Service Specific Convergence Sublayer

TC Transmission Convergence
TCA Threshold Crossing Alert
TCI Tag Control Information

T-CONT  Transmission Container

TCP Transmission Control Protocol

TDM Time Division Multiplex

TLP Transmission Level Point

TLV Type-Length-Value

TP Termination Point

TQ Time Quantum

trTCM two-rate Three Colour Marker

TTL Time To Live

TWDM Time and Wavelength Division Multiplexing
UA User Agent

Rec. ITU-T G.988 (2017)/Amd.3 (03/2020) 13



UAS
UAS-NP

Unavailable Second
Unavailable Second-Network Perfomance

UAS-NPFE Unavailable Second-Network Perfomance Far End

UAS-P
UDP
UNI
UNI-G

UPBO
us
VBES
VC
VCC

VCI
VDSL

VEIP
VID
VLAN
VolP
VP

VPI
VPN
VRP
VTU
VTU-O
VTU-R
WFQ
WLCP
WRR
xDSL

XGEM

XG-PON
XML

14

Unavailable Second (-L: -line, -P: -path, -FE: -far-end)
User Datagram Protocol
User Network Interface

User Network Interface supported by Gigabit-capable passive optical network
encapsulation method

Upstream Power Back-Off

Upstream

VLANS for Business Ethernet Services
Virtual Circuit

Virtual Circuit Connection

Virtual Circuit Identifier

Very high speed Digital Subscriber Line

NOTE - ITU-T G.993.2 VDSL2 is managed under the xDSL family of MEs.
Virtual Ethernet Interface Point

Virtual local area network Identifier

Virtual Local Area Network

Voice Over Internet Protocol

Virtual Path

Virtual Path Identifier

Virtual Private Network

Video Return Path

VDSL2 Transceiver Unit

Very high-speed digital subscriber line Transceiver Unit, Operator end
Very high-speed digital subscriber line Transceiver Unit, Remote end
Weighted Fair Queueing

Wavelength Channel Protection

Weighted Round Robin

x Digital Subscriber Line

NOTE — This is an inclusive term for any of the DSL Recommendations, excluding [ITU-T
G.993.1].

XG-PON Encapsulation Method

NOTE — See [ITU-T G.987]. Sometimes this abbreviation is included generically under the
acronym GEM.

10 Gigabit-capable Passive Optical Network
extensible Markup Language
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xTU-C x digital subscriber line Transceiver Unit at the Central office end

NOTE — This is used as a generic term referring to both the asymmetric digital subscriber line
transceiver unit, central office (ONU) end (ATU-C of the ITU-T G.992.x series and the very
high-speed digital subscriber line transceiver unit, operator end (VTU-O) of [ITU-T G.993.2].

XTU-R x digital subscriber line Transceiver Unit at the Remote end

NOTE — This is used as a generic term referring to both the asymmetric digital subscriber line
transceiver unit, remote terminal end (ATU-R of the ITU-T G.992.x series and the VTU-R of
[ITU-T G.993.2].

5 Conventions

In bit vectors indicated in this Recommendation, the rightmost bit is bit 1. This represents the least
significant bit (LSB), while bit 8 represents the most significant bit (MSB) within a byte. If the bit
vector is made up of more than one byte, then bit numbering starts from the least significant byte
onwards.

In attribute descriptions that refer to the Boolean values true and false, true is coded as 0x01 in
hexadecimal and false is coded as 0x00. A Boolean attribute is always one byte.

In attribute descriptions that refer to spaces, the American standard code for information
interchange (ASCII) space character (value 0x20) must be used for the entire size of the attribute.

An ASCII string is a sequence of ASCII encoded characters, terminated by the null character
(0x00). If a string occupies the entire allocated size of an attribute, the terminating null is not
required.

This Recommendation frequently states that the OLT makes certain decisions or takes certain
actions. While the OMCI commands may emanate from the OLT, there is no implication that the
actual decision or action impetus comes from logic internal to the OLT, rather than from a separate
management system or a human operator.

6 Reference model and terms

6.1 OMCI in the access network

The network architecture reference model for PON is described in the applicable ITU-T GTC based
PON system specification. An access system according to [ITU-T G.986] has a single ONU on each
fibre subtended from the OLT.

The OMCI fits into the overall model for an access network system as illustrated in Figure 6.1-1.
The dotted line shows a path for OMCI signals between an OLT and ONU.

—— OLT
i
! ; ! ONU [
\4 S/R PON R/S PON !
interface interface U
Physical link. G.988(12)_F6.1-1

__________ OMCC of each ONU
Figure 6.1-1 — Reference model, OMCI
6.2 ONU functions

As shown in Figure 6.2-1, the functions of the ONU are:
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a) access network line termination;

b) user network interface (UNI) line termination, noting that in the fibre to the business case,
the UNIs from one ONU may belong to different users;
c) service multiplexing and de-multiplexing.
ONU
« » UNILT fe——>UNI
ANI < » ANLT e—
Optional second ANI  Service < » UNILT » UNI

A

can be supported for  multiplex and
survivability | demultiplex

G.988(12)_F6.2-1
Figure 6.2-1 — ONU functional block diagram

6.3 Support of multicast connection

Multicast traffic can be supported in an optical access network. While a GEM port-ID is assigned to
a single UNI in a unicast connection, a GEM port-ID is shared by multiple UNIs in multiple ONUs
in a multicast connection. The multicast connection set-up process is the same as the unicast
connection set-up process. It is the responsibility of the OLT to manage the members of a multicast
group and control the multicast connection in ONUSs.

In the downstream direction of G-PON, a multicast connection is useful for bandwidth savings. On
the other hand, in the upstream direction, it is impossible to support a multicast connection with a
shared port-ID because the OLT could not reassemble segmented GEM packets correctly if it
received several GEM packets with the same port-ID from different ONUs. Therefore, upstream
traffic associated with a multicast service must be sent to the OLT over a separate unicast
connection.

6.4  Voice over Internet protocol management

While the OMCI is always used to manage PON services and ONU equipment, a voice Over
Internet protocol (VoIP) service may optionally be managed by means external to the OMCI. This
allows operators more flexibility in choosing how to manage their overall VVolIP service, regardless
of the access technology involved. A VolP service on an ONU may be managed via one of two
paths:

1) OMCI path — OMCI has full view and control of all VVoIP service attributes;

2) Internet protocol (IP) path — OMCI is only used to configure attributes that allow non-
OMCI based control of VVolP service attributes.

Specifically, if the OMCI path is used to manage a VolIP service, all of the managed entities (MES)
defined here may be read or written.

If the IP path is used to manage an session initiation protocol (SIP) VVoIP service, only the following
SIP-related MEs may be read or written (all other MEs are unaffected):

. IP host config data;

. IP host performance monitoring (PM) history data;

. VolIP config data;

. physical path termination point (PPTP) plain old telephone service (POTS) UNI;
. call control PM history data;

. real-time protocol (RTP) PM history data;
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. SIP call initiation PM history data;

. SIP agent PM history data;
. SIP config portal;
. VoIP line status.

If the IP path is used to manage an ITU-T H.248 VoIP service, only the following
ITU-T H.248-related MEs may be read or written (all other MEs are unaffected):

. IP host config data;

. IP host PM history data;

. VolIP config data;

. PPTP POTS UNI,

. Call control PM history data;

. RTP PM history data;

. MGC PM history data;

. ITU-T H.248 config portal;

. VolIP line status.

7 Requirements of the management interface specification

The ONU management and control interface defined by this Recommendation is used by the OLT
to managethe ONU in the following areas:

a) configuration management

b) fault management

C) performance management

d) security management.

This interface allows the OLT to:

a) establish and release connections across the ONU,;

b) manage the UNIs at the ONU,;

C) request configuration information and performance statistics.

The OMCI also allows the ONU to inform the OLT autonomously of alarms, performance threshold
crossings and changes to the values of many of the MIB attributes.

The OMCI protocol is asymmetric: the controller in the OLT is the master, while the ONU is the
slave. A single OLT controller using multiple instances of the protocol over separate control
channels typically controls multiple ONUs.

In G-PON, the OMCI protocol runs across a GEM connection between the OLT controller and the
ONU controller. The GEM connection is established at ONU initialization. OMCI transport in
ITU-T G.986 applications is defined in [ITU-T G.986].

7.1 Configuration management

Configuration management provides functions to identify the ONU's capabilities and to exercise
control over the ONU. Areas of management include configuration of:

a) equipment;
b) PON and reach extender (RE) protection;
C) the UNIs;
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d) GEM port network CTPs in G-PON applications;

e) interworking termination points (TPs);

f) operations, administration and maintenance (OAM) flows;

9) physical ports;

h) GEM adaptation layer (GAL) profiles in G-PON applications;

i) service profiles;
)] traffic descriptors;
K) asynchronous transfer mode adaptation layer (AAL) profiles, when needed for asymmetric

digital subscriber line (ADSL) UNIs.

All G-PON ONUs support GEM transport of user traffic. There is only one connection model for
GEM transport, which is the simple point-to-point transfer of user data via a GEM connection
across the PON, and with downstream multicast capability. GEM interworking (IW) always occurs
in the OLT and the ONU, and GEM never extends beyond the PON link.

When the ONU supports an asynchronous transfer mode (ATM) UNI (ADSL), the ATM connection
from the subscriber terminates at the ONU. The OMCI supports the required configuration methods
to manage this function.

7.2 Fault management

As modelled by the OMCI, the ONU detects and reports equipment, software and interface failures
and declares the corresponding alarms. The OMCI supports failure reporting on many MEs as
described in clause 9. An alarm table is defined for each of these entities.

To avoid erratic floods of alarm messages, it is common to filter, or soak, defects such as facility
impairments before declaring them as alarms, and to soak defect clearing before retiring the alarm.
The declaration soak time is typically 2.5 + 0.5 s, while the retirement soak time is typically 10.5 +
0.5 s. Which alarms are to be soaked, and what the soak intervals should be, are regarded as vendor-
specific choices. Interoperability considerations, however, require that alarms be soaked exactly
once, either at the OLT or at the ONU. This Recommendation specifies that they be soaked at the
ONU.

In addition to failure reporting, the OMCI supports test, measurement and in-service monitoring,
including:

a) metallic tests of copper drops (voice or x digital subscriber line (xDSL));
b) optical and other parameters of the optical distribution network;
C) [IEEE 802.1ag] connectivity fault management;

d) directed loopback, e.g., of DS1/E1 services.
The OMCI also provides for the reporting of protection switch events.

7.3 Performance management

The ONU has only limited PM. The OMCI supports PM using a number of MEs that are described
throughout clause 9. These MEs can be identified by the words "performance monitoring history
data" or "extended PM" in their names.

All PM-related MEs are created at the request of the OLT.

All history data are maintained in the OLT. The ONU maintains only a current counter and one
15 min previous-interval counter.

Clause 1.4 describes PM in detail.
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7.4

Different access technologies specify differing degrees of security capability. The OMCI supports a
mechanism to allow mutual authentication of the OLT and ONU and subsequent secure
communication of encryption keys.

Security management

8 Protocol-independent MIB for the OMCI

The OMCI is defined such that vendors can offer modular, incremental capabilities to meet
different levels of customer needs. This Recommendation defines a protocol necessary to support
capabilities specified in the relevant PON specifications, as well as a variety of services and
features. The OMCI supports interoperability, yet it allows for optional components and future
extensions.

A protocol-independent MIB describes the exchange of information across the OMCI. Clause 8.1
lists the MEs and illustrates key relationships between them to implement some of the important
features that may be offered by ONUSs. Clause 9 defines each ME in detail.

8.1

The protocol-independent MIB presented in this Recommendation is defined in terms of MEs. MEs
are abstract representations of resources and services in an ONU. Only a small subset of the list of
MEs is mandatory. The existence of other MEs depends on the architecture and feature set
supported by the vendor.

Managed entities

Table 8-1 lists all the MEs. The designation M in a column indicates that the specified ME is
mandatory for systems complying with the corresponding Recommendation. The designation M/E
in a column indicates that the corresponding ME is mandatory and that its definition is adapted to
[IEEE 802.3] applications in accordance with Annex C. N/A indicates that the specified ME is not
applicable. Other MEs are present according to the architecture and the feature set offered by a
given ONU.

Table 8-1 — Managed entities of the OMCI

ITU-T G.984, IEEE 802.3
Clause Managed entity ITU-T G.987, | ITU-T G.989 | ITU-T G.986 |EEE 802 éa’v
ITU-T G.9807.1 '
9136 |/VALS performance N/A
monitoring history data
9.13.5 |AALS profile N/A
9.2.19 |ANI-E M
9.21 |ANI-G M M M
9.12.10 |Attribute
9.12.4 Authentication security
method
9.12.16 BBF TR-069 management
server
Call control performance
9.9.12 o E
monitoring history data
9.15 Cardholder M M M
98.4 CES physical interface
o performance monitoring
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Table 8-1 — Managed entities of the OMCI

Clause

Managed entity

ITU-T G.984,
ITU-T G.987,
ITU-T G.9807.1

ITU-T G.989

ITU-T G.986

IEEE 802.3,
IEEE 802.3av

history data

CES physical interface

9.8.12 |performance monitoring
history data 2
CES physical interface

9.8.13 |performance monitoring
history data 3

9.8.3 CES service profile

9.1.6 |Circuit pack

9.7.40 D_ata gathermg line test,
diagnostic and status

9.3.18 |Dotl rate limiter

9.3.25 |Dotlag CFM stack

9326 Dotlag chass!s-
management info

9.3.21 |Dotlag default MD level

93.20 Dotle_lg _mamtenance
association

9319 Dotle}g maintenance
domain

9.3.22 |Dotlag MEP

93.24 Dotlag MEP CCM
database

9.3.23 |Dotlag MEP status

9315 Dot1X configuration
profile

9316 Dotl_X perfor_mance
monitoring history data

93.14 Dot1X port extension
package

9.7.41 |EFM bonding group
EFM bonding group

9.7.43 |performance monitoring
history data
EFM bonding group

9.7.44 |performance monitoring
history data part 2

9.7.42 |EFM bonding link

9745 EFM bonding link

performance monitoring
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Table 8-1 — Managed entities of the OMCI

ITU-T G.984, IEEE 802.3
Clause Managed entity ITU-T G.987, | ITU-T G.989 | ITU-T G.986 IEEE 802 éa,v
ITU-T G.9807.1 '
history data
EFM bonding port
9.7.46 |performance monitoring
history data
EFM bonding port
9.7.47 | performance monitoring
history data part 2
Energy consumption
9.2.14 |performance monitoring
history data
Enhanced FEC
9.2.22 |performance monitoring
history data
9.13.11 |Enhanced security control
Enhanced TC performance
9.2.23 Y
monitoring history data
EPON downstream
9.2.20 |performance monitoring
configuration
9.1.9 Equipment extension
package
9111 Equl_pmentprotectlon
profile
9.8.9 Ethernet flow termination
point
9332 Ethernet frame extended
PM
Ethernet frame extended
9.3.34 PM 64 Bit
Ethernet frame
9.3.31 |performance monitoring
history data downstream
Ethernet frame
9.3.30 |performance monitoring
history data upstream
Ethernet performance
9.5.2 Lo
monitoring history data
9.5.3 Ethernet performance
e monitoring history data 2
9.5.4 Ethernet performance
e monitoring history data 3
9.8.18 Ethernet pseudowire

parameters
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Table 8-1 — Managed entities of the OMCI

ITU-T G.984, IEEE 802.3
Clause Managed entity ITU-T G.987, | ITU-T G.989 | ITU-T G.986 IEEE 802 éa’v
ITU-T G.9807.1 '
Extended VLAN tagging
9.3.13 | operation configuration
data
9.7.49 FAS_T line configuration
profile part 1
9.750 FAS_T line configuration
profile part 2
9.751 FAS_T line configuration
profile part 3
9.752 FAS_T line configuration
profile part 4
9753 FAST chapnel .
configuration profile
9754 FAST data} path .
configuration profile
9755 FAS_T vectoring I|ne_
configuration extensions
9.756 FAST line inventory and
status data
FAST line inventory and
9.7.57 status data part 2
FAST xTU-C performance
9.7.58 Lo
monitoring history data
FAST xTU-R performance
9.7.59 Lo
monitoring history data
929 FEC performance
- monitoring history data
9.12.13 |File transfer controller
9.28 GAL_ Et_herne_t performance N/A
monitoring history data
9.2.7 |GAL Ethernet profile N/A
924 |CGEM interworking M M MIE
termination point
9.2.3 GEM port network CTP M M M/E
GEM port network CTP
9.2.13 |performance monitoring N/A
history data
9.12.12 |General purpose buffer
9.12.14 | Generic status portal
93.10 IEEE 802.1p mapper

service profile
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Table 8-1 — Managed entities of the OMCI

ITU-T G.984, IEEE 802.3
Clause Managed entity ITU-T G.987, | ITU-T G.989 | ITU-T G.986 IEEE 802 éa,v
ITU-T G.9807.1 '
9.13.4 Interworking VCC

termination point

94.1 IP host config data
IP host performance
9.4.2 A
monitoring history data
945 IPv6 host config data
L2 multicast GEM
9.2.18 |interworking termination
point
9.12.5 |Large string
9335 Lmk_ aggregation service
profile
Logical N x 64 kbit/s sub-
9.8.2  |port connection termination
point (CTP)
9.3.2 MAC bridge configuration
data
MAC bridge performance
9.3.3 N
monitoring history data
9.3.8 MAC bridge port bridge
e table data
MAC bridge port
9.34 - >
configuration data
MAC bridge port
9.35 T
designation data
MAC bridge port filter pre-
9.3.7 A
assign table
MAC bridge port filter
9.3.6 table data
MAC bridge port ICMPv6
9.3.33 .
process pre-assign table
MAC bridge port
9.3.9 performance monitoring
history data
931 MAC bridge service profile
9.12.9 |Managed entity
9.9.16 |MGC config data
9.9.20 |MGC config portal
9.917 MGC performance

monitoring history data
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Table 8-1 — Managed entities of the OMCI

ITU-T G.984, IEEE 802.3
Clause Managed entity ITU-T G.987, | ITU-T G.989 | ITU-T G.986 IEEE 802 éa,v
ITU-T G.9807.1 '
Multimedia over coax
alliance (MoCA) Ethernet
9.10.2 -
performance monitoring
history data
MoCA interface
9.10.3 |performance monitoring
history data
9814 MPL_S p_seudoywre
termination point
Multicast GEM
9.25 interworking termination
point
9.3.27 | Multicast operations profile
9.3.28 Multlcast subscriber config
info
9.3.29 Mult_lcast subscriber
monitor
9.12.3 | Network address
9.9.10 |Network dial plan table
9.12.11 |Octet string
9.122 |OLT-G
9.128 |OMCI
9.1.3 |ONU data M M M M
9114 ONU dynamic power
management control
9.1.16 |ONU manufacturing data
9.1.7 |ONU power shedding
9.1.12 |ONU remote debug
9.1.17 |ONU time configuration
9.1.2 ONU2-G M M M
9.1.15 |ONU3-G M
9.1.13 |ONU-E M N/A
9.1.1 |ONU-G M M M
9.12.18 |OpenFlow config data
9.8.1 Physical path termination
e point CES UNI
9.5.1 Physical path termination M

point Ethernet UNI
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Table 8-1 — Managed entities of the OMCI

ITU-T G.984, IEEE 802.3
Clause Managed entity ITU-T G.987, | ITU-T G.989 | ITU-T G.986 IEEE 802 éa,v
ITU-T G.9807.1 '
Physical path termination
9.13.3 point LCT UNI
Physical path termination
9.10.1 point MoCA UNI
9.9.1 Physical path termination
~ point POTS UNI
Physical path termination
9.14.2 point RE UNI
9151 Physical path termination
o point RS232/RS485 UNI
Physical path termination
9.13.2 point video ANI
Physical path termination
9.13.1 point video UNI
9.7.1 Physical path termination
o point xDSL UNI part 1
9.7.2 Physical path termination
o point XDSL UNI part 2
9.7.48 Physical path termination
o point XDSL UNI part 3
Power over Ethernet (PoE)
9.5.6
control
9.1.8 Port-mapping package
9.2.10 |Priority queue
9.1.10 |Protection data
9.8.7 Pseu_dowwe maintenance
profile
Pseudowire performance
9.8.8 NS
monitoring history data
9.85 Pse_:udowwe termination
point
PTM performance
9.7.32 | monitoring history data
xDSL
9815 PW ATM configuration
data
PW ATM performance
9.8.16 A
monitoring history data
9817 PW Ethernet configuration
data
9317 Radius performance

monitoring history data
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Table 8-1 — Managed entities of the OMCI

ITU-T G.984, IEEE 802.3
Clause Managed entity ITU-T G.987, | ITU-T G.989 | ITU-T G.986 IEEE 802 éa’v
ITU-T G.9807.1 '
9.14.1 |REANI-G
9146 RE common amplifier
parameters
9.145 |RE config portal
9.14.4 |RE downstream amplifier
9.14.3 |RE upstream amplifier
RS232/RS485 performance
9.15.2 o ;
monitoring history data
RS232/RS485 Port
9.15.3 |Operation Configuration
data
9.913 RTP_per.form.ance
monitoring history data
9.9.7 RTP profile data
9.8.6 RTP pseudowire
parameters
9.9.3 |SIP agent config data
9.9.21 |SIP agent config data 2
9.914 SIP ggent pe(formance
monitoring history data
SIP call initiation
9.9.15 |performance monitoring
history data
9.9.19 | SIP config portal
9.9.2 |SIP user data
Simple network
9.12.15 |management protocol
(SNMP) configuration data
9.14 |Software image M M M
TC adaptor performance
9.7.25 | monitoring history data
xDSL
9.2.2 |T-CONT M M M
9.4.3 | TCP/UDP config data
TCP/UDP performance
9.4.4 o ;
monitoring history data
9.12.6 | Threshold data 1
9.12.7 |Threshold data 2

26

Rec. ITU-T G.988 (2017)/Amd.3 (03/2020)




Table 8-1 — Managed entities of the OMCI

ITU-T G.984, IEEE 802.3
Clause Managed entity ITU-T G.987, | ITU-T G.989 | ITU-T G.986 IEEE 802 éa’v
ITU-T G.9807.1 '
9.12.17 |Threshold data 64 Bit
9.12.19 |Time status message
9.2.12 | Traffic descriptor
9.2.11 | Traffic scheduler
TWDM System Profile
9.16.1 managed entity M
9.16.2 TV\_/DM channel managed M
entity
TWDM channel
9.16.3 |PHY/LODS performance
monitoring history data
TWDM channel XGEM
9.16.4 |performance monitoring
history data
TWDM channel PLOAM
9.16.5 |performance monitoring
history data part 1
TWDM channel PLOAM
9.16.6 |performance monitoring
history data part 2
TWDM channel PLOAM
9.16.7 |performance monitoring
history data part 3
TWDM channel tuning
9.16.8 |performance monitoring
history data part 1
TWDM channel tuning
9.16.9 |performance monitoring
history data part 2
TWDM channel tuning
9.16.10 |performance monitoring
history data part 3
TWDM channel OMCI
9.16.11 |performance monitoring
history data
9.12.1 |UNI-G
VDSL2 line configuration
9.7.6 ;
extensions
97.26 VDSL_2 line configuration
extensions 2
9.7.33 VDSL2 line configuration

extensions 3
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Table 8-1 — Managed entities of the OMCI

ITU-T G.984, IEEE 802.3
Clause Managed entity ITU-T G.987, | ITU-T G.989 | ITU-T G.986 IEEE 802 éa{v
ITU-T G.9807.1 '
VDSL2 line inventory and
9.7.16 status data part 1
VDSL2 line inventory and
9.7.17 status data part 2
VDSL2 line inventory and
9.7.18 status data part 3
VDSL2 line inventory and
9.7.38 status data part 4
9734 Vectprlng -Ilne .
configuration extensions
Vectoring line inventory
9.7:39 and status data
955 V|_rtual Ethernet interface
point
9.3.11 |VLAN tagging filter data
VLAN tagging operation
9.3.12 . A
configuration data
9.9.6 Voice service profile
998 VoII_D application service
profile
9.9.18 |VolP config data
9.9.9 | VolP feature access codes
9.9.11 | VolP line status
9.9.5 | VolP media profile
9.94 VolIP voice CTP
9.13.9 | VP network CTP
9.13.10 | VP performance
monitoring history data
xDSL channel
9.7.7 . . .
configuration profile
xDSL channel
9.7.35 configuration profile part 2
9719 XDSL channel downstream
status data
9.7.20 XDSL channel upstream
status data
XDSL downstream radio
9.7.11 |frequency interference
(RFI) bands profile
9.7.27 | xDSL impulse noise
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Table 8-1 — Managed entities of the OMCI

ITU-T G.984, IEEE 802.3
Clause Managed entity ITU-T G.987, | ITU-T G.989 | ITU-T G.986 IEEE 802 éa,v
ITU-T G.9807.1 '
monitor performance
monitoring history data
XDSL line configuration
9.7.3 .
profile part 1
XDSL line configuration
9.7.4 .
profile part 2
XDSL line configuration
9.75 .
profile part 3
XDSL line inventory and
9.7.12 status data part 1
XDSL line inventory and
9.7.13 status data part 2
XDSL line inventory and
9.7.14 status data part 3
XDSL line inventory and
9.7.15 status data part 4
XDSL line inventory and
9.7.28 status data part 5
XDSL line inventory and
9.7.29 status data part 6
XDSL line inventory and
9.7.30 status data part 7
xDSL line inventory and
9.7.31 status data part 8
9.7.10 | xDSL PSD mask profile
XDSL subcarrier masking
9.7.8 .
downstream profile
XDSL subcarrier masking
9.7.9 .
upstream profile
XDSL xTU-C channel
9.7.23 | performance monitoring
history data
XDSL xTU-C performance
9.7.31 | monitoring history data
part 2
XDSL xTU-C performance
9.7.21 Y
monitoring history data
XDSL xTU-R channel
9.7.24 | performance monitoring
history data
9.7.22 XDSL xTU-R performance

monitoring history data
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Table 8-1 — Managed entities of the OMCI

ITU-T G.984, IEEE 802.3
Clause Managed entity ITU-T G.987, | ITU-T G.989 | ITU-T G.986 IEEE 802 éa{v
ITU-T G.9807.1 '
XG-PON downstream
9.2.16 |management performance
monitoring history data
XG-PON TC performance
9.2.15 oo
monitoring history data
XG-PON upstream
9.2.17 |management performance
monitoring history data
9.7.36 xTU_datagathermg
configuration
8.2 Managed entity relation diagrams

This clause shows the relationships between MEs. Unless indicated otherwise, Figures 8.2.1-1 to
8.2.1-3 illustrate G-PON access according to [ITU-T G.984.x] and [ITU-T G.987.x]. With suitable
modifications, part or all of the same models may be used by other access technologies.

Although Figures 8.2.1-1 to 8.2.1-3 bear some resemblance to signal flows, it is important to
recognize that they in fact illustrate the relationships among the entities of the management model.

Figure 8.2-1 gives the legend of symbols used in these diagrams. The name of the managed entity,
sometimes abbreviated for ease of documentation, appears in each box, with the clause in which it
is defined shown in the lower right corner.
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Managed

Entity created by ONU

entity A
9.XX.XX
Managed
entity B
9.XX.XX
AN
xxX PM
__________ history data
Managed Managed
entity A » entity B
9.XX.XX 9.XX.XX
Managed Managed
entity A [--——————— entity B
9.XX.XX 9.XX.XX
Mar)aged 1 Mar_1aged
entity A »> entity B
0..X
9.XX.XX 9.XX.XX
Managed 1 Managed
entity A |-=-—--———1 entity B
9.XX.XX 9.XX.XX

Entity created by OLT

A performance monitoring (PM) entity,
always created by the OLT, optionally
associated with an instance of threshold
data 1 and 2

Entity A has explicit pointer to entity B

Entity A has implicit ID relationship to
entity B (ME IDs are equal)

There can be 0..X instances of A related to B

There isa 1 to 1 relationship of Ato B

Only one of the options is active for any
one instance
G.988(12)_F8.2-1

Figure 8.2-1 — Legend for managed entity relation diagrams
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8.2.1

32
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Figure 8.2.1-1 — G-PON ONU core
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Working side

When protection
is activated,
pointers to
T-CONTs and
schedulers are
mapped from
working side to
protecting side

Protection
data
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scheduler
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G.988(12)_F8.2.1-2

Figure 8.2.1-2 — 1+1 PON protection (G-PON)
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Figure 8.2.1-3 — 1:1 PON protection (G-PON)
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8.2.2 Layer 2 functions

The OMCI supports two major layer 2 traffic mapping models: "MAC bridging and IEEE 802.1p
mapping"”. MAC bridging is described in [IEEE 802.1D] and [IEEE 802.1Q]. The bridge illustrated
in Figure 8.2.2-1 has many features, and can be used to direct traffic based on a MAC address (i.e.,
true bridging) or on virtual local area network (VLAN) characteristics (using the VLAN filter
feature). The mapping function describes the steering of traffic from one UNI-side entity to 1-8
ANI-side ports, as shown in Figure 8.2.2-2. The mapper is equivalent to a MAC bridge with VLAN
filters that only operate on the priority bits of the VLAN tags.

Enet frame
extended

Extended
VLAN tag

VLAN tag
op config
data

(Flexible
association)

o]
P 9.3.13

9.3.12

9.3.32

Any ME to which
VLAN tagging
can be assigned

network

GEM port
CTP

Dot1 rate GEM 0.1 GAL
limiter interworking oL 1 Ethernet
TP PM
9.24 9.2.8
1 MAC bridge | 1 GAL
port config P, N Ethernet
0.1 W% data A profile
"y 934 N, 9.2.7
MAC bridge | | MAC N VLAN
service p bridge PM h tagging filter
profile ' data
9.3.1 9.3.3 11 9.3.11
1 0.p MAC bridge | 4 1| MAC bridge e
| 1 port config ] port filter -
i data table
1 9.34
MAC bridge 1 1| MAC bridge N .| MB port filter
config data | port bridge N ™ pre-assign
0.1 table AN table
932 - 937
PPTP N N
1 ocunr (0.1 N1 ™ MB port
1,” i1 h ICMPV6 proc
! MB port pre-assign table
UNI-G Enet frame designation 9.3.33
PM, up/dn data .
9121 9.3.30-31 T . “ MB port \
i PM
N 939

G.988(12)_F8.2.2-1

Figure 8.2.2-1 - MAC bridged LAN

NOTE — A bridge port may be associated with any IEEE 802.3 UNI, such as Ethernet or xDSL, or another
IEEE 802.3 function such as an IP host config data ME.
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Extended VLAN tag
VLAN tag op config

op data
9.3.13 9.3.12

Any ME to which GEM port
VLAN tagging network
can be assigned 1 CTP

GEM 0.1 1 GAL

interworking =it o-oooooooooo2 Ethernet

TP PM

9238
F 3
1 1 GAL
on Ethe_rnet
8 profile 027

802.1p

mapper svc 0.1

profile 0310 1

Dot1 rate J

limiter

9.3.18

UNI-G 1 1| PPTP

9.12.1 G.988(12)_F8.2.2-2

Figure 8.2.2-2 — MAC bridged LAN

NOTE — A mapper service profile may be associated with any IEEE 802.3 UNI, such as Ethernet or xDSL,
or another IEEE 802.3 function such as an IP host config data ME.

The two basic layer 2 services can be used in various combinations to achieve different overall
connectivities. There are three major functional styles of layer 2 connectivity, illustrated in
Figures 8.2.2-3 to 8.2.2-5:

- N:1 bridging, where a bridge is used to serve multiple UNI ports from a single access
network interface (ANI) service;

— 1:M mapping, where a mapper is used to serve a single UNI with multiple ANI
connections, based on IEEE 802.1p priorities;

- 1:P filtering, where a bridge with filters is used to serve a single UNI with multiple ANI
connections, based on some VLAN information other than IEEE 802.1p priorities.

Given these three basic possibilities, there are also four more complex combinations as well,
illustrated in Figures 8.2.2-6 to 8.2.2-9. It is strongly encouraged that these applications be utilized
before other, more exotic styles of usage.

Rec. ITU-T G.988 (2017)/Amd.3 (03/2020) 35



36

GEM
interworking

TP
9.24

MAC bridge
port config

data
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MAC bridge N MAC bridge
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P 31013 1,, 1,,
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Figure 8.2.2-3 — lllustration of N:1 bridging

GEM port GEM port
network CTP network CTP

GEM GEM

interworking interworking

TP 9.2.4 TP 9.2.4

Dotl rate .
limiter » mapper service

0.1 | profile .

9.3.18 .3.10
1
1
Y
PPTP
XX
UNI

Figure 8.2.2-4 — Illustration of 1:M mapping

Rec. ITU-T G.988 (2017)/Amd.3 (03/2020)

G.988(12)_F8.2.2-3

(Extended)
VLAN tag

op

9.3.12-13

G.988(12)_F8.2.2-4



GEM port GEM port
network CTP network CTP

GEM
interworking
TP

GEM
interworking
TP

9.24 9.24

MAC bridge MAC bridge
port config port config
data data
9.3.4 9.3.4
VLAN . | VLAN
tagging filter }* N tagging filter
data data
9311 MAC bridge 9311
service
profile
Dotl rate 0.1 1 MAC bridge
limiter port config
1 1 data .
9.3.18 9.3.4 N
l (Extended) 1 1 [ viLAN
VLAN tag tagging filter
op 1 1 data
9.312-13 v 9.3.11
PPTP
XX
UNI
G.988(12)_F8.2.2-5

Figure 8.2.2-5 — Illustration of 1:P filtering
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Figure 8.2.2-6 — Illustration of N:M bridge-mapping
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Figure 8.2.2-7 — lllustration of 1:MP map-filtering
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Figure 8.2.2-8 — Illustration of N:P bridge-filtering
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Figure 8.2.2-9 — Illustration of N:MP bridge-map-filtering

Figure 8.2.2-10 illustrates the use of the multicast IW TP. A bridge is used to multiplex the multiple
ANI-side ports into the single (in this case) UNI-side port. It is essential to have a unicast path in
parallel to the multicast path because the unicast path carries the upstream signalling that is required
for control of multicast transmissions. In most scenarios, a unicast path already exists for other user

communications.

Figure 8.2.2-11 illustrates the downstream broadcast configuration. Figure 8.2.2-12 illustrates
[IEEE 802.1ag] in a MAC bridge model. Figure 8.2.2-13 illustrates [IEEE 802.1ag] in an IEEE

802.1p mapper model.
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Figure 8.2.2-10 — Illustration of a multicast service
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Figure 8.2.2-11 — Illustration of the downstream broadcast configuration
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Figure 8.2.2-12 — lllustration of [IEEE 802.1ag] in a MAC bridge model
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NOTE — If a mapper is associated with the ports of a bridge, the 802.1ag entities should be associated with the bridge and its ports,

rather than with the mapper.

Figure 8.2.2-13 — Illustration of [IEEE 802.1ag] in an IEEE 802.1p mapper model

8.2.3

8.2.4 xDSL service
See Figures 8.2.4-1 and Figure 8.2.4-2.

9.3.20

9.3.19 G.988(12)_F8.2.2-13

This clause is intentionally left blank
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Figure 8.2.4-1 — xDSL
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G.988(12)_F8.2.4-2

NOTE - Individual bearer channels accessible via two MSBs of PPTP ME ID.

Figure 8.2.4-2 — ATM interworking for xDSL
8.2.5

8.2.6 MOoCA service
See Figure 8.2.6-1.

This clause is intentionally left blank
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From layer 2 ME (802.1p
mapper or MAC bridge
port configuration data)

MoCA
interface
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N
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G.988(12)_F8.2.6-1

Figure 8.2.6-1 — Multimedia over Coax Alliance

VolP service
See Figures 8.2.8-1 t0 8.2.8-6.
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This clause is intentionally left blank

Per-UNI MEs
PPTP POTS
UNI
9.9.1
\OIP line i UNI-G
status ~ fo------ S R
9.9.11 i 9.12.1
i
!
1
RTPPM ! Call ctrl
history data - ----—- oo PM history
9.9.13 9.9.12

Figure 8.2.8-1 — IP-path managed SIP VoIP

G.988(12)_F8.2.8-1

NOTE — MEs that require long character strings point to large string MEs. MEs that require a network address point to network

Per-UNI MEs
PPTP POTS
UNI
9.9.1
\VoIP line | UNI-G
status ~ f------- R
9.9.11 E 9.12.1
i
!
RTPPM i Call ctrl
history data b ----—-o PM history
9.9.13 9.9.12

G.988(12)_F8.2.8-2

NOTE — MEs that require long character strings point to large string MEs. MEs that require a network address point to network

Figure 8.2.8-2 — IP path managed ITU-T H.248 VolP
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NOTE — MEs that require long character strings point to large string MEs. MEs that require a network address point to network

address MEs.

Figure 8.2.8-3 — OMCI managed SIP VolP
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G.988(12)_F8.2.8-4

NOTE — MEs that require long character strings point to large string MEs. MEs that require a network address point to network

address MEs.

Figure 8.2.8-4 — OMCI managed ITU-T H.248 VolP
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Figure 8.2.8-5 - Common IP services
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NOTE — ITU-T H.248 connectivity is very similar to this SIP example.

Figure 8.2.8-6 — VVoIP connectivity

8.2.9 Pseudowire service
See Figures 8.2.9-1 to 8.2.9-3.
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Figure 8.2.9-1 — Time division multiplex pseudowire
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Figure 8.2.9-2 — ATM pseudowire
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Figure 8.2.9-3 — Ethernet pseudowire

8.2.10 Mid-span PON reach extenders

The PON RE is modelled as an ONU (the management entity) containing cardholders and circuit
packs whose functions are to extend the reach of one or more PONs. The management ONU of the
PON RE is understood to exist as a member of one of the extended PONSs. See Figures 8.2.10-1 to
8.2.10-5.

PPTP RE
RE UNI ! 0-253] ANI-G

9.14.2 9.14.1
G.988(12)_F8.2.10-1

NOTE — In many cases, the RE ANI-G and PPTP RE UNI are implemented on the same circuit pack. If so, the port-mapping
package can be used to create the hybrid line card.

Figure 8.2.10-1 — Mid-span PON reach extender core (repeater)

RE common RE common
amplifier amplifier
e
e arms 7 arms
. P 9.14.6 . P 9.14.6
RE upstream | 4 0.255 |RE downstream
amplifier »|amplifier
9.143 9.14.4 G.988(12)_F8.2.10-2

NOTE — In many cases, the RE upstream amplifier and RE downstream amplifier are implemented on the same circuit pack. If so,
the port-mapping package can be used to create the hybrid line card.

Figure 8.2.10-2 — Mid-span PON reach extender core (optical amplifier)
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Figure 8.2.10-3 — Mid-span upstream PON reach extender core (hybrid)
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Figure 8.2.10-4 — Mid-span downstream PON reach extender core (hybrid)
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Figure 8.2.10-5 — In-band management for the mid-span PON reach extender

8.2.11 Point-to-point gigabit Ethernet fed ONU
See Figure 8.2.11-1.

PPTP ONU-E
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i
!
ONU data
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G.988(12)_F8.2.11-1

Figure 8.2.11-1 — P2P GbE-fed ONU
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8.2.12 Link aggregation service profile

In the LAG-based channel bonding, traffic to a LAG group goes to multiple GEM ports and
multiple ANI-G interfaces. When the LAG-based channel bonding is employed, multiple MAC

bridge port configuration data MEs point to a link aggregation service profile (LASP) ME.

See Figure 8.2.12-1.
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Figure 8.2.12-1 — Link aggregation

9

This clause defines all ONU MEs of interest to the Recommendations that subscribe to it.
Recognizing the heritage of the OMCI through [ITU-T G.983.2], code points for a number of MEs
are permanently reserved for legacy implementations. In a few cases, MEs defined in earlier
Recommendations have proven to be of little interest. As reserved code points, such MES remain
available for use in new applications, if needed, but their definitions appear only in the original
Recommendations.

MIB description

ME descriptions include:

a) The purpose of the entity.

b) The relationships of the ME with other MEs.

c) The attributes of the entity, an ordered list that specifies both syntax and semantics.
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d) The management operations (actions) that may be performed on the entity. Generic actions
such as create, delete, get, get next, set and get current data are merely listed in the
description of a given ME; details appear in Annex A. Specialized actions are described in
more detail in the ME description itself.

e) The notifications generated by the ME. These may be attribute value changes (AVCs),
alarms or performance monitoring threshold crossing alerts (TCAs). Tables define each of
these three classes as needed for each ME type.

These clauses are organized as follows.

9.1 Equipment management

9.2 ANI management, traffic management
9.3 Layer 2 data services

94 Layer 3 data services

9.5 Ethernet services

9.6 This clause is intentionally left blank
9.7 XDSL services

9.8 Time division multiplex services

9.9 \oice services

9.10  Premises networks

9.11  This clause is intentionally left blank
9.12  General purpose managed entities
9.13  Miscellaneous services

9.14  Mid-span passive optical network reach extender

Attribute access

Some MEs are instantiated by the ONU autonomously. Others are instantiated on explicit request of
the OLT via a create command, and a few ME types may be instantiated in either way, depending
on the ONU architecture or circumstances.

Attributes of an ME that is auto-instantiated by the ONU can be read (R), write (W), or read, write
(R, W).

On the other hand, attributes of a ME that is instantiated by the OLT can be either (R), (W), (R, W),
(R, set-by-create) or (R, W, set-by-create). Where appropriate, this Recommendation specifies a
default value, to be assigned to the attribute on instantiation of the ME.

The following explains each case in more detail:

(R): At instantiation or initialization, the ONU sets the attribute to a default
value or to a value that reflects a current state or measurement. During
continued operation, the ONU may update the value of the attribute to
reflect state or measurement changes. The OLT can only read the value of
the attribute. In the case of an autonomous AVC, the ONU may send an
AVC notification to the OLT.

(W): The OLT can only write the value of this attribute type. An attribute of this
type is typically used to trigger an action in the ONU. Such an attribute
never triggers an AVC notification to the OLT.
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(R, W): On instantiation of the ME, either autonomously or on request of the OLT
via a create action, the ONU sets the attribute to a default value. The OLT
can both read and write the value of the attribute. In the case of an
autonomous AVC, the ONU may send an AVC notification to the OLT.

(R, set-by-create): On instantiation of the ME, by necessity on request of the OLT via a create
action, the ONU sets the attribute to the value specified in the create
command. Subsequently, the OLT cannot change the value of the attribute.
This combination is used mostly for ME IDs, but occasionally for other
attributes that cannot meaningfully change after ME creation.

(RW, set-by-create):On instantiation of the ME, by necessity on request of the OLT via a create
action, the ONU sets the attribute to the value specified in the create
command. Subsequently, the OLT can both read and write the value of the
attribute. In the case of an autonomous AVC, the ONU may send an AVC
notification to the OLT. In a number of cases, it is logically impossible to
change (write) the value of an attribute after the ME has been created.
However, chicken and egg issues can arise when several such MEs point to
each other. Allowing such attributes to be set after creation is intended to
avoid these issues.

Managed entity identifiers

The identifier (ID) of an ME may be a fixed value, stated in its definition. The ME ID may be
specified as 0 when the ME is instantiated automatically and there is only one. The ONU-G ME is a
good example of this class. In other cases, the definition of an ME specifies a rule for the
assignment of an ME ID, such as a slot-port model.

When an ME is created by the OLT, and its ME ID is unconstrained by the ME definition in
clause 9, it is preferred to avoid ME IDs 0 and OXFFFF, which create ambiguity in pointers that may
need to refer to the ME.

Likewise, when an ME is created by the ONU, and its ME ID is free for the ONU to choose, the
ONU should avoid ME IDs 0 and OXFFFF.

Optional pointers

In many cases, populating a pointer attribute may be optional (a prime example being the threshold
data 1/2 1D attribute). When this happens, it is useful to be able to specify a null pointer in the
OMCI. Because the OLT defines the pointers and the MEs to which they point, if the OLT has the
intention to not populate the optional pointer, it can do so by filling in any value that does not
correspond to an ME that exists. The ONU can determine that the pointer points to nothing, and is
therefore null. Both 0 and OxFFFF are often used by convention to designate a null pointer, but
especially the value 0 can sometimes be a valid ME ID, so this convention should be used
judiciously.

Interdependent attribute handling

Some attributes within an ME are interdependent. For example, attribute B may be used to
enable/disable the use of attribute A. In these cases, it is recommended that the OLT provision the
dependent attribute (A) first or in the same set message. If the attributes are provisioned in an order
that causes the use of an unprovisioned attribute with no well-defined default, the OLT cannot
necessarily expect an error indication from the ONU and the correct operation of the ONU cannot
be guaranteed. In most cases, default values are defined in clause 9 to minimize the risk of this
event.
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Notifications

The notifications generated by a ME stem from the following events: alarms, AVCs, TCAs and test
results.

Alarms, TCAs and failures of autonomous self-tests are all reported via alarm messages. The alarm-
reporting message contains a field of 224 bits, which is mapped to as many as 208 specific alarms
by the definition of each ME. The last 16 bits are reserved for vendor-specific alarms and are not to
be standardized. Alarm bits are numbered from 0 upwards. The general schema is illustrated in the
following table, where each ME definition may specify some of the 208 reserved points for its own
alarms. Different ME types can reuse the same code points because the alarm report message
includes the ME type (and instance).

Generic alarm bit assignment

Alarm number Alarm Description
0..207 Reserved
208..223 Vendor-specific alarms Not to be standardized

AVCs are reported via AVC messages. An ME cannot encompass more than 16 attributes, in
addition to its ME ID, and the AVC message contains a bit map of 16 bits that match the attributes
in order, starting with 1. If an ME can generate AVCs, its definition includes an AVC table that
matches attributes with their corresponding bit numbers for easy reference. Attributes that do not
trigger AVC notifications are shown as N/A, while bit positions for non-existent attributes are
shown as reserved.

Test results are reported:

a) via an expected test result message if the test is invoked by a test command from the OLT;
or

b) via an autonomous test result message if a test failure is detected autonomously by the
ONU,; or

C) via an alarm message in the case of autonomous self-test failure in the start-up phase.

Details of these messages and their coding appear in Annex A.

IPv6 address representation

The OMCI management information model was developed in the context of IPv4, which uses
4 byte addresses. IPv6 requires 16 bytes to fully represent an address. It is undesirable to define
completely new MEs for IPv6, and both versions are likely to coexist for some time.

It is observed that 0.0.x.y is not a valid IPv4 address, although 0.0.0.0 may appear occasionally, for
example in Internet group management protocol (IGMP) messages.

This Recommendation specifies that, for any 4 byte attribute defined as an IP address, mask or
gateway, if the value is 0.0.x.y, where x and y are not both 0, then x.y is to be interpreted as a pointer
to a large string ME that represents an IPv6 address. The syntax of the representation is described in
[b-IETF RFC 4291]. When explicitly allowed for an individual attribute, the large string may also
contain a URI.

Usually, large strings are created and deleted by the OLT. For IPv6 address representation, the
ONU may also need to create and delete a large string. To avoid numbering conflicts, it is
recommended that the OLT number large strings from 1 upwards, while the ONU number
auto-created large strings from 65 534 downwards.

MEs whose IP addresses are treated in accordance with this clause include:
. Dot 1X configuration profile;
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. Multicast operations profile, querier IP address attribute. In this attribute, 0.0.0.0 is legal in

IPv4,
. SIP agent config data, SIP domain name server (DNS) address attributes;
. SNMP configuration data.

The mechanism described in this clause is suitable for individual IPv6 address attributes, but it does
not scale well for MEs that contain tables of IP addresses. Each of these MEs has its own definition
of IPv6 treatment. In the future, any new MEs are to be defined with inbuilt IPv6 support.

9.1 Equipment management

An ONU may be physically implemented as a single module (integrated ONU) or as a shelf
containing plug-in field-replaceable units (FRUs). An ONU containing FRUs always instantiates a
cardholder ME for each of its physical slots; a cardholder can then be populated with a circuit pack.
It is recommended that physical slots be numbered from left to right, then from bottom to top.

Because the cardholder ID (slot number) is used in the ME ID of many MEs, an integrated ONU
may also be conveniently modelled with virtual cardholders and virtual circuit (VC) packs. When
an ONU is modelled with virtual cardholders and circuit packs, it makes sense that all ports of a
given VC pack have the same type, e.g., IEEE 802.3 Ethernet.

However, a physical circuit pack may have several port types, e.g., a PON ANI, a video UNI and a
craft port. The port-mapping package provides a flexible way to associate port numbers with a
heterogeneous assortment of ports.

In the same way, the port-mapping package supports an integrated ONU that is modelled without
virtual cardholders. In such an ONU, ME IDs are assigned with the understanding that all MEs exist
in cardholder 0.

9.11 ONU-G

This ME represents the ONU as equipment. The ONU automatically creates an instance of this ME.
It assigns values to read-only attributes according to data within the ONU itself.

This ME has evolved from the ONT-G of [ITU-T G.984.4].

Relationships

In ITU-T GTC based PON applications, all other MEs in this Recommendation are related
directly or indirectly to the ONU-G entity.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. There is
only one instance, number 0. (R) (mandatory) (2 bytes)

Vendor ID: This attribute identifies the vendor of the ONU. It is the same as the four
most significant bytes of the ONU serial number as specified in the
respective transmission convergence (TC) layer specification. (R)
(mandatory) (4 bytes)

Version: This attribute identifies the version of the ONU as defined by the vendor. The
character value 0 indicates that version information is not available or
applicable. (R) (mandatory) (14 bytes)

Serial number: The serial number is unique for each ONU. It is defined in the respective
TC layer specification and contains the vendor ID and version number. The
first four bytes are an ASCIlI-encoded four-letter vendor ID. The second four
bytes are a binary encoded serial number, under the control of the ONU
vendor. (R) (mandatory) (8 bytes)
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Traffic management option: This attribute identifies the upstream traffic management
function implemented in the ONU. There are three options:

0 Priority controlled and flexibly scheduled upstream traffic. The traffic
scheduler and priority queue mechanism are used for upstream traffic.

1 Rate controlled upstream traffic. The maximum upstream traffic of
each individual connection is guaranteed by shaping.

2 Priority and rate controlled. The traffic scheduler and priority queue
mechanism are used for upstream traffic. The maximum upstream
traffic of each individual connection is guaranteed by shaping.

For a further explanation, see Appendix II.

Downstream priority queues are managed via the GEM port network CTP
ME.

Upon ME instantiation, the ONU sets this attribute to the value that describes
its implementation. The OLT must adapt its model to conform to the ONU's
selection. (R) (mandatory) (1 byte)

Deprecated: This attribute is not used. If it is present, it should be set to 0. (R) (optional)
(1 byte)

Battery backup: This Boolean attribute controls whether the ONU performs backup battery
monitoring (assuming it is capable of doing so). False disables battery alarm
monitoring; true enables battery alarm monitoring. (R, W) (mandatory)
(1 byte)

Administrative state: This attribute locks (1) and unlocks (0) the functions performed by
the ONU as an entirety. Administrative state is further described in clause
A.1.6. (R, W) (mandatory) (1 byte)

Operational state: This attribute reports whether the ME is currently capable of performing
its function. Valid values are enabled (0) and disabled (1). (R) (optional)
(1 byte)

ONU survival time: This attribute indicates the minimum guaranteed time in milliseconds
between the loss of external power and the silence of the ONU. This does not
include survival time attributable to a backup battery. The value zero implies
that the actual time is not known. (R) (optional) (1 byte)

Logical ONU ID: This attribute provides a way for the ONU to identify itself. It is a text
string, null terminated if it is shorter than 24 bytes, with a null default value.
The mechanism for creation or modification of this information is beyond the
scope of this Recommendation, but might include, for example, a web page
displayed to a user. (R) (optional) (24 bytes)

Logical password: This attribute provides a way for the ONU to submit authentication
credentials. It is a text string, null terminated if it is shorter than 12 bytes,
with a null default value. The mechanism for creation or modification of this
information is beyond the scope of this Recommendation. (R) (optional)
(12 bytes)

Credentials status: This attribute permits the OLT to signal to the ONU whether its
credentials are valid or not. The behaviour of the ONU is not specified, but
might, for example, include displaying an error screen to the user. (R, W)
(optional) (1 byte)

Values include:
0 Initial state, status indeterminate
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Actions

Successful authentication
Logical ONU ID (LOID) error
Password error

4 Duplicate LOID

Other values are reserved.

wWN -

Extended TC-layer options: This attribute is meaningful in ITU-T G.984 systems only. It

Get, set
Reboot:
Test:

is a bit map that defines whether the ONU supports (1) or does not support
(0) various optional TC-layer capabilities of [ITU-T G.984.3]. Bits are
assigned as follows.

Bit Meaning

1 (LSB) Annex C of [ITU-T G.984.3], PON-ID maintenance.

2 Annex D of [ITU-T G.984.3], PLOAM channel enhancements:

swift_POPUP and Ranging_adjustment messages.
3.16  Reserved

(R) (optional) (2 bytes)

Reboot the ONU.

Test the ONU. The test action can be used either to perform equipment
diagnostics or to measure parameters such as received optical power, video
output level, battery voltage, etc. Test and test result messages are defined in
Annex A.

Synchronize time: This action synchronizes the start time of all PM MEs of the ONU with

Notifications

58

Test result:

the reference time of the OLT. All counters of all PM MEs are cleared to 0
and restarted. Also, the value of the interval end time attribute of the PM
MEs is set to 0 and restarted. See clause 1.4 for further discussion of PM.

NOTE - This function is intended only to establish rough 15 min boundaries for PM

collection. High precision time of day synchronization is a separate function,
supported by the OLT-G ME.

Test results are reported via a test result message if the test is invoked by a
test command from the OLT.

Rec. ITU-T G.988 (2017)/Amd.3 (03/2020)



Attribute value change

Number | Attribute value change Description
1.7 N/A
8 Op state Operational state change
9 N/A
10 LOID Logical ONU ID
11 Lpw Logical password
12..16 | Reserved
Alarm
Alarm Alarm Description
number

0 Equipment alarm Functional failure on an internal interface

1 Powering alarm Loss of external power to battery backup unit. This alarm is
typically derived through an external interface to a battery backup
unit, and indicates that AC is no longer available to maintain
battery charge.

2 Battery missing Battery is provisioned but missing

3 Battery failure Battery is provisioned and present but cannot recharge

4 Battery low Battery is provisioned and present but its voltage is too low

5 Physical intrusion Applies if the ONU supports detection such as door or box open

6 ONU self-test failure ONU has failed autonomous self-test

7 Dying gasp ONU is powering off imminently due to loss of power to the ONU
itself. This alarm may be sent in conjunction with the powering
alarm if the backup unit cannot supply power and the ONU is
shutting down.

8 Temperature yellow No service shutdown at present, but the circuit pack is operating
beyond its recommended range.

9 Temperature red Some services have been shut down to avoid equipment damage.
The operational state of the affected PPTPs indicates the affected
services.

10 Voltage yellow No service shutdown at present, but the line power voltage is
below its recommended minimum. Service restrictions may be in
effect, such as permitting no more than N lines off-hook or ringing
at one time.

11 Voltage red Some services have been shut down to avoid power collapse. The
operational state of the affected PPTPs indicates the affected
services.

12 ONU manual power off | The ONU is shutting down because the subscriber has turned off
its power switch.

13 Inv-Image Software image is invalid (Note)

14 PSE overload yellow Indicates that the ONU is nearing its maximum ability to supply

the known PoE demand of the attached PDs. The thresholds for
declaring and clearing this alarm are vendor-specific.
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Alarm

Alarm

Alarm Description
number
15 PSE overload red Indicates that the ONU is unable to supply all of the POE demand
of the attached PDs and has removed or reduced power to at least
one PD.
16..207
208..223 | Vendor-specific alarms | Not to be standardized

NOTE — The ONU should declare this alarm only outside the software download process.

9.12 ONU2-G

This ME contains additional attributes associated with a PON ONU. The ONU automatically
creates an instance of this ME. Its attributes are populated according to data within the ONU itself.

This ME is the same as the ONT2-G of [ITU-T G.984.4], with extensions.

Relationships

This ME is paired with the ONU-G entity.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. There is

only one instance, number 0. (R) (mandatory) (2 bytes)

Equipment ID: This attribute may be used to identify the specific type of ONU. In some

environments, this attribute may include the common language equipment
identification (CLEI) code. (R) (optional) (20 bytes)

Optical network unit management and control channel (OMCC) version: This attribute

identifies the version of the OMCC protocol being used by the ONU. This
allows the OLT to manage a network with ONUs that support different
OMCC versions. Release levels of [ITU-T G.984.4] are supported with code
points of the form 0x8y and 0x9y, where y is a hexadecimal digit in the range
0..F. Support for continuing revisions of this Recommendation is defined in
the OxAy and OxByY range.

NOTE 1 — The complete list of managed entities supported by an ONU
cannot be derived from the OMCC version attribute. Refer to other
ITU-T G.988 OMCI mechanisms for deriving this information (clause 1.1.1.1
which describes the use of clauses 9.12.9 Managed entity and 9.12.10
Attribute ME for retrieval of ITU-T G.988 supported ME, and clause 1.1.2 for
discovering the ONU hardware and service configuration of the ONU
through MIB uploads.)

NOTE 2 — O0xBz values greater than B5 are reserved to report new
ITU-T G.988 Annex A message versions (relative to ITU-T G.988 (2014)
Amdl).

0x80 ITU-T G.984.4 (06/04)

NOTE — For historical reasons, this code point may also appear in
ONUs that support later versions of [ITU-T G.984.4].

0x81 ITU-T G.984.4 2004 Amd.1 (06/05)
0x82 ITU-T G.984.4 2004 Amd.2 (03/06)
0x83 ITU-T G.984.4 2004 Amd.3 (12/06)
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0x84 ITU-T G.984.4 2008 (02/08)

0x85 ITU-T G.984.4 2008 Amd.1 (06/09)

0x86 ITU-T G.984.4 2008 Amd.2 (2009). Baseline message set
only, without the extended message set option

0x96 ITU-T G.984.4 2008 Amd.2 (2009). Extended message set

option, in addition to the baseline message set.

0xA0 ITU-T G.988 (2010). Baseline message set only, without the
extended message set option

O0xAl ITU-T G.988 Amd.1 (2011). Baseline message set only

0xA2 ITU-T G.988 Amd.2 (2012). Baseline message set only

OxA3 ITU-T G.988 (2012). Baseline message set only

0xBO0 ITU-T G.988 (2010). Baseline and extended message set

0xB1 ITU-T G.988 Amd.1 (2011). Baseline and extended message
set

0xB2 ITU-T G.988 Amd.2 (2012). Baseline and extended message
set

0xB3 ITU-T G.988 (2012). Baseline and extended message set

0xB4 ITU-T G.988 Amd1 (2014) Baseline and extended message
set

0xB5 Do not use

(R) (mandatory) (1 byte)

Vendor product code: This attribute contains a vendor-specific product code for the ONU.
(R) (optional) (2 bytes)

Security capability: This attribute advertises the security capabilities of the ONU. The
following code points are defined:
0 Reserved
1 Advanced encryption standard-128 (AES-128) payload
encryption supported
2..255 Reserved

(R) (mandatory) (1 byte)

Security mode: This attribute specifies the current security mode of the ONU. All secure
GEM ports in an ONU must use the same security mode at any given time.
The following code points are defined:
0 Reserved
1 AES-128 algorithm
2..255 Reserved

Upon ME instantiation, the ONU sets this attribute to 1, AES-128. Attribute
value 1 does not imply that any channels are encrypted; that process is
negotiated at the PLOAM layer. It only signifies that the advanced encryption
standard (AES) with 128 bit keys is the security mode to be used on any
channels that the OLT may choose to encrypt. (R, W) (mandatory) (1 byte)

Total priority queue number: This attribute reports the total number of upstream priority
gueues that are not associated with a circuit pack, but with the ONU in its
entirety. Upon ME instantiation, the ONU sets this attribute to the value that
represents its capabilities. (R) (mandatory) (2 bytes)

Total traffic scheduler number: This attribute reports the total number of traffic schedulers
that are not associated with a circuit pack, but with the ONU in its entirety.
The ONU supports null function, strict priority scheduling and weighted
round robin (WRR) from the priority control and guarantee of minimum rate
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control points of view, respectively. If the ONU has no global traffic
schedulers, this attribute is 0. (R) (mandatory) (1 byte)

Deprecated: This attribute should always be set to 1 by the ONU and ignored by the OLT.
(R) (mandatory) (1 byte)

Total GEM port-ID number: This attribute reports the total number of GEM port-IDs
supported by the ONU. The maximum value is specified in the corresponding
TC recommendations. Upon ME instantiation, the ONU sets this attribute to
the value that represents its capabilities. (R) (optional) (2 bytes)

SysUpTime: This attribute counts 10 ms intervals since the ONU was last initialized. It
rolls over to 0 when full (see [IETF RFC 1213]). (R) (optional) (4 bytes)

Connectivity capability: This attribute indicates the Ethernet connectivity models that the
ONU can support. The value 0 indicates that the capability is not supported; 1
signifies support. The following code points are defined.

Bit Model
1 (LSB) | N:1 bridging, Figure 8.2.2-3
2 1:M mapping, Figure 8.2.2-4
1:P filtering, Figure 8.2.2-5

3

4 N:M bridge-mapping, Figure 8.2.2-6
5 1:MP map-filtering, Figure 8.2.2-7
6

7

N:P bridge-filtering, Figure 8.2.2-8
N:MP bridge-map-filtering, Figure 8.2.2-9
8...16 | Reserved

NOTE 1 - It is not implied that an ONU may not support other connectivity models.
(R) (optional) (2 bytes)

Current connectivity mode: This attribute specifies the Ethernet connectivity model that
the OLT wishes to use. The following code points are defined.

Value Connectivity model
0 No selection (default)

N:1 bridging

1:M mapping

1:P filtering

N:M bridge-mapping

1:MP map-filtering

N:P bridge-filtering

N:MP bridge-map-filtering
8...255 | Reserved

N oo~ W|IN]|EF

NOTE 2 — It is not implied that an ONU supports a given connectivity model only
when that model is explicitly selected by this attribute. The ONU is free to support
additional models at any and all times.

(R, W) (optional) (1 byte)
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Quality of service (QoS) configuration flexibility: This attribute reports whether various

MEs in the ONU are fixed by the ONU's architecture or whether they are
configurable. For backward compatibility, and if the ONU does not support
this attribute, all such attributes are understood to be hard-wired. (R)
(optional) (2 bytes)

Bit Interpretation when bit value =1

1 (LSB) | Priority queue ME: Port field of related port attribute is RW and can
point to any T-CONT or UNI port in the same slot

2 Priority queue ME: The traffic scheduler pointer is permitted to refer to
any other traffic scheduler in the same slot

Traffic scheduler ME: T-CONT pointer is RW

Traffic scheduler ME: Policy attribute is RW

T-CONT ME: Policy attribute is RW

ol |~ |w

Priority queue ME: Priority field of related port attribute is RW

7..16 Reserved

Discussion:

To allow for the possibility that the OLT does not support flexible
configuration, the ONU vendor must assure that the priority queues and
traffic schedulers are configured in a meaningful and useful way by factory
default, and that this default configuration is restored upon ONU
initialization and MIB reset. The specifics of such a configuration are beyond
the scope of this Recommendation.

The ME ID of both the T-CONT and traffic scheduler contains a slot number.
Even when attributes in the above list are RW, it is never permitted to change
the slot number in a reference. That is, configuration flexibility never extends
across slots. It is also not permitted to change the directionality of an
upstream gqueue to downstream or vice versa.

Priority queue scale factor: If this optional attribute is implemented, it specifies the scale

Actions
Get, set

Notifications

factor of several attributes of the priority queue ME of clause 9.2.10. The
default value of this attribute is 1. (R, W) (optional) (2 bytes)

NOTE 3 — Some legacy implementations may take the queue scale factor from the
GEM block length attribute of the ANI-G ME. That option is discouraged in new
implementations.

Attribute value change

Number Attribute value change Description
1 N/A
2 OMCC version OMCC version supported in the ONU
3.11 N/A
12..16 Reserved
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9.1.3 ONU data

This ME models the MIB itself. Clause 1.1.3 explains the use of this ME with respect to MIB
synchronization.

The ONU automatically creates an instance of this ME, and updates the associated attributes
according to data within the ONU itself.

Relationships
One instance of this ME is contained in an ONU.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. There is
only one instance, number 0. (R) (mandatory) (2 bytes)

MIB data sync: This attribute is used to check the alignment of the MIB of the ONU with
the corresponding MIB in the OLT. MIB data sync relies on this attribute,
which is a sequence number that can be checked by the OLT to see if the
MIB snapshots for the OLT and ONU match. Refer to clause 1.1.2.1 for a
detailed description of this attribute. Upon ME instantiation, the ONU sets
this attribute to 0. (R, W) (mandatory) (1 byte)

Actions

Get, set

Get all alarms: Latch a snapshot of the current alarm statuses of all MEs and reset the alarm
message counter.

Get all alarms next: Get the latched alarm status of the next ME(S) within the current
snapshot.

MIB reset:  Reset the MIB data sync attribute to 0 and reset the MIB of the ONU to its
default. The default MIB comprises those MEs that are designated mandatory
in the corresponding Recommendation, along with other auto-created MEs
whose existence is implicit in the architecture or physical configuration of the
ONU.

For G-PON applications, the minimum default MIB comprises one instance
of the ONU-G ME pair, one instance of the ONU data ME, and two instances
of the software image ME.

MIB upload: Latch a snapshot (i.e., copy) of the current MIB. Not every ME or every
attribute is included in an MIB upload. Table attributes are excluded. Only
the control block attributes of PM MEs are uploaded. Other MEs and
attributes, such as the PPTP for the local craft terminal (LCT), are excluded
as documented in their specific definitions.

MIB upload next: Get the latched attribute values of the next ME(s) within the current
snapshot.

Notifications
None.
9.14 Software image

This ME models an executable software image stored in the ONU (documented here as its
fundamental usage). It may also be used to represent an opaque vendor-specific file
(vendor-specific usage).
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Fundamental usage

The ONU automatically creates two instances of this ME upon the creation of each ME that
contains independently manageable software, either the ONU itself or an individual circuit pack. It
populates ME attributes according to data within the ONU or the circuit pack.

Some pluggable equipment may not contain software. Others may contain software that is
intrinsically bound to the ONU's own software image. No software image ME need exist for such
equipment, though it may be convenient for the ONU to create them to support software version
audit from the OLT. In this case, the dependent MEs would support only the get action.

A slot may contain various equipment over its lifetime, and if software image MEs exist, the ONU
must automatically create and delete them as the equipped configuration changes. The identity of
the software image is tied to the cardholder.

When an ONU controller packs are duplicated, each can be expected to contain two software image
MEs, managed through reference to the individual controller packs themselves. When this occurs,
the ONU should not have a global pair of software images MEs (instance 0), since an action
(download, activate, commit) directed to instance 0 would be ambiguous.

Relationships

Two instances of the software image ME are associated with each instance of the ONU or
cardholder whose software is independently managed.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. The first
byte indicates the physical location of the equipment hosting the software
image, either the ONU (0) or a cardholder (1..254). The second byte
distinguishes between the two software image ME instances (0..1). (R)
(mandatory) (2 bytes)

Version: This string attribute identifies the version of the software. (R) (mandatory)
(14 bytes)

Is committed: This attribute indicates whether the associated software image is committed
(1) or uncommitted (0). By definition, the committed software image is
loaded and executed upon reboot of the ONU or circuit pack. During normal
operation, one software image is always committed, while the other is
uncommitted. Under no circumstances are both software images allowed to
be committed at the same time. On the other hand, both software images
could be uncommitted at the same time if both were invalid. Upon ME
instantiation, instance 0 is initialized to committed, while instance 1 is
initialized to uncommitted (i.e., the ONU ships from the factory with image 0
committed). (R) (mandatory) (1 byte)

Is active: This attribute indicates whether the associated software image is active (1) or
inactive (0). By definition, the active software image is one that is currently
loaded and executing in the ONU or circuit pack. Under normal operation,
one software image is always active while the other is inactive. Under no
circumstances are both software images allowed to be active at the same
time. On the other hand, both software images could be inactive at the same
time if both were invalid. (R) (mandatory) (1 byte)

Is valid: This attribute indicates whether the associated software image is valid (1) or
invalid (0). By definition, a software image is valid if it has been verified to
be an executable code image. The verification mechanism is not subject to
standardization; however, it should include at least a data integrity check
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[e.g., a cyclic redundancy check (CRC)] of the entire code image. Upon ME
instantiation or software download completion, the ONU validates the
associated code image and sets this attribute according to the result. (R)
(mandatory) (1 byte)

Product code: This attribute provides a way for a vendor to indicate product code
information on a file. It is a character string, padded with trailing nulls if it is
shorter than 25 bytes. (R) (optional) (25 bytes)

Image hash: This attribute is an MD5 hash of the software image. It is computed at
completion of the end download action. (R) (optional) (16 bytes)

Actions
Get

Software upgrade is described in clause 1.3. All of the following actions are mandatory for ONUs
with remotely manageable software.

Start download: Initiate a software download sequence. This action is valid only for a
software image instance that is neither active nor committed.

Download section: Download a section of a software image. This action is valid only for a
software image instance that is currently being downloaded (image 1 in
state S2, image 0 in state S2").

End download: Signal the completion of a download image sequence, providing both CRC
and version information for final verification. This action is valid only for a
software image instance that is currently being downloaded (image 1 in
state S2, image 0 in state S2").

Activate image: Load/execute a software image. When this action is applied to a software
image that is currently inactive, execution of the current code image is
suspended, the associated software image is loaded from non-volatile
memory, and execution of this new code image is initiated (i.e., the
associated entity reboots on the previously inactive image). When this action
is applied to a software image that is already active, a soft restart is
performed. The software image is not reloaded from non-volatile memory;
the current volatile code image is simply restarted. This action is only valid
for a valid software image.

Commit image: Set the is committed attribute value to 1 for the target software image ME
and set the is committed attribute value to O for the other software image.
This causes the committed software image to be loaded and executed by the
boot code upon subsequent start-ups. This action is only applicable when the
target software image is valid.

Notifications
Attribute value change

Number Attribute value change Description
1 Version
2 Is committed
3 Is active If an autonomous change to this attribute is associated with

an ONU re-boot, the ONU should send the AVC (one for
each primary software image instance) after the re-boot.

4 Is valid
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Attribute value change

Number Attribute value change Description
5 Product code
6 Image hash
7..16 Reserved

NOTE — Older implementations of the OMCI may not support these notifications, which have been
introduced in this version of this Recommendation.

Vendor-specific usage

In this application, the software image ME is flexible, in keeping with the needs of particular
vendors and applications. The distinction between fundamental and vendor-specific usage is that the
ME ID must not be a value that could be used in the fundamental usage application. That is, the
second byte of the ME 1D must be neither 0x00 nor 0x01.

The ONU automatical

ly instantiates as many instances as it is prepared to support.

. In its vendor-specific usage, the attributes of the software image ME are optional.
. The actions are optional.
. Files may or may not exist in versioned pairs (previous revision, next revision).

Relationships

A vendor-specific instance of the software image ME represents an externally visible file on

the ONU. The
Attributes

content and use of the file are not specified.

Managed entity ID: This attribute uniquely identifies each instance of this ME. The first

Version:

Is committed:

Is active:

Is valid:

Product code:

byte indicates the physical location of the equipment hosting the software
image, either the ONU (0) or a cardholder (1..254). The second byte
distinguishes between software image ME instances, and in vendor-specific
usage is required to have neither the value 0x00 nor the value 0x01. To
facilitate discovery by the OLT, it is suggested that the first byte of the ME
ID be 0, and that the second byte be numbered consecutively from 2. (R)
(mandatory) (2 bytes)

If this attribute is supported, its meaning is the same as that of the
fundamental usage application. (R) (optional) (14 bytes)

This attribute indicates whether the associated file is committed (1) or
uncommitted (0). Vendor-specific instances may or may not exist in pairs,
and may or may not support the concept of a commit. (R) (optional) (1 byte)

This attribute indicates whether the associated file is active (1) or inactive
(0). Vendor-specific instances may or may not support the concept of an
active state. (R) (optional) (1 byte)

This attribute indicates whether the associated file is valid (1) or invalid (0).
Vendor-specific instances may or may not include a way to determine their
validity. (R) (optional) (1 byte)

This attribute provides a way for a vendor to indicate product code
information on a file. It is a character string, padded with trailing nulls if it is
shorter than 25 bytes. (R) (optional) (25 bytes)
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Image hash: This attribute is an MD5 hash of the software image. It is computed at
completion of the end download action. (R) (optional) (16 bytes)

Actions

Get

The following actions are available for vendor-specific use, but optional. If the ONU does not
support a given action, it should respond with a command not supported result and reason code.

Start download: Initiate a software download sequence.

Download section: Download a section of a file.

End download: Signal the completion of a file download, providing CRC and version
information for final verification, if supported. This action causes the file to
be stored in the ONU's non-volatile memory.

NOTE - There is no explicit way to delete a file. It is suggested that the ONU
recognize downloading a file of size zero as a delete operation, i.e., a start download
command specifying zero image size, followed by an immediate end download, with
a zero CRC and also specifying zero image size.

Activate image: Effectuate the file, e.g., by loading its contents into ONU hardware. If
appropriate, the hardware or application may be reinitialized.

Commit image: Set the is committed attribute value to 1 for the target file ME, if supported.
The semantics of this operation are vendor-specific; there is no de-commit

Notifications

action.

Attribute value change

Number Attribute value change Description

1 Version

2 Is committed

3 Is active If an autonomous change to this attribute is associated with
an ONU re-boot, the ONU should send the AVC (one for
each primary software image instance) after the re-boot.

4 Is valid

5 Product code

6 Image hash

7..16 Reserved

NOTE - Older implementations of the OMCI may not support these notifications, which have been
introduced in this version of this Recommendation.

9.1.5 Cardholder

The cardholder represents the fixed equipment slot configuration of the ONU. Each cardholder can
contain 0 or 1 circuit packs; the circuit pack models equipment information that can change over the
lifetime of the ONU, e.g., through replacement.

One instance of this ME exists for each physical slot in an ONU that has pluggable circuit packs.
One or more instances of this ME may also exist in an integrated ONU, to represent virtual slots.
Instances of this ME are created automatically by the ONU, and the status attributes are populated

according to data within the ONU itself.
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Slot 0 is intended to be used only in an integrated ONU. If an integrated ONU is modelled with a
universal slot 0, it is recommended that it does not contain additional (non-zero) virtual slots. A
cardholder for virtual slot 0 is recommended.

There is potential for conflict in the semantics of the expected plug-in unit type, the expected port
count and the expected equipment ID, both when the slot is not populated and when a new circuit
pack is inserted. The expected plug-in unit type and the plug-in type mismatch alarm are
mandatory, although plug-and-play/unknown (circuit pack type 255) may be used as a way to
minimize their significance. It is recommended that an ONU deny the provisioning of inconsistent
combinations of expected equipment attributes.

When a circuit pack is plugged into a cardholder or when a cardholder is pre-provisioned to expect
a circuit pack of a given type, it may trigger the ONU to instantiate a number of MEs and update the
values of others, depending on the circuit pack type. The ONU may also delete a variety of other
MEs when a circuit pack is reprovisioned to not expect a circuit pack or to expect a circuit pack of a
different type. These actions are described in the definitions of the various MEs.

Expected equipment ID and expected port count are alternate ways to trigger the same
pre-provisioning effects. These tools may be useful if an ONU is prepared to accept more than one
circuit pack of a given type but with different port counts, or if a circuit pack is a hybrid that
matches none of the types in Table 9.1.5-1, but whose identification (e.g., part number) is known.

Relationships

An ONU may contain zero or more instances of the cardholder, each of which may contain
an instance of the circuit pack ME. The slot ID, real or virtual, is a fundamental
identification mechanism for MEs that bear some relationship to a physical location.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. The ONU
sets the first byte of this 2 byte identifier to:
0 if the ONU contains pluggable equipment modules
1 if the ONU is a single piece of integrated equipment.

The second byte of this identifier is the slot number. In integrated ONUSs, this
byte may be used as a virtual slot or set to 0 to indicate a universal
pseudo-slot.

Slot numbering schemes differ among vendors. It is only required that slot
numbers be unique across the ONU. Up to 254 equipment slots are supported
in the range 1..254 (Note 1). The value 0 is reserved for possible use in an
integrated ONU to indicate a universal pseudo-slot. The value 255 is also
reserved. (R) (mandatory) (2 bytes)

NOTE 1 — Some xDSL MEs use the two MSBs of the slot number for other

purposes. An ONU that supports these services may have slot limitations or
restrictions.

Actual plug-in unit type: This attribute is equal to the type of the circuit pack in the
cardholder, or 0 if the cardholder is empty. When the cardholder is populated,
this attribute is the same as the type attribute of the corresponding circuit
pack ME. Circuit pack types are defined in Table 9.1.5-1. (R) (mandatory)
(1 byte)

The three following attributes permit the OLT to specify its intentions for any future equipped
configuration of a slot. Once some or all of these are set, the ONU can proceed to instantiate circuit
pack and PPTP MEs, along with other predeterminable MEs, and allow the OLT to create related
discretionary MEs, thereby supporting service pre-provisioning.
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Expected plug-in unit type: This attribute provisions the type of circuit pack for the slot.
For type coding, see Table 9.1.5-1. The value 0 means that the cardholder is
not provisioned to contain a circuit pack. The value 255 means that the
cardholder is configured for plug-and-play. Upon ME instantiation, the ONU
sets this attribute to 0. For integrated interfaces, this attribute may be used to
represent the type of interface. (R, W) (mandatory) (1 byte)

Expected port count: This attribute permits the OLT to specify the number of ports it
expects in a circuit pack. Prior to provisioning by the OLT, the ONU
initializes this attribute to 0. (R, W) (optional) (1 byte)

Expected equipment ID: This attribute provisions the specific type of expected circuit
pack. This attribute applies only to ONUs that do not have integrated
interfaces. In some environments, this may contain the expected CLEI code.
Upon ME instantiation, the ONU sets this attribute to all spaces. (R, W)
(optional) (20 bytes)

Actual equipment ID: This attribute identifies the specific type of circuit pack, once it is
installed. This attribute applies only to ONUs that do not have integrated
interfaces. In some environments, this may include the CLEI code. When the
slot is empty or the equipment ID is not known, this attribute should be set to
all spaces. (R) (optional) (20 bytes)

Protection profile pointer: This attribute specifies an equipment protection profile that may
be associated with the cardholder. Its value is the least significant byte of the
ME ID of the equipment protection profile with which it is associated, or O if
equipment protection is not used. (R) (optional) (1 byte)

Invoke protection switch: The OLT may use this attribute to control equipment protection
switching. Code points have the following meaning when set by the OLT:

0 Release protection switch

1 Operate protection switch, protect cardholder unspecified
2 Operate protection switch, use first protect cardholder

3 Operate protection switch, use second protect cardholder

The ONU should deny attempts to switch to an unequipped, defective or
already active protection cardholder.

Upon the get action from the OLT, this attribute should return the current
value of the actual protection configuration. Code points are as defined above;
the value 1 is never returned.

When circuit packs that support a PON interface (IF) function are switched,
the response should be returned on the same PON that received the command.
However, the OLT should also be prepared to accept a response on the
redundant PON. (R, W) (optional) (1 byte)

Alarm-reporting control (ARC): See clause A.1.4.3. (R, W) (optional) (1 byte)
ARC interval: See clause A.1.4.3. (R, W) (optional) (1 byte)

Rec. ITU-T G.988 (2017)/Amd.3 (03/2020)



Actions
Get, set

Notifications

Attribute value change

Number | Attribute value change Description
1 Actual type Actual type of circuit pack in cardholder
2.4 N/A
5 Actual equipment id Actual equipment ID of circuit pack in cardholder
6..7 N/A
ARC ARC timer expiration
N/A
10..16 | Reserved

Alarm (Note 2)

Alarm Alarm Description
number
0 Plug-in circuit pack Configured circuit pack is not present. If this alarm is
missing active, none of the mismatch alarms are declared.
1 Plug-in type mismatch Inserted circuit pack is wrong type
alarm
2 Improper card removal Circuit pack has been removed without being de-
provisioned or administratively locked. This is a redundant
alarm that helps the OLT distinguish between transitions
from state S2 to state S1 (Figure 9.1.5-1) and transitions
from state S4 to state S1. This alarm is sent only when a
transition occurs from state S2 to state S1.
3 Plug-in equipment 1D Inserted circuit pack has the wrong equipment 1D
mismatch alarm
4 Protection switch An autonomous equipment protection switch has occurred.
This notification is reported by the protected cardholder.
5..207 | Reserved
208..223 | Vendor-specific Not to be standardized

NOTE 2 - If no circuit pack is configured or if the cardholder is configured for plug-and-play with no
expected equipment 1D, no alarms are raised. No cardholder alarms are defined for ONUs with integrated

interfaces.

Figure 9.1.5-1 is a state diagram that describes insertion and removal of a particular circuit pack
into/from a cardholder that is provisioned to a specific type or to plug-and-play.

NOTE 3 — The state diagram is not applicable for ONUs with integrated interfaces.
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Figure 9.1.5-1 — Cardholder state diagram

Some of the following circuit pack types are obsolete in current applications. Their code points and
definitions are reserved for backward compatibility, but in the interest of brevity, they are not listed.
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Table 9.1.5-1 — Plug-in unit types

Coding Content Description
0 No LIM Default value
1..12 See [ITU-T G.983.2] Various ATM based UNIs
13 C1.5(DS1) 1.544 Mbit/s local (T-interface) module
14 C2.0 (E1) 2.048 Mbit/s local (T-interface) module
15 C6.3 (J2) 6.312 Mbit/s local (T-interface) module
16 C-DS1/E1 Configurable DS1/E1 module
17 C-DS1/E1/1 Configurable DS1/E1/J1 module
18..21 See [ITU-T G.984.4] Various CES services
22 10BASE-T IEEE 802.3 10BASE-T Ethernet LAN IF
23 100BASE-T IEEE 802.3 100BASE-T Ethernet LAN IF
24 10/100 BASE-T IEEE 802.3 10/100 BASE-T Ethernet LAN IF (Note)
25..27 See [ITU-T G.983.2] Various non-Ethernet LAN technologies
28 C15@J1) 1.544 Mbit/s local (T-interface) module
29..31 See [ITU-T G.984.4] Various ATM interfaces
32 POTS Plain old telephony service
33 ISDN-BRI ISDN basic rate interface (deprecated)
34 Gigabit optical Ethernet Any IEEE 802.3 Gigabit Ethernet optical IF (Note)
35 xDSL xDSL IF
36 SHDSL SHDSL IF
37 VDSL VDSL IF [ITU-T G.993.1]
38 Video service Video module
39 LCT Local craft terminal interface
40 802.11 Wireless interface [IEEE 802.11]
41 XxDSL/POTS Combination xDSL and POTS interfaces
42 VDSL/POTS Combination VDSL [ITU-T G.993.1] and POTS interfaces
43 Common equipment Circuit packs such as removable power supply modules or ONU
controllers
44 Combined video UNI and | Circuit pack that combines both functions
PON interface
45 Mixed services equipment | Circuit pack with several types of ANI or UNI. Suggested for
use with the port-mapping package managed entity.
46 MoCA MoCA
47 10/100/1000BASE-T IEEE 802.3 10/100/1000 BASE-T LAN Ethernet LAN interface
48 VEIP Virtual Ethernet interface point
49 10G GBASE-T Ethernet IEEE 802.3 10G BASE-T Ethernet LAN interface
50 2.5GBASE-T Ethernet IEEE 802.3 2.5GBASE-T Ethernet LAN interface
51 5GBASE-T Ethernet IEEE 802.3 5GBASE-T Ethernet LAN interface
52 25GBASE-T Ethernet IEEE 802.3 25GBASE-T Ethernet LAN interface
53 40GBASE-T Ethernet IEEE 802.3 40GBASE-T Ethernet LAN interface
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Table 9.1.5-1 — Plug-in unit types

Coding Content Description
54 1000BASE-LX IEEE 802.3 1000BASE-L X Ethernet optical onterface
55 1000BASE-SX IEEE 802.3 1000BASE-SX Ethernet optical interface
56 10GBASE-SR IEEE 802.3 10GBASE-SR optical interface
57 10GBASE-LX4 IEEE 802.3 10GBASE-L X4 optical interface
58 10GBASE-LRM IEEE 802.3 10GBASE-LRM optical interface
59 10GBASE-LR IEEE 802.3 10GBASE-LR optical nterface
60 10GBASE-ER IEEE 802.3 10GBASE-ER optical interface
61 10GBASE-SW IEEE 802.3 10GBASE-SW optical interface
62 10GBASE-LW IEEE 802.3 10GBASE-LW optical Interface
63 10GBASE-EW IEEE 802.3 10GBASE-EW optical interface
64 25GBASE-SR IEEE 802.3 25GBASE-SR optical interface
65 40GBASE-SR4 IEEE 802.3 40GBASE-SR optical interface
66 40GBASE-LR4 IEEE 802.3 40GBASE-LR optical interface
67 40GBASE-ER4 IEEE 802.3 40GBASE-ER4 optical interface
68 Multi-Rate-10GBASE-T | Any IEEE 802.3 10GBASE-T with XGMII and GMI|I interface
69 10G Optical Interface Any IEEE 802.3 10G optical interface
70 40G Optical Interface Any IEEE 802.3 40G optical interface
71 G.fast ITU-T G.9701 G.fast
72.191 | Reserved
192..223 | Vendor-specific Reserved for vendor use, not to be standardized
224..229 | Reserved
230 Multi-PON Any ITU-T PON type. This codepoint is applicable to
circuit pack and cardholder ME
231 PtP WDM PON line rate PtP WDM PON interface, the relative nominal line rates see
class 1 Table A.lin Amd.1to [ITU-T G.989.2]
232 PtP WDM PON line rate | PtP WDM PON interface, the relative nominal line rates see
class 2 Table A.1in Amd.1 to [ITU-T G.989.2]
233 PtP WDM PON line rate | PtP WDM PON interface, the relative nominal line rates see
class 3 Table A.lin Amd.1 to [ITU-T G.989.2]
234 TWDM10G2 ITU-T G.989 TWDM-PON interface, 9.95328 G
downstream/2.48832 upstream
235 TWDM10G10 ITU-T G.989 TWDM-PON interface, 9.95328 G
downstream/9.95328 upstream
236 TWDM2G216 ITU-T G.989 TWDM-PON interface, 2.48832 G
downstream/2.48832 G upstream
237 XG-PON10G2488 XG-PON interface, 10G downstream and 2.488G upstream
238 XG-PON10G10 XG-PON interface, 10G downstream and 10G upstream
239 Mid-span PON reach The UNI of a mid-span PON reach extender
extender UNI
240 Mid-span PON reach The ANI of a mid-span PON reach extender

extender ANI
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Table 9.1.5-1 — Plug-in unit types

Coding Content Description
241 Mid-span PON reach Upstream optical amplifier 1 270 nm or 1 310 nm
extender upstream optical
amplifier
242 Mid-span PON 2488/1244 | 2488/1244 1 490 nm downstream optical amplifier with no
reach extender corresponding RE ANI-G
downstream optical
amplifier
243..247 | See [ITU-T G.984.4] G-PON interfaces of diverse rates
248 GPON24881244 GPON interface, 2 488 Mbit/s downstream and 1 244 Mbit/s
upstream
249..254 | See [ITU-T G.983.2] and | G-PON and B-PON (broadband passive optical network)
[ITU-T G.984.4] interfaces of diverse rates
255 Plug-and-play/Unknown Plug-and-play (for the cardholder managed entity only).
Unrecognized module (for the circuit pack managed entity
only)

9.1.6 Circuit pack

This ME models a real or virtual circuit pack that is equipped in a real or virtual ONU slot. For
ONUs with integrated interfaces, this ME may be used to distinguish available types of interfaces
(the port-mapping package is another way).

For ONUs with integrated interfaces, the ONU automatically creates an instance of this ME for
each instance of the virtual cardholder ME. The ONU also creates an instance of this ME when the
OLT provisions the cardholder to expect a circuit pack, i.e., when the OLT sets the expected plug-in
unit type or equipment ID of the cardholder to a circuit pack type, as defined in Table 9.1.5-1. The
ONU also creates an instance of this ME when a circuit pack is installed in a cardholder whose
expected plug-in unit type is 255 = plug-and-play, and whose equipment ID is not provisioned.
Finally, when the cardholder is provisioned for plug-and-play, an instance of this ME can be created
at the request of the OLT.

The ONU deletes an instance of this ME when the OLT de-provisions the circuit pack (i.e., when
the OLT sets the expected plug-in unit type or equipment ID of the cardholder to 0 = no LIM). The
ONU also deletes an instance of this ME on request of the OLT if the expected plug-in unit type
attribute of the corresponding cardholder is equal to 255, plug-and-play, and the expected
equipment ID is blank (a string of all spaces). ONUs with integrated interfaces do not delete circuit
pack instances.

NOTE — Creation and deletion by the OLT is retained for backward compatibility.
Relationships
An instance of this ME is contained by an instance of the cardholder ME.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. Its value is
the same as that of the cardholder ME containing this circuit pack instance.
(R, set-by-create if applicable) (mandatory) (2 bytes)

Type: This attribute identifies the circuit pack type. This attribute is a code as
defined in Table 9.1.5-1. The value 255 means unknown or undefined, i.e.,
the inserted circuit pack is not recognized by the ONU or is not mapped to an
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entry in Table 9.1.5-1. In the latter case, the equipment ID attribute may
contain inventory information. Upon autonomous ME instantiation, the ONU
sets this attribute to O or to the type of the circuit pack that is physically
present. (R, set-by-create if applicable) (mandatory) (1 byte)

Number of ports: This attribute is the number of access ports on the circuit pack. If the
port-mapping package is supported for this circuit pack, this attribute should
be set to the total number of ports of all types. (R) (optional) (1 byte)

Serial number: The serial number is expected to be unique for each circuit pack, at least
within the scope of the given vendor. Note that the serial number may contain
the vendor ID or version number. For integrated ONUS, this value is identical
to the value of the serial number attribute of the ONU-G ME. Upon creation
in the absence of a physical circuit pack, this attribute comprises all spaces.
(R) (mandatory) (8 bytes)

Version: This attribute is a string that identifies the version of the circuit pack as
defined by the vendor. The value 0 indicates that version information is not
available or applicable. For integrated ONUSs, this value is identical to the
value of the version attribute of the ONU-G ME. Upon creation in the
absence of a physical circuit pack, this attribute comprises all spaces. (R)
(mandatory) (14 bytes)

Vendor ID: This attribute identifies the vendor of the circuit pack. For ONUs with
integrated interfaces, this value is identical to the value of the vendor ID
attribute of the ONU-G ME. Upon creation in the absence of a physical
circuit pack, this attribute comprises all spaces. (R) (optional) (4 bytes)

Administrative state: This attribute locks (1) and unlocks (0) the functions performed by
this ME. Administrative state is further described in clause A.1.6. (R, W)
(mandatory) (1 byte)

Operational state: This attribute indicates whether the circuit pack is capable of performing
its function. Valid values are enabled (0), disabled (1) and unknown (2).
Pending completion of initialization and self-test on an installed circuit pack,
the ONU sets this attribute to 2. (R) (optional) (1 byte)

Bridged or IP ind: This attribute specifies whether an Ethernet interface is bridged or
derived from an IP router function.
0 Bridged
1 IP router
2 Both bridged and IP router functions

(R, W) (optional, only applicable for circuit packs with Ethernet interfaces)
(1 byte)

Equipment ID: This attribute may be used to identify the vendor's specific type of circuit
pack. In some environments, this attribute may include the CLEI code. Upon
ME instantiation, the ONU sets this attribute to all spaces or to the equipment
ID of the circuit pack that is physically present. (R) (optional) (20 bytes)

Card configuration: This attribute selects the appropriate configuration of configurable
circuit packs. Table 9.1.5-1 specifies two configurable card types: C-DS1/E1
(code 16), and C-DS1/E1/J1 (code 17). Values are indicated below for the
allowed card types and configurations.
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Actions

Card Type Configuration Value

C-DS1/E1 DS1 0
El 1

C-DS1/E1/1 DS1 0
El 1

J1 2

Upon autonomous instantiation, this attribute is set to 0. (R, W, set-by-create
if applicable) (mandatory for configurable circuit packs) (1 byte)

Total T-CONT buffer number: This attribute reports the total number of T-CONT buffers
associated with the circuit pack. Upon ME instantiation, the ONU sets this
attribute to 0 or to the value supported by the physical circuit pack. (R)
(mandatory for circuit packs that provide a traffic scheduler function)
(1 byte)

Total priority queue number: This value reports the total number of priority queues
associated with the circuit pack. Upon ME instantiation, the ONU sets the
attribute to 0 or to the value supported by the physical circuit pack. (R)
(mandatory for circuit packs that provide a traffic scheduler function)
(1 byte)

Total traffic scheduler number: This value reports the total number of traffic schedulers
associated with the circuit pack. The ONU supports null function, strict
priority scheduling and WRR from the priority control, and guarantee of
minimum rate control points of view. If the circuit pack has no traffic
scheduler, this attribute should be absent or have the value 0. Upon ME
instantiation, the ONU sets the attribute to O or to the value supported by the
physical circuit pack. (R) (mandatory for circuit packs that provide a traffic
scheduler function) (1 byte)

Power shed override: This attribute allows ports to be excluded from the power shed
control defined in clause 9.1.7. It is a bit mask that takes port 1 as the MSB; a
bit value of 1 marks the corresponding port to override the power shed timer.
For hardware that cannot shed power per port, this attribute is a slot override
rather than a port override, with any non-zero port value causing the entire
circuit pack to override power shedding. (R, W) (optional) (4 bytes)

Get, set
Create, delete: Optional, only when plug-and-play is supported.
Reboot: Reboot the circuit pack.

Test: Test the circuit pack (optional). The test action may be used either to perform
equipment diagnostics or to measure parameters, such as received optical
power, video output level and battery voltage. Test and test result messages
are defined in Annex A.
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Notifications
Attribute value change

Number Attribute value change Description
1.6 N/A
7 Op state Operational state change
8..14 N/A
15..16 Reserved

Alarm
Alarm Alarm Description
number

0 Equipment alarm A failure on an internal interface or failed self-test

1 Powering alarm Fuse failure or failure of DC/DC converter

2 Self-test failure Failure of circuit pack autonomous self-test

3 Laser end of life Failure of transmit laser imminent

4 Temperature yellow No service shutdown at present, but the circuit pack is
operating beyond its recommended range.

5 Temperature red Service has been shut down to avoid equipment damage.
The operational state of the affected PPTPs indicates the
affected services.

6..207 Reserved
208..223 | Vendor-specific alarms Not to be standardized

9.1.7 ONU power shedding

This ME models the ONU's ability to shed services when the ONU goes into battery operation
mode after AC power failure. Shedding classes are defined in the following table, which may span
multiple circuit pack types. This feature works in conjunction with the power shed override attribute
of the circuit pack ME, which can selectively prevent power shedding of priority ports.

An ONU that supports power shedding automatically creates an instance of this ME.

The following table defines the binding of shedding class and PPTP type. The coding is taken from
Table 9.1.5-1. In the case of hybrid circuit pack types, multiple shedding classes may affect a circuit
pack if the hardware is capable of partial power shedding.

An ONU may choose to model its ports with the port-mapping package of clause 9.1.8, rather than
with real or virtual circuit packs. In this case, power shedding pertains to individual PPTPs (listed in
column 2 of the table).
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Shedding class PPTP type Coding Content
ATM ATM PPTP 1..12 | Various ATM UNIs
CES CES PPTP 13 C1.5(DS1)
14 C2.0 (E1)
15 C6.3 (J2)
16 C-DS1/E1
17 C-DS1/E1/1
Data Ethernet PPTP 22 10BASE-T
23 100BASE-T
24 10/100 BASE-T
Frame Unspecified 25..27 | Non-Ethernet LANs
CES CES PPTP 28 C1.5(J1)
Sdh-sonet Sdh-sonet 29..31 | ATM sdh-sonet interfaces
Voice POTS PPTP 32 POTS
ISDN PPTP 33 ISDN BRI (deprecated)
Data Ethernet PPTP 34 Gigabit optical Ethernet
DSL xDSL PPTP 35 xDSL
SHDSL 36 SHDSL
VDSL PPTP 37 ITU-T G.993.1 VDSL
N/A Video UNI 38 Radio frequency (RF) video
service
N/A LCT PPTP 39 Local craft terminal
Data IEEE 802.11 40 Wireless
PPTP
Voice (DSL may also apply) | xXDSL + POTS 41 XDSL/POTS
VDSL + POTS 42 ITU-T G.993.1 VDSL/POTS
N/A Unspecified 43 Common equipment
Unspecified 44 Combined video, PON
Unspecified 45 Mixed services (Power shedding
based on port type)
Data MoCA PPTP 46 MoCA
Data Ethernet PPTP 47 10/100/1000 BASE-T
49 10G Ethernet
N/A PON PPTP 237..238 | XG-PON ANIs
Video overlay Video ANI PPTP
Video return Video RPD

Relationships
One instance of this ME is associated with the ONU ME.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. There is
only one instance, number 0. (R) (mandatory) (2 bytes)
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Restore power timer reset interval: The time delay, in seconds, before resetting the
power-shedding timers after full power restoration. Upon ME instantiation,
the ONU sets this attribute to 0. (R, W) (mandatory) (2 bytes)

For each class of service (CoS), an interval attribute is defined below. The value O disables power
shedding, while the value 1 enables immediate power shedding, i.e., as soon as AC power fails.
Other values specify the time, in seconds, to keep the service active after AC failure before shutting
them down and shedding power. Upon ME instantiation, the ONU sets each of the interval
attributes to 0.

Data class shedding interval: (R, W) (mandatory) (2 bytes)

Voice class shedding interval: This attribute only pertains to voice services that terminate
on the ONU and are under the management control of the OMCI.
(R, W) (mandatory) (2 bytes)

Video overlay class shedding interval: (R, W) (mandatory) (2 bytes)
Video return class shedding interval: (R, W) (mandatory) (2 bytes)
Digital subscriber line (DSL) class shedding interval: (R, W) (mandatory) (2 bytes)

ATM class shedding interval: (R, W) (mandatory) (2 bytes)
CES class shedding interval: (R, W) (mandatory) (2 bytes)
Frame class shedding interval: (R, W) (mandatory) (2 bytes)
Sdh-sonet class shedding interval: (R, W) (mandatory) (2 bytes)

Shedding status: Binary indication of power-shedding status for each shedding class. If this
2 byte field is depicted Ob ABCD EFGH IJKL MNOP, its bits are assigned as

follows-
A Data class
B Voice class
C Video overlay class
D Video return class
E DSL class
F ATM class
G CES class
H Frame class
I

Sdh-sonet class
J.P Reserved and setto 0

The ONU sets each bit to 1 when power shedding is active, and clears it to 0
when the service is restored. (R) (optional) (2 bytes)

Actions

Get, set

Notifications
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Attribute value change

Number Attribute value change Description
1..10 N/A
11 Shedding status State change of a shedding function
12..16 Reserved
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9.1.8 Port-mapping package
NOTE — In [ITU-T G.984.4], this ME is called a port-mapping package-G.

This ME provides a way to map a heterogeneous set of PPTPs (ports) to a parent equipment, which
may be a cardholder or the ONU itself. It could be useful, for example, if a single plug-in circuit
pack contained a PON ANI as port 1, a video UNI as port 2, and a craft UNI as port 3. Another
application of the port-mapping package is the case where more than one UNI or ANI ME is
associated with a single physical port, for example, the RE ANI and downstream amplifier. This
ME also provides an option for an integrated ONU to represent its ports without the use of virtual
cardholders and VC packs.

If the port-mapping package is supported for the ONU as a whole, it is automatically created by the
ONU. If the port-mapping package is supported for plug-in circuit packs, it is created and destroyed
by the ONU when the corresponding circuit pack is installed or pre-provisioned in a cardholder.

The port list attributes specify ports 1..64 sequentially. Each port list is a sequence of ME types, as
defined in Table 11.2.4-1. These ME type codes define what kind of PPTP or ANI corresponds to
the specific port number. For example, for a circuit pack with 4 POTS ports, 2 xDSL ports, and 1
video UNI port, numbered sequentially in that order, the attributes would be coded:

Max ports: 7
Portlist1 53,53, 53, 53, 98, 98, 82,0
Port list 2.8 All zero
Relationships
A port-mapping package may be contained by an ONU-G or a cardholder.
Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. Through an
identical 1D, this ME is implicitly linked to an instance of the ONU-G or
cardholder. (R) (mandatory) (2 bytes)

Max ports:  This attribute indicates the largest port number contained in the port list
attributes. Ports are numbered from 1 to this maximum, possibly with
embedded O entries, but no port may exist beyond the maximum. (R)
(mandatory) (1 byte)

Each of the following attributes is a list of 8 ports, in increasing port number sequence. Each list
entry is a 2 byte field containing the ME type of the UNI or ANI corresponding to the port number.
ME types are defined in Table 11.2.4-1. Placeholders for non-existent port numbers are indicated
with the value 0.

Portlist1: (R) (mandatory) (16 bytes)
Portlist2:  (R) (optional) (16 bytes)
Portlist 3:  (R) (optional) (16 bytes)
Portlist4: (R) (optional) (16 bytes)
Portlist5:  (R) (optional) (16 bytes)
Portlist6:  (R) (optional) (16 bytes)
Portlist 7. (R) (optional) (16 bytes)
Portlist8:  (R) (optional) (16 bytes)
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Combined port table: This attribute permits the implicit linking of multiple port-level MEs
to a single physical port. For example, a single physical port may be linked to
both an RE ANI-G and an RE downstream amplifier, as illustrated in
Figure 8.2.10-4. The combination of RE ANI-G and RE downstream
amplifier cannot be directly represented in the port list attributes.

Each row of the combined port table comprises the following fields.

Size,

Field name bytes

Description

Physical port 1 Duplicates are allowed.

The corresponding physical port in the port list
attribute should be 0.

Equipment type 1 2 ME type 1, from Table 11.2.4-1. The first
equipment type in the list is understood to be the
master (in the first row of the table, in the case
of duplicate physical ports). The administrative
state, operational state and ARC attributes of the
master override the corresponding attributes of
secondary MEs.

2 ... secondary MEs that share the physical port

Equipment type 12 2 Secondary ME type 12

As many as 12 ME types can be associated with a given physical port, and
even more by duplicating the physical port field. (R) (optional) (N rows
* 25 bytes)

Actions

Get, get next
Notifications

None.

9.1.9 Equipment extension package

This ME supports optional extensions to circuit pack MEs. If the circuit pack supports these
features, the ONU creates and deletes this ME along with its associated real or virtual circuit pack.

Relationships
An equipment extension package may be contained by an ONU-G or cardholder.
Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. Through an
identical 1D, this ME is implicitly linked to an instance of the ONU-G or
cardholder. (R) (mandatory) (2 bytes)

Environmental sense: This attribute provisions an ONU that supports external sense points,
e.g., physical security detectors at an enclosure. Each pair of bits is defined as
follows.

00 Sense point disabled (default)

01 Report contact closure

10 Report contact open

11 Sense point disabled (same as 00)
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If the byte is represented in binary as 0B hhgg ffee ddcc bbaa, bits hh
correspond to sense point 1, while bits aa correspond to sense point 8. (R, W)
(optional) (2 bytes)

NOTE — Some specific sense point applications are already defined on the ONU-G

ME. It is the vendor's choice how to configure and report sense points that appear
both generically and specifically.

Contact closure output: This attribute provisions an ONU that supports external contact

closure outputs, e.g., sump pump or air conditioner activation at an ONU
enclosure. A contact point is said to be released when it is not energized.
Whether this corresponds to an open or a closed electrical circuit depends on
the ONU's wiring options. Upon ONU initialization, all contact points should
go to the released state.

If the byte is represented in binary as 0B hhgg ffee ddcc bbaa, bits hh
correspond to contact output point 1, while bits aa correspond to contact
output point 8.

On write, the bits of this attribute have the following meaning.
0x No change to contact output point state
10 Release contact output point
11 Operate contact output point

On read, the left bit in each pair should be set to 0 at the ONU and ignored at
the OLT. The right bit indicates a released output point with 0 and an
operated contact point with 1. (R, W) (optional) (2 bytes)

Actions
Get, set
Notifications
Alarm
Alarm Alarm Description
number
0 Reserved
1 Sense point 1 Environmental sense point 1 active
2 Sense point 2 Environmental sense point 2 active
3 Sense point 3 Environmental sense point 3 active
4 Sense point 4 Environmental sense point 4 active
5 Sense point 5 Environmental sense point 5 active
6 Sense point 6 Environmental sense point 6 active
7 Sense point 7 Environmental sense point 7 active
8 Sense point 8 Environmental sense point 8 active
9..207 Reserved
208..223 Vendor-specific alarms Not to be standardized

9.1.10 Protection data

This ME models the capability and parameters of PON protection. An ONU that supports PON
protection automatically creates one instance of this ME. A chassis-based RE could have the
capability of protecting a number of PONSs, possibly by way of circuit packs configured in arbitrary
(rather than predefined) slots. Protection data MEs in a multi-PON RE may therefore be auto-
created or created by the OLT, depending on the RE's architecture, and the ANI-G pointers may be

Rec. ITU-T G.988 (2017)/Amd.3 (03/2020) 83




either populated by the ONU itself (read-only) or configured by the OLT (RWSC). Likewise, the
nature of protection may be set read-only by the ONU's architecture or may be settable by the OLT.

NOTE 1 - Equipment protection is modelled with the equipment protection profile and cardholder MEs.

NOTE 2 — For ONUs that implement RE functions, this ME can be used to describe OMCI protection, RE
interface R'/S' protection, or both. For R'/S' protection, the protection type must be 1:1 without extra traffic,
because the switching is done on a link-by-link basis, and the protection link is in cold standby mode. The
instance that pertains to OMCI protection has ME 1D = 0.

Relationships

One instance of this ME is associated with two instances of the ANI-G, RE ANI-G or RE
upstream amplifier. One of the ANI MEs represents the working side; the other represents
the protection side.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. If there is
more than one protection data ME, they are numbered in ascending order
from 0. (R, set-by-create if applicable) (mandatory) (2 bytes)

Working ANI-G pointer: This attribute points to the ANI-G, RE ANI-G or RE upstream
amplifier ME that represents the working side of a protected PON. (R, W if
applicable, set-by-create if applicable) (mandatory) (2 bytes)

NOTE 3 — It is possible, and indeed likely, that an ANI-G will have the same ME 1D
as the RE ANI-G or even the RE upstream amplifier that supports its physical PON
interface. The ANI-G represents the embedded ONU that terminates the OMCC.
Since it is not expected that protection of management communications will be

implemented independently from protection of the optical layer, the ambiguity is not
expected to cause a problem.

Protection ANI-G pointer: This attribute points to the ANI-G, RE ANI-G or RE upstream
amplifier ME that represents the protection side of a protected PON. (R, W if
applicable, set-by-create if applicable) (mandatory) (2 bytes)

Protection type: This attribute indicates the type of PON protection. Valid values are:
0 1+1 protection
1 1:1 protection without extra traffic
2 1:1 protection with ability to support extra traffic

(R, W if applicable, set-by-create if applicable) (mandatory) (1 byte)

Revertive ind: This attribute indicates whether protection is revertive (1) or non-revertive
(0). (R, W if applicable, set-by-create if applicable) (mandatory) (1 byte)

Wait to restore time: This attribute specifies the time, in seconds, to wait after a fault clears
before switching back to the working path. Upon ME instantiation, the ONU
sets this attribute to 3 s. (RWSC if applicable) (mandatory) (2 bytes)

Switching guard time: This attribute specifies the time, in milliseconds, to wait after the
detection of a fault before performing a protection switch. Specification of a
default value for this attribute is outside the scope of this Recommendation,
as it is normally handled through supplier-operator negotiations. (RWSC if
applicable) (optional) (2 bytes)

Actions
Get, set
If applicable: create, delete
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Notifications
None.

9.1.11 Equipment protection profile

This ME supports equipment protection. There can be as many as two protection slots protecting as
many as eight working slots. Each of the working and protect cardholder MEs should refer to the
equipment protection profile that defines its protection group. Instances of this ME are created and
deleted by the OLT.

An ONU should deny pre-provisioning that would create impossible protection groupings because
of slot or equipment incompatibilities. In the same way, the ONU should deny creation or addition
to protection groups that cannot be supported by the current equipped configuration. Even so, an
inconsistent card type alarm is defined, for example, to cover the case of a plug-and-play circuit
pack installed in a protection group cardholder that cannot support it.

Relationships

An instance of this object points to the working and protect cardholders, which in turn point
back to this ME.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. The first
byte is 0. The second byte is assigned by the OLT, and must be unique and
non-zero. (R, set-by-create) (mandatory) (2 bytes)

Protect slot 1, Protect slot 2:This pair of attributes describes the protecting cardholder
entities in an equipment protection group. There can be one or two protecting
entities.

0 Undefined entry (default), a place-holder if there are fewer than
two protecting entities in the protection group.
1..254  Slot number of the protecting circuit pack.

(RWSC) (protect slot 1 mandatory, protect slot 2 optional) (1 byte * 2
attributes)

Working slot 1, Working slot 2, Working slot 3, Working slot 4, Working slot 5,
Working slot 6, Working slot 7, Working slot 8: This group of attributes
describes the working cardholder entities in an equipment protection group.
There can be up to eight working entities.

0 Undefined entry (default), a place-holder if there are fewer than
eight working entities in the protection group.
1..254  Slot number of the working circuit pack.

(RWSC) (working slot 1 mandatory, other working slots optional) (1 byte * 8
attributes)

Protect status 1, Protect status 2: This pair of attributes indicates whether each protection
cardholder is currently protecting another cardholder, and if so, which one.

0 Not protecting any other cardholder.
1..254  Slot number of the working cardholder currently being protected
by this ME.

(R) (mandatory) (1 byte * 2 attributes)

Revertive ind: This attribute specifies whether equipment protection is revertive. The
default value O indicates revertive switching; any other value indicates non-
revertive switching. (RWSC) (optional) (1 byte)
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Wait to restore time: This attribute specifies the time, in minutes, during which a working
equipment must be free of error before a revertive switch occurs. It defaults
to 0. (RWSC) (optional) (1 byte)

Actions
Create, delete, get, set

Notifications

Alarm
Alarm Alarm Description
number
0 Inconsistent card type The expected or actual circuit pack type in a slot is incapable

of participating in the equipment protection group, either
because it is not subject to equipment protection or because
its type or equipment ID differs from that previously defined
for the other cardholders of the group. When possible, the
ONU should deny provisioning attempts that would create
incompatibilities, for example, in the case of plug-and-play,
it may not be possible to forestall the inconsistency.

1..207 Reserved

208..223 | Vendor-specific alarms | Not to be standardized

9.1.12 ONU remote debug

This ME is used to send vendor-specific debug commands to the ONU and receive vendor-specific
replies back for processing on the OLT. This allows for the remote debugging of an ONU that may
not be accessible by other means. The command format may have two modes, one being text and
the other free format. In text format, both the command and reply are ASCII strings, but are
otherwise unconstrained. In free format, the content and format of command and reply are vendor-
specific.

An ONU that supports remote debugging automatically creates an instance of this ME. It is not
reported during an MIB upload.

Relationships
One instance of this ME is associated with the ONU ME.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. There is
only one instance, number 0. (R) (mandatory) (2 bytes)

Command format: This attribute defines the format of the command and reply attributes.
The value 0 defines ASCII string format, while 1 specifies free format. (R)
(mandatory) (1 byte)

Command: This attribute is used to send a command to the ONU. The format of the
command is defined by the command format. If the format is ASCII string,
the command should be null terminated unless the string is exactly 25 bytes
long. The action of setting this attribute should trigger the ONU to discard
any previous command reply information and execute the current debugging
command. (W) (mandatory) (25 bytes)

Reply table: This attribute is used to pass reply information back to the OLT. Its format is
defined by the command format attribute. The get, get next action sequence
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must be used with this attribute, since its size is unspecified. (R) (mandatory)
(N bytes)

Actions
Get, get next, set

Notifications
None.

9.1.13 ONU-E

This ME represents a point-to-point gigabit Ethernet-fed ONU as equipment, as defined in
[ITU-T G.986]. The ONU automatically creates an instance of this ME. It assigns values to read-
only attributes according to data within the ONU itself.

Relationships

In ITU-T G.986 applications, all other MEs in this Recommendation are related directly or
indirectly to the ONU-E entity.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. There is
only one instance, number 0. (R) (mandatory) (R) (mandatory) (2 bytes)

Vendor ID: This attribute identifies the vendor of the ONU. Both the code set for the
vendor_ID specified in [ATIS-0300220] and organizationally unique
identifier (OUI) specified in clause 9 of [IEEE 802] may be applied to this
attribute.

When the code set for the vendor_ID specified in [ATIS-0300220] is applied
to this attribute, the four characters are mapped into the 4 byte field by
concatenating the ASCII/ANSI character codes.

When the OUI is applied to this attribute, the three characters are mapped
into the 4 byte field with OxFF assigned to the first octet.

(R) (mandatory) (4 bytes)

Content
Octet
Vendor_ID in [ATIS-0300220] OUl in [IEEE 802]
1 First byte of Vendor_ID OxFF
2 Second byte of Vendor_ID First byte of OUI
3 Third byte of Vendor_ID Second byte of OUI
4 Fourth byte of Vendor_ID Third byte of OUI
Version: This attribute identifies the version of the ONU as defined by the vendor. The

character value "0" indicates that version information is not available or
applicable. (R) (mandatory) (14 bytes)

Serial number: The serial number is unique for each ONU. It is defined by the vendor. The
character value "0" indicates that serial number information is not available
or applicable. (R) (mandatory) (8 bytes)

Actions
Get
Reboot: Reboot the ONU
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Notifications

Alarm
Alarm Alarm Description
number
0 Equipment alarm Functional failure on an internal interface
1..207 Reserved
208..223 | Vendor-specific Not to be standardized
alarms

9.1.14 ONU dynamic power management control

This ME models the ONU's ability to enter power conservation modes in cooperation with the OLT
in an ITU-T G.987 system. [ITU-T G.987.3] originally specified two alternative modes, doze and
cyclic sleep. The subsequent revision of [ITU-T G.987.3] simplified the specification providing a
single power conservation mode, watchful sleep.

An ONU that supports power conservation modes automatically creates an instance of this ME.

Relationships
One instance of this ME is associated with the ONU ME.

Attributes
Managed entity ID: This attribute uniquely identifies each instance of this ME. There is
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only one instance, number 0. (R) (mandatory) (2 bytes)

Power reduction management capability: This attribute declares the ONU's support for

managed power conservation modes, as defined in [ITU-T G.987.3]. It is a
bit map in which the bit value 0 indicates no support for the specified mode,
while the bit value 1 indicates that the ONU does support the specified mode.
(R) (mandatory) (1 byte)

Codepoints are assigned as follows:
Value Meaning

0 No support for power reduction

1 Doze mode supported

2 Cyclic sleep mode supported

3 Both doze and cyclic sleep modes supported
4 Watchful sleep mode supported

5..255 Reserved

Power reduction management mode: This attribute enables one or more of the ONU's

Itransinit:

managed power conservation modes. It is a bit map in which the bit value 0
disables the mode, while the value 1 enables the mode. Bit assignments are
the same as those of the power reduction management capability attribute.
The default value of each bit is 0. (R, W) (mandatory) (1 byte)

This attribute is the ONU vendor's statement of the complete transceiver
initialization time: the worst-case time required for the ONU to regain full
functionality when leaving the asleep state in cyclic sleep mode or low-power
state in watchful sleep mode (i.e., turning on both the receiver and the
transmitter and acquiring synchronization to the downstream flow), measured
in units of 125 ps frames. The value zero indicates that the sleeping ONU can
respond to a bandwidth grant without delay. (R) (mandatory) (2 bytes)
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Itxinit: This attribute is the ONU vendor's statement of the transmitter initialization
time: the time required for the ONU to regain full functionality when leaving
the listen state (i.e., turning on the transmitter), measured in units of 125 ps
frames. The value zero indicates that the dozing ONU can respond to a
bandwidth grant without delay. If watchful sleep is enabled, the ONU ignores
this attribute. (R) (mandatory) (2 bytes)

Maximum sleep interval: The Isleep/llowpower attribute specifies the maximum time the
ONU spends in its asleep, listen, or low-power states, as a count of 125 s
frames. Local or remote events may truncate the ONU's sojourn in these
states. The default value of this attribute is 0. (R, W) (mandatory) (4 bytes)

Maximum receiver-off interval: The Irxoff attribute specifies the maximum time the OLT
can afford to wait from the moment it decides to wake up an ONU in the low-
power state of the watchful sleep mode until the ONU is fully operational,
specified as a count of 125 ps frames. (R, W) (mandatory) (4 bytes)

Minimum aware interval: The laware attribute specifies the time the ONU spends in its
aware state, as a count of 125 us frames, before it re-enters asleep or listen
states. Local or remote events may independently cause the ONU to enter an
active state rather than returning to a sleep state. The default value of this
attribute is 0. (R, W) (mandatory) (4 bytes)

Minimum active held interval: The lhold attribute specifies the minimum time during
which the ONU remains in the active held state, as a count of 125 us frames.
Its initial value is zero. (R, W) (mandatory) (2 bytes)

Maximum sleep interval extension: This attribute designates maximum sleep interval
values for doze mode and cyclic sleep mode separately. When it supports this
attribute, the ONU ignores the value of the maximum sleep interval attribute.

Maximum sleep interval for doze mode 4 bytes
Maximum sleep interval for cyclic sleep mode 4 bytes

Maximum sleep interval for doze mode specifies the maximum time the
ONU spends in its listen state, as a count of 125 us frames. Local or remote
events may truncate the ONU's sojourn in these states. The default value is 0.

Maximum sleep interval for cyclic sleep mode specifies the maximum time
the ONU spends in its asleep state, as a count of 125 us frames. Local or
remote events may truncate the ONU's sojourn in these states. The default
value is 0. If watchful sleep is enabled, the ONU ignores this attribute.

(R, W) (optional) (8 bytes)

Ethernet passive optical network (EPON) capability extension: This attribute declares
EPON-specific capabilities for the dynamic power management control.

Bits are assigned as follows.
Bit Name Setting

1(LSB) AckCapable 0: not supported
1: supported

2 Sleep indication capability 0: not supported
1: supported

3 Early wake-up capability 0: not supported
1: supported

4 Sleep mode selection at ONU's discretion

0: not supported
1: supported
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5.8 Reserved 0

AckCapable has the value of supported if the ONU is capable of sending a
SLEEP_ACK message, which is defined in [IEEE P1904.1], in response to
the SLEEP_ALLOW message from the OLT. The ONU may select the
appropriate power conservation method by itself if AckCapable is supported.

Sleep indication capability represents ability to send a SLEEP_INDICATION
message, defined in [IEEE P1904.1], to initiate the power saving cycle from
the ONU.

Early wake-up capability shows whether the ONU has a function in which
the ONU can awaken from the sleep mode based on local conditions such as
off-hook condition on SIP ports and power down.

ONU self-sleep mode selection indicates whether the ONU has a function to
choose the appropriate power conservation method by itself if the
SLEEP_ALLOW message, defined in [ITU-T G.epon], designates the ONU
to enter low-power sleep mode with a Tx or TRx SleepMode option. (Tx
mode which is defined in [IEEE P1904.1] is equivalent to doze mode, and
TRx mode which is also defined in [IEEE P1904.1] is equivalent to cyclic
sleep mode.)

(R) (optional) (1 byte)

NOTE — The dynamic power management control in EPON is basically the same as
the function in [ITU-T G.987.3]. That is EPON has two types of power-down modes
which are equivalent to doze mode and cyclic sleep mode, where the former is
defined as Tx mode and the latter is defined as TRx mode in [IEEE P1904.1].

However EPON has some differences from [ITU-T G.987.3] equivalent Tx
mode or TRx mode:

- EPON may be operated without the SLEEP_ACK message (which is
equivalent to Sleep_Request message in [ITU-T G.987.3])

— An EPON ONU may initiate the dynamic power management control
sequence by an EPON-specific SLEEP_INDICATION message.

— EPON may be operated without the early wake-up sequence, which is
equivalent to the transition to a full power state by local wake-up
indications (LWI) of ONU in [ITU-T G.987.3].

- An EPON ONU may have no capability to choose Tx or TRx mode
by itself. Therefore, the OLT can designate the ONU to enter a
specific power-down mode in either explicit or implicit ways.

To negotiate the power management mode, the ONU indicates its capabilities
by this attribute and then the OLT configures the ONU with the EPON setup
extension attribute. In case of the following capabilities and configurations,
an EPON system performs the same power-saving function as

[ITU-T G.987.3].

- Capabilities:
AckCapable = supported,
Sleep indication capability = N/A,
Early wake-up capability = supported,
ONU self-sleep mode selection = supported
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— Configurations:
ackEnable configuration = enable,
Sleep indication configuration = disable,
Early wake-up configuration = enable

EPON setup extension: This attribute specifies EPON specific configurations for the
dynamic power management control.

The bits are assigned as follows.
Bit Name Setting

1 (LSB) ackEnable configuration 0: disable
1: enable
2 Sleep indication configuration 0: disable
1: enable
3 Early wake-up configuration 0: disable
1: enable
4.8 Reserved 0

Each bit corresponds to bit 1-3 of the EPON capability extension and the
OLT may enable each bit if the capability is supported or true. If the
capability is not supported, the bit has no effect.

If the OLT does not designate configurations by the EPON setup extension,
the ONU uses the following default values unless they are not supported.

ackEnable configuration = enable,
Sleep indication configuration = disable,
Early wake-up configuration = enable

(R, W) (optional) (1 byte)

Missing consecutive bursts threshold: The Clobi attribute specifies the maximum number
of missing consecutive scheduled bursts from the ONU that the OLT is
willing to tolerate without raising an alarm. The value of this attribute
defaults to 4. (R, W) (mandatory) (4 bytes)

Actions
Get, set
Notifications
None.

9.1.15 ONU3-G

This ME contains additional attributes and alarms associated with a PON ONU. The ONU
automatically creates an instance of this ME. Its attributes are populated according to data within
the ONU itself.

Upon instantiation of this ME, the Total number of status snapshots S, the Number of valid status
snapshots M, and Next status snapshot index K are populated from the non-volatile memory. If the
non-volatile memory values are not available (e.g., at the initialization of an off-the-shelf ONU), the
Total number of status snapshots attribute is set to the maximum size of the status snapshot record
table the ONU can maintain, which is a static capability parameter, while both the Number of valid
status snapshots and the Next status snapshot index attributes are set to zero.

The Status snapshot record table is implemented as a circular buffer containing up to S records of
size N. The size and format of the snapshot record are vendor-specific. Each time the ONU takes
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and stores a status snapshot, it increments the Number of valid status snapshots M, saturating at S,
and increments Next status snapshot index K in modulo S:

K:=(K+ 1)mod S.

By writing into the Snap action attribute, the OLT instructs the ONU to immediately take a status
snapshot and to store it in the Status snapshot table. By writing into Reset action attribute, the OLT
instructs the ONU to erase the Status snapshot record table. The OLT uses the AVC indication of
the Next status snapshot index and Number of valid status snapshots attributes to confirm that its
instructions have been executed by the ONU. If the OLT has issued no Snap action instructions, a
change in the value of Next status snapshot index attributes between two consecutive reads
indicates that a condition has arisen that has caused the ONU to record a status snapshot.

Two table attributes, the Status snapshot record table, and the Most recent status snapshot, provide
the OLT access to the status snapshot records. The former allows the entire Status snapshot record
table to be retrieved, the latter provides quick access to the latest snapshot record.

By performing the Get operation on the Most recent status snapshot, the OLT can obtain the
vendor-specific size of an individual snapshot record. The OLT is expected to pass the status
snapshot records transparently, without parsing or interpreting them.

Relationships
This ME is associated with the ONU-G ME.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. There is
only one instance, number 0. (R) (mandatory) (2 bytes)

Flash memory performance value: A number in the range from 0 to 100 that characterizes
the condition of the flash memory, with 0 representing factory fresh device,
100 representing end of life. This attribute is vendor-specific and should be
calculated at the distertion-discretion of the vendor. (R) (optional) (1 byte)

Latest restart reason: The following code points are defined:
0x00 — Unspecified other;
0x01 — User-OLT initiated software restart remotely by OMCI/PLOAM;
0x02 — User initiated hardware restart;
0x03 — Self-monitor timer expiration;
0x04 — Hardware error (bus time-out, misaligned memory access, etc.);
0x05 — Hardware auto-restart (on-board voltage monitor auto-restart, etc.);
0x06 — Over temperature;
0x07 — Software out of memory;

0x08 — Software auto-restart (unresolvable references, critical internal
inconsistency);

0x09 - User initiated software restart locally by CLI/WEB,;
OxO0A..0xDC — Reserved for future use;

OxDD..0xFF — Reserved for the ONU vendor use.

Other codepoints reserved. (R) (mandatory) (1 byte)

Total number of status snapshots: The maximum size S of the status snapshot record
table. (R) (mandatory) (2 bytes)
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Number of valid status snapshots: The number M of valid status snapshot records. (R)
(mandatory) (2 bytes)

Next status snapshot index: This attribute identifies the index (ranging from 0 to S — 1) of
the next snapshot record to be taken in the snapshot record table. (R,)
(mandatory) (2 bytes)

Status snapshot record table: The table of M status snapshot records. The size N and
format of the snapshot record is vendor dependent. (R) (mandatory)
(MxN bytes)

Snap action: Once the OLT writes this attribute, the ONU takes and records an urgent
snapshot without shutting down the transceiver. (W) (mandatory) (1 byte)

Most recent status snapshot: This attribute provides access to the most recently taken
status snapshot record. (R) (mandatory) (N bytes)

Reset action: Once the OLT writes this attribute, the ONU sets the Number of valid status
snapshots and Next status snapshot index attributes to zero. (W) (mandatory)
(1 byte)

Enhanced mode: The Boolean value true specifies the Enhanced received frame
classification and processing table is supported by the Extended VLAN
tagging operation configuration ME. The value false indicates the Enhanced
received frame classification and processing table is not supported. (R)
(optional) (1 byte)

Actions
Get, get-next, set

Notifications

Attribute value change

Number Attribute value Description
change

Flash mem perf Flash memory performance value change

N/A

N/A

No of valid shapshots A new snapshot has been recorded

N/A

N/A

~N oo~ W|IN|F

N/A

8..16 Reserved

Alarm
Alarm Alarm Description
number
0 Flash memory
performance yellow
1 Flash memory
performance red
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Alarm

Alarm Alarm Description
number
2 Loss of redundant In an ONU with redundant power supplies, an indication of the
power supply loss of one of the two redundant power supplies.
3 Loss of redundant In an ONU with dual -48DC power feeds, an indication of the
power feed loss of one of the two power feeds.
4 Ground Fault Ground fault; ONU has detected a loss of grounding or a
degradation in the ground connection.

9.1.16 ONU manufacturing data

This ME contains additional manufacturing attributes associated with a PON ONU. The
manufacturing data is expected to match the content of an ONU label. The ONU automatically
creates an instance of this ME. Its attributes are populated according to data within the ONU itself.

Relationships
This ME is paired with the ONU-G entity.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. There is
only one instance, number 0. (R) (mandatory) (2 bytes)

Manufacturer name: This attribute contains the manufacturer name of this physical ONU.
The preferred value is the manufacturer name string printed on the ONU
itself (if present). (R) (optional) (25 bytes)

Serial number part 1, serial number part 2: These two attributes may be regarded as an
ASCII string of up to 32 bytes whose length is a left justified manufacturer's
serial number for this physical ONU. The preferred value is the manufacturer
serial number string printed on the ONU itself (if present). (R) (optional)

(25 bytes*2 attributes)

Model name: This attribute contains the vendor specific model name identifier string. The
preferred value is the customer-visible part number which may be printed on
the component itself. (R) (optional) (25 bytes)

Manufacturing date: This attribute contains the date of manufacturer of this physical ONU.
The preferred value is the date of the manufacturer printed on the ONU itself
(if present). (R) (optional) (25 bytes)

Hardware-revision: This attribute contains the hardware revision of this physical ONU.
The preferred value is the hardware revision printed on the ONU itself (if
present). (R) (optional) (25 bytes)

Firmware-revision: This attribute contains the vendor specific firmware revision of this
physical ONU. (R) (optional) (25 bytes)

Actions
Get

Notifications
None
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9.1.17 ONU time configuration

This ME provides characterization and manipulation of OLT timestamp information. An ONU that
uses OLT-based time synchronization methods automatically creates an instance of this ME. There
is no intention that this ME be used to establish a precise time of day reference.

Relationships
The single instance of this ME is associated with the ONU ME.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. There is
only one instance, number 0. (R) (mandatory) (2 bytes)

Current local ONU time: If the ONU has a real-time clock, it returns the local ONU time.
This attribute returns the current ONU time. The local ONU time and
synchronize time time-format is the same. (R) (mandatory) (7 bytes)

Byte Description
1-2 | Year, e.g., 2009

3 Month, range 1..12

4 Day of month, range 1..31

5 Hour of day, range 0..23
6 Minute of hour, range 0..59

7 Second of minute, range 0..59

Time qualification block: This attribute describes the time-qualification to be applied to the
ONU RTC local time. The following fields are supported:

Bits

16 15 14 |13 |12 11109876 |5]4(3|2]|1
Time Timezone | Reserved | RFC | RFC 3339 minutes offset (from UTC
qualification | offset 339 time)

time

offset

sign
where
Time This attribution qualifies the OLT time. Valid values are:
?f_i:;gca“on 0 The OLT is locally timed

1 The OLT timestamps are UTC timestamped
Timezone This attribute governs the time offset behaviour of the ONU RTC:
|(r1njck))zg1at|on 0 No timezone offset information
1 Timezone offset provided in the RFC 3339 time offset

RFC 3339 RFC 3339 Timesone offset sign. A value of 0 indicates a positive offset and a
Time offset 1 indicates a negative offset
sign (from
UTC time)
(1-hit)
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RFC 3339
minutes
offset (from
UTC time)
(11-bits)

Describes the RFC 3339 minutes offset

Actions
Get, set
Notifications
None.

(R, W) (mandatory) (2 bytes)

9.2 ANI management, traffic management

9.21 ANI-G

This ME organizes data associated with each access network interface supported by a G-PON
ONU. The ONU automatically creates one instance of this ME for each PON physical port.

Relationships

An instance of this ME is associated with each instance of a physical PON interface.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. Its value

indicates the physical position of the PON interface. The first byte is the slot
ID, defined in clause 9.1.5. The second byte is the port ID. (R) (mandatory)
(2 bytes)

SR indication: This Boolean attribute indicates the ONU's capability to report queue status

for DBA. The value true means that status reporting is available for all
T-CONTSs that are associated with the ANI. (R) (mandatory) (1 byte)

Total T-CONT number: This attribute indicates the total number of T-CONTSs that can be

supported on this ANI. (R) (mandatory) (2 bytes)

GEM block length: This attribute specifies the queue occupancy reporting granularity for

DBA, expressed in bytes. This attribute is meaningful only in ITU-T G.984.x
systems. (R, W) (mandatory) (2 bytes)

In ITU-T G.984 systems, the value set by the OLT is used by all T-CONTs
on this ANI. Upon ME instantiation, the ONU sets this attribute to 48. See
[ITU-T G.984.3] for further details.

In all other ITU-T PON systems, the unit for queue occupancy reporting is
fixed in at 4 bytes by the respective TC layer specification.

Piggyback DBA reporting: This attribute indicates the ONU's piggyback DBA reporting

format capabilities. [ITU-T G.984.3] defines two possible piggyback
reporting modes. For reporting mode 0, the single field is the entire report.
For reporting mode 1, the DBA report is two fields long. Mode 0 is
mandatory for ITU-T G.984 ONUs that support piggyback DBA reporting;
mode 1 is optional. Subsequent PON specifications allows only one mode,
which should be reported in this attribute as code point 0.

The following coding indicates the ONU's piggyback DBA reporting mode
capabilities:
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Mode 0 only

Modes 0 and 1

Deprecated

Deprecated

4 Piggyback DBA reporting not supported

(R) (mandatory) (1 byte)

Deprecated: This attribute should be set to 0 by the ONU and ignored by the OLT. (R)
(mandatory) (1 byte)

WN PO

Signal fail (SF) threshold: This attribute specifies the downstream bit error rate (BER)
threshold to detect the SF alarm. When this value is y, the BER threshold is
107. Valid values are 3..8. Upon ME instantiation, the ONU sets this
attribute to 5. (R, W) (mandatory) (1 byte)

Signal degrade (SD) threshold: This attribute specifies the downstream BER threshold to
detect the SD alarm. When this value is x, the BER threshold for SD is 107
Valid values are 4..10. The SD threshold must be lower than the SF
threshold; i.e., x > y. Upon ME instantiation, the ONU sets this attribute to 9.
(R, W) (mandatory) (1 byte)

ARC: See clause A.1.4.3. (R, W) (optional) (1 byte)
ARC interval: See clause A.1.4.3. (R, W) (optional) (1 byte)

Optical signal level: This attribute reports the current measurement of the total downstream
optical signal level. Its value is a 2s complement integer referred to 1 mW
(i.e., 1 dBm), with 0.002 dB granularity. (R) (optional) (2 bytes)

Lower optical threshold: This attribute specifies the optical level the ONU uses to declare
the downstream low received optical power alarm. Valid values are
—127 dBm (coded as 254) to 0 dBm (coded as 0) in 0.5 dB increments. The
default value OxFF selects the ONU's internal policy. (R, W) (optional)
(1 byte)

Upper optical threshold: This attribute specifies the optical level the ONU uses to declare
the downstream high received optical power alarm. Valid values are
—127 dBm (coded as 254) to 0 dBm (coded as 0) in 0.5 dB increments. The
default value OXFF selects the ONU's internal policy. (R, W) (optional)
(1 byte)

ONU response time: This attribute indicates the ONU's actual response time. This attribute
is in the range 34..36 ps. Although this attribute is expressed in nanoseconds,
its accuracy is likely to be more coarse. Furthermore, the value may change
from one activation cycle to the next. Valid values are:

0 (Null, function not supported)
34000 to 36000 (response time in nanoseconds)
All other values reserved

(R) (optional) (2 bytes)

Transmit optical level: This attribute reports the current measurement of mean optical
launch power. Its value is a 2s complement integer referred to 1 mW (i.e.,
1 dBm), with 0.002 dB granularity. (R) (optional) (2 bytes)

Lower transmit power threshold: This attribute specifies the minimum mean optical
launch power that the ONU uses to declare the low transmit optical power
alarm. Its value is a 2s complement integer referred to 1 mW (i.e., dBm),
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with 0.5 dB granularity. The default value —63.5 (0x81) selects the ONU's
internal policy. (R, W) (optional) (1 byte)

Upper transmit power threshold: This attribute specifies the maximum mean optical
launch power that the ONU uses to declare the high transmit optical power
alarm. Its value is a 2s complement integer referred to 1 mW (i.e., dBm),
with 0.5 dB granularity. The default value —63.5 (0x81) selects the ONU's
internal policy. (R, W) (optional) (1 byte)

Actions

Get, set

Test: Test the ANI-G. The test action can be used to perform optical line
supervision tests; refer to Annex A.

Notifications
Attribute value change

Number | Attribute value change Description
1.7 N/A
8 ARC Alarm-reporting control cancellation
9..16 N/A
Alarm
Alarm Alarm Description
number
0 Low received optical Received downstream optical power below threshold.
power
1 High received optical Received downstream optical power above threshold.
power
2 SF Bit error-based signal fail. Industry practice normally

expects the BER to improve by at least an order of
magnitude before clearing the alarm.

3 SD Bit error-based signal degrade. Industry practice normally
expects the BER to improve by at least an order of
magnitude before clearing the alarm.

4 Low transmit optical Transmit optical power below lower threshold
power
5 High transmit optical Transmit optical power above upper threshold
power
6 Laser bias current Laser bias current above threshold determined by vendor;

laser end of life pending

7..207 | Reserved

208..223 | Vendor-specific alarms Not to be standardized

Test result: The ONU may report a test result autonomously if it performs self-test
functions autonomously.
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9.22 T-CONT

An instance of the traffic container ME T-CONT represents a logical connection group associated
with a G-PON PLOAM layer alloc-ID. A T-CONT can accommodate GEM packets in priority
queues or traffic schedulers that exist in the GEM layer.

The ONU autonomously creates instances of this ME. The OLT can discover the number of
T-CONT instances via the ANI-G ME. When the ONU's MIB s reset or created for the first time,
all supported T-CONTSs are created. The OLT provisions alloc-1Ds to the ONU via the PLOAM
channel. Via the OMCI, the OLT must then set the alloc-1D attributes in the T-CONTS that it wants
to activate for user traffic, to create the appropriate association with the allocation ID in the
PLOAM channel. There should be a one-to-one relationship between allocation IDs and T-CONT
MEs; the connection of multiple T-CONTSs to a single allocation 1D is undefined.

The allocation 1D that matches the ONU-ID itself is defined to be the default alloc-ID. This
alloc-ID is used to carry the OMCC. The default alloc-1D can also be used to carry user traffic, and
hence can be assigned to one of the T-CONT MEs. However, this OMCI relationship only pertains
to user traffic, and the OMCC relationship is unaffected. It can also be true that the OMCC is not
contained in any T-CONT ME construct; rather, that the OMCC remains outside of the OMCI, and
that the OMCI is not used to manage the OMCC in any way. Multiplexing of the OMCC and user
data in G-PON systems is discussed in clause B.2.4.

Relationships

One or more instances of this ME are associated with an instance of a circuit pack that
supports a PON interface function, or with the ONU-G itself.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. This 2 byte
number indicates the physical capability that realizes the T-CONT. It may be
represented as OXSSBB, where SS indicates the slot ID that contains this T-
CONT (O for the ONU as a whole), and BB is the T-CONT ID, numbered by
the ONU itself. T-CONTSs are numbered in ascending order, with the range
0..255 in each slot. (R) (mandatory) (2 bytes)

Alloc-ID: This attribute links the T-CONT with the alloc-1D assigned by the OLT in the
assign_alloc-ID PLOAM message. The respective TC layer specification
should be referenced for the legal values for that system. Prior to the setting
of this attribute by the OLT, this attribute has an unambiguously unusable
initial value, namely the value 0XOOFF or OXFFFF for ITU-T G.984 systems,
and the value OxFFFF for all other ITU-T GTC based PON systems. (R, W)
(mandatory) (2 bytes)

Deprecated: The ONU should set this attribute to the value 1, and the OLT should ignore
it. (R) (mandatory) (1 byte)

Policy: This attribute indicates the T-CONT's traffic scheduling policy. Valid values:
0 Null
1 Strict priority
2 WRR - Weighted round robin

(R, W) (mandatory) (1 byte)

NOTE - This attribute is read-only, unless otherwise specified by the QoS
configuration flexibility attribute of the ONU2-G ME. If flexible configuration is not
supported, the ONU should reject an attempt to set it with a parameter error result-
reason code.
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Actions
Get, set

Notifications
None.

9.23 GEM port network CTP

This ME represents the termination of a GEM port on an ONU. This ME aggregates connectivity
functionality from the network view and alarms from the network element view as well as artefacts
from trails.

Instances of the GEM port network CTP ME are created and deleted by the OLT. An instance of
GEM port network CTP can be deleted only when no GEM IW TP or GEM port network CTP PM
history data are associated with it. It is the responsibility of the OLT to make sure that the ONU
configuration meets this condition.

In ITU-T G.984 systems, when a GEM port network CTP is created, its encryption state is by
default not encrypted. If the OLT wishes to configure the GEM port to use encryption, it must send
the appropriate PLOAM message. This applies equally to new CTPs and to CTPs that are re-created
after an MIB reset.

In ITU-T G.987 systems, GEM ports are dynamically encrypted. If it is intended to encrypt the
GEM port, the OLT must configure a key ring to be used, and the key must be known to the ONU
at run time.

Relationships

An instance of the GEM port network CTP ME may be associated with an instance of the T-
CONT and GEM IW TP MEs.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. (R,
set-by-create) (mandatory) (2 bytes)

Port-1D: This attribute is the port-ID of the GEM port associated with this CTP.
(RWSC) (mandatory) (2 bytes)

NOTE 1 — While nothing forbids the existence of several GEM port network CTPs
with the same port-1D value, downstream traffic is modelled as being delivered to all
such GEM port network CTPs. Be aware of potential difficulties associated with
defining downstream flows and aggregating PM statistics.

T-CONT pointer: This attribute points to a T-CONT instance. (R, W, set-by-create)
(mandatory) (2 bytes)

Direction:  This attribute specifies whether the GEM port is used for UNI-to-ANI (1),
ANI-to-UNI (2), or bidirectional (3) connection. (R, W, set-by-create)
(mandatory) (1 byte)

Traffic management pointer for upstream: If the traffic management option attribute in
the ONU-G ME is O (priority controlled) or 2 (priority and rate controlled),
this pointer specifies the priority queue ME serving this GEM port network
CTP. If the traffic management option attribute is 1 (rate controlled), this
attribute redundantly points to the T-CONT serving this GEM port network
CTP. (R, W, set-by-create) (mandatory) (2 bytes)

Traffic descriptor profile pointer for upstream: This attribute points to the instance of the
traffic descriptor ME that contains the upstream traffic parameters for this
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GEM port network CTP. This attribute is used when the traffic management
option attribute in the ONU-G ME is 1 (rate controlled), specifying the
PIR/PBS to which the upstream traffic is shaped. This attribute is also used
when the traffic management option attribute in the ONU-G ME is 2 (priority
and rate controlled), specifying the CIR/CBS/PIR/PBS to which the upstream
traffic is policed. (R, W, set-by-create) (optional) (2 bytes)

See also Appendix II.

UNI counter: This attribute reports the number of instances of UNI-G ME associated with
this GEM port network CTP. (R) (optional) (1 byte)

Priority queue pointer for downstream: This attribute points to the instance of the priority
queue used for this GEM port network CTP in the downstream direction. It is
the responsibility of the OLT to provision the downstream pointer in a way
that is consistent with the bridge and mapper connectivity. If the pointer is
null, downstream queueing is determined by other mechanisms in the ONU.
(R, W, set-by-create) (mandatory) (2 bytes)

NOTE 2 — If the GEM port network CTP is associated with more than one UNI
(downstream multicast), the downstream priority queue pointer defines a pattern
(e.g., queue number 3 for a given UNI) to be replicated (i.e., to queue number 3) at
the other affected UNIs.

Encryption state: This attribute indicates the current state of the GEM port network CTP's
encryption. Legal values are defined to be the same as those of the security
mode attribute of the ONU2-G, with the exception that attribute value O
indicates an unencrypted GEM port. (R) (optional) (1 byte)

Traffic descriptor profile pointer for downstream: This attribute points to the instance of
the traffic descriptor ME that contains the downstream traffic parameters for
this GEM port network CTP. This attribute is used when the traffic
management option attribute in the ONU-G ME is 1 (rate controlled),
specifying the PIR/PBS to which the downstream traffic is shaped. This
attribute is also used when the traffic management option attribute in the
ONU-G ME is 2 (priority and rate controlled), specifying the
CIR/CBS/PIR/PBS to which the downstream traffic is policed. (R, W,
set-by-create) (optional) (2 bytes)

See also Appendix I1.

Encryption key ring: This attribute is defined in ITU-T G.987 systems only. It specifies
whether the associated GEM port is encrypted, and if so, which key ring it
uses. (R, W, set-by-create) (optional) (1 byte)

0 (default) No encryption. The downstream key index is ignored, and
upstream traffic is transmitted with key index 0.

1 Unicast payload encryption in both directions. Keys are generated by
the ONU and transmitted to the OLT via the PLOAM channel.

2 Broadcast (multicast) encryption. Keys are generated by the OLT and
distributed via the OMCI.

3 Unicast encryption, downstream only. Keys are generated by the
ONU and transmitted to the OLT via the PLOAM channel.

Other values are reserved.

Actions
Create, delete, get, set
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Notifications

Alarm
Alarm Alarm Description
number
0.4 Reserved
5 End-to-end loss of continuity | Loss of continuity can be detected when the GEM port

network CTP supports a GEM interworking
termination point (optional).

6..207 Reserved

208..223 | Vendor-specific alarms Not to be standardized

9.2.4 GEM interworking termination point

An instance of this ME represents a point in the ONU where the IW of a bearer service (usually
Ethernet) to the GEM layer takes place. At this point, GEM packets are generated from the bearer
bit stream (e.g., Ethernet) or the bearer bit stream is reconstructed from GEM packets.

Instances of this ME are created and deleted by the OLT.

Relationships

One instance of this ME exists for each transformation of a data stream into GEM frames
and vice versa.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. (R,
set-by-create) (mandatory) (2 bytes)

GEM port network CTP connectivity pointer: This attribute points to an instance of the
GEM port network CTP. (R, W, set-by-create) (mandatory) (2 bytes)

Interworking option: This attribute identifies the type of non-GEM function that is being
interworked. The options are as follows.

Circuit-emulated TDM

MAC bridged LAN

Reserved

Reserved

Video return path

IEEE 802.1p mapper

Downstream broadcast

MPLS PW TDM service

(R, W, set-by-create) (mandatory) (1 byte)

Service profile pointer: This attribute points to an instance of a service profile:
CES service profile if IW option =0
MAC bridge service profile if IW option=1
Video return path service profile if IW option =4
IEEE 802.1p mapper service profile if IW option =5
Null pointer if IW option =6
CES service profile if IW option=7

~No o~ owhNhhEF, O

(R, W, set-by-create) (mandatory) (2 bytes)
NOTE — The video return path (VRP) service profile is defined in [ITU-T G.984.4].
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Interworking termination point pointer: This attribute is used for the CES and IEEE
802.1p mapper service without a MAC bridge. Depending on the service
provided, it points to the associated instance of the following MEs:

PPTP CES UNI
Logical N x 64 kbit/s sub-port CTP
PPTP Ethernet UNI

In all other GEM services, the relationship between the related service TP
and this GEM IW TP is derived from other ME relations; this attribute is set
to a null pointer and not used. (R, W, set-by-create) (mandatory) (2 bytes)

PPTP counter: This value reports the number of PPTP ME instances associated with this
GEM IW TP. (R) (optional) (1 byte)

Operational state: This attribute indicates whether the ME is capable of performing its
function. Valid values are enabled (0) and disabled (1). (R) (optional)
(1 byte)

GAL profile pointer: This attribute points to an instance of the GAL profile. The

relationship between the IW option and the related GAL profile is as follows.
Interworking option GAL profile type

Null pointer

GAL Ethernet profile

GAL Ethernet profile for data service

GAL Ethernet profile for video return path

GAL Ethernet profile for IEEE 802.1p mapper

Null pointer

Null pointer

~No ook wEk O

(R, W, set-by-create) (mandatory) (2 bytes)

GAL loopback configuration: This attribute sets the loopback configuration when using
GEM mode:
0 No loopback
1 Loopback of downstream traffic after GAL

The default value of this attribute is 0. When the IW option is 6 (downstream
broadcast), this attribute is not used. (R, W) (mandatory) (1 byte)

Actions
Create, delete, get, set

Notifications
Attribute value change

Number | Attribute value change Description
1.5 N/A
6 Op state Operational state change
7.8 N/A
9.16 Reserved
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Alarm

Alarm Alarm Description
number
0 Deprecated

1..207 | Reserved

208..223 | Vendor-specific alarms Not to be standardized

9.25 Multicast GEM interworking termination point

An instance of this ME represents a point in a G-PON ONU where a multicast service interworks
with the GEM layer. At this point, a multicast bit stream is reconstructed from GEM packets.

Instances of this ME are created and deleted by the OLT.

Multicast interworking GEM modes of operation

The default multicast operation of the PON is where all the multicast content streams are carried in
one PON layer connection (GEM port). This connection is then specified in the first entry of the
IPv4 or IPv6 multicast address table, as the case may be. This single entry also specifies an all-
inclusive IP multicast destination address (DA) range (e.g., 224.0.0.0 to 239.255.255.255 in the case
of IPv4). The ONU then filters the traffic based on either Ethernet MAC addresses or IP addresses.
The associated GEM port network CTP ME specifies the GEM port-1D that supports all multicast
connections.

In the default multicast operation, all multicast content streams are placed in one PON layer
connection (GEM port). The OLT sets up a completely conventional model, a pointer from the
multicast GEM IW termination to a GEM port network CTP. The OLT configures the GEM port-ID
of the GEM port network CTP into the appropriate multicast address table attribute(s), along with
the other table fields that specify the range of IP multicast DAs. The ONU accepts the entire
multicast stream through the designated GEM port, then filters the traffic based on either the
Ethernet MAC address or IP DA.

An optional multicast configuration supports separate multicast streams carried over separate PON
layer connections, i.e., on separate GEM ports. This permits the ONU to filter multicast streams at
the GEM level, which is efficient in hardware, while ignoring other multicast streams that may be
of interest to other ONUs on the PON.

After configuring the explicit model for the first multicast GEM port, the OLT supports multiple
multicast GEM ports by then configuring additional entries into the multicast address table(s),
entries with different GEM port-IDs. The OMCI model is defined such that these ports are
implicitly grouped together and served by the single explicit GEM port network CTP. No additional
GEM network CTPs need be created or linked for the additional GEM ports.

Several multicast GEM IW TPs can exist, each linked to separate bridge ports or mappers to serve
different communities of interest in a complex ONU.

Discovery of multicast support

The OLT uses the multicast GEM IW TP entity as the means to discover the ONU's multicast
capability. This entity is mandatory if multicast is supported by the ONU. If the OLT attempts to
create this entity on an ONU that does not support multicast, the create command fails. The create
or set command also fails if the OLT attempts to exploit optional features that the ONU does not
support, e.g., in attempting to write a multicast address table with more than a single entry or to
create multiple multicast GEM IW TPs.
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This ME is defined by a similarity to the unicast GEM IW TP, and a number of its attributes are not
meaningful in a multicast context. These attributes are set to 0 and not used, as indicated in the
following.

Relationships

An instance of this ME exists for each occurrence of transformation of GEM packets into a
multicast data stream.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. The value
OXFFFF is reserved. (R, set-by-create) (mandatory) (2 bytes)

GEM port network CTP connectivity pointer: This attribute points to an instance of the
GEM port network CTP that is associated with this multicast GEM IW TP.
(R, W, set-by-create) (mandatory) (2 bytes)

Interworking option: This attribute identifies the type of non-GEM function that is being
interworked. The option can be as follows.

0 This value is a "no-op™ or "don't care”. It should be used when the
multicast GEM IW TP is associated with several functions of
different types. It can optionally be used in all cases, since the
necessary information is available elsewhere. The previous code
points are retained for backward compatibility:

1 MAC bridged LAN

3 Reserved

5 |EEE 802.1p mapper

(R, W, set-by-create) (mandatory) (1 byte)

Service profile pointer: This attribute is set to 0 and not used. For backward compatibility,
it may also be set to point to a MAC bridge service profile or IEEE 802.1p
mapper service profile. (R, W, set-by-create) (mandatory) (2 bytes)

Not used 1:  This attribute is set to O and not used. (R, W, set-by-create) (mandatory)
(2 bytes)

PPTP counter: This attribute represents the number of instances of PPTP MEs associated
with this instance of the multicast GEM IW TP. This attribute conveys no
information that is not available elsewhere; it may be set to OXFF and not
used. (R) (optional) (1 byte)

Operational state: This attribute indicates whether the ME is capable of performing its
function. Valid values are enabled (0) and disabled (1). (R) (optional)
(1 byte)

GAL profile pointer: This attribute is set to 0 and not used. For backward compatibility, it
may also be set to point to a GAL Ethernet profile. (R, W, set-by-create)
(mandatory) (2 bytes)

Not used 2:  This attribute is set to 0 and not used. (R, W, set-by-create) (mandatory)
(1 byte)
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Actions

IPv4 multicast address table: This attribute maps IP multicast addresses to PON layer

addresses. Each entry contains the following.

GEM port-ID 2 bytes
Secondary key 2 bytes
IP multicast DA range start 4 bytes
IP multicast DA range stop 4 bytes

The first four bytes of each entry are treated as a key into the list. The
secondary key allows the table to contain more than a single range for a given
GEM port.

A set action to a particular value overwrites any existing entry with the same
first four bytes. If the last eight bytes of a set command are all zero, that entry
is deleted from the list, as the IP address 0.0.0.0 is not valid.

(R, W) (mandatory) (12N bytes, where N is the number of entries in the list.)

IPv6 multicast address table: This attribute maps IPv6 multicast DAs to PON layer

addresses. Each entry contains:

GEM port-ID 2 bytes
Secondary key 2 bytes
Least significant bytes,

IP multicast DA range start 4 bytes
Least significant bytes,

IP multicast DA range stop 4 bytes
Most significant bytes, IP DA 12 bytes

The first four bytes of each entry are treated as a key into the list. The
secondary key allows the table to contain more than a single range for a given
GEM port.

A set action to a particular value overwrites any existing entry with the same
first four bytes. If the last 20 bytes of a set command are all zero, that entry is
deleted from the list.

(R, W) (optional) (24N bytes, where N is the number of entries in the list.)

Create, delete, get, get next, set

Set table (optional)

Notifications
Attribute value change

Number | Attribute value change Description
1.5 N/A
6 Op state Operational state change
7.9 N/A
10..16 | Reserved
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Alarm

Alarm Alarm Description
number
0 Deprecated

1..207 Reserved

208..223 | Vendor-specific alarms Not to be standardized

9.2.6  This clause is intentionally left blank

9.2.7 GAL Ethernet profile

This ME organizes data that describe the gigabit-capable passive optical network transmission
convergence layer (GTC) adaptation layer processing functions of the ONU for Ethernet services. It
is used with the GEM IW TP ME.

Instances of this ME are created and deleted on request of the OLT.
Relationships

An instance of this ME may be associated with zero or more instances of the GEM IW TP
ME.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. (R,
set-by-create) (mandatory) (2 bytes)

Maximum GEM payload size: This attribute defines the maximum payload size generated
in the associated GEM IW TP ME. (R, W, set-by-create) (mandatory)
(2 bytes)

Actions

Create, delete, get, set
Notifications

None.

9.2.8 GAL Ethernet performance monitoring history data

This ME collects PM data associated with a GEM IW TP when the GEM layer supports an Ethernet
service. Instances of this ME are created and deleted by the OLT.

For a complete discussion of generic PM architecture, refer to clause 1.4.

Relationships
An instance of this ME is associated with an instance of the GEM IW TP ME.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. Through an
identical 1D, this ME is implicitly linked to an instance of the GEM IW TP.
(R, set-by-create) (mandatory) (2 bytes)

Interval end time: This attribute identifies the most recently finished 15 min interval. (R)
(mandatory) (1 byte)

Threshold data 1/2 ID: This attribute points to an instance of the threshold data 1 ME that
contains PM threshold values. Since no threshold value attribute number
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exceeds 7, a threshold data 2 ME is optional. (R, W, set-by-create)
(mandatory) (2 bytes)

Discarded frames: This attribute counts the number of downstream GEM frames discarded
for any reason [erroneous frame check sequence (FCS), too long length,
buffer overflow, etc.]. (R) (mandatory) (4 bytes)

Actions

Create, delete, get, set
Get current data (optional)

Notifications

9.29

Threshold crossing alert

Alarm Threshold crossing alert Threshold value attribute No. (Note)
number
0 Discarded frames 1

NOTE - This number associates the TCA with the specified threshold value attribute of the
threshold data 1 managed entity.

Forward error correction performance monitoring history data

This ME collects PM data associated with PON downstream forward error correction (FEC)
counters. Instances of this ME are created and deleted by the OLT.

For a complete discussion of generic PM architecture, refer to clause 1.4.

Relationships

An instance of this ME is associated with an instance of the ANI-G ME or an instance of the
time and wavelength division multiplexing (TWDM) channel ME.

Attributes
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Managed entity ID: This attribute uniquely identifies each instance of this ME. Through an
identical 1D, this ME is implicitly linked to an instance of the ANI-G or a
TWDM channel. (R, set-by-create) (mandatory) (2 bytes)

Interval end time: This attribute identifies the most recently finished 15 min interval. (R)
(mandatory) (1 byte)

Threshold data 1/2 ID: This attribute points to an instance of the threshold data 1 ME that
contains PM threshold values. Since no threshold value attribute number
exceeds 7, a threshold data 2 ME is optional. (R, W, set-by-create)
(mandatory) (2 bytes)

Corrected bytes: This attribute counts the number of bytes that were corrected by the FEC
function. (R) (mandatory) (4 bytes)

Corrected code words: This attribute counts the code words that were corrected by the FEC
function. (R) (mandatory) (4 bytes)

Uncorrectable code words: This attribute counts errored code words that could not be
corrected by the FEC function. (R) (mandatory) (4 bytes)

Total code words: This attribute counts the total received code words. (R) (mandatory)
(4 bytes)

FEC seconds: This attribute counts seconds during which there was an FEC anomaly. (R)
(mandatory) (2 bytes)
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Actions
Create, delete, get, set
Get current data (optional)

Notifications
Threshold crossing alert

Alarm Threshold crossing alert Threshold value attribute
number g No. (Note)
0 Corrected bytes 1
1 Corrected code words 2
2 Uncorrectable code words 3
4 FEC seconds 4
NOTE - This number associates the TCA with the specified threshold value attribute of the
threshold data 1 managed entity.

9.2.10 Priority queue
NOTE 1 - In [ITU-T G.984.4], this is called a priority queue-G.

This ME specifies the priority queue used by a GEM port network CTP in the upstream direction.
The upstream priority queue ME is also related to a T-CONT ME. By default, this relationship is
fixed by the ONU hardware architecture, but some ONUs may also permit the relationship to be
configured through the OMCI, as indicated by the QoS configuration flexibility attribute of the
ONU2-G ME.

In the downstream direction, priority queues are associated with UNIs. Again, the association is
fixed by default, but some ONUs may permit the association to be configured through the OMCI.

If an ONU as a whole contains priority queues, it instantiates these queues autonomously. Priority
queues may also be localized to pluggable circuit packs, in which case the ONU creates and deletes
them in accordance with circuit pack pre-provisioning and the equipped configuration.

The OLT can find all the queues by reading the priority queue ME instances. If the OLT tries to
retrieve a non-existent priority queue, the ONU denies the get action with an error indication.

See also Appendix I1.

Priority queues can exist in the ONU core and circuit packs serving both UNI and ANI functions.
Therefore, they can be indirectly created and destroyed through cardholder provisioning actions.

In the upstream direction, the weight attribute permits the configuring of an optional traffic
scheduler. Several attributes support back pressure operation, whereby a back-pressure signal is sent
backwards and causes the attached terminal to temporarily suspend sending data.

In the downstream direction, strict priority discipline among the queues serving a given UNI is the
default, with priorities established through the related port attribute. If two or more non-empty
queues have the same priority, capacity is allocated among them in proportion to their weights.
Note that the details of the downstream model differ from those of the upstream model.

The yellow packet drop thresholds specify the drop probability for a packet that has been marked
yellow (drop eligible) by a traffic descriptor or by external equipment such as a residential gateway
(RG). If the current average queue occupancy is less than the minimum threshold, the yellow packet
drop probability is zero. If the current average queue occupancy is greater than or equal to the
maximum threshold, the yellow packet drop probability is one. The yellow drop probability
increases linearly between 0 and max_p as the current average queue occupancy increases from the
minimum to the maximum threshold.

Rec. ITU-T G.988 (2017)/Amd.3 (03/2020) 109



The same model can be configured for green packets, those regarded as being within the traffic
contract.

Drop precedence colour marking indicates the method by which a packet is marked as drop eligible
(yellow). For discard eligibility indicator (DEI) and priority code point (PCP) marking, a drop
eligible indicator is equivalent to yellow colour; otherwise, the colour is green. For differentiated
services code point (DSCP) assured forwarding (AF) marking, the lowest drop precedence is
equivalent to green; otherwise, the colour is yellow.

Relationships

One or more instances of this ME are associated with the ONU-G ME to model upstream
priority queues if the traffic management option attribute in the ONU-G ME is 0 or 2.

One or more instances of this ME are associated with a PPTP UNI ME as downstream
priority queues. Downstream priority queues may or may not be provided for a virtual
Ethernet interface point (VEIP).

Attributes

110

Managed entity ID: This attribute uniquely identifies each instance of this ME. The MSB
represents the direction (1: upstream, 0: downstream). The 15 LSBs represent
a queue ID. The queue ID is numbered in ascending order by the ONU itself.
It is strongly encouraged that the queue ID be formulated to simplify finding
related queues. One way to do this is to number the queues such that the
related port attributes are in ascending order (for the downstream and
upstream queues separately). The range of downstream queue ids is O to
OX7FFF and the range of upstream queue ids is 0x8000 to OXFFFF. (R)
(mandatory) (2 bytes)

Queue configuration option: This attribute identifies the buffer partitioning policy. The
value 1 means that several queues share one buffer of maximum queue size,
while the value 0 means that each queue has an individual buffer of
maximum queue size. (R) (mandatory) (1 byte)

Maximum queue size: This attribute specifies the maximum size of the queue, in bytes,
scaled by the priority queue scale factor attribute of the ONU2-G. (R)
(mandatory) (2 bytes)
NOTE 2 — In this and the other similar attributes of the priority queue ME, some

legacy implementations may take the queue scale factor from the GEM block length
attribute of the ANI-G ME. This option is discouraged in new implementations.

Allocated queue size: This attribute identifies the allocated size of this queue, in bytes,
scaled by the priority queue scale factor attribute of the ONU2-G. (R, W)
(mandatory) (2 bytes)

Discard-block counter reset interval: This attribute represents the interval in milliseconds
at which the counter resets itself. (R, W) (optional) (2 bytes)

Threshold value for discarded blocks due to buffer overflow: This attribute specifies the
threshold for the number of bytes (scaled by the priority queue scale factor
attribute of the ONU2-G) discarded on this queue due to buffer overflow. Its
value controls the declaration of the block loss alarm. (R, W) (optional)
(2 bytes)

Related port: This attribute represents the slot, port/T-CONT and priority information
associated with the instance of priority queue ME. This attribute comprises
4 bytes.
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In the upstream direction, the first 2 bytes are the ME ID of the associated T-
CONT, the first byte of which is a slot number, the second byte a T-CONT
number. In the downstream direction, the first byte is the slot number and the
second byte is the port number of the queue's destination port.

The last 2 bytes represent the priority of this queue. The range of priority is 0
to OXOFFF. The value 0 indicates the highest priority and OXOFFF indicates
the lowest priority. The priority field is meaningful if multiple priority queues
are associated with a T-CONT or traffic scheduler whose scheduling
discipline is strict priority.

(R, W) (mandatory) (4 bytes)

NOTE 3 — If flexible port configuration is supported, the related port attribute is
meaningful only if the traffic scheduler pointer attribute value is null. Otherwise, the
related port attribute is ignored.

NOTE 4 — The related port attribute is read-only, unless otherwise specified by the
QoS configuration flexibility attribute of the ONU2-G ME. If port flexibility is
supported, the second byte, the port or T-CONT number, may be changed. If priority
flexibility is supported, the third and fourth bytes may be changed. The OMCI set
command must contain 4 bytes to match the attribute size, but the ONU must ignore
all bytes that are not specified to be flexible.

If flexible configuration is not supported, the ONU should reject an attempt to set
the related port with a parameter error result-reason code.

Traffic scheduler pointer: This attribute points to the traffic scheduler ME instance that is

Weight:

associated with this priority queue. This pointer is used when this priority
gueue is connected with a traffic scheduler. The default value is a null pointer
(0). (R, W) (mandatory) (2 bytes)

NOTE 5 — When the QoS configuration flexibility attribute of the ONU2-G ME
allows flexible assignment of the traffic scheduler, the OLT may configure the
traffic scheduler pointer to refer to any traffic scheduler in the same slot.

If traffic scheduler flexibility is not permitted by the QoS configuration flexibility
attribute, the OLT may use the traffic scheduler pointer attribute only by pointing to
another traffic scheduler ME that is associated with the same T-CONT as the
priority queue itself.

The ONU should reject an attempt to violate these conditions with a parameter error
result-reason code.

This attribute represents weight for WRR scheduling. At a given priority
level, capacity is distributed to non-empty queues in proportion to their
weights. In the upstream direction, this weight is meaningful if several
priority queues are associated with a traffic scheduler or T-CONT whose
policy is WRR. In the downstream direction, this weight is used by a UNI in
a WRR fashion. Upon ME instantiation, the ONU sets this attribute to 1.
(R, W) (mandatory) (1 byte)

Back pressure operation: This attribute enables (0) or disables (1) back pressure operation.

Its default value is 0. (R, W) (mandatory) (2 bytes)

Back pressure time: This attribute specifies the duration in microseconds of the

back-pressure signal. It can be used as a pause time for an Ethernet UNI.
Upon ME instantiation, the ONU sets this attribute to 0. (R, W) (mandatory)
(4 bytes)

Back pressure occur queue threshold: This attribute identifies the threshold queue

occupancy, in bytes, scaled by the priority queue scale factor attribute of the
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Actions

112

ONU2-G, to start sending a back-pressure signal. (R, W) (mandatory)
(2 bytes)

Back pressure clear queue threshold: This attribute identifies the threshold queue

Packet drop

occupancy, in bytes, scaled by the priority queue scale factor attribute of the
ONU2-G, to stop sending a back-pressure signal. (R, W) (mandatory)
(2 bytes)

queue thresholds: This attribute is a composite of four 2 byte values, a
minimum and a maximum threshold, measured in bytes, scaled by the
priority queue scale factor attribute of the ONU2-G, for green and yellow
packets. The first value is the minimum green threshold, the queue
occupancy below which all green packets are admitted to the queue. The
second value is the maximum green threshold, the queue occupancy at or
above which all green packets are discarded. The third value is the minimum
yellow threshold, the queue occupancy below which all yellow packets are
admitted to the queue. The fourth value is the maximum yellow threshold, the
queue occupancy at or above which all yellow packets are discarded. The
default is that all thresholds take the value of the maximum queue size.
(R, W) (optional) (8 bytes)

Packet drop max_p: This attribute is a composite of two 1 byte values, the probability of

dropping a coloured packet when the queue occupancy lies just below the
maximum threshold for packets of that colour. The first value is the green
packet max_p, and the second value is the yellow packet max_p. The
probability, max_p, is determined by adding one to the unsigned value
(0..255) of this attribute and dividing the result by 256. The default for each
value is 255. (R, W) (optional) (2 bytes)

Queue drop w_q: This attribute determines the averaging coefficient, w_g, as described in

[b-Floyd]. The averaging coefficient, w_q, is equal to 2-Quevedropw.a Fop
example, when queue drop_w_q has the value 9, the averaging coefficient,
w_q, is 1/512 = 0.001 9. The default value is 9. (R, W) (optional) (1 byte)

Drop precedence colour marking: This attribute specifies how drop precedence is marked

Get, set

on ingress packets to the priority queue. The default value is 0.
No marking (treat all packets as green)

Internal marking (from traffic descriptor ME)

DEI [IEEE 802.1ad]

PCP 8POD [IEEE 802.1ad]

PCP 7P1D [IEEE 802.1ad]

PCP 6P2D [IEEE 802.1ad]

PCP 5P3D [IEEE 802.1ad]

DSCP AF class [IETF RFC 2597]

(R, W) (optional) (1 byte)

~No ok~ whNhPEFk O
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Notifications

Alarm
Alarm Alarm Description
number
0 Block loss Content loss in excess of threshold. The alarm is cleared

when the discard block counter reset interval next expires.

1..207 Reserved

208..223 | Vendor-specific alarms | Not to be standardized

9.2.11 Traffic scheduler
NOTE 1 - In[ITU-T G.984.4], this ME is called a traffic scheduler-G.

An instance of this ME represents a logical object that can control upstream GEM packets. A traffic
scheduler can accommodate GEM packets after a priority queue or other traffic scheduler and
transfer them towards the next traffic scheduler or T-CONT. Because T-CONTs and traffic
schedulers are created autonomously by the ONU, the ONU vendor predetermines the most
complex traffic handling model it is prepared to support; the OLT may use less than the ONU's full
capabilities, but cannot ask for more. See Appendix Il for more details.

After the ONU creates instances of the T-CONT ME, it then autonomously creates instances of the
traffic scheduler ME.

Relationships

The traffic scheduler ME may be related to a T-CONT or other traffic schedulers through
pointer attributes.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. This 2 byte
number indicates the physical capability that realizes the traffic scheduler.
The first byte is the slot ID of the circuit pack with which this traffic
scheduler is associated. For a traffic scheduler that is not associated with a
circuit pack, the first byte is OxFF. The second byte is the traffic scheduler id,
assigned by the ONU itself. Traffic schedulers are numbered in ascending
order with the range 0..0xFF in each circuit pack or in the ONU core. (R)
(mandatory) (2 bytes)

T-CONT pointer: This attribute points to the T-CONT ME instance associated with this
traffic scheduler. This pointer is used when this traffic scheduler is connected
to the T-CONT directly; It is null (0) otherwise. (R, W) (mandatory) (2 bytes)

NOTE 2 - This attribute is read-only unless otherwise specified by the QoS
configuration flexibility attribute of the ONU2-G ME. If flexible configuration is not
supported, the ONU should reject an attempt to set the T-CONT pointer attribute
with a parameter error result-reason code.

Traffic scheduler pointer: This attribute points to another traffic scheduler ME instance
that may serve this traffic scheduler. This pointer is used when this traffic
scheduler is connected to another traffic scheduler; it is null (0) otherwise.
(R) (mandatory) (2 bytes)

Policy: This attribute represents scheduling policy. Valid values include:
0 Null
1 Strict priority
2 WRR (weighted round robin)
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The traffic scheduler derives priority or weight values for its tributary traffic
schedulers or priority queues from the tributary MEs themselves.

(R, W) (mandatory) (1 byte)

NOTE 3 — This attribute is read-only unless otherwise specified by the QoS
configuration flexibility attribute of the ONU2-G ME. If flexible configuration is not
supported, the ONU should reject an attempt to set the policy attribute with a
parameter error result-reason code.

Priority/weight: This attribute represents the priority for strict priority scheduling or the
weight for WRR scheduling. This value is used by the next upstream ME, as
indicated by the T-CONT pointer attribute or traffic scheduler pointer
attribute.

If the indicated pointer has policy = strict priority, this value is interpreted as
a priority (O is the highest priority, 255 the lowest).

If the indicated pointer has policy = WRR, this value is interpreted as a
weight. Higher values receive more bandwidth.

Upon ME instantiation, the ONU sets this attribute to 0. (R, W) (mandatory)
(1 byte)

Actions
Get, set

Notifications
None.

9.2.12 Traffic descriptor

The traffic descriptor is a profile that allows for traffic management. A priority controlled ONU can
point from a MAC bridge port configuration data ME to a traffic descriptor in order to implement
traffic management (marking, policing). A rate controlled ONU can point to a traffic descriptor
from either a MAC bridge port configuration data ME or a GEM port network CTP to implement
traffic management (marking, shaping).

Packets are determined to be green, yellow or red as a function of the ingress packet rate and the
settings in this ME. The colour indicates drop precedence (eligibility), subsequently used by the
priority queue ME to drop packets conditionally during congestion conditions. Packet colour is also
used by the optional mode 1 DBA status reporting function described in [ITU-T G.984.3]. Red
packets are dropped immediately. Yellow packets are marked as drop eligible, and green packets
are marked as not drop eligible, according to the egress colour marking attribute.

The algorithm used to determine the colour marking is specified by the meter type attribute. If
[b-IETF RFC 4115] is used, then:

CIRa115 = CIR
EIR4115 = PIR — CIR (EIR: excess information rate)
CBSa115 = CBS
EBS4115 = PBS — CBS.
Relationships

This ME is associated with a GEM port network CTP or a MAC bridge port configuration
data ME.

114 Rec. ITU-T G.988 (2017)/Amd.3 (03/2020)



Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. (R,

CIR:

PIR:

CBS:

PBS:

Colour mode:

set-by-create) (mandatory) (2 bytes)

This attribute specifies the committed information rate, in bytes per second.
The default is 0. (R, W, set-by-create) (optional) (4 bytes)

This attribute specifies the peak information rate, in bytes per second. The
default value 0 accepts the ONU's factory policy. (R, W, set-by-create)
(optional) (4 bytes)

This attribute specifies the committed burst size, in bytes. The default is 0.
(R, W, set-by-create) (optional) (4 bytes)

This attribute specifies the peak burst size, in bytes. The default value 0O
accepts the ONU's factory policy. (R, W, set-by-create) (optional) (4 bytes)

This attribute specifies whether the colour marking algorithm considers pre-
existing marking on ingress packets (colour-aware) or ignores it (colour-
blind). In colour-aware mode, packets can only be demoted (from green to
yellow or red, or from yellow to red). The default value is 0.

0 Colour-blind

1 Colour-aware

(R, W, set-by-create) (optional) (1 byte)

Ingress colour marking: This attribute is meaningful in colour-aware mode. It identifies

how pre-existing drop precedence is marked on ingress packets. For DEI and
PCP marking, a drop eligible indicator is equivalent to yellow; otherwise, the
colour is green. For DSCP AF marking, the lowest drop precedence is
equivalent to green; otherwise, the colour is yellow. The default value is 0.
No marking (ignore ingress marking)

DEI [IEEE 802.1ad]

PCP 8POD [IEEE 802.1ad]

PCP 7P1D [IEEE 802.1ad]

PCP 6P2D [IEEE 802.1ad]

PCP 5P3D [IEEE 802.1ad]

DSCP AF class [IETF RFC 2597]

(R, W, set-by-create) (optional) (1 byte)

~No ok, whNOo

Egress colour marking: This attribute specifies how drop precedence is to be marked by

the ONU on egress packets. If set to internal marking only, the externally
visible packet contents are not modified, but the packet is identified in a
vendor-specific local way that indicates its colour to the priority queue ME. It
is possible for the egress marking to differ from the ingress marking; for
example, ingress PCP marking could be translated to DEI egress marking.
The default value is 0.

No marking

Internal marking only

DEI [IEEE 802.1ad]

PCP 8POD [IEEE 802.1ad]

PCP 7P1D [IEEE 802.1ad]

PCP 6P2D [IEEE 802.1ad]

PCP 5P3D [IEEE 802.1ad]

DSCP AF class [IETF RFC 2597]

~No ok~ whNhPEFk O
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(R, W, set-by-create) (optional) (1 byte)

Meter type: This attribute specifies the algorithm used to determine the colour of the
packet. The default value is 0.
0 Not specified
1 [b-IETF RFC 4115]
2 [b-IETF RFC 2698]

(R, set-by-create) (optional) (1 byte)
Actions
Create, delete, get, set

Notifications
None.

9.2.13 GEM port network CTP performance monitoring history data

This ME collects GEM frame PM data associated with a GEM port network CTP. Instances of this
ME are created and deleted by the OLT.

NOTE 1 - One might expect to find some form of impaired or discarded frame count associated with a GEM
port. However, the only impairment that might be detected at the GEM frame level would be a corrupted

GEM frame header. In this case, no part of the header could be considered reliable including the port ID. For
this reason, there is no impaired or discarded frame count in this ME.

NOTE 2 — This ME replaces the GEM port performance history data ME and is preferred for new
implementations.

For a complete discussion of generic PM architecture, refer to clause 1.4.

Relationships
An instance of this ME is associated with an instance of the GEM port network CTP ME.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. Through an
identical 1D, this ME is implicitly linked to an instance of the GEM port
network CTP. (R, set-by-create) (mandatory) (2 bytes)

Interval end time: This attribute identifies the most recently finished 15 min interval. (R)
(mandatory) (1 byte)

Threshold data 1/2 ID: This attribute points to an instance of the threshold data 1 ME that
contains PM threshold values. Since no threshold value attribute number
exceeds 7, a threshold data 2 ME is optional. (R, W, set-by-create)
(mandatory) (2 bytes)

Transmitted GEM frames: This attribute counts GEM frames transmitted on the
monitored GEM port. (R) (mandatory) (4 bytes)

Received GEM frames: This attribute counts GEM frames received correctly on the
monitored GEM port. A correctly received GEM frame is one that does not
contain uncorrectable errors and has a valid header error check (HEC). (R)
(mandatory) (4 bytes)

Received payload bytes: This attribute counts user payload bytes received on the monitored
GEM port. (R) (mandatory) (8 bytes)

Transmitted payload bytes: This attribute counts user payload bytes transmitted on the
monitored GEM port. (R) (mandatory) (8 bytes)
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Encryption key errors: This attribute is defined in ITU-T G.987 systems only. It counts
GEM frames with erroneous encryption key indexes. If the GEM port is not
encrypted, this attribute counts any frame with a key index not equal to 0. If
the GEM port is encrypted, this attribute counts any frame whose key index
specifies a key that is not known to the ONU. (R) (optional) (4 bytes)

NOTE 3 — GEM PM ignores idle GEM frames.

NOTE 4 — GEM PM counts each non-idle GEM frame, whether it contains an entire user frame or only a
fragment of a user frame.

Actions
Create, delete, get, set

Get current data (optional)

Notifications
Threshold crossing alert

Alarm Threshold crossing alert Threshold value attribute No. (Note)
number
1 Encryption key errors 1

NOTE - This number associates the TCA with the specified threshold value attribute of the
threshold data 1 managed entity.

9.2.14 Energy consumption performance monitoring history data

This ME collects PM data associated with the ONU's energy consumption. The time spent in
various low-power states is recorded as a measure of their utility. Furthermore, the ONU may also
include the equivalent of a watt-hour meter, which can be sampled from time to time to measure
actual power consumed.

For a complete discussion of generic PM architecture, refer to clause 1.4.

Relationships
An instance of this ME is associated with the ONU in its entirety.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. The ME ID
must be 0. (R, set-by-create) (mandatory) (2 bytes)

Interval end time: This attribute identifies the most recently finished 15 min interval. (R)
(mandatory) (1 byte)

Threshold data 1/2 1D: No thresholds are defined for this ME. For uniformity with other
PMs, the attribute is retained and shown as mandatory, but it should be set to
a null pointer. (R, W, set-by-create) (mandatory) (2 bytes)

Doze time: This attribute records the time during which the ONU was in doze energy
conservation mode, measured in microseconds. If watchful sleep is enabled
in the ONU dynamic power management control ME, the ONU ignores this
attribute. (R) (mandatory) (4 bytes)

Cyclic sleep time: This attribute records the time during which the ONU was in cyclic sleep
energy conservation mode, measured in microseconds. If watchful sleep is
enabled in the ONU dynamic power management control ME, the ONU
ignores this attribute. (R) (mandatory) (4 bytes)
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Watchful sleep time: This attribute records the time during which the ONU was in watchful
sleep energy conservation mode, measured in microseconds. (R) (mandatory)
(4 bytes)

Energy consumed: This attribute records the energy consumed by the ONU, measured in
millijoules. (R) (optional) (4 bytes)

Actions

Create, delete, get, set
Get current data (optional)

Notifications

None.

9.2.15 XG-PON TC performance monitoring history data
This ME collects PM data associated with the XG-PON TC layer.
For a complete discussion of generic PM architecture, refer to clause 1.4.

Relationships

An instance of this ME is associated with an ANI-G.

Attributes
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Managed entity ID: This attribute uniquely identifies each instance of this ME. Through an
identical ID, this ME is implicitly linked to an instance of the ANI-G. (R, set-
by-create) (mandatory) (2 bytes)

Interval end time: This attribute identifies the most recently finished 15 min interval. (R)
(mandatory) (1 byte)

Threshold data 1/2 ID: This attribute points to an instance of the threshold data 1 ME that
contains PM threshold values. (R, W, set-by-create) (mandatory) (2 bytes)

PSBd HEC error count: This attribute counts HEC errors in any of the fields of the
downstream physical sync block. (R) (optional) (4 bytes)

XGTC HEC error count: This attribute counts HEC errors detected in the XGTC header.
In [ITU-T G.9807.1], this attribute is used for framing sublayer (FS) HEC
error count management. (R) (optional) (4 bytes)

Unknown profile count: This attribute counts the number of grants received whose
specified profile was not known to the ONU. (R) (optional) (4 bytes)

Transmitted XG-PON encapsulation method (XGEM) frames: This attribute counts the
number of non-idle XGEM frames transmitted. If a service data unit (SDU) is
fragmented, each fragment is an XGEM frame and is counted as such. (R)
(mandatory) (4 bytes)

Fragment XGEM frames: This attribute counts the number of XGEM frames that
represent fragmented SDUs, as indicated by the LF bit = 0. (R) (optional)
(4 bytes)

XGEM HEC lost words count: This attribute counts the number of 4 byte words lost
because of an XGEM frame HEC error. In general, all XGTC payload
following the error is lost, until the next PSBd event. (R) (optional) (4 bytes)
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XGEM key errors: This attribute counts the number of downstream XGEM frames
received with an invalid key specification. The key may be invalid for several
reasons, among which are:

a) GEM port provisioned for clear text and key index not equal to 00;

b) no multicast key of the specified key index has been provided via the
OMCI for a multicast GEM port;

¢) no unicast key of the specified key index has been successfully negotiated
(see clause 15.5 of [ITU-T G.987.3] or clause C.15.5 of [ITU-T
G.9807.1] for key negotiation state machine);

d) GEM port specified to be encrypted and key index = 00;
e) keyindex =11, a reserved value.
(R) (mandatory) (4 bytes)

XGEM HEC error count: This attribute counts the number of instances of an XGEM
frame HEC error. (R) (mandatory) (4 bytes)

Transmitted bytes in non-idle XGEM frames: This attribute counts the number of
transmitted bytes in non-idle XGEM frames. (R) (mandatory) (8 bytes)

Received bytes in non-idle XGEM frames: This attribute counts the number of received
bytes in non-idle XGEM frames. (R) (optional) (8 bytes)

Loss of downstream synchronization (LODS) event count: This attribute counts the
number of state transitions from O5.1 to O6. (R) (optional) (4 bytes)

LODS event restored count: This attribute counts the number of LODS cleared events. (R)
(optional) (4 bytes)

ONU reactivation by LODS events: This attribute counts the number of LODS events
resulting in ONU reactivation without synchronization being reacquired. (R)
(optional) (4 bytes)

Actions
Create, delete, get, set
Get current data (optional)

Notifications
Threshold crossing alert

nﬁlrz:l]rbr:r Threshold crossing alert Threshold value attribute No. (Note)
1 PSBd HEC error count 1
2 XGTC HEC error count 2
3 Unknown profile count 3
4 XGEM HEC loss count 4
5 XGEM key errors 5
6 XGEM HEC error count 6
NOTE - This number associates the TCA with the specified threshold value attribute of the
threshold data 1 managed entity.
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9.2.16 XG-PON downstream management performance monitoring history data

This ME collects PM data associated with the XG-PON TC layer. It collects counters associated
with downstream PLOAM and OMCI messages.

For a complete discussion of generic PM architecture, refer to clause 1.4.

Relationships

An instance of this ME is associated with an ANI-G.

Attributes
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Managed entity ID: This attribute uniquely identifies each instance of this ME. Through an
identical ID, this ME is implicitly linked to an instance of the ANI-G. (R, set-
by-create) (mandatory) (2 bytes)

Interval end time: This attribute identifies the most recently finished 15 min interval. (R)
(mandatory) (1 byte)

Threshold data 1/2 ID: This attribute points to an instance of the threshold data 1 ME that
contains PM threshold values. Since no threshold value attribute number
exceeds 7, a threshold data 2 ME is optional. (R, W, set-by-create)
(mandatory) (2 bytes)

PLOAM message integrity check (MIC) error count: This attribute counts MIC errors
detected in downstream PLOAM messages, either directed to this ONU or
broadcast to all ONUs. (R) (optional) (4 bytes)

Downstream PLOAM messages count: This attribute counts PLOAM messages received,
either directed to this ONU or broadcast to all ONUSs. (R) (optional) (4 bytes)

Profile messages received: This attribute counts the number of profile messages received,
either directed to this ONU or broadcast to all ONUs. In [ITU-T G.9807.1],
this attribute is used for received burst_profile message count. (R) (optional)
(4 bytes)

Ranging_time messages received: This attribute counts the number of ranging_time
messages received, either directed to this ONU or broadcast to all ONUs. (R)
(mandatory) (4 bytes)

Deactivate. ONU-ID messages received: This attribute counts the number of
deactivate. ONU-ID messages received, either directed to this ONU or
broadcast to all ONUs. Deactivate. ONU-ID messages do not reset this
counter. (R) (optional) (4 bytes)

Disable_serial nhumber messages received: This attribute counts the number of
disable_serial_number messages received, whose serial number specified this
ONU. (R) (optional) (4 bytes)

Request_registration messages received: This attribute counts the number of
request_registration messages received. (R) (optional) (4 bytes)

Assign_alloc-ID messages received: This attribute counts the number of assign_alloc-1D
messages received. (R) (optional) (4 bytes)

Key_control messages received: This attribute counts the number of key_control messages
received, either directed to this ONU or broadcast to all ONUSs. (R) (optional)
(4 bytes)
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Sleep_allow messages received: This attribute counts the number of sleep_allow messages
received, either directed to this ONU or broadcast to all ONUSs. (R) (optional)
(4 bytes)

Baseline OMCI messages received count: This attribute counts the number of OMCI
messages received in the baseline message format. (R) (optional) (4 bytes)

Extended OMCI messages received count: This attribute counts the number of OMCI
messages received in the extended message format. (R) (optional) (4 bytes)

Assign_ONU-ID messages received: This attribute counts the number of assign_ ONU-ID
messages received since the last re-boot. (R) (optional) (4 bytes)

OMCI MIC error count: This attribute counts MIC errors detected in OMCI messages
directed to this ONU. (R) (optional) (4 bytes)

Actions
Create, delete, get, set
Get current data (optional)

Notifications
Threshold crossing alert

Alarm Threshold crossing alert Threshold value attribute No. (Note)
number

1 PLOAM MIC error count 1

2 OMCI MIC error count 2

NOTE - This number associates the TCA with the specified threshold value attribute of the
threshold data 1 managed entity.

9.2.17 XG-PON upstream management performance monitoring history data

This ME collects PM data associated with the XG-PON TC layer. It counts upstream PLOAM
messages transmitted by the ONU.

For a complete discussion of generic PM architecture, refer to clause 1.4.

Relationships
An instance of this ME is associated with an ANI-G.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. Through an
identical ID, this ME is implicitly linked to an instance of the ANI-G. (R, set-
by-create) (mandatory) (2 bytes)

Interval end time: This attribute identifies the most recently finished 15 min interval. (R)
(mandatory) (1 byte)

Threshold data 1/2 1D: No thresholds are defined for this ME. For uniformity with other
PM, the attribute is retained and shown as mandatory, but it should be set to a
null pointer. (R, W, set-by-create) (mandatory) (2 bytes)

Upstream PLOAM message count: This attribute counts PLOAM messages transmitted
upstream, excluding acknowledge messages. (R) (optional) (4 bytes)

Serial_number_ONU message count: This attribute counts Serial number_ ONU PLOAM
messages transmitted. (R) (optional) (4 bytes)

Rec. ITU-T G.988 (2017)/Amd.3 (03/2020) 121



Registration message count: This attribute counts Registration PLOAM messages
transmitted. (R) (optional) (4 bytes)

Key _report message count: This attribute counts key report PLOAM messages
transmitted. (R) (optional) (4 bytes)

Acknowledge message count: This attribute counts acknowledge PLOAM messages
transmitted. It includes all forms of acknowledgement (AK), including those
transmitted in response to a PLOAM grant when the ONU has nothing to
send. (R) (optional) (4 bytes)

Sleep_request message count: This attribute counts sleep_request PLOAM messages
transmitted. (R) (optional) (4 bytes)

Actions
Create, delete, get, set
Get current data (optional)

Notifications
None.

9.2.18 L2 multicast GEM interworking termination point

An instance of this ME represents a point in an EPON ONU where a multicast service interworks
with the GEM layer. At this point, a multicast bit stream is forwarded.

Instances of this ME are created and deleted by the OLT.

Multicast interworking GEM modes of operation

The default multicast operation of the EPON is one in which all the multicast content streams are
carried in one PON layer connection (GEM port). This connection is then specified by the multicast
MAC address filtering table. According to this table, the ONU filters the traffic based on Ethernet
MAC addresses. The associated GEM port network CTP ME specifies the GEM port-ID that
supports all multicast connections.

In the default multicast operation, all multicast content streams are placed in one PON layer
connection (GEM port). The OLT sets up a completely conventional model, a pointer from the L2
multicast GEM IW TP to a GEM port network CTP. The OLT configures the GEM port-1D of the
GEM port network CTP into the multicast MAC address filtering table attribute, along with the
other table fields that specify multicast destination MAC addresses for filtering. The ONU accepts
the entire multicast stream through the designated GEM port and then filters the traffic based on
Ethernet MAC address.

An optional multicast configuration supports separate multicast streams carried over separate PON
layer connections, i.e., on separate GEM ports. This permits the ONU to filter multicast streams at
the GEM level, which is hardware efficient, while ignoring other multicast streams that may be of
interest to other ONUs on the PON.

After configuring the explicit model for the first multicast GEM port, the OLT supports multiple
multicast GEM ports by configuring additional entries into the multicast MAC address filtering
table, entries with different GEM port-1Ds. The OMCI model is defined such that these ports are
implicitly grouped together and served by the single explicit GEM port network CTP. No additional
GEM network CTPs need be created or linked for the additional GEM ports.

Several L2 multicast GEM IW TPs can exist, each linked to separate bridge ports or mappers, to
serve different communities of interest in a complex ONU.
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Discovery of multicast support

The OLT uses the L2 multicast GEM IW TP entity as the means to discover the ONU's multicast
capability. This entity is mandatory if multicast is supported by an EPON ONU. If the OLT
attempts to create this entity on an ONU that does not support multicast, the create command fails.
The create command also fails if the OLT attempts to exploit optional features that the ONU does
not support, e.g., in attempting to create multiple L2 multicast GEM IW TPs.

This ME is defined by similarity to the unicast GEM IW TP, and a number of its attributes are not
meaningful in a multicast context. These attributes are set to 0 and not used, as indicated in the
following.

Relationships

An instance of this ME exists for each layer 2 multicast community of interest.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. The value
OXFFFF is reserved. (R, set-by-create) (mandatory) (2 bytes)

GEM port network CTP connectivity pointer: This attribute points to an instance of the
GEM port network CTP that is associated with this L2 multicast GEM W
TP. (R, W, set-by-create) (mandatory) (2 bytes)

Interworking option: This attribute identifies the type of non-GEM function that is being
interworked. The option can be:

0 This value is a "no-op" or "don’t care". It should be used when the L2
multicast GEM IW TP is associated with several functions of
different types. It can optionally be used in all cases, since the
necessary information is available elsewhere. The previous code
points are retained for backward compatibility:

1 MAC bridged LAN

3 Reserved

5 |EEE 802.1p mapper

(R, W, set-by-create) (mandatory) (1 byte)

Service profile pointer: This attribute is set to 0 and not used. For backward compatibility,
it may also be set to point to a MAC bridge service profile or IEEE 802.1p
mapper service profile. (R, W, set-by-create) (mandatory) (2 bytes)

Not used 1: This attribute is set to 0 and not used. (R, W, set-by-create) (mandatory)
(2 bytes)

PPTP counter: This attribute represents the number of instances of PPTP MEs associated
with this instance of the L2 multicast GEM IW TP. This attribute conveys no
information that is not available elsewhere; it may be set to OxXFF and not
used. (R) (optional) (1 byte)

Operational state: This attribute indicates whether the ME is capable of performing its
function. Valid values are enabled (0) and disabled (1). (R) (optional)
(1 byte)

GAL profile pointer: This attribute is set to 0 and not used. For backward compatibility, it
may also be set to point to a GAL Ethernet profile. (R, W, set-by-create)
(mandatory) (2 bytes)

Not used 2: This attribute is set to 0 and not used. (R, W, set-by-create) (mandatory)
(1 byte)
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Multicast MAC address filtering capability: With this attribute, the ONU reports to the

OLT its supported multicast MAC address registration methods and the
maximum number of filtering table entries at the ONU.

Multicast MAC address registration method 1 byte
Maximum number of static registration entries 2 bytes
Maximum number of dynamic registration entries 2 bytes

The bits of the multicast MAC address registration method field are assigned
as follows:
Bit Name Setting
1 (LSB) Static MAC address registration 0: not supported
1: supported

2 Dynamic MAC address registration 0: not supported
1: supported
3.8 Reserved 0

(R) (mandatory) (5 bytes)

Multicast MAC address registration mode: This attribute allows the OLT to specify the

multicast MAC address registration method.
0 Disable multicast MAC address filtering
1 Static MAC address registration
2 Dynamic MAC address registration

In L2-based multicast operation, the OLT handles the Internet group
management protocol/multicast listener discovery (IGMP/MLD) protocol of
the network and the ONU filters the multicast data stream as instructed by the
OLT. ONU may support the static MAC address registration method or the
dynamic MAC address registration method according to its filter
implementation.

In the static MAC address registration method, the OLT provisions all
available multicast addresses at the ONU. For each of the available
addresses, the OLT also provides a status flag, which designates either pass
or drop.

In the dynamic MAC address registration method, the OLT provisions
multicast addresses allowed at the ONU. A frame whose DA matches the
provisioned MAC destination group address is forwarded to the output port.
Frames whose DA is a MAC group address (except for the broadcast address)
and does not match any of the provisioned allowed MAC group addresses are
discarded. The target range of MAC address that is handled in this filtering
mode is 0x01-00-5E-00-00-00 through 0x01-00-5E-7F-FF-FF for IPv4
multicast traffic and 0x33-33-00-01-00-00 through 33-33-FF-FF-FF-FF for
IPv6 multicast traffic.

(R, W) (mandatory) (1 byte)

Aging timer: This attribute sets the aging timer value in seconds that is called the multicast

address listener interval in IGMP/MLD specifications. The ONU starts or
restarts the timer when an entry is added or overwritten in the multicast MAC
address filtering table. If the timer expires, the ONU changes the
corresponding pass/drop flag to drop in case of static MAC address
registration, or removes the corresponding Multicast destination MAC
address entry in case of dynamic MAC address registration. The configurable
value is 0 to OxOF-FF-EF seconds and is common for all MAC address
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entries. The aging timer can be separately enabled or disabled in each
multicast MAC address filtering table entry.

(R, W) (optional) (3 bytes)

Multicast MAC address filtering table: This attribute is a list that specifies multicast
MAC address filtering configurations. Each entry contains the following.

GEM port-ID 2 bytes
Secondary key 2 bytes
Filter 1 byte

Multicast destination MAC address 6 bytes

The first 4 bytes of each entry are treated as a key into the list. The secondary
key shows the entry number for a given GEM port.

The bits of the filter byte are assigned as follows.

Bit Name Setting
1 (LSB) Pass/drop 0: drop
1: pass
2 Aging 0: disabled
1: enabled
3.6 Reserved 0
7.8 Add/remove 10: Clear entire table (set operation)

00: Remove this entry (set operation)
01: Add/overwrite this entry (set operation)

Upon ME instantiation, the ONU sets this attribute to an empty table.
(R, W) (mandatory) (11N bytes, where N is the number of entries in the list.)

Actions
Create, delete, get, get next, set
Set table (optional)

Notifications
Attribute value change

Number | Attribute value change Description
1.5 N/A
6 Op state Operational state change
7.12 |N/A
13..16 |Reserved

9.2.19 ANI-E

This ME organizes data associated with each access network interface supported by an EPON
ONU. The ONU automatically creates one instance of this ME for each PON physical port.

Relationships
An instance of this ME is associated with each instance of a physical PON interface.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. Its value
indicates the physical position of the PON interface. The first byte is the slot
ID, defined in clause 9.1.5. The second byte is the port ID. (R) (mandatory)
(2 bytes)
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Encryption and FEC capability: This attribute is used by the OLT to read the encryption
and FEC capabilities. The most significant 4 bits denote the encryption
capability and the least significant 4 bits denote the FEC capability. It is
noted that downstream encryption is mandatory.

The coding for the most significant field is specified as follows:
0x0: upstream encryption is not supported (1G-EPON ONU)
0x1: upstream encryption is supported (LG-EPON ONU)
0x2: encryption is activated as part of [IEEE 802.1X] authentication/key
establishment (10G/10G-EPON ONU or 10G/1G-EPON ONU)

The coding for the least significant field is specified as follows:
0x0: FEC is not supported for 1G link (1G-EPON ONU or
10G/1G-EPON ONU)
Ox1: FEC is supported for 1G link (1G-EPON ONU or 10G/1G-EPON
ONU)
0x2: mandatory FEC capability (10G/10G-EPON ONU)

(R) (optional) (1 byte)

Encryption and FEC configuration: This attribute specifies the encryption and FEC
operations. The most significant 4 bits designate the upstream encryption and
the least significant 4 bits designate the FEC operation.

The coding for the most significant field is specified as follows:
0x0: disable upstream encryption for 1G-EPON ONU
0x1: enable upstream encryption for 1G-EPON ONU

The coding for the least significant field is specified as follows:
0xO0: disable FEC for 1G link
0x1: enable FEC for 1G link

A 10G/10G-EPON ONU and a 10G/1G-EPON ONU ignores the most
significant field. A 10G/10G-EPON ONU also ignores the least significant
field.

(R, W) (optional) (1 byte)

ONU capability to configure number of queue sets: This attribute specifies the ONU's
capability to configure the number of queue sets. The ONU reports the
highest value that it supports for the minimum number of queue sets, and the
OLT can configure the minimum number of queue sets to a number that is
equal to or less than the reported number.

The coding is specified as follows:
0: reserved
1: not supported
2: supported: the highest value for minimum number of queue sets is 2
3: supported: the highest value for minimum number of queue sets is 3
4: supported: the highest value for minimum number of queue sets is 4

(R) (mandatory) (1 byte)

NOTE - The quneue set is one of fields in the REPORT MPCPDU (multi-point
control protocol data unit) and consists of eight queue reports, as defined in clauses
64.3.6.2 and 77.3.6.2 of [IEEE 802.3].

Number of queue sets: This attribute specifies the maximum number of queue sets and the
minimum number of queue sets to be used by the given ONU to generate the
REPORT MPCPDU. The most significant 4 bits denote the maximum
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number of queue sets and the least significant 4 bits denote the minimum
number of queue sets. The admissible values for each field are 0x01, 0x02,
0x03 and 0x04 if they do not exceed the ONU capability. (R, W) (mandatory)
(1 byte)

NOTE — This attribute is read-only, if the ONU capability to configure the number
of queue sets attribute indicates code point 1. If flexible configuration is not
supported, the ONU should reject an attempt to set it with a parameter error result-
reason code.

Threshold configuration: This attribute specifies the threshold type and the threshold
ordering to be used by the given ONU to generate the REPORT MPCPDU.
The most significant 4 bits denote the threshold type and the least significant
4 bits denote the threshold ordering.

The coding for the most significant field is specified as follows. Code 0 is
valid in the get operation.
0x0: not configurable (ONU supports aggregated threshold type only)
Ox1: aggregated threshold
0x2: dedicated threshold

The coding for the least significant field is specified as follows. Code 0 is
valid in the get operation.

0x0: not configurable (ONU supports descending order only)

0x1: descending order

0x2: ascending order

(R, W) (mandatory) (1 byte)

ONU capability to configure threshold starting point: This attribute specifies the ONU
capability to configure the threshold starting point.

The coding is specified as follows.
0: supported
1: not supported

(R) (mandatory) (1 byte)

Threshold starting point: This attribute specifies the threshold starting point to be used by
the given ONU to generate the REPORT MPCPDU.

The coding is specified as follows.
0: end of granted packet
1: buffer head

(R, W) (mandatory) (1 byte)

Number of queue threshold sets: This attribute specifies the number of queue threshold
sets to be used by the given ONU to generate the REPORT MPCPDU. This
number covers the queue set used to report the total queue length. The
admissible values for this field are 1, 2, 3 and 4. (R, W) (mandatory) (1 byte)

Aggregated threshold table: This attribute is a list that specifies the value of aggregated
threshold, in time quanta (TQs), associated with the queues that are to be
present in the REPORT MPCPDU generated by the ONU if the threshold
type is aggregated threshold. The queue occupancy included in the queue No.
n report field in the REPORT MPCPDU is always less than or equal to the
provisioned value of the No. n threshold, while observing the frame
boundaries.

Each list entry is as follows:
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— threshold index number: 0-3 (1 byte)
— aggregated threshold value (2 bytes)

A set action to a particular value overwrites any existing entry with the same
first 1 byte. If the last 2 bytes of a set command are all zero, that entry is
cleared from the list. Moreover, if the first 1 byte of a set is OxFF, the entire
table is cleared.

(R, W) (mandatory) (3N bytes, where N is the number of entries in the table)

Dedicated threshold table: This attribute is a list that specifies the value of dedicated
threshold, in TQs, to be associated with the given queue within the particular
queue threshold set if the threshold type is dedicated threshold.

Each list entry is as follows:

— index number (1 byte)
bits 7-4: queue set index number 0-3
bits 3-0: threshold index number 0-7

— dedicated threshold value (2 bytes)

A set action to a particular value overwrites any existing entry with the same
first 1 byte. If the last 2 bytes of a set command are all zero, that entry is
cleared from the list. Moreover, if the first 1 byte of a set is OXFF, the entire
table is cleared.

(R, W) (mandatory) (3N bytes, where N is the number of entries in the table)

ONU capability to configure queue service procedure: This attribute specifies the ONU
capability to configure queue service procedure.

The coding is specified as follows:
0: supported
1: not supported

(R) (mandatory) (1 byte)

Ability to set queue service procedure: This attribute specifies which type(s) of procedure
are supported by the ONU.

The bit map is specified as follows:

bit 1 (LSB): Threshold-first 0: supported

1: not supported
bit 2: Priority-first 0: supported

1: not supported
bit 3: Strict priority 0: supported

1: not supported

(R) (mandatory) (1 bytes)

Queue service procedure: This attribute specifies the threshold starting point to be used by
the given ONU to generate the REPORT MPCPDU.

The coding is specified as follows:
0: Threshold-first
1: Priority-first
2: Strict priority

(R, W) (mandatory) (1 byte)

Rec. ITU-T G.988 (2017)/Amd.3 (03/2020)



Holdover time out: This attribute is used by the OLT to configure the holdover timer in the

ONU. The value is expressed in milliseconds. The default value is 200 ms.
(R, W) (optional) (4 bytes)

TLoS optical: This attribute is used by the OLT to configure the TLoS_ optical (time

TL0S_MAC:

threshold of optical signal loss) value, which is the period of time that has to
elapse before the ONU moves to the holdover state if no optical signal is
detected. The value is expressed in milliseconds. The default value is 200 ms.

(R, W) (optional) (2 bytes)

This attribute is used by the OLT to configure the TLoS MAC (time
threshold of GATE MPCPDU loss) value, which is the period of time that
has to elapse before the ONU moves to the holdover state if no GATE
MPCPDU is received. This parameter corresponds to the gate timeout as
specified in clauses 64.3.5.1 and 77.3.5.1 of [IEEE 802.3]. The value is
expressed in milliseconds. The default value is 50 ms.

(R, W) (optional) (2 bytes

Actions

Get, set, get-next

Set table (optional)

Test:

Notifications
Test result:

Test the ANI-E (optional). The test action can be used to collect some of the
PM data for a small form factor (SFF)-8472 compliant transceiver on the
ANI side, such as optical transceiver unit temperature, optical transceiver unit
supply voltage, optical transmitter unit bias current, optical transceiver unit
output power and optical transceiver unit input power. Test and test result
messages are defined in Annex A.

Test results are reported via a test message if the test is invoked by a test
command from the OLT.

9.2.20 EPON downstream performance monitoring configuration

This ME represents window sizes and threshold values for EPON downstream PM operations
which are defined in [IEEE 802.3] as: errored symbol period, errored frame, errored frame period
and errored frame seconds summary.

The EPON ONU automatically instantiates an instance of this ME for each ANI-E.

Relationships

An instance of this ME is associated with an ANI-E.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. Through an

identical ID, this ME is implicitly linked to an instance of the ANI-E. (R, set-
by-create) (mandatory) (2 bytes)

Errored symbol period window: This attribute specifies the number of symbols in the

measurement period, as defined in clause 57.5.3.1 of [IEEE 802.3].
(R, W) (optional) (8 bytes)
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Errored symbol period threshold: This attribute specifies the threshold of errored symbols
for generating an event report, as defined in clause 57.5.3.1 of [IEEE 802.3].
(R, W) (optional) (8 bytes)

Errored frame window: This attribute specifies the duration in units of 100 ms of the
measurement period, as defined in clause 57.5.3.2 of [IEEE 802.3].
(R, W) (optional) (2 bytes)

Errored frame threshold: This attribute specifies the threshold of errored frames for
generating an event report, as defined in clause 57.5.3.2 of [IEEE 802.3].
(R, W) (optional) (4 bytes)

Errored frame period window: This attribute specifies the duration in terms of frames of
the measurement period, as defined in clause 57.5.3.3 of [IEEE 802.3].
(R, W) (optional) (4 bytes)

Errored frame period threshold: This attribute specifies the threshold of errored frames
for generating an event report, as defined in clause 57.5.3.3 of [IEEE 802.3].
(R, W) (optional) (4 bytes)

Errored frame seconds summary window: This attribute specifies the duration in units of
100ms of the measurement period, as defined in clause 57.5.3.4 of
[IEEE 802.3]. (R, W) (optional) (2 bytes)

Errored frame seconds summary threshold: This attribute specifies the threshold of
errored frame seconds for generating an event report, as defined in clause
57.5.3.4 of [IEEE 802.3]. (R, W) (optional) (2 bytes)

Get, set

Notifications

None.
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9.2.22 Enhanced FEC performance monitoring history data

This ME collects PM data associated with PON downstream FEC counters for XGS-PON and
subsequent ITU-T PON systems. Instances of this ME are created and deleted by the OLT.

For a complete discussion of generic PM architecture, refer to clause 1.4.

Relationships

An instance of this ME is associated with an instance of the ANI-G ME or an instance of the
TWDM channel ME.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. Through an
identical ID, this ME is implicitly linked to an instance of the ANI-G or a
TWDM channel. (R, set-by-create) (mandatory) (2 bytes)

Interval end time: This attribute identifies the most recently finished 15 min interval. (R)
(mandatory) (1 byte)

Threshold data 64 bit ID: This attribute points to an instance of the threshold data 64 bit
ME that contains PM threshold values. (R, W, set-by-create) (mandatory)
(2 bytes)

Corrected bytes: This attribute counts the number of bytes that were corrected by the FEC
function. (R) (mandatory) (8 bytes)

Corrected code words: This attribute counts the code words that were corrected by the FEC
function. (R) (mandatory) (8 bytes)

Uncorrectable code words: This attribute counts errored code words that could not be
corrected by the FEC function. (R) (mandatory) (8 bytes)

Total code words: This attribute counts the total received code words. (R) (mandatory)
(8 bytes)

FEC seconds: This attribute counts seconds during which there was an FEC anomaly. (R)
(mandatory) (2 bytes)

Actions
Create, delete, get, set

Get current data (optional)

Notifications
Threshold crossing alert

Alarm Threshold crossing alert Threshold value attribute
number g No. (Note)
0 Corrected bytes 1
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9.2.23

Threshold crossing alert

Alarm Threshold crossing alert Threshold value attribute
number No. (Note)

1 Corrected code words 2

2 Uncorrectable code words 3

4 FEC seconds 4

NOTE - This number associates the TCA with the specified threshold value attribute of the
threshold data 64 bit managed entity.

Enhanced TC performance monitoring history data

This ME collects PM data associated with the XGS-PON and subsequent ITU-T PON systems’ TC

layer.

For a complete discussion of generic PM architecture, refer to clause 1.4.

Relationships

An instance of this ME is associated with an ANI-G.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. Through an
identical ID, this ME is implicitly linked to an instance of the ANI-G. (R, set-
by-create) (mandatory) (2 bytes)

Interval end time: This attribute identifies the most recently finished 15 min interval. (R)
(mandatory) (1 byte)

Threshold data 64 bit ID: This attribute points to an instance of the threshold data 64 bit
ME that contains PM threshold values. (R, W, set-by-create) (mandatory)
(2 bytes)

PSBd HEC error count: This attribute counts HEC errors in any of the fields of the
downstream physical sync block. (R) (optional) (4 bytes)

XGTC HEC error count: This attribute counts HEC errors detected in the XGTC header.
In [ITU-T G.9807.1], this attribute is used for FS HEC error count
management. (R) (optional) (4 bytes)

Unknown profile count: This attribute counts the number of grants received whose
specified profile was not known to the ONU. (R) (optional) (4 bytes)

Transmitted XGEM frames: This attribute counts the number of non-idle XGEM frames
transmitted. If an SDU is fragmented, each fragment is an XGEM frame and
is counted as such. (R) (mandatory) (8 bytes)

Fragment XGEM frames: This attribute counts the number of XGEM frames that
represent fragmented SDUs, as indicated by the LF bit = 0. (R) (optional)
(8 bytes)

XGEM HEC lost words count: This attribute counts the number of 4 byte words lost
because of an XGEM frame HEC error. In general, all XGTC payload
following the error is lost, until the next PSBd event. (R) (optional) (8 bytes)
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Actions

XGEM key errors: This attribute counts the number of downstream XGEM frames
received with an invalid key specification. The key may be invalid for several
reasons, among which are:

a) GEM port provisioned for clear text and key index not equal to 00;

b) no multicast key of the specified key index has been provided via the
OMCI for a multicast GEM port;

¢) no unicast key of the specified key index has been successfully negotiated
(see clause 15.5 of [ITU-T G.987.3] or clause C.15.5 of [ITU-T
G.9807.1] for key negotiation state machine);

d) GEM port specified to be encrypted and key index = 00;
e) keyindex =11, a reserved value.
(R) (mandatory) (8 bytes)

XGEM HEC error count: This attribute counts the number of instances of an XGEM
frame HEC error. (R) (mandatory) (8 bytes)

Transmitted bytes in non-idle XGEM frames: This attribute counts the number of
transmitted bytes in non-idle XGEM frames. (R) (mandatory) (8 bytes)

Received bytes in non-idle XGEM frames: This attribute counts the number of received
bytes in non-idle XGEM frames. (R) (optional) (8 bytes)

LODS event count: This attribute counts the number of state transitions from O5.1 to O6.
(R) (optional) (4 bytes)

LODS event restored count: This attribute counts the number of LODS cleared events. (R)
(optional) (4 bytes)

ONU reactivation by LODS events: This attribute counts the number of LODS events
resulting in ONU reactivation without synchronization being reacquired. (R)
(optional) (4 bytes)

Create, delete, get, set
Get current data (optional)

Notifications

134

Threshold crossing alert

nﬁlr;aqrbn;r Threshold crossing alert Threshold value attribute No. (Note)
1 PSBd HEC error count 1
2 XGTC HEC error count 2
3 Unknown profile count 3
4 XGEM HEC loss count 4
5 XGEM key errors 5
6 XGEM HEC error count 6

NOTE — This number associates the TCA with the specified threshold value attribute of the
threshold data 64 bit managed entity.
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9.3 Layer 2 data services

As outlined in Figure 9.3-1, this clause describes MEs that support layer 2 services, independent of
the exact nature of the UNI (Ethernet, MoCA, xDSL). Possible UNIs are described in their own
clauses.
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802.1p mapper service profile
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Figure 9.3-1 — Managed entities that support layer 2
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9.3.1 MAC bridge service profile

This ME models a MAC bridge in its entirety; any number of ports may be associated with the
bridge through pointers to the MAC bridge service profile ME. Instances of this ME are created and
deleted by the OLT.

Relationships

Bridge ports are modelled by MAC bridge port configuration data MEs, any number of
which can point to a MAC bridge service profile. The real-time status of the bridge is
available from an implicitly linked MAC bridge configuration data ME.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. The first
byte is the slot ID. In an integrated ONU, this value is 0. The second byte is
the bridge group ID. (R, set-by-create) (mandatory) (2 bytes)

Spanning tree ind: The Boolean value true specifies that a spanning tree algorithm is
enabled. The value false disables (rapid) spanning tree. (R, W, set-by-create)
(mandatory) (1 byte)

Learning ind: The Boolean value true specifies that bridge learning functions are enabled.
The value false disables bridge learning. (R, W, set-by-create) (mandatory)
(1 byte)

Port bridging ind: The Boolean value true specifies that bridging between UNI ports is
enabled. The value false disables local bridging. (R, W, set-by-create)
(mandatory) (1 byte)

Priority: This attribute specifies the bridge priority in the range 0..65535. The value of
this attribute is copied to the bridge priority attribute of the associated MAC
bridge configuration data ME. (R, W, set-by-create) (mandatory) (2 bytes)

Max age: This attribute specifies the maximum age (in 256ths of a second) of received
protocol information before its entry in the spanning tree listing is discarded.
The range is 0x0600 to 0x2800 (6..40 s) in accordance with [IEEE 802.1D].
(R, W, set-by-create) (mandatory) (2 bytes)

Hello time:  This attribute specifies how often (in 256ths of a second) the bridge
advertises its presence via hello packets, while acting as a root or attempting
to become a root. The range is 0x0100 to OxOAO00 (1..10s). (R, W,
set-by-create) (mandatory) (2 bytes)

NOTE — [IEEE 802.1D] specifies the compatibility range for hello time to be 1.2 s.

Forward delay: This attribute specifies the forwarding delay (in 256ths of a second) when
the bridge acts as the root. The range is 0x0400 to Ox1EQ00 (4..305s) in
accordance with [IEEE 802.1D]. (R, W, set-by-create) (mandatory) (2 bytes)

Unknown MAC address discard: The Boolean value true specifies that MAC frames with
unknown DAs be discarded. The value false specifies that such frames be
forwarded to all allowed ports. (R, W, set-by-create) (mandatory) (1 byte)

MAC learning depth: This attribute specifies the maximum number of UNI MAC
addresses to be learned by the bridge. The default value O specifies that there
is no administratively imposed limit. (R, W, set-by-create) (optional) (1 byte)

Dynamic filtering ageing time: This attribute specifies the age of dynamic filtering entries
in the bridge database, after which unrefreshed entries are discarded. In
accordance with clause 7.9.2 of [IEEE 802.1D] and clause 8.8.3 of [IEEE
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Actions

802.1Q)], the range is 10..1 000 000 s, with a resolution of 1 s and a default of
300 s. The value 0 specifies that the ONU uses its internal default. (R, W, set-
by-create) (optional) (4 bytes)

Create, delete, get, set

Notifications

9.3.2

None.

MAC bridge configuration data

This ME organizes status data associated with a MAC bridge. The ONU automatically creates or
deletes an instance of this ME upon the creation or deletion of a MAC bridge service profile.

Relationships

This ME is associated with one instance of a MAC bridge service profile.

Attributes

138

Managed entity ID: This attribute uniquely identifies each instance of this ME. Through an
identical ID, this ME is implicitly linked to an instance of the MAC bridge
service profile. (R) (mandatory) (2 bytes)

Bridge MAC address: This attribute indicates the MAC address used by the bridge. The
ONU sets this attribute to a value based on criteria beyond the scope of this
Recommendation, e.g., factory settings. (R) (mandatory) (6 bytes)

Bridge priority: This attribute reports the priority of the bridge. The ONU copies this
attribute from the priority attribute of the associated MAC bridge service
profile. The value of this attribute changes with updates to the MAC bridge
service profile priority attribute. (R) (mandatory) (2 bytes)

Designated root: This attribute identifies the bridge at the root of the spanning tree. It
comprises bridge priority (2 bytes) and MAC address (6 bytes). (R)
(mandatory) (8 bytes)

Root path cost: This attribute reports the cost of the best path to the root as seen from this
bridge. Upon ME instantiation, the ONU sets this attribute to 0. (R)
(mandatory) (4 bytes)

Bridge port count: This attribute records the number of ports linked to this bridge. (R)
(mandatory) (1 byte)

Root port num: This attribute contains the port number that has the lowest cost from the
bridge to the root bridge. The value 0 means that this bridge is itself the root.
Upon ME instantiation, the ONU sets this attribute to 0. (R) (mandatory)
(2 bytes)

Hello time:  This attribute is the hello time received from the designated root, the interval
(in 256ths of a second) between HELLO packets. Its range is 0x0100 to
0x0A00 (1..10 s). (R) (optional) (2 bytes)

NOTE — [IEEE 802.1D] specifies the compatibility range for hello time to be 1.2 s.

Forward delay: This attribute is the forwarding delay time received from the designated
root (in 256ths of a second). Its range is 0x0400 to Ox1EOQ0 (4..305) in
accordance with [IEEE 802.1D]. (R) (optional) (2 bytes)
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Actions

Get

Notifications

9.3.3

None.

MAC bridge performance monitoring history data

This ME collects PM data associated with a MAC bridge. Instances of this ME are created and

deleted

by the OLT.

For a complete discussion of generic PM architecture, refer to clause 1.4.

Relationships

This ME is associated with an instance of a MAC bridge service profile.

Attributes

Actions

Managed entity ID: This attribute uniquely identifies each instance of this ME. Through an
identical ID, this ME is implicitly linked to an instance of the MAC bridge
service profile. (R, set-by-create) (mandatory) (2 bytes)

Interval end time: This attribute identifies the most recently finished 15 min interval. (R)
(mandatory) (1 byte)

Threshold data 1/2 ID: This attribute points to an instance of the threshold data 1 ME that
contains PM threshold values. Since no threshold value attribute number
exceeds 7, a threshold data 2 ME is optional. Since no threshold value
attribute number exceeds 7, a threshold data 2 ME is optional. (R, W,
set-by-create) (mandatory) (2 bytes)

Bridge learning entry discard count: This attribute counts forwarding database entries that
have been or would have been learned, but were discarded or replaced due to
a lack of space in the database table. When used with the MAC learning
depth attribute of the MAC bridge service profile, the bridge learning entry
discard count may be particularly useful in detecting MAC spoofing
attempts. (R) (mandatory) (4 bytes)

Create, delete, get, set
Get current data (optional)

Notifications

Threshold crossing alert

Alarm Threshold crossing alert Threshold value attribute No. (Note)
number
0 Bridge learning entry discard 1

NOTE — This number associates the TCA with the specified threshold value attribute of the
threshold data 1 managed entity.

9.34

MAC bridge port configuration data

This ME models a port on a MAC bridge. Instances of this ME are created and deleted by the OLT.
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Relationships

An instance of this ME is linked to an instance of the MAC bridge service profile.
Additional bridge port control capabilities are provided by implicitly linked instances of

some or all of:

+ MAC bridge port filter table data;

« MAC bridge port filter pre-assign table;
* VLAN tagging filter data;

+ Dot rate limiter.

Real-time status of the bridge port is provided by implicitly linked instances of:

* MAC bridge port designation data;
* MAC bridge port bridge table data;
«  Multicast subscriber monitor.

Bridge port PM collection is provided by implicitly linked instances of:
*  MAC bridge port PM history data;
» Ethernet frame PM history data upstream and downstream;

« Ethernet frame extended PM (preferred).

Attributes
Managed entity ID: This attribute uniquely identifies each instance of this ME. (R,
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set-by-create) (mandatory) (2 bytes)

Bridge ID pointer: This attribute points to an instance of the MAC bridge service profile.

Port num:

TP type:

TP pointer:

(R, W, set-by-create) (mandatory) (2 bytes)

This attribute is the bridge port number. It must be unique among all ports
associated with a particular MAC bridge service profile. (R, W,
set-by-create) (mandatory) (1 byte)

This attribute identifies the type of TP associated with this MAC bridge port.
Valid values are as follows.

1 Physical path termination point Ethernet UNI

2 Interworking virtual circuit connection (VCC) termination point

3 IEEE 802.1p mapper service profile

4 IP host config data or IPv6 host config data

5 GEM interworking termination point

6 Multicast GEM interworking termination point

7 Physical path termination point xDSL UNI part 1

8 Physical path termination point VDSL UNI

9 Ethernet flow termination point

10 Reserved

11 Virtual Ethernet interface point

12 Physical path termination point MoCA UNI

13 Ethernet in the first mile (EFM) bonding group

(R, W, set-by-create) (mandatory) (1 byte)

This attribute points to the TP associated with this MAC bridge port. The TP
type attribute indicates the type of the TP; this attribute contains its instance
identifier (ME ID). (R, W, set-by-create) (mandatory) (2 bytes)
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Actions

NOTE 1 — When the TP type is very high-speed digital subscriber line (VDSL)
or xDSL, the two MSBs may be used to indicate a bearer channel.

Port priority: This attribute denotes the priority of the port for use in (rapid) spanning tree
algorithms. The range is 0..255. (R, W, set-by-create) (optional) (2 bytes)

Port path cost: This attribute specifies the contribution of the port to the path cost towards
the spanning tree root bridge. The range is 1..65535. (R, W, set-by-create)
(mandatory) (2 bytes)

Port spanning tree ind: The Boolean value true enables (R)STP LAN topology change
detection at this port. The value false disables topology change detection.
(R, W, set-by-create) (mandatory) (1 byte)

Deprecated 1: This attribute is not used. If present, it should be ignored by both the ONU
and the OLT, except as necessary to comply with OMCI message definitions.
(R, W, set-by-create) (optional) (1 byte)

Deprecated 2: This attribute is not used. If present, it should be ignored by both the ONU
and the OLT, except as necessary to comply with OMCI message definitions.
(R, W, set-by-create) (1 byte) (optional)

Port MAC address: If the TP associated with this port has a MAC address, this attribute
specifies it. (R) (optional) (6 bytes)

Outbound TD pointer: This attribute points to a traffic descriptor that limits the traffic rate
leaving the MAC bridge. (R, W) (optional) (2 byte)

Inbound TD pointer: This attribute points to a traffic descriptor that limits the traffic rate
entering the MAC bridge. (R, W) (optional) (2 byte)

MAC learning depth: This attribute specifies the maximum number of MAC addresses to
be learned by this MAC bridge port. The default value O specifies that there
is no administratively imposed limit. (R, W, set-by-create) (optional) (1 byte)
NOTE 2 — If this attribute is not zero, its value overrides the value set in the MAC
learning depth attribute of the MAC bridge service profile.

LASP ID pointer: This attribute points to an instance of the LASP ME. (R,W,
set-by-create) (optional) (2 bytes)

Create, delete, get, set

Notifications

Alarm
Alarm Alarm Description
number
0 Port blocking This port has been blocked due to loop detection in

accordance with [IEEE 802.1D] (Note).

1..207 Reserved

208..223 | Vendor-specific alarms Not to be standardized

NOTE — To determine the state of a MAC bridge port, the OLT can read the port state attribute of
the MAC bridge port designation data.
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9.3.5

MAC bridge port designation data

This ME records data associated with a bridge port. The ONU automatically creates or deletes an
instance of this managed entity upon the creation or deletion of a MAC bridge port configuration
data ME.

Relationships

An instance of this managed entity is associated with one MAC bridge port configuration

data ME.

Attributes
Managed entity ID: This attribute uniquely identifies each instance of this ME. Through an

Actions
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identical ID, this ME is implicitly linked to an instance of the MAC bridge
port configuration data. (R) (mandatory) (2 bytes)

Designated bridge root cost port: This attribute contains the designated root, designated

Port state:

Get

cost, designated bridge and designated port, which are some of the outputs of
the read port parameters operation defined in clause 14.8.2.1 of
[IEEE 802.1D]:

. identifier of the designated bridge for the port's segment (8 bytes);

. bridge identifier of the root transmitted by the designated bridge
for the segment (8 bytes);

. port number of the designated port on the designated bridge
considered to be part of this port's segment (4 bytes);

. path cost contribution of the designated port to this port's segment
(4 bytes).

Upon ME instantiation, the ONU sets this attribute to 0. (R) (mandatory)
(24 bytes)

This attribute provides status information on the port. Valid values include
the following.

Disabled

Listening

Learning

Forwarding

Blocking

Linkdown

(R)Stp_off

in accordance with [IEEE 802.1D]. (R) (mandatory) (1 byte)

NOTE — The value linkdown is introduced to denote the port status when the
Ethernet link state is down. This value distinguishes the case where Ethernet is
physically down from the case where Ethernet is administratively locked, the latter
being denoted by disabled. Be aware that this terminology violates the ITU-T
convention that disabled is an operational state, not administrative.

OOl wWNDE O

The value (R)stp_off is introduced to denote the port status where the (rapid)
spanning tree protocol has been disabled by setting the port spanning tree ind
attribute of the MAC bridge port configuration data to false, and the Ethernet link
state is up. This value distinguishes whether frame forwarding is under the control of
(R)STP.
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Notifications
None.

9.3.6 MAC bridge port filter table data

This ME organizes data associated with a bridge port. The ONU automatically creates or deletes an
instance of this ME upon the creation or deletion of a MAC bridge port configuration data ME.

NOTE — The OLT should disable the learning mode in the MAC bridge service profile before writing to the
MAC filter table.

Relationships

An instance of this ME is associated with an instance of a MAC bridge port configuration
data ME.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. Through an
identical ID, this ME is implicitly linked to an instance of the MAC bridge
port configuration data ME. (R) (mandatory) (2 bytes)

MAC filter table: This attribute lists MAC addresses associated with the bridge port, each
with an allow/disallow forwarding indicator for traffic flowing out of the
bridge port. Additionally, the forwarding action may be based on a MAC
source or DA. In this way, upstream traffic is filtered on ANI-side bridge
ports, and downstream traffic is filtered on UNI-side bridge ports. The setting
of an entry with a forward action implies that all other addresses are filtered.
Conversely, the setting of an entry with a filter action implies that all other
addresses are forwarded. The behaviour is unspecified if forward and filter
actions are mixed.

Each entry contains:
— the entry number, an index into this attribute list (1 byte);
— filter byte (1 byte);

— MAC address (6 bytes).
The bits of the filter byte are assigned as follows.
Bit Name Setting
1 (LSB) Filter/forward 0: forward
1: filter
2 0: MAC DAs
1: MAC source addresses
3..6 Reserved 0
7.8 Add/remove 10: Clear entire table (set operation)

00: Remove this entry (set operation)
01: Add this entry

Upon ME instantiation, the ONU sets this attribute to an empty table.
(R, W) (Mandatory) (8N bytes, where N is the number of entries in the list)
Actions
Get, get next, set
Set table (optional)
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Notifications
None.

9.3.7 MAC bridge port filter pre-assign table

This ME provides an alternate approach to DA filtering from that supported through the MAC
bridge port filter table data ME. This alternate approach is useful when all groups of addresses are
stored beforehand in the ONU, and the MAC bridge port filter pre-assign table ME designates
which groups are valid or invalid for filtering. On a circuit pack in which all groups of addresses are
pre-assigned and stored locally, the ONU creates or deletes an instance of this ME automatically
upon creation or deletion of a MAC bridge port configuration data ME.

Relationships

An instance of this ME is associated with an instance of a MAC bridge port configuration
data ME.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. Through an
identical ID, this ME is implicitly linked to an instance of the MAC bridge
port configuration data ME. (R) (mandatory) (2 bytes)

The following 10 attributes have similar definitions. Each permits the OLT to specify whether
MAC DAs or Ethertypes of the named type are forwarded (0) or filtered (1). In each case, the initial
value of the attribute is 0.

No. | Protocol MAC address Ethertype Standard
1 IPv4 multicast 01.00.5E.00.00.00 — - [b-IETF RFC 3232]
01.00.5E.7F.FF.FF
2 IPv6 multicast (Note) | 33.33.00.00.00.00 — - [IETF RFC 2464]
33.33.FF.FF.FF.FF
3 IPv4 broadcast FF.FF.FF.FF.FF.FF 0x0800 [b-IETF RFC 3232]
RARP FF.FF.FF.FF.FF.FF 0x8035 [b-IETF RFC 3232]
5 IPX FF.FF.FF.FF.FF.FF 0x8137 [b-IETF RFC 3232]
09.00.1B.FF.FF.FF, -
09.00.4E.00.00.02
NetBEUI 03.00.00.00.00.01 -
AppleTalk FF.FF.FF.FF.FF.FF 0x809B, [b-IETF RFC 3232]
Ox80F3
09.00.07.00.00.00 — -
09.00.07.00.00.FC,
09.00.07.FF.FF.FF
8 Bridge management 01.80.C2.00.00.00 - - [IEEE 802.1D]
information 01.80.C2.00.00.FF
9 Address resolution FF.FF.FF.FF.FF.FF 0x0806 [b-IETF RFC 3232]
protocol (ARP)
10 PPPoE broadcast FF.FF.FF.FF.FF.FF 0x8863 [b-IETF RFC 2516]
NOTE — The specified MAC address range does not distinguish network control traffic from user traffic.
The dotl rate limiter may be a preferable way to limit the flow of IPv6 multicast traffic.

IPv4 multicast filtering: (R, W) (mandatory) (1 byte)
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IPv6 multicast filtering: (R, W) (mandatory) (1 byte)

IPv4 broadcast filtering: (R, W) (mandatory) (1 byte)
RARP filtering: (R, W) (mandatory) (1 byte)
IPX filtering: (R, W) (mandatory) (1 byte)
NetBEUI filtering: (R, W) (mandatory) (1 byte)
AppleTalk filtering: (R, W) (mandatory) (1 byte)

Bridge management information filtering: (R, W) (mandatory) (1 byte)

Note that some destination MAC addresses should never be forwarded,
considering the following rules of [IEEE 802.1D].
1 Addresses from 01.80.C2.00.00.00 to 01.80.C2.00.00.0F are reserved.
2 Addresses from 01.80.C2.00.00.20 to 01.80.C2.00.00.2F are used for
generic attribute registration protocol (GARP) applications.

ARRP filtering: (R, W) (mandatory) (1 byte)

Point-to-point protocol over Ethernet (PPPoE) broadcast filtering: (R, W)
(mandatory) (1 byte)

Actions
Get, set

Notifications
None.

9.3.8 MAC bridge port bridge table data

This ME reports status data associated with a bridge port. The ONU automatically creates or deletes
an instance of this ME upon the creation or deletion of a MAC bridge port configuration data.

Relationships

An instance of this ME is associated with an instance of a MAC bridge port configuration
data ME.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. Through an
identical ID, this ME is implicitly linked to an instance of the MAC bridge
port configuration data ME. (R) (mandatory) (2 bytes)

Bridge table: This attribute lists known MAC DAs, whether they are learned or statically
assigned, whether packets that have them as DAs are filtered or forwarded,
and their ages. Each entry contains:

- Information (2 bytes);

— MAC address (6 bytes).
The information bits are assigned as described as follows.

Bit Name Setting

1 (LSB) Filter/forward 0: forward
1: filter

2 Reserved 0

3 Dynamic/static ~ 0: this entry is statically assigned
1: this entry is dynamically learned

4 Reserved 0
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16..5 Age Age in seconds (1..4095)

Upon ME instantiation, this attribute is an empty list. (R) (mandatory)
(8 * M bytes, where M is the number of entries in the list.)

Actions
Get, get next

Notifications
None.

9.3.9 MAC bridge port performance monitoring history data

This ME collects PM data associated with a MAC bridge port. Instances of this ME are created and
deleted by the OLT.

For a complete discussion of generic PM architecture, refer to clause 1.4.
Relationships

An instance of this ME is associated with an instance of a MAC bridge port configuration
data ME.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. Through an
identical ID, this ME is implicitly linked to an instance of the MAC bridge
port configuration data ME. (R, set-by-create) (mandatory) (2 bytes)

Interval end time: This attribute identifies the most recently finished 15 min interval. (R)
(mandatory) (1 byte)

Threshold data 1/2 ID: This attribute points to an instance of the threshold data 1 ME that
contains PM threshold values. Since no threshold value attribute number
exceeds 7, a threshold data 2 ME is optional. (R, W, set-by-create)
(mandatory) (2 bytes)

Forwarded frame counter: This attribute counts frames transmitted successfully on this
port. (R) (mandatory) (4 bytes)

Delay exceeded discard counter: This attribute counts frames discarded on this port
because transmission was delayed. (R) (mandatory) (4 bytes)

Maximum transmission unit (MTU) exceeded discard counter: This attribute counts
frames discarded on this port because the MTU was exceeded. (R)
(mandatory) (4 bytes)

Received frame counter: This attribute counts frames received on this port. (R)
(mandatory) (4 bytes)

Received and discarded counter: This attribute counts frames received on this port that
were discarded due to errors. (R) (mandatory) (4 bytes)

Actions
Create, delete, get, set
Get current data (optional)
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Notifications

Threshold crossing alert

Alarm number Threshold crossing alert Threshold value attribute No. (Note)
1 Delay exceeded discard 1
2 MTU exceeded discard 2
4 Received and discarded 3

NOTE — This number associates the TCA with the specified threshold value attribute of the threshold
data 1 managed entity.

9.3.10 IEEE 802.1p mapper service profile

This ME associates the priorities of IEEE 802.1p [IEEE 802.1D] priority tagged frames with
specific connections. This ME directs upstream traffic to the designated GEM ports. Downstream
traffic arriving on any of the IEEE 802.1p mapper's GEM ports is directed to the mapper's root TP.
Other mechanisms exist to direct downstream traffic, specifically a direct pointer to a downstream
queue from the GEM port network CTP. If such an alternative is used, it should be provisioned to
be consistent with the flow model of the mapper.

Instances of this ME are created and deleted by the OLT.
Relationships

At its root, an instance of this ME may be associated with zero or one instance of a PPTP
UNI, MAC bridge port configuration data, or any type of IW TP ME that carries IEEE 802
traffic. Each of its eight branches is associated with zero or one GEM IW TP.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. (R,
set-by-create) (mandatory) (2 bytes)

TP pointer:  This attribute points to an instance of the associated TP.

If the optional TP type attribute is not supported, the TP pointer indicates
bridging mapping with the value OXFFFF; the TP pointer may also point to a
PPTP Ethernet UNL.

The TP type value 0 also indicates bridging mapping, and the TP pointer
should be set to OXFFFF.

In all other cases, the TP type is determined by the TP type attribute.
(R, W, set-by-create) (mandatory) (2 bytes)

Each of the following eight attributes points to the GEM IW TP associated with the stated P-bit
value. The null pointer OXFFFF specifies that frames with the associated priority are to be
discarded.

Interwork TP pointer for P-bit priority 0: (R, W, set-by-create) (mandatory) (2 bytes)
Interwork TP pointer for P-bit priority 1: (R, W, set-by-create) (mandatory) (2 bytes)
Interwork TP pointer for P-bit priority 2: (R, W, set-by-create) (mandatory) (2 bytes)
Interwork TP pointer for P-bit priority 3: (R, W, set-by-create) (mandatory) (2 bytes)
Interwork TP pointer for P-bit priority 4: (R, W, set-by-create) (mandatory) (2 bytes)
Interwork TP pointer for P-bit priority 5: (R, W, set-by-create) (mandatory) (2 bytes)
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Actions

Interwork TP pointer for P-bit priority 6: (R, W, set-by-create) (mandatory) (2 bytes)

Interwork TP pointer for P-bit priority 7: (R, W, set-by-create) (mandatory) (2 bytes)

Unmarked frame option: This attribute specifies how the ONU should handle untagged

Ethernet frames received across the associated interface. Although it does not
alter the frame in any way, the ONU routes the frame as if it were tagged
with P bits (PCP field) according to the following code points.
0 Derive implied PCP field from DSCP bits of received frame
1 Set implied PCP field to a fixed value specified by the default P-bit
assumption attribute

(R, W, set-by-create) (mandatory) (1 byte)
Untagged downstream frames are passed through the mapper transparently.

DSCP to P-bit mapping: This attribute is valid when the unmarked frame option attribute is

set to 0. The DSCP to P-bit attribute can be considered a bit string sequence
of 64 3 bit groupings. The 64 sequence entries represent the possible values
of the 6 bit DSCP field. Each 3 bit grouping specifies the P-bit value to which
the associated DSCP value should be mapped. The unmarked frame is then
directed to the GEM IW TP indicated by the interwork TP pointer mappings.
(R, W) (mandatory) (24 bytes)

NOTE - If certain bits in the DSCP field are to be ignored in the mapping process,
the attribute should be provisioned such that all possible values of those bits produce
the same P-bit mapping. This can be applied to the case where instead of full DSCP,
the operator wishes to adopt the priority mechanism based on IP precedence, which
needs only the three MSBs of the DSCP field.

Default P-bit assumption: This attribute is valid when the unmarked frame option attribute

TP type:

is set to 1. In its LSBs, the default P-bit assumption attribute contains the
default PCP field to be assumed. The unmodified frame is then directed to the
GEM IW TP indicated by the interwork TP pointer mappings. (R, W,
set-by-create) (mandatory) (1 byte)

This attribute identifies the type of TP associated with the mapper.

0 Mapper used for bridging-mapping

1 Mapper directly associated with a PPTP Ethernet UNI

2 Mapper directly associated with an IP host config data or IPv6 host
config data ME
Mapper directly associated with an Ethernet flow termination point
Mapper directly associated with a PPTP xDSL UNI
Reserved
Mapper directly associated with a PPTP MoCA UNI
Mapper directly associated with a virtual Ethernet interface point
Mapper directly associated with an IW VCC termination point
Mapper directly associated with an EFM bonding group

(R, W, set-by-create) (optional) (1 byte)

O©oo~NO Ol Ww

Create, delete, get, set

Notifications
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None.
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9.3.11 VLAN tagging filter data
This ME organizes data associated with VLAN tagging. Instances of this ME are created and

deleted by the OLT.

Relationships

An instance of this ME is associated with an instance of a MAC bridge port configuration
data ME. By definition, tag filtering occurs closer to the MAC bridge than the tagging
operation. Schematically, the ordering of the functions is as given in Figure 9.3.11-1:

— ANI | Tag operation [—

Tag filtering [+ Bridging [— Tag filtering

Tag operation |

UNI

Attributes

Figure 9.3.11-1

G.988(12)_F9.3.11-1

Managed entity ID: This attribute uniquely identifies each instance of this ME. Through an
identical ID, this ME is implicitly linked to an instance of the MAC bridge
port configuration data ME. (R, set-by-create) (mandatory) (2 bytes)

VLAN filter list: This attribute is a list of provisioned tag control information (TCI) values
for the bridge port. A TCI, comprising user priority, canonical format
indicator (CFI) and virtual local area network identifier (VID), is represented
by 2 bytes. This attribute supports up to 12 VLAN entries. The first N are
valid, where N is given by the number of entries attribute. (R, W,
set-by-create) (mandatory) (24 bytes)

Forward operation: When a frame passes through the MAC bridge port, it is processed
according to the operation specified by this attribute, in accordance with
Table 9.3.11-1. Figure 9.3.11-3 illustrates the treatment of frames according
to the provisioned action possibilities. Tagged and untagged frames are
treated separately, but both in accordance with Figure 9.3.11-3. While all
forwarding operations are plausible, only actions 0x10 and 0x12 are
necessary to construct a VLAN mapper and an 802.1p mapper, respectively.
(R, W, set-by-create) (mandatory) (1 byte)

Table 9.3.11-1 — Forward operation attribute values

Forward Type of received frame

operation Tagged Untagged
0x00 Bridging (a) (no investigation) Bridging (a)
0x01 Discarding (c) Bridging (a)
0x02 Bridging (a) (no investigation) Discarding (c)
0x03 Action (h) (VID investigation) Bridging (a)
0x04 Action (h) (VID investigation) Discarding (c)
0x05 Action (g) (VID investigation) Bridging (a)
0x06 Action (g) (VID investigation) Discarding (c)
0x07 Action (h) (user priority investigation) | Bridging (a)
0x08 Action (h) (user priority investigation) Discarding (c)
0x09 Action (g) (user priority investigation) | Bridging (a)
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Table 9.3.11-1 — Forward operation attribute values

Forward Type of received frame
operation Tagged Untagged
0x0A Action (g) (user priority investigation) | Discarding (c)
0x0B Action (h) (TCI investigation) Bridging (a)
0x0C Action (h) (TCI investigation) Discarding (c)
0x0D Action (g) (TCI investigation) Bridging (a)
Ox0E Action (g) (TCI investigation) Discarding (c)
OxOF Action (h) (VID investigation) Bridging (a)
0x10 Action (h) (VID investigation) Discarding (c)
Ox11 Action (h) (user priority investigation) | Bridging (a)
0x12 Action (h) (user priority investigation) Discarding (c)
0x13 Action (h) (TCI investigation) Bridging (a)
0x14 Action (h) (TCI investigation) Discarding (c)
0x15 Bridging (a) (no investigation) Discarding (c)
0x16 Action (j) (VID investigation) Bridging (a)
0x17 Action (j) (VID investigation) Discarding (c)
0x18 Action (j) (user priority investigation) Bridging (a)
0x19 Action (j) (user priority investigation) Discarding (c)
Ox1A Action (j) (TCI investigation) Bridging (a)
0x1B Action (j) (TCI investigation) Discarding (c)
0x1C Action (h) (VID investigation) Bridging (a)
0x1D Action (h) (VID investigation) Discarding (c)
Ox1E Action (h) (user priority investigation) | Bridging (a)
Ox1F Action (h) (user priority investigation) | Discarding (c)
0x20 Action (h) (TCI investigation) Bridging (a)
0x21 Action (h) (TCI investigation) Discarding (c)

Table 9.3.11-1 contains duplicate entries due to simplification of the original
set of actions.

Table 9.3.11-1 and the actions listed are discussed in detail in the following.

Number of entries: This attribute specifies the number of valid entries in the VLAN filter
list. (R, W, set-by-create) (mandatory) (1 byte)

Actions
Create, delete, get, set

Notifications
None.
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Figure 9.3.11-2 — Format of an Ethernet frame for VLAN services

Supplementary explanation

This section explains the actions specified in the forward operation attribute.

The format of an Ethernet frame for VLAN services is described in [IEEE 802.1Q] and
[IEEE 802.1ad]. See Figure 9.3.11-2.

Length/
DA SA type MAC SDU
TPID TCI

,,/;/— User priority -

802.1p
(3 bits)

CFI
(1 bit)

VID (802.1Q) - VLAN ID (tag)
(12 bits)

TCI: Tag control information

G.988(12)_F9.3.11-2

a) Basic MAC bridge operation: All frames are accepted into the MAC bridging entity.
Egress frames are forwarded from this port if either a) the frame's MAC DA is listed in
the MAC bridge port bridge table data for this port or b) the frame's DA does not
appear in the MAC bridge port bridge table data for any port (flooding). The contents

of the VLAN filter list attribute are not meaningful. See Figure 9.3.11-3.

NOTE — Action (a) on a given port may imply egress flooding of a frame from other ports of
the bridge. The possible VLAN tagging filter data MEs attached to the other ports override this
action however, so the frame is only transmitted from another port if it also satisfies the
forward operation attribute value established on that port.

e T4

i Functionality of
—»i(extended) VLAN

1 tagging operation
<— configuration data
1 MEs, ifany

1

i All frames accepted Action a: accept

i DAmatch or flooded frames only VLAN filter list | Port P1
b = don’t care

; All frames discarded, both ways | Action c: discard

i (based on tag presence/absence, VLAN filter list P2
:N—but not tag value) = don’t care

i Only frames whose TCI does not match

I | Action g: p3
e DA match or flood discard on TClI

i ly f hose TCI h -

| Only frames whose TCI matches J Action h

i Only frames whose TCI matches and accept on TCI, | P4
v (DA match or flooding) else discard

: All frames accepted o Action -

! Only frames whose TCI and DA match accepton TCI, | P5
:- No flooding else discard

802.1 bridging entity
Modelled in OMCI as
MAC bridge service profile

Figure 9.3.11-3 — Forwarding behaviour
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Other possible actions are as follows:

c) Unconditional discarding: Frames in both directions are unconditionally discarded
without an investigation of TCI or a MAC address. This action can be used to discard
all tagged traffic or all untagged traffic at the port of attachment, depending on the
forward operation attribute value. The contents of the VLAN filter list attribute are not
meaningful.

g) Negative filtering by TCI: All frames are admitted into the bridging entity. If the
specified fields in the TCI of a candidate egress frame match any entry in the VLAN
filter list, the frame is not forwarded by this port. Otherwise, the frame is forwarded
based on the destination MAC address, according to action a).

h) Bidirectional positive filtering by TCI: Both ingress and egress frames are filtered on
investigation of the TCI fields. If and only if the specified fields in the TCI of a
candidate ingress frame match an entry in the VLAN filter list, the frame is admitted
into the bridge. If and only if the specified fields in the TCI of a candidate egress frame
match an entry in the VLAN filter list, the frame is forwarded based on the destination
MAC address, according to action a).

j) Positive filtering by TCI and DA: All frames are admitted into the bridging entity. If
the specified fields in the TCI of a candidate egress frame match any entry in the
VLAN filter list, the frame is forwarded based on the destination MAC address. The
frame is never flooded to this or other ports. If the specified TCI fields and DA do not
both match, the frame is discarded.

Action codes b), d), e) and f) are not used.

9.3.12 VLAN tagging operation configuration data

This ME organizes data associated with VLAN tagging. Instances of this ME are created and
deleted by the OLT.

NOTE 1 — The extended VLAN tagging operation configuration data of clause 9.3.13 is preferred for new
implementations.

Relationships

Zero or one instance of this ME may exist for an instance of any ME that can terminate or
modify an Ethernet stream.

When this ME is associated with a UNI-side TP, it performs its upstream classification and
tagging operations before offering the upstream frame to other filtering, bridging or
switching functions. In the downstream direction, the defined inverse operation is the last
operation performed on the frame before offering it to the UNI-side termination.

When this ME is associated with an ANI-side TP, it performs its upstream classification and
tagging operations as the last step before queueing for transmission to the OLT, after having
received the upstream frame from other filtering, bridging or switching functions. In the
downstream direction, the defined inverse operation is the first operation performed on the
frame before offering it to possible filter, bridge or switch functions.

Attributes

152

Managed entity ID: This attribute uniquely identifies each instance of this ME. When the
optional association type attribute is 0 or undefined, this attribute's value is
the same as the ID of the ME with which this VLAN tagging operation
configuration data instance is associated, which may be either a PPTP
Ethernet UNI or an IP host config data or an IPv6 host config data ME.
Otherwise, the value of the ME ID is unconstrained except by the need to be
unique. (R, set-by-create) (mandatory) (2 bytes)
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Upstream VLAN tagging operation mode: This attribute controls upstream VLAN
tagging. Valid values are as follows.

0 Upstream frame is sent as is, regardless of tag.

1 The upstream frame is tagged, whether or not the received frame was

tagged. A tagged frame's TCI is overwritten with the upstream VLAN tag

TCI value. An untagged frame is prepended with a tag whose values are

taken from the upstream VLAN tag TCI value attribute.

2 Atag is prepended to the upstream frame, whether or not the received
frame was tagged. If the received frame is tagged, a second tag (Q-in-
Q) is added to the frame. If the received frame is not tagged, a tag is
attached to the frame. The added tag is defined by the upstream
VLAN tag TCI value attribute.

(R, W, set-by-create) (mandatory) (1 byte)

Upstream VLAN tag TCI value: This attribute specifies the TCI for upstream VLAN
tagging. It is used when the upstream VLAN tagging operation mode is 1 or
2. (R, W, set-by-create) (mandatory) (2 bytes)

Downstream VLAN tagging operation mode: This attribute controls downstream VLAN
tagging. Valid values are as follows.
0 Downstream frame is sent as is, regardless of tag.
1 If the received frame is tagged, the outer tag is stripped. An untagged
frame is forwarded unchanged.

(R, W, set-by-create) (mandatory) (1 byte)

Association type: This attribute specifies the type of ME that is associated with this VLAN
tagging operation configuration data ME. Values are assigned in accordance
with the following list.

0 (Default) Physical path termination point Ethernet UNI (for backward
compatibility, may also be an IP host config data ME; they must not
have the same ME ID). The associated ME instance is implicit; its
identifier is the same as that of this VLAN tagging operation
configuration data.

IP host config data or IPv6 host config data

IEEE 802.1p mapper service profile

MAC bridge port configuration data

Physical path termination point xDSL UNI

GEM IW termination point

Multicast GEM IW termination point

Physical path termination point MoCA UNI

Reserved

Ethernet flow termination point

10 Physical path termination point Ethernet UNI

11 Virtual Ethernet interface point

12 MPLS pseudowire termination point

13 EFM bonding group

The associated ME instance is identified by the associated ME pointer. (R, W,
set-by-create) (optional) (1 byte)
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Associated ME pointer: When the association type attribute is non-zero, this attribute
points to the ME with which this VLAN tagging operation configuration data
ME is associated. Otherwise, this attribute is undefined, and the association is
implicit through the ME ID. (R, W, set-by-create) (optional) (2 bytes)

NOTE 2 - Implicit association is retained for legacy compatibility. Explicit pointers
are preferred for new implementations.

NOTE 3 — When the association type is xDSL, the two MSBs may be used to
indicate a bearer channel.

Actions
Create, delete, get, set

Notifications
None.

9.3.13 Extended VLAN tagging operation configuration data

This ME organizes data associated with VLAN classification and tagging operations. Regardless of
its point of attachment, the specified tagging operations refer to the upstream direction. Instances of
this ME are created and deleted by the OLT.

Through separate attributes, this ME supports either a Received frame VLAN tagging operation
table attribute in its backward compatible form, or an enhanced frame classification and processing
capability. The OLT can determine whether the ONU supports the enhanced capability through the
Enhanced mode attribute of the ONU3-G ME.

Relationships

Zero or one instance of this ME may exist for an instance of any ME that can terminate or
modify an Ethernet stream.

When this ME is associated with a UNI-side TP, it performs its upstream classification and
tagging operations before offering the upstream frame to other filtering, bridging or
switching functions. In the downstream direction, the defined inverse operation is the last
operation performed on the frame before offering it to the UNI-side termination.

When this ME is associated with an ANI-side TP, it performs its upstream classification and
tagging operations as the last step before transmission to the OLT, after having received the
upstream frame from other filtering, bridging or switching functions. In the downstream
direction, the defined inverse operation is the first operation performed on the frame before
offering it to possible filter, bridge or switch functions.

Attributes

Managed entity ID: This attribute provides a unique number for each instance of this ME.
(R, set-by-create) (mandatory) (2 bytes)

Association type: This attribute identifies the type of the ME associated with this extended
VLAN tagging ME. Values are assigned as follows.

MAC bridge port configuration data

IEEE 802.1p mapper service profile

Physical path termination point Ethernet UNI

IP host config data or IPv6 host config data

Physical path termination point xXDSL UNI

GEM IW termination point

Multicast GEM IW termination point

Physical path termination point MoCA UNI

~No ok~ wWwhNhEFE O
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8 Reserved

9 Ethernet flow termination point

10 Virtual Ethernet interface point

11 MPLS pseudowire termination point
12 EFM bonding group

(R, W, set-by-create) (mandatory) (1 byte)

NOTE 1 - If a MAC bridge is configured, code points 1, 5, 6 and 11 are associated
with the ANI side of the MAC bridge. Code point 0 is associated with the ANI or
UNI side, depending on the location of the MAC bridge port. The other code points
are associated with the UNI side.

When the extended VLAN tagging ME is associated with the ANI side, it behaves
as an upstream egress rule, and as a downstream ingress rule when the downstream
mode attribute is equal to 0. When the extended VLAN tagging ME is associated
with the UNI side, the extended VLAN tagging ME behaves as an upstream ingress
rule, and as a downstream egress rule when the downstream mode attribute is equal
to 0.

Received frame VLAN tagging operation table max size: This attribute indicates the
maximum number of entries that can be set in the received frame VLAN
tagging operation table. (R) (mandatory) (2 bytes)

Input TPID: This attribute gives the special TPID value for operations on the input
(filtering) side of the table. Typical values include 0x88A8 and 0x9100.
(R, W) (mandatory) (2 bytes)

Output TPID: This attribute gives the special TPID value for operations on the output
(tagging) side of the table. Typical values include 0x88A8 and 0x9100.
(R, W) (mandatory) (2 bytes)

Downstream mode: Regardless of its association, the rules of the received frame VLAN
tagging operation table attribute pertain to upstream traffic. The downstream
mode attribute defines the tagging action to be applied to downstream frames.

The received frame VLAN tagging operation table installs defaults upstream
rules. In the downstream direction, the upstream default rules with the default
treatment do not apply. It should be noted that downstream frame treatment is
defined by the downstream mode attribute and is not affected by the upstream
default rules.

The received frame VLAN tagging operation table can result in two types of
rule mappings:

« One to one mapping: A table contains one or more rules that result in
unique mappings between the ingress and egress flows.

* Many to one mapping: A table contains more than one rule that results in
the same ANI-side tag configuration.

For one-to-one mappings, the inverse operation to apply in the downstream
direction (in the case of bidirectional flows) is the inverse operation of the
upstream rule.

Many-to-one mappings are possible however, and these are treated as follows.

« If an upstream many-to-one mapping results from multiple operation
rules producing the same ANI-side tag configuration, then the first
matching rule in the list defines the inverse operation. The meaning of
match depends on the value of the downstream mode attribute.
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+ If the many-to-one mapping results from "don't care" fields in the filter
being replaced with provisioned fields in the ANI side tags, then the
inverse is defined to set the corresponding fields on the ANI side to their
lowest legal value.

If the upstream rule merely copies (i.e., no explicit value is specified in the
filter field) an inbound tag value to an outbound tag value, the comparison in
the downstream direction applies to all tag values. This applies separately to
the VID and P-bit fields. For example, with a downstream mode of 2 and an
upstream rule that translates the VID while carrying forward the P-bit value,
downstream frames that match the specified WAN-side VID will match any
P-bit value and will translate the VID.

0 The operation performed in the downstream direction is the inverse of
that performed in the upstream direction. Which treatment and filter
fields are used for downstream filtering and the handling of
unmatched frames are left to the implementation of the ONU.

1 Regardless of the filter rules, no operation is performed in the
downstream direction. All downstream frames are forwarded
unmodified.

2 Filter on VID and P-bit value. On a match, perform the inverse
operation on both the VID and P-bit value. If no match is found,
forward the frame unmodified.

3 Filter on VID only. On a match, perform the inverse VID operation
only; pass the P bits through. If no match is found, forward the frame
unmodified.

4 Filter on P-bit only. On a match, perform the inverse P-bit operation
only; pass the VID through. If no match is found, forward the frame
unmodified.

5 Filter on VID and P-bit value. On a match, perform the inverse
operation on both the VID and P-bit value. If no match is found,
discard the frame.

6 Filter on VID. On a match, perform the inverse operation on the VID
only; pass the P bits through. If no match is found, discard the frame.

7 Filter on P-bit only. On a match, perform the inverse P-bit operation
only; pass the VID through. If no match is found, discard the frame.

8 Regardless of the filter rules, discard all downstream traffic.

Please refer to Table 9.3.13-2 for example downstream mode use cases.
All other values are reserved. (R, W) (mandatory) (1 byte)

Received frame VLAN tagging operation table: This attribute is a table that filters and

tags upstream frames. Each entry represents a tagging rule, comprising a
filtering part (the first eight fields) and a treatment part (the last seven fields).
Each incoming upstream packet is matched against each rule in list order.
The first rule that matches the packet is selected as the active rule, and the
packet is then treated according to that rule.

There are three categories of rules: zero-tag, single-tag, and double-tag rules.
Logically, these categories are separate, and apply to their respective
incoming frame types. In other words, a single-tag rule should not apply to a
double-tagged frame, even though the single-tag rule might match the outer
tag of the double-tagged frame.

Single-tag rules have a filter outer priority field = 15 (indicating no external
tag), zero-tag rules have both filter priority fields = 15 (indicating no tags),
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and double-tag rules have both filter priority fields set to a value that differs
from 15 (indicating two tags).

Each tagging rule is based on a remove or an add operation, where up to two
tags can be removed or added. A modify operation is applied by the
combination of remove and add.

By convention, when a single tag is added, the treatments use the inner tag
data fields. This is true even for treatments where a single tag is added to a
frame that already has a tag, i.e., added as a second tag. The outer tag data
fields are used only when two tags are added by the same rule.

The terms inner and outer only have meaning with respect to the tags that are
being filtered or added.

The first 8 bytes of each entry are guaranteed to be unique, and are used to
identify table entries (list order, above, refers to a sort on the first 8 bytes).
The OLT deletes a table entry by setting all of its last 8 bytes to OXFF.

When the table is created, the ONU should autonomously predefine three
entries that list the default treatment (normal forwarding without filtering or
modification) for untagged, single tagged, and double tagged frames. As an
exception to the rule on ordered processing, these default rules are always
considered as a last resort for frames that do not match any other rule. Best
practice dictates that these entries not be deleted by the OLT; however, they
can be modified to produce the desired default behaviour.

It should be noted that downstream frame treatment is defined by the
downstream mode attribute and is not affected by the upstream default rules.

15, 4096, x, 15, 4096, X, 0, (0, 15, X, X, 15, X, X) — no tags
15, 4096, x, 14, 4096, X, 0, (0, 15, X, X, 15, X, X) — 1 tag

14, 4096, x, 14, 4096, X, 0, (0, 15, X, X, 15, X, X) — 2 tags
NOTE 2 — x is a "don't care" field and should be set to zero.

See Figure 9.3.13-1.

(R, W) (mandatory) (16N bytes, where N is the number of VLAN tagging
rules)
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Word 1

Word 2

Word 3

Word 4

31302928272625242322212019 ]8171615141312 11710{ 9| 8 716lslalzl2]1lo
Filter outer . Filter Pad (reserved)
priority Filter outer VID outer 12 iJitS
TPID/DE
Filter inner . . l_-'ilter Filter on extended Filter
riorit Filter inner VID inner iteri Ethertype
priority TPID/DE criteria yP
— Treatment, tags to remove
Py .
Pad (reserved) Treatment Treatment Trzchl[rg:nl
10 bits outer priority outer VID TPID/DE
Pad (reserved) Treatment Treatment Tffilizzl:nt
12 bits inner priority inner VID TPID/DE

Figure 9.3.13-1

G.988(17)-Amd.2(19)_F9.3.13-1

— Received frame VLAN tagging operation layout

Filter outer priority: (4 bits) Defines the outer van-VLAN priority filtering
operation. The following values are supported:

0.7
8
14
15

Filter received frames on this outer priority (P bit) value.

Do not filter on outer priority.

This is the default filter when no other two-tag rule applies.

This entry is not a double-tag rule; ignore all other outer tag filter
fields.

Other values: reserved.

Filter outer VID: (13 bits) Defines the outer vlan-VVLAN VID filtering
operation. The following values are supported:
0..4094 Filter received frames on this outer VID value.

4096

Do not filter on the outer VID.

Other values: reserved.

Filter outer TPID/DELI: (3 bits) Defines the outer van-VLAN TPID/DEI
filtering operation. The following values are supported:

000
100

101

110

111

Padding:

Do not filter on outer TPID field.

Outer TPID = 0x8100. Filter on frames with the outer TPID set to
0x8100.

Outer TPID = input TPID attribute value, don't care about DEI bit.
Filter on frames with the outer TPID set to match the Extended
VLAN tagging operation configuration data Input TPID attribute
value and ignore the DEI bit.

Outer TPID = input TPID, DEI = 0. Filter on frames with the outer
TPID set to match the Extended VLAN tagging operation
configuration data Input TPID attribute value and DEI set to the
value 0.

Outer TPID = input TPID, DEI = 1. Filter on frames with the outer
TPID set to match the Extended VLAN tagging operation
configuration data Input TPID attribute value and DEI set to the
value 1

(12 bits)
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Filter inner priority: (4 bits) Defines the inner van-VLAN priority filtering
operation. The following values are supported:

0..7 Filter received frames on this inner priority value.

8 Do not filter on inner priority.

14 This is the default filter when no other one-tag rule applies.

15  This entry is a no-tag rule; ignore all other VLAN tag filter fields.

Other values: reserved.

Filter inner VID: (13 bits) Defines the inner vlan-VVLAN VID filtering
operation. The following values are supported:

0..4094 Filter received frames on this inner VID value.

4096 Do not filter on the inner VID.

Other values: reserved.

Filter inner TPID/DELI: (3 bits) Defines the inner van-VVLAN TPID/DEI
filtering operation. The following values are supported:

000 Do not filter on inner TPID field.

100 Inner TPID = 0x8100. Filter on frames with the inner TPID set to
0x8100.

101 Inner TPID = input TPID attribute value, don't care about DEI bit.
Filter on frames with the inner TPID set to match the Extended
VLAN tagging operation configuration data Input TPID attribute
value and ignore the DEI bit.

110 Inner TPID = input TPID, DEI = Q. Filter on frames with the inner
TPID set to match the Extended VLAN tagging operation
configuration data Input TPID attribute value and DEI set to the
value 0.

111 Inner TPID = input TPID, DEI = 1. Filter on frames with the inner
TPID set to match the Extended VLAN tagging operation
configuration data Input TPID attribute value and DEI set to the
value 1.

Padding: (8 bits)

Filter Ethertype: (4 bits) the Ethertype value on which to filter received
frames, as follows.

NOTE 3 — This filter is recommended for use on untagged frames or
frames with priority tags only.

Do not filter on Ethertype.

Ethertype = 0x0800 (filter IPoE frames)

Ethertype = 0x8863 or 0x8864 (filter PPPOE frames)

Ethertype = 0x0806 (filter ARP frames)

Ethertype = 0x86DD (filter IPv6 IpoE frames)

Ethertype = 0x888E (filter EAPOL frames)

Other values: reserved.

O, wdNDPEFO

Filter on extended criteria: (8 bits) filter on key upper level protocols:
0 Do not filter on extended criteria
1 DHCPv4 — frames matching the well-known DHCPv4 UDP ports
(67, 68) will be filtered by this criteria code point.
2 DHCPv6 — frames matching the well-known DHCPv6 UDP ports
(546, 547) will be filtered by this criteria code point.

NOTE 4 — This filter is recommended for use on untagged frames or
priority framed tags only.
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Treatment tags to remove: (2 bits) Defines the tag treatment. The following
values are supported:
0..2 Remove 0, 1 or 2 tags, respectively. If one tag is specified, then the
outer tag is stripped from double-tagged frames.
3 Discard the frame. No symmetric downstream operation exists; i.e.,
this rule is ignored in the downstream direction.

Padding: (10 bits)

Treatment outer priority: (4 bits): Defines the outer vlan-VVLAN priority
treatment. The following values are supported:

0..7 Add an outer tag, and insert this value as the priority in the outer
VLAN tag.

8 Add an outer tag, and copy the outer priority from the inner priority
of the received frame.

9 Add an outer tag, and copy the outer priority from the outer priority
of the received frame.

10  Add an outer tag, and derive P bits from the DSCP field of the
incoming frame according to the Extended VLAN tagging
operation configuration data ME DSCP to P-bit mapping attribute.

15 Do not add an outer tag.

Other values: reserved.

Treatment outer VID: (13 bits). Defines the outer VID treatment. The
following values are supported:
0..4094 Use this value as the VID in the outer VLAN tag.
4096  Copy the outer VID from the inner VID of the received frame.
4097  Copy the outer VID from the outer VID of the received frame.

Other values: reserved.

Treatment outer TPID/DELI: (3 bits). Defines the outer VLAN TPID/DEI
treatment. The following values are supported:

000 Copy TPID (and DElI, if present) from the inner tag of the received
frame.

001 Copy TPID (and DElI, if present) from the outer tag of the received
frame.

010 Set TPID = output TPID attribute value of the Extended VLAN
tagging operation configuration data ME and copy DEI bit from the
inner tag of the received frame

011 Set TPID = output TPID attribute value of the Extended VLAN
tagging operation configuration data ME and copy DEI from the
outer tag of the received frame

100 Set TPID =0x8100

101 Reserved

110 Set TPID = output TPID attribute value of the Extended VLAN
tagging operation configuration data ME and set DEI =0

111 Set TPID = output TPID attribute value of the Extended VLAN
tagging operation configuration data ME and set DEI = 1

Padding: (12 bits)
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Treatment inner priority: (4 bits). Defines the inner VLAN priority
treatment. The following values are supported:

0..7 Add an inner tag, and insert this value as the priority to insert in the
inner VLAN tag.

8 Add an inner tag, and copy the inner priority from the inner priority
of the received frame.

9 Add an inner tag, and copy the inner priority from the outer priority
of the received frame.

10  Add an inner tag, and derive P bits from the DSCP field of the
incoming frame according to the Extended VLAN tagging
operation configuration data ME DSCP to P-bit mapping attribute.

15 Do not add an inner tag.

Other values: reserved.

Treatment inner VID: (13 bits): Defines the inner vlan-VLAN VID
treatment. The following values are supported:
0..4094 Use this value as the VID in the inner VLAN tag.
4096  Copy the inner VID from the inner VID of the received frame.
4097  Copy the inner VID from the outer VID of the received frame.

Other values: reserved.

Treatment inner TPID/DEL: (3 bits). Defines the inner VLAN TPID/DEI
treatment. The following values are supported:

000 Copy TPID (and DElI, if present) from the inner tag of the received
frame.

001 Copy TPID (and DElI, if present) from the outer tag of the received
frame.

010 Set TPID = output TPID attribute value of the Extended VLAN
tagging operation configuration data ME and copy the DEI bit from
the inner tag of the received frame.

011 Set TPID = output TPID attribute value of the Extended VLAN
tagging operation configuration data ME and, copy the DEI from
the outer tag of the received frame.

100 Set TPID = 0x8100

101 Reserved

110 Set TPID = output TPID attribute value of the Extended VLAN
tagging operation configuration data ME and set DEI =0

111 Set TPID = output TPID attribute value of the Extended VLAN
tagging operation configuration data ME and set DEI = 1

Associated ME pointer: This attribute points to the ME with which this extended VLAN
tagging operation configuration data ME is associated. (R, W, set-by-create)
(mandatory) (2 bytes)

NOTE 5 — When the association type is xDSL, the two MSBs may be used to
indicate a bearer channel.

DSCP to P-bit mapping: This attribute specifies mapping from DSCP to P bits. The
attribute can be considered a bit string sequence of 64 3 bit groups. The 64
sequence entries represent the possible values of the 6 bit DSCP field. Each
3 bit group specifies the P-bit value to which the associated DSCP value
should be mapped. (R, W) (optional) (24 bytes)

NOTE 6 — If certain bits in the DSCP field are to be ignored in the mapping process,
the attribute should be provisioned such that all possible values of those bits produce
the same P-bit mapping. This can be applied to the case where instead of full DSCP,
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the operator wishes to adopt the priority mechanism based on IP precedence, which
needs only the three MSBs of the DSCP field.

Enhanced mode: The Boolean value true specifies that the Enhanced received frame

classification and processing table is used, and the Received frame VLAN
tagging operation table is ignored. The value false indicates the Enhanced
received frame classification and processing table is not used. It is strongly
recommended that the OLT uses the same value for all Extended VLAN
tagging operation configuration data instances created on an ONU. (R,
Set-by-create) (optional) (1 byte)

Enhanced received frame classification and processing table: This attribute is a table that

provides enhanced capability for frame classification and processing. It
extends the Received frame VLAN tagging operation table attribute with a
set control field, a row key and direction. Each incoming packet is matched
against _each rule in row key order (smaller value row key has higher
precedence) and direction. The first rule that matches the packet is selected as
the active rule, and the packet is then treated according to that rule.

When the table is empty, the ONU discards all received frames. The OLT
may choose to create three entries that list the default treatment (normal
forwarding without filtering or modification) for untagged, single tagged, and
double tagged frames, with the direction field set to 0.

NOTE 7 — Where no change is noted, the definitions in the Received frame VLAN
tagging operation table attribute remain applicable.

(R, W) (optional) (28N bytes, where N is the number of entries in the table).
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Set . Pad (reserved)
arl | DI 12 bits Row key
: Filter
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1p:{f)f;yer Filter outer VID outer Pad ](;els;islwed)
TPID/DE >
i i Filter . .
Flltgr inner Filter inner VID inner Filter on extended Filter
priority TPID/DE criteria Ethertype
Treatment, tags to remove
¢
Pad (reserved) Treatment Treatment Tri‘:t[::m
10 bits outer priority outer VID TPIDIDE
Pad (reserved) Treatment Treatment Tr?ﬁ}t]r:fnt
12 bits inner priority inner VID TPIDIDE
Reserved
Reserved

G.988(17)-Amd.3(20)_F9.3.13-2

Figure 9.3.13-2 — Enhanced received frame classification and processing layout

Set ctrl: (2 bits)

This field determines the meaning of a set operation. These bits are returned
as 00 during get next operations.
1 Write this entry into the table. Overwrite any existing entry with
the same row key.
2 Delete this entry from the table. The remaining fields are not

meaningful.

NOTE 8 — unlike the delete operation in the Received frame VLAN tagging
operation table, the OLT does not need to set all eight bytes in Word 4 and Word 5
to OXFF.

3 Clear all entries from the table. The remaining fields are not

meaningful.
Other values: reserved.

Dir: (2 bits)

This field determines the direction of the classification and processing rule.
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0 This is an upstream rule. In the downstream direction, the inverse
classification and operation is defined based on the downstream
mode code point. All downstream mode codepoints are considered
valid to be used when dir=0 is used (including downstream
mode 8).

1 This is an upstream-only rule. This rule is ignored in the
downstream direction.

2 This is a downstream-only rule. This rule is ignored in the upstream
direction.

Other values: reserved.

Row key: (16 hits)

The row key distinguishes rows in the table. It is the responsibility of the
OLT to assign and track row keys and content, and to ensure the
classification rules are not duplicated and in the correct ordering.

For Filter outer priority, Filter outer VID, Filter outer TPID/DEI, Filter inner
priority, Filter inner VID, Filter inner TPID/DEI, Filter on Extended Criteria,
Filter Ethertype, Treatment outer priority, Treatment outer VID, Treatment
outer TPID/DEI, Treatment inner priority, Treatment inner VID, and
Treatment _inner TPID/DEI values please refer to Received frame VLAN
tagging operation table in this ME.

Actions
Create, delete, get, get next, set
Set table (optional)

Notifications
None.

Table 9.3.13-1 illustrates the rule structure for many of the common VLAN tagging operations. For
brevity, Table 9.3.13-1 omits columns for TPID/DEI, where the operator customizes the behaviour
to a specific service model.

The following abbreviations are used in the "action type" column:
F Refers to an Ethernet Frame Il frame

> Refers to the expected action in the upstream direction. For example F > X-F is an
example where an 802.1q header is added with VID value of X.

P<x|y> Refers to the P-bit associated with VID Tag X or Y.
X, Y RefertoVID Tag X or Y

S Refers to S-tag or outermost tag as defined in IEEE 802.1ad and having a typical Ethertype
value of 0x88a8.

C Refer to a C-tag or innermost VLAN tag as defined in IEEE 802.1ad and having a typical
EtherType-Ethertype value of 0x8100. Typically, a service VLAN (S-VLAN) delivers a single
service to all subscribers, while a customer VLAN (C-VLAN) delivers multiple services to a single
subscriber. These are often combined by using a single S-VLAN to carry specific service traffic to
all subscribers, by using dedicated C-VLANS to carry all service traffic to each subscriber.
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Table 9.3.13-1 - Common VLAN tagging operations

Filter Treatment
Outer Inner 4 Outer Inner
o
Action type - - L g - -
| a| | o 2| | | o z a)
S > |2 > 2] g €] >3] £ >
o [a L"ﬁ S o [a
Upstream frame type =
Untagged frames
Insert 1 tag (X): 15 | 4096 | 15 | 4096 0 0 15 | N/A Px X
F-> X-F
Default case, do nothing 15 | 4096 | 15 | 4096 0 0 15 N/A 15 N/A
Insert 2 tags (X,Y): 15 | 4096 | 15 | 4096 0 0 Py Y Px X
F-> Y-X-F
Upstream frame type =
Single tagged frames
Insert 1 tag (X): 15 | 4096 | 8 C 0 0 15 | N/A Px X
C-F > X-C-F
Insert 1 tag (X), copy priority: 15 | 4096 | 8 C 0 0 15 | N/A 8 X
C-F > X-C-F
Insert 2 tags (X,Y): 15 | 4096 | 8 C 0 0 Py Y Px X
C-F > Y-X-C-F
Modify tag: 15 | 409 | 8 C 0 1 15 | N/A Px X
C-F> X-F
Modify tag, 15 | 409 | 8 C 0 1 15 | N/A 8 X
keep original priority:
C-F > X-F
Modify and insert tag: 15 | 4096 | 8 C 0 1 Py Y Px X
C-F > Y-X-F
Remove tag: 15 | 4096 | 8 C 0 1 15 | N/A 15 | N/A
C-F>F
Insert two tags: 15 | 4096 | 8 C 0 0 Py Y Px X
C-F > Y-X-C-F
Default case, do nothing 15 | 4096 | 14 | 4096 0 0 15 | N/A 15 N/A
Upstream frame type =
Double tagged frames
Insert 1 tag (X): 8 S 8 C 0 0 15 | N/A Px X
S-C-F > X-S-C-F
Insert 1 tag (X), 8 S 8 C 0 0 15 | N/A 9 X
copy external priority:
S-C-F > X-S-C-F
Insert 2 tags (X,Y): 8 S 8 C 0 0 Py Y Px X
S-C-F > Y-X-S-C-F
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Table 9.3.13-1 - Common VLAN tagging operations

Filter Treatment
Outer Inner 4 Outer Inner
o
Action type - - L g - -

Tl | €l 2| €] 2] £ 2] £ 0

2 > | 2| >| 2| g| 2| > €| >

o [a = @ o [a

w -

Insert 2 tags (X,Y), copy 8 S 8 C 0 0 9 Y 8 X
external and internal priority:
S-C-F > Y-X-S-C-F
Modify outer tag: 8 S 8 C 0 1 15 | N/A Px X
S-C-F > X-C-F
Modify outer tag, 8 S 8 C 0 1 15 | N/A 9 X
keep original priority:
S-C-F > X-C-F
Modify both tags: 8 S 8 C 0 2 Py Y Px X
S-C-F > Y-X-F
Modify both tags, 8 S 8 C 0 2 9 Y 8 X
keep original priorities:
S-C-F > Y-X-F
Swap both tags: 8 S 8 C 0 2 8 | 4096 9 409
S-C-F > C-S-F 7
Remove outer tag: 8 S 8 C 0 1 15 | N/A 15 | N/A
S-C-F > C-F
Remove both tags: 8 S 8 C 0 2 15 | N/A 15 | N/A
S-C-F>F
Default case, do nothing 14 | 4096 | 14 | 4096 0 0 15 | N/A 15 | N/A
S-C-F > S-C-F

Table 9.3.13-2 illustrates the downstream behaviour for common deployment scenarios based on
the downstream mode code point and the upstream rule. For brevity, Table 9.3.13-2 omits a column
for P-bit only, but the downstream action can be inferred from the VID only column.

If the inner packet tag information is not available (i.e., in cases with more than one VID or
VID+PBIT value in "VID-only" and "Both P and VID," such as "X and C" and "Px and Py and X
and Y™), only outer tag information is used in the downstream filtering rule.

Table 9.3.13-2 uses the same abbreviations used in Table 9.3.13-1.
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Table 9.3.13-2 — Downstream mode use case examples

Filter Treatment
Downstream action
Outer Inner © Outer Inner
Upstream action © E Consider
type 2 2 Sl = 2 2 only
5 2 5 2 Tl 2] 5 2 5 2 downstre | VID onl Both P Action Notes
21 S| 2| 5| 8| g 2| 5|2 > | Y | and VID
a a = < | o a am frame
TR type
Upstream frame
type= Untagged
frames
Insert 1tag (X): F> | 15 | 4096 | 15 | 4096 15 | N/A | Px | X Single X Pxand X | Strip tag
X-F tagged
Default case, do 15 | 4096 | 15 | 4096 15 | N/A |15 | N/A | Untdagge - - Pass unmodified
nothing d
Insert 2 tags (X,Y): 15 | 4096 | 15 | 4096 | O Py |Y Px | X Double XandY | PxandPy | Strip two tags
F - Y-X-F tagged and X
and Y
Upstream frame
type = Single tagged
frames
Insert 1 I'tag (X): C-F | 15 | 4096 | 8 C 0 15 | NJA | Px | X Double XandC | XandPx | Strip outer tag
> X-C-F tagged and C X)
Insert 1 tag (X), copy | 15 | 4096 | 8 C 0 15 | N/A |8 X Double Xand C X and C | Strip outer tag
priority: tagged (X), copy
C-F > X-C-F priority onto
remaining tag
©
Insert 2 tags (X,Y): 15 | 4096 |8 C 0 Py |Y Px | X Triple XandY | PxandPy | Strip two outer
C-F > Y-X-C-F tagged and C and X tags (X, Y)
and Y
and C
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Table 9.3.13-2 — Downstream mode use case examples

Filter Treatment
Downstream action
Outer Inner © Outer Inner
Upstream action o| £ Consider
type > 2 S Sl 2 2 only
= m) ‘= [a) H o] c [a) ‘= m) Both P .
ks = o = T Y| o = S < | downstre | VID only Action Notes
- > c > @ o = > c > and VID
o a S| & o o am frame
T type
Modify tag: 15 | 4096 | 8 C 0 1 15 | N/A | Px | X Single X Pxand X | Replace X with | Use treatment specified
C-F > X-F tagged C, retain Px in downstream mode
definition for the
remaining P-bit set {for
C VID} if ambiguous
Modify tag, keep 15 | 4096 | 8 C 0 1 |15 | NA | 8 X | Single X Px and X | Replace X with | Use treatment specified
original priority: tagged C, retain Px in downstream mode
C-F > X-F definition for the
remaining P-bit set {for
C VID} if ambiguous
Modify and insert 15 | 4096 | 8 C 0 1 | Py Y Px X Double XandY | XandPx, | Strip outer tag
tag: tagged Y and Py | (Y)
C-F > Y-X-F
Remove tag: 15 | 4096 | 8 C 0 1 | 15 | N/A | 15 | N/A | Untagged - - Add tag, VID =
C-F>F C,P=0
Insert two tags: 15 | 4096 | 8 C 0 0 | Py Y Px X | Triple XandY | PxandPy | Strip two outer
C-F © Y-X-C-F tagged and C and X tags (Y, X)
and Y
and C
Default case, do 15 | 4096 | 14 | 409% | O 0 | 15 | N/JA | 15 | N/A | Single - - Pass unmodified
nothing tagged
Upstream frame
type = Double
tagged frames
Insert 1 tag (X): 8 S 8 C 0 0 | 15 | N/JA | Px X | Triple XandS | XandPx | Strip outer tag
S-C-F > X-S-C-F tagged and C and Sand | (X)
C
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Table 9.3.13-2 — Downstream mode use case examples

Filter Treatment
Downstream action
Outer Inner © Outer Inner
Upstream action ® E Consider
type 2 2 S 2 only
= ) = a £l | = a = ) Both P .
8 S | g S S| ol 2 S 2 S | downstre | VIDonly | ° o\ Action Notes
a a < S| a a am frame
TR type
Insert 1 tag (X), copy | 8 S 8 C 0 0 | 15| NA | 9 X | Triple XandS XandS | Strip outer
outer priority: tagged and C and C tag(X) copy
S-C-F > X-S-C-F priority (Px)
onto resulting
outer tag (S)
Insert 2 tags (X,Y): 8 S 8 C 0 0 | Py Y Px X | Quad XandY | PxandPy | Strip two outer
S-C-F © Y-X-S-C-F tagged and S and and X | tags (Y, X)
C and Y
and S and
C
Insert 2 tags (X,Y), 8 S 8 C 0 0 9 Y 8 X | Quad XandY | XandY | Strip two outer
copy external and tagged and Sand | and Sand | tags (Y, X),
internal priority: C C copy Px, Py
S-C-F > Y-X-S-C-E onto remaining
tags (S,C)
Modify external tag: 8 S 8 C 0 1 |15 | N/A | Px X | >2tags XandC | Pxand X | Replace X with
S-C-F > X-C-F and C S in outer tag
Modify external tag, 8 S 8 C 0 1 |15 | NA| 9 X | >2tags XandC Xand C | Modify outer
keep original priority: tag VID =S,
S-C-F > X-C-F retain priority
Modify both tags: 8 S 8 C 0 2 | Py Y Px X | =2tags XandY | Pxand Py | Modify tags Use treatment specified
S-C-F > Y-X-F and X with S, C, retain | in downstream mode
and Y priority definition for the
remaining P-bit sets {S}
{C} if ambiguous
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Table 9.3.13-2 — Downstream mode use case examples

Filter Treatment
Downstream action
Outer Inner © Outer Inner
Upstream action o| £ Consider
type > 2 S Sl 2 2 only
5 2 5 2 Tl 2] 5 2 5 2 downstre | VID onl Both P Action Notes
2 S| 8 5| 8| g & 5| 8| > Y| and VID
a a = < | o a am frame
TR type
Modify both tags, 8 S 8 C 0 2 9 Y 8 X | >2tags XandY | XandY | Modify tags Use treatment specified
keep original with S, C, in downstream mode
priorities: retain priority definition for the
S-C-F > Y-X-F remaining P-bit sets {S}
{C} if ambiguous
Swap both tags: 8 S 8 C 0 2 8 | 4096 | 9 | 4097 | >2 tags SandC Sand C | Swaptags (C, S)
S-C-F > C-S-F
Remove outer tag: 8 S 8 C 0 1 | 15 | N/A | 15 | N/A | Single C C Add Tag S, p-bit
S-C-F>C-F tagged =0
Remove both tags: 8 S 8 C 0 2 | 15 | N/JA | 15 | N/A | untagged - - Add Tags S, C,
S-C-F>F p-bit=0
Default case, do 14 | 4096 | 14 | 409 | O 0 | 15 | NJA | 15 | N/A | >2tags - - Pass unmodified
nothing
S-C-F > S-C-F
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9.3.14 DotlX port extension package

An instance of this ME represents a set of attributes that control a port's IEEE 802.1X operation. It
is created and deleted autonomously by the ONU upon the creation or deletion of a PPTP that
supports [IEEE 802.1X] authentication of customer premises equipment (CPE).

Relationships

An instance of this ME is associated with a PPTP that performs IEEE 802.1X authentication
of CPE (e.g., Ethernet or DSL).

Attributes

Managed entity ID: This attribute provides a unique number for each instance of this ME.
Its value is the same as that of its associated PPTP (i.e., slot and port
number). (R) (mandatory) (2 bytes)

Dotlx enable: If true, this Boolean attribute forces the associated port to authenticate via
[IEEE 802.1X] as a precondition of normal service. The default value false
does not impose IEEE 802.1X authentication on the associated port. (R, W)
(mandatory) (1 byte)

Action register: This attribute defines a set of actions that can be performed on the
associated port. The act of writing to the register causes the specified action.

1

Force re-authentication — this opcode initiates an IEEE 802.1X
re-authentication conversation with the associated port. The port
remains in its current authorization state until the conversation
concludes.

Force unauthenticated — this opcode initiates an IEEE 802.1X
authentication conversation whose outcome is predestined to fail,
thereby disabling normal Ethernet service on the port. The port's
provisioning is not changed, such that upon re-initialization, a new
IEEE 802.1X conversation may restore service without prejudice.
Force authenticated — this opcode initiates an IEEE 802.1X
authentication conversation whose outcome is predestined to succeed,
thereby unconditionally enabling normal Ethernet service on the port.
The port's provisioning is not changed, such that upon re-initialization,
a new IEEE 802.1X conversation is required.

(W) (mandatory) (1 byte)

Authenticator PAE state: This attribute returns the value of the port's PAE state. States are
further described in [IEEE 802.1X]. Values are coded as follows.

oo ~No Ol WDNEFE O

Initialize
Disconnected
Connecting
Authenticating
Authenticated
Aborting

Held

Force auth
Force unauth
Restart

(R) (optional) (1 byte)
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Actions
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Backend authentication state: This attribute returns the value of the port's back-end
authentication state. States are further described in [IEEE 802.1X]. Values
are coded as follows.

Request

Response

Success

Fail

Timeout

Idle

Initialize

Ignore

(R) (optional) (1 byte)

Admin controlled directions: This attribute controls the directionality of the port's
authentication requirement. The default value 0 indicates that control is
imposed in both directions. The value 1 indicates that control is imposed only
on traffic from the subscriber towards the network. (R, W) (optional) (1 byte)

~Nooohk~whNhEFE O

Operational controlled directions: This attribute indicates the directionality of the port's
current authentication state. The value 0 indicates that control is imposed in
both directions. The value 1 indicates that control is imposed only on traffic
from the subscriber towards the network. (R) (optional) (1 byte)

Authenticator controlled port status: This attribute indicates whether the controlled port is
currently authorized (1) or unauthorized (2). (R) (optional) (1 byte)

Quiet period: This attribute specifies the interval between EAP request/identity invitations
sent to the peer. Other events such as carrier present or EAPOL start frames
from the peer may trigger an EAP request/identity frame from the ONU at
any time; this attribute controls the ONU's periodic behaviour in the absence
of these other inputs. It is expressed in seconds. (R, W) (optional) (2 bytes)

Server timeout period: This attribute specifies the time the ONU will wait for a response
from the radius server before timing out. Within this maximum interval, the
ONU may initiate several retransmissions with exponentially increasing
delay. Upon timeout, the ONU may try another radius server if there is one,
or invoke the fallback policy, if no alternate radius servers are available.
Server timeout is expressed in seconds, with a default value of 30 and a
maximum value of 65535. (R, W) (optional) (2 bytes)

Re-authentication period: This attribute records the re-authentication interval specified by
the radius authentication server. It is expressed in seconds. The attribute is
only meaningful after a port has been authenticated. (R) (optional) (2 bytes)

Re-authentication enabled: This Boolean attribute records whether the radius
authentication server has enabled re-authentication on this service (true) or
not (false). The attribute is only meaningful after a port has been
authenticated. (R) (optional) (1 byte)

Key transmission enabled: This Boolean attribute indicates whether key transmission is
enabled (true) or not (false). This feature is not required; the parameter is
listed here for completeness vis-a-vis [IEEE 802.1X]. (R, W) (optional)
(1 byte)

Get, set
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Notifications

Alarm
Alarm Alarm Description
number
0 dotlx local No radius authentication server was accessible. In
authentication — allowed | accordance with local policy, the port was allowed access
without authentication.
1 dot1x local No radius authentication server was accessible. In
authentication — denied accordance with local policy, the port was denied access.
2..207 | Reserved
208..223 | Vendor-specific alarms Not to be standardized

9.3.15 Dotl1X configuration profile

An instance of this ME represents a set of attributes that control an ONU's 802.1X operation with
regard to IEEE 802 services. An instance of this ME is created by the ONU if it is capable of
supporting [IEEE 802.1X] authentication of CPE.

Relationships
One instance of this ME governs the ONU's 802.1X CPE authentication behaviour.

Attributes

Managed entity ID: This attribute provides a unique number for each instance of this ME.
There is at most one instance, number 0. (R) (mandatory) (2 bytes)

Circuit 1D prefix: This attribute is a pointer to a large string ME whose content appears as
the prefix of the NAS port ID in radius access-request messages. The
remainder of the NAS port ID field is local information (for example, slot-
port, appended by the ONU itself). The default value of this attribute is the
null pointer 0. (R, W) (mandatory) (2 bytes)

Fallback policy: When set to 1 (deny), this attribute causes IEEE 802.1X conversations to
fail when no external authentication server is accessible, such that no
Ethernet service is provided. The default value O causes IEEE 802.1X
conversations to succeed when no external authentication server is accessible.
(R, W) (mandatory) (1 byte)

Auth server 1: This attribute is a pointer to a large string ME that contains the URI of the
first choice radius authentication server. The value 0 indicates that no radius
authentication server is specified. (R, W) (mandatory) (2 bytes)

Shared secret authl: This attribute is the shared secret for the first radius authentication
server. It is a null-terminated character string. (R, W) (mandatory) (25 bytes)

The following two pairs of attributes are defined in the same way:

Auth server 2: (R, W) (optional) (2 bytes)
Shared secret auth2: (R, W) (optional) (25 bytes)
Auth server 3: (R, W) (optional) (2 bytes)

Shared secret auth3: (R, W) (optional) (25 bytes)

OLT proxy address: This attribute indicates the IP address of a possible proxy at the OLT
for IEEE 802.1X radius messages. The default value 0.0.0.0 indicates that no
proxy is required. (R, W) (optional) (4 bytes)
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Calling station ID format: Radius messages initiated by the ONU contain a calling-station-
ID field that is specified to be the supplicant's MAC address in upper-case
ASCII form, with bytes separated by a delimiter. This attribute permits
specification of the delimiter. (R, W) (optional) (2 bytes)

Value  Meaning
0  ONU's internal default
1 Hyphen (-) delimiter
2  Colon (:) delimiter
3 No delimiter
0x20 — OX7E  Use this value as the delimiter
OxFO — OXFE Vendor-specific use
Other values are reserved.

Actions
Get, set

Notifications
None.

9.3.16 Dotl1X performance monitoring history data

This ME collects performance statistics on an ONU's IEEE 802.1X CPE authentication operation.
Instances of this ME are created and deleted by the OLT.

For a complete discussion of generic PM architecture, refer to clause 1.4.

Relationships

An instance of this ME may be associated with each UNI that can perform IEEE 802.1X
authentication of CPE.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. Through an
identical 1D, this ME is implicitly linked to an instance of a PPTP. (R,
set-by-create) (mandatory) (2 bytes)

Interval end time: This attribute identifies the most recently finished 15 min interval. (R)
(mandatory) (1 byte)

Threshold data 1/2 ID: This attribute points to an instance of the threshold data 1 and 2
MEs that contains PM threshold values. (R, W, set-by-create) (mandatory)
(2 bytes)

EAPOL frames received: This attribute counts received valid EAPOL frames of any type.
(R) (mandatory) (4 bytes)

EAPOL frames transmitted: This attribute counts transmitted EAPOL frames of any type.
(R) (mandatory) (4 bytes)

EAPOL start frames received: This attribute counts received EAPOL start frames. (R)
(mandatory) (4 bytes)

EAPOL logoff frames received: This attribute counts received EAPOL logoff frames. (R)
(mandatory) (4 bytes)
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Actions

Invalid EAPOL frames received: This attribute counts received EAPOL frames in which
the frame type was not recognized. (R) (mandatory) (4 bytes)

EAP resp/id frames received: This attribute counts received EAP response frames
containing an identifier type field. (R) (mandatory) (4 bytes)

EAP response frames received: This attribute counts received EAP response frames, other
than resp/id frames. (R) (mandatory) (4 bytes)

EAP initial request frames transmitted: This attribute counts transmitted request frames
containing an identifier type field. In [IEEE 802.1X], this is also called
Reqld. (R) (mandatory) (4 bytes)

EAP request frames transmitted: This attribute counts transmitted request frames, other
than request/id frames. (R) (mandatory) (4 bytes)

EAP length error frames received: This attribute counts received EAPOL frames whose
packet body length field was invalid. (R) (mandatory) (4 bytes)

EAP success frames generated autonomously: This attribute counts EAPOL success
frames generated according to the local fallback policy because no radius
server was available. (R) (mandatory) (4 bytes)

EAP failure frames generated autonomously: This attribute counts EAPOL failure frames
generated according to the local fallback policy because no radius server was
available. (R) (mandatory) (4 bytes)

Create, delete, get, set
Get current data (optional)

Notifications

Threshold crossing alert

Alarm Threshold crossing alert Threshold value attribute No. (Note)
number

4 Invalid EAPOL frames received 5

9 EAP length error frames received 10

NOTE - This number associates the TCA with the specified threshold value attribute of the
threshold data 1/2 managed entities.

9.3.17

Radius performance monitoring history data

This ME collects performance statistics on an ONU's radius client, particularly as related to its
IEEE 802.1X operation.

Instances of this ME are created and deleted by the OLT.
For a complete discussion of generic PM architecture, refer to clause 1.4.

Relationships

An instance of this ME is associated with an ONU.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. Through an
identical ID (namely 0), this ME is implicitly linked to an instance of a dot1X
configuration profile. (R, set-by-create) (mandatory) (2 bytes)
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Interval end time: This attribute identifies the most recently finished 15 min interval. (R)
(mandatory) (1 byte)

Threshold data 1/2 ID: This attribute points to an instance of the threshold data 1 ME that
contains PM threshold values. Since no threshold value attribute number
exceeds 7, a threshold data 2 ME is optional. (R, W, set-by-create)
(mandatory) (2 bytes)

Access-request packets transmitted: This attribute counts transmitted radius access-
request messages, including retransmissions. (R) (mandatory) (4 bytes)

Access-request retransmission count: This attribute counts radius access-request
retransmissions. (R) (mandatory) (4 bytes)

Access-challenge packets received: This attribute counts received radius access-challenge
messages. (R) (mandatory) (4 bytes)

Access-accept packets received: This attribute counts received radius access-accept
messages. (R) (mandatory) (4 bytes)

Access-reject packets received: This attribute counts received radius access-reject
messages. (R) (mandatory) (4 bytes)

Invalid radius packets received: This attribute counts received invalid radius messages.
(R) (mandatory) (4 bytes)

Actions

Create, delete, get, set
Get current data (optional)

Notifications

Threshold crossing alert

Alarm Threshold crossing alert Threshold value attribute No. (Note)
number

1 Retransmission count 2

5 Invalid radius packets received 6

NOTE - This number associates the TCA with the specified threshold value attribute of the
threshold data 1 managed entity.

9.3.18 Dotl rate limiter

This ME allows rate limits to be defined for various types of upstream traffic that are processed by
IEEE 802.1 bridges or related structures.

Relationships

An instance of this ME may be linked to an instance of a MAC bridge service profile or an
IEEE 802.1p mapper.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. (R,
set-by-create) (mandatory) (2 bytes)

Parent ME pointer: This attribute points to an instance of a ME. The type of ME is
determined by the TP type attribute. (R, W, set-by-create) (mandatory)
(2 bytes)

Rec. ITU-T G.988 (2017)/Amd.3 (03/2020)




TP type: This attribute identifies the type of TP associated with this dotl rate limiter.
Valid values are:
1 MAC bridge service profile
2 |EEE 802.1p mapper service profile

(R, W, set-by-create) (mandatory) (1 byte)

Upstream unicast flood rate pointer: This attribute points to an instance of the traffic
descriptor that governs the rate of upstream unicast packets whose DA is
unknown to the bridge. A null pointer specifies that no administrative limit is
to be imposed. (R, W, set-by-create) (optional) (2 bytes)

Upstream broadcast rate pointer: This attribute points to an instance of the traffic
descriptor that governs the rate of upstream broadcast packets. A null pointer
specifies that no administrative limit is to be imposed. (R, W, set-by-create)
(optional) (2 bytes)

Upstream multicast payload rate pointer: This attribute points to an instance of the traffic
descriptor that governs the rate of upstream multicast payload packets. A null
pointer specifies that no administrative limit is to be imposed. (R, W,
set-by-create) (optional) (2 bytes)

Actions
Create, delete, get, set

Notifications
None.

9.3.19 Dotlag maintenance domain

In [IEEE 802.1ag], a maintenance domain (MD) is a context within which configuration fault
management (CFM) connectivity verification can occur. Individual services (maintenance
associations, MAs) exist within an MD. An MD is created and deleted by the OLT. The MD ME is
specified by [IEEE 802.1ag] in such a way that the same provisioning can be used for all associated
systems in a network; the OMCI definition accordingly avoids ONU-specific information such as
pointers.

Relationships

Several MDs may be associated with a given bridge, at various MD levels, and a given MD
may be associated with any number of bridges.

Attributes

Managed entity ID: This attribute uniquely identifies an instance of this ME. The values 0
and OxFFFF are reserved. (R, set-by-create) (mandatory) (2 bytes)

MD level: This attribute ranges from 0..7 and specifies the maintenance level of this
MD. Higher numbers have wider geographic scope. (R, W, set-by-create)
(mandatory) (1 byte)

MD name format: This attribute specifies one of several possible formats for the MD name
attribute. (R, W, set-by-create) (mandatory) (1 byte)

Value MD name format MD name attribute Defined in

1 None No MD name present [IEEE 802.1ag]
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Value MD name format MD name attribute Defined in

2 DNS-like name Globally unique text string derived
from a DNS name

3 MAC addr and MAC address, followed by a 2-octet

UINT unsigned integer, total length 8 bytes

4 Character string String of printable characters. This is
recommended to be the default value.

32 ICC-based ITU carrier code followed by locally Annex A of
assigned UMC code, 13 bytes with [ITU-T Y.1731]
trailing nulls as needed

Others | Reserved

MD name 1, MD name 2:These two attributes may be regarded as a 50 byte octet string

Maintenance

whose value is the left-justified maintenance domain name. The MD name
may or may not be a printable character string, so an octet string is the
appropriate representation. If the MD name format specifies a DNS-like
name or a character string, the string is null-terminated; otherwise, its length
is determined by the MD name format. If the MD has no name (MD name
format = 0), this attribute is undefined. Note that binary comparisons of the
MD name are made in other CFM state machines, so blanks, alphabetic case,
etc., are significant. Also, note that the MD name and the MA name must be
packed (with additional bytes) into 48 byte CFM message headers. (R, W)
(mandatory if MD name format is not 1) (25 bytes * 2 attributes)

domain intermediate point half function (MHF) creation: This attribute
determines whether an associated bridge creates an MHF for this MD, under
circumstances defined in clause 22.2.3 of [IEEE 802.1ag]. This attribute is an
enumeration with the following values.
1 None
2 Default (IEEE 802.1ag term). The bridge can create MHFs on an
associated VID on any port through which the VID can pass, where: i)
there are no lower active MD levels or ii) there is a maintenance
association end point (MEP) at the next lower active MD level on the
port.
3 Explicit. The bridge can create MHFs on an associated VID on any
port through which the VID can pass, but only if an MEP exists at
some lower maintenance level.

(R, W, set-by-create) (mandatory) (1 byte)

Sender ID permission: This attribute determines the contents of the sender 1D type-length-

value (TLV) included in CFM messages transmitted by maintenance points
(MPs) controlled by this MD. Chassis ID and management address
information is available from the dotlag chassis-management info ME. The
attribute is an enumeration with the following values.

1 None: the sender ID TLV is not to be sent.

2 Chassis: the chassis ID length, chassis ID subtype, and chassis 1D
fields of the sender ID TLV are to be sent, but not the management
address fields.

3 Manage: the management address fields of the sender ID TLV are to
be sent, but the chassis ID length is to be transmitted with the value 0,
and the chassis ID subtype, and chassis ID fields are not to be sent.
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4 ChassisManage: all chassis ID and management address fields are to
be sent.

(R, W, set-by-create) (mandatory) (1 byte)
Actions
Create, delete, get, set

Notifications
None.

9.3.20 Dotlag maintenance association

This ME models an [IEEE 802.1ag] service defined on a bridge port. An MA is a set of endpoints
on opposite sides of a network, all existing at a defined maintenance level. One of the endpoints
resides on the local ONU; the others are understood to be configured in a consistent way on external
equipment. [ITU-T Y.1731] refers to the MA as a maintenance entity group (MEG).

An MA is created and deleted by the OLT.

Relationships

Any number of MAs may be associated with a given MD, or may stand on their own
without an MD. One or more MAs may be associated with a MAC bridge or an IEEE
802.1p mapper. An MA exists at one of eight possible maintenance levels.

Attributes

Managed entity ID: This attribute uniquely identifies an instance of this ME. The values 0
and OxFFFF are reserved. (R, set-by-create) (mandatory) (2 bytes)

MD pointer: This pointer specifies the dotlag maintenance domain with which this MA is
associated. A null pointer specifies that the MA is not associated with an MD.
(R, W, set-by-create) (mandatory) (2 bytes)

Short MA name format: This attribute specifies one of several possible formats for the
short MA name attribute. Value 1, the primary VLAN ID, is recommended to
be the default. (R, W, set-by-create) (mandatory) (1 byte)

Value Short MA name format Short MA name attribute
1 Primary VID 2 octets, 12 LSBs specify primary VID, 0
if none
Character string String of up to 45 printable characters
2-octet integer 2 octet unsigned integer
4 Virtual private network 7 octets, as defined in [IETF RFC 2685]
(VPN) ID
32 ICC-based ITU carrier code followed by locally
assigned UMC code, 13 bytes with trailing
nulls as needed. Defined in Annex A of
[ITU-T Y.1731]
Other | Reserved

Short MA name 1, Short MA name 2: These two attributes may be regarded as an octet
string whose value is the left-justified MA name. Because the MA name may
or may not be a printable character string, an octet string is the appropriate
representation. If the short MA name format specifies a character string, the
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string is null-terminated; otherwise, its length is determined by the short MA
name format. Note that binary comparisons of the short MA name are made
in other CFM state machines, so blanks, alphabetic case, etc., are significant.
Also, note that the MD name and the MA short name must be packed (with
additional bytes) into 48 byte CFM message headers. (R, W) (mandatory)
(25 bytes * 2 attributes)

Continuity check message (CCM) interval: If CCMs are enabled on an MEP, the CCM

interval attribute specifies the rate at which they are generated. The MEP also
expects to receive CCMs from each of the other MEPs in its CC database at
this rate.

0: CCM transmission disabled
3.33ms
10 ms
100 ms
1s
10s
1 min
7: 10 min
Short intervals should be used judiciously, as they can interfere with the

network’s ability to handle subscriber traffic. The recommended value is 1 s.
(R, W, set-by-create) (mandatory) (1 byte)

Associated VLANS: This attribute is a list of up to 12 VLAN IDs with which this MA is

associated. Once a set of VLANS is defined, the ONU should deny operations
to other dotlag MAs or dotlag default MD level entries that conflict with the
set membership. The all-zeros value indicates that this MA is not associated
with any VLANSs. Assuming that the attribute is not O, the first entry is
understood to be the primary VLAN. Except forwarded linktrace messages
(LTMs), CFM messages emitted by MPs in this MA are tagged with the
primary VLAN ID. (R, W) (mandatory) (2 bytes/entry * 12 entries = 24 bytes)

MHF creation: This attribute determines whether the bridge creates an MHF, under

circumstances defined in clause 22.2.3 of [IEEE 802.1ag]. This attribute is an
enumeration with the following values:

1 None. No MHFs are created on this bridge for this MA.

2 Default (IEEE 802.1ag term). The bridge can create MHFs on this
VID on any port through which the VID can pass.

3 Explicit. The bridge can create MHFs on this VID on any port
through which the VID can pass, but only if an MEP exists at some
lower maintenance level.

4 Defer. This value causes the ONU to use the setting of the parent MD.
This is recommended to be the default value.

(R, W, set-by-create) (mandatory) (1 byte)

Sender ID permission: This attribute determines the contents of the sender ID TLV

included in CFM messages transmitted by MPs controlled by this MA. This
attribute is the same as that defined in the description of the dotlag MD ME,
with the addition of code point 5.
1 None: the sender ID TLV is not to be sent.
2 Chassis: the chassis ID length, chassis ID subtype, and chassis 1D
fields of the sender ID TLV are to be sent, but not the management
address fields.
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3 Manage: the management address fields of the sender ID TLV are to
be sent, but the chassis ID length is to be transmitted with a 0 value,
and the chassis ID subtype, and chassis ID fields are not to be sent.

4 ChassisManage: all chassis ID and management address fields are to
be sent.

5 Defer: the contents of the sender ID TLV are determined by the
corresponding MD attribute. This is recommended to be the default
value.

(R, W, set-by-create) (mandatory) (1 byte)

Actions
Create, delete, get, set

Notifications
None.

9.3.21 Dotlag default MD level

The collection of the functionality called a maintenance half-function (MHF) is not explicitly
modelled as a ME by either [IEEE 802.1ag] or the OMCI. The ONU automatically creates MHFs
according to parameters specified in a dotlag MD or a dotlag MA ME; the dotlag default MD
level ME catches the corner cases not covered by other MEs, specifically VLANSs not included by
any defined MA.

The dotlag default MD level comprises a configurable table, each entry of which specifies default
MHF functionality for some set of VLANS. Once a set of VLANS is defined, operations to different
table entries or to dotlag MAs that conflict with the set membership should be denied. In addition,
catch-all attributes are defined to specify MHF functionality when there is no match to either a table
entry or an MA.

Relationships

An ONU that supports [IEEE 802.1ag] automatically creates one instance of this ME for
each MAC bridge or IEEE 802.1p mapper, depending on the ONU's provisioning model. It
should not create an instance for an IEEE 802.1p mapper that is associated with a MAC
bridge.

Attributes

Managed entity ID: This attribute uniquely identifies an instance of this ME. Through an
identical ID, this ME is implicitly linked to an instance of the MAC bridge
service profile ME or an IEEE 802.1p mapper ME. It is expected that an
ONU will implement CFM on bridges or on IEEE 802.1p mappers, but not
both, depending on its provisioning model. For precision, the reference is
disambiguated by the value of the layer 2 type pointer attribute. (R)
(mandatory) (2 bytes)

Layer 2 type: This attribute specifies whether the dotlag default MD level ME is associated
with a MAC bridge service profile (value 0) or an IEEE 802.1p mapper
(value 1). (R) (mandatory) (1 byte)

Catchall level: This attribute ranges from 0..7 and specifies the MD level of MHFs created
when no specific match is found. (R, W) (mandatory) (1 byte)
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Catchall MHF creation: This attribute determines whether, when no more specific match is
found, the bridge creates an MHF or not. This attribute is an enumeration
with the following values:

1 None. The bridge does not create any MHFs. This is the default value.

2 Default. The bridge can create MHFs on this VID on any port through
which the VID can pass.

3 Explicit. The bridge can create MHFs on this VID on any port
through which the VID can pass, but only if an MEP exists at some
lower maintenance level.

(R, W) (mandatory) (1 byte)

Catchall sender ID permission: This attribute determines the contents of the sender 1D
TLV included in CFM messages transmitted by MPs when no more specific
match is found. This attribute is identical to that defined in the description of
the dotlag MD ME (i.e., excluding code point 5, defer). (R, W) (mandatory)
(1 byte)

Default MD level table: Each entry is a vector of fields, indexed by primary VLAN ID.
Primary VLAN ID (2 bytes)

Table control: This field controls the meaning of a set operation. The 1 byte
size of this field is included in get/get-next operations, but its value is
undefined under get-next and should be ignored by the OLT. (1 byte)

1 Add record to table; overwrite existing record, if any.

2 Delete record from table.

3 Clear all entries from table. This action may affect service and should
be used judiciously.

Other values are reserved.

Status: This Boolean field indicates whether this table entry is in effect (true)
or whether (false) it has been overridden by the existence of an MA for
the same VID and MD level as this table's entry, and on which an up
MEP is defined. This attribute is read-only. Space should be allocated for
it during set operations, but the value is not used. (1 byte)

Level: This field ranges from 0..7 and specifies the MD level of MHFs under
the control of this instance of the dotlag default MD level. The additional
value OXFF instructs the bridge to use the value in the catch-all level
attribute. (1 byte)

MHF creation: This attribute determines whether the bridge creates an MHF
or not, under circumstances defined in clause 22.2.3 of [IEEE 802.1ag].
This attribute is an enumeration with the following values. (1 byte)

1 None. No MHFs are created on this bridge for this MA.

2 Default. The bridge can create MHFs on this VID on any port through
which the VID can pass.

3 Explicit. The bridge can create MHFs on this VID on any port
through which the VID can pass, but only if an MEP exists at some
lower maintenance level.

4 Defer. This value causes the ONU to use the setting of the catch-all
MHF creation attribute. This is recommended to be the default value.

Sender ID permission: This attribute determines the contents of the sender
ID TLV included in CFM messages transmitted by MPs controlled by
this MA. (1 byte)
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None: the sender ID TLV is not to be sent, default.

2 Chassis: the chassis ID length, chassis ID subtype, and chassis 1D
fields of the sender ID TLV are to be sent, but not the management
address fields.

3 Manage: the management address fields of the sender ID TLV are to
be sent, but the chassis ID length is to be transmitted with a 0 value,
and the chassis ID subtype, and chassis ID fields are not to be sent.

4 ChassisManage: all chassis ID and management address fields are to
be sent.

5 Defer: the contents of the sender ID TLV is determined by the catch-

all sender ID permission attribute.

Associated VLANS list: This field comprises a list of up to 11 additional
VLAN IDs associated with the primary VLAN, 2 bytes each. Unused
placeholders, possibly including the entire field, are set to 0. (22 bytes)

(R, W) (mandatory) (29 bytes * N entries)
Actions
Get, get next, set
Set table (optional)

Notifications
None.

9.3.22 Dotlag MEP

This ME models an MEP as defined primarily in [IEEE 802.1ag] and secondarily in [ITU-T
Y.1731]. It is created and deleted by the OLT. An MEP exists at one of eight possible maintenance
levels, and resides at the boundary of a MD. It inherits a name, and optionally a set of associated
VLANS, from its associated MA.

Relationships

One or more MEPs may be associated with a MAC bridge port or an IEEE 802.1p mapper in
the absence of a MAC bridge. An MEP is also associated with zero or more VLANSs and an
MA.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. (R,
set-by-create) (mandatory) (2 bytes)

Layer 2 entity pointer: Depending on the value of the layer 2 type attribute, this pointer
specifies the MAC bridge port configuration data ME or the IEEE 802.1p
mapper service profile ME with which this MEP is associated. (R, W,
set-by-create) (mandatory) (2 bytes)

Layer 2 type: This attribute specifies whether the MA is associated with a MAC bridge port
(value 0) or an IEEE 802.1p mapper (value 1). (R, W, set-by-create)
(mandatory) (1 byte)

MA pointer: This pointer specifies the maintenance association with which this MEP is
associated. (R, W, set-by-create) (mandatory) (2 bytes)
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MEP ID: This attribute specifies the MEP's own identity in the MA. For a given MA,
the MEP ID must be unique throughout the network defined by the MD. The
MEP ID is defined in the range 1..8191. The value O indicates that no MEP
ID is (yet) configured. (R, W, set-by-create) (mandatory) (2 bytes)

MEP control: This attribute specifies some of the overall behavioural aspects of the MEP.
It is interpreted as follows.

Bit Interpretation when bit value = 1
1(LSB) | Reserved
2 MEP generates CCMs
3 Enable ITU-T Y.1731 server MEP function
4 Enable generation of Ethernet AIS
5 This is an up MEP, facing toward the core of the bridge. If more
than one MEP exists on a given maintenance association and on a
given bridge, all such MEPs must face the same direction.
6..8 Reserved

(R, W, set-by-create) (mandatory) (1 byte)

Primary VLAN: This attribute is a 12 bit VLAN ID. The value 0 indicates that the MEP
inherits its primary VLAN from its parent MA. CFM messages, except
forwarded LTMs, are tagged with the primary VLAN ID. If explicitly
specified, the value of this attribute must be one of the VLANSs associated
with the parent MA. (R, W, set-by-create) (mandatory) (2 bytes)

Administrative state: This attribute locks (1) and unlocks (0) the functions performed by
this ME. Administrative state is further described in clause A.1.6. (R, W,
set-by-create) (mandatory) (1 byte)

CCM and LTM priority: Ranging from 0..7, this attribute permits CCM and LTM frames
to be explicitly prioritized, which may be needed if flows are separated, e.g.,
by 802.1p priority. The priority specified in this attribute is also used in
linktrace reply (LTR) frames originated by this MEP. The value OxFF selects
the IEEE 802.1ag default, whereby CCM and LTM frames are transmitted
with the highest Ethernet priority available. (R, W, set-by-create)
(mandatory) (1 byte)

Egress identifier: This attribute comprises 8 bytes to be included in LTMs. They allow
received LTRs to be directed to the correct originator. The attribute includes
the originator MAC address and a locally defined identifier. If this field is O,
the ONU uses the MEP's MAC address, with 0 as the locally defined
identifier. (R, W, set-by-create) (mandatory) (8 bytes)

Peer MEP IDs: This attribute lists the expected peer MEPs for CCMs, 2 bytes per MEP ID.
[IEEE 802.1ag] allows for multipoint networks, and therefore a list of peer
MEPs. This attribute allows for up to 12 peers for a given MEP, though
G-PON applications are expected to need only a single peer. Missing or
unexpected messages trigger alarm declaration after a soak interval. Unused
peer MEP slots should be set to 0. (R, W) (mandatory) (24 bytes)
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ETH AIS control: This attribute controls the generation of Ethernet alarm indication signal
(AIS) frames when they are enabled through the MEP control attribute. It is
interpreted as follows:

Bit Interpretation

1 (LSB) | Transmission period
0: once per second
1: once per minute

2.4 P-bit priority of transmitted ETH AIS frames

5.7 The maintenance level at which the client MEP exists

8 Reserved

(R, W, set-by-create) (mandatory if ETH AIS is enabled) (1 byte)

Fault alarm threshold: This attribute specifies the lowest priority alarm that is allowed to
generate a fault alarm. The value 0 specifies that the ONU uses its internal
default. It is defined as follows.

1 All defects generate alarms after suitable soaking, including AIS and
RDICCM.

2 Alarm generated only by one of: MACstatus, RemoteCCM,
ErrorCCM, XconCCM. This value is recommended as the default in
[IEEE 802.1ag].

3 Alarm generated only by one of: RemoteCCM, ErrorCCM,

XconCCM.

Alarm generated only by one of: ErrorCCM, XconCCM.

Alarm generated only by: XconCCM.

No alarms are to be reported. This setting may be useful during

configuration of services across the network when spurious alarms

could otherwise be generated.

(R, W, set-by-create) (optional) (1 byte)

Alarm declaration soak time: This attribute defines the defect soak time that must elapse
before the MEP declares an alarm. It is expressed in 10 ms units with a range
of 250 to 1000, i.e., 2.5s to 10s. The default is recommended to be 2.5
seconds. (R, W) (mandatory) (2 bytes)

Alarm clear soak time: This attribute defines the defect-free soak time that must elapse
before the MEP clears an alarm. It is expressed in intervals of 10 ms with a
range of 250 to 1 000, i.e., 2.5s to 10 s. The default is recommended to be
10 s. (R, W) (mandatory) (2 bytes)

o o1 b

Actions
Create, delete, get, set

Test: The test operation causes the MEP to originate one or more loopback
messages (LBMs) or an LTM in accordance with the test and test result
message formats defined in clauses A.2 and A.3.

The linktrace test returns its results in a general purpose buffer ME, which
must have been created in advance by the OLT. (The general purpose buffer
is designated by a pointer in the test message itself.) Upon completion of the
linktrace operation, the general purpose buffer contains a sequence of LTR
entries in the order they were received:
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Length field, 2 bytes Length bytes

Length of LTR1 LTR: linktrace reply 1 (clause 21.9 of
[IEEE 802.1ag])

Length of LTR2 LTR: linktrace reply 2

etc.

[IEEE 802.1ag] defines the data structure for the linktrace database in detail,
but the definition is essentially the same as the LTR protocol data unit (PDU)
itself. The OMCI simply records the messages for parsing and analysis at the
OLT or the element management system (EMS).

If the ONU cannot allocate enough memory for the entire list, it keeps the
most recent responses and discards the older LTRs as necessary (first
discarding LTR1, then LTR2, etc.).

Notifications

Alarm

nﬁﬁggr Alarm Description
0 RDI CCM RDI received in CCM from peer MEP
1 MAC status Port or interface status failure at peer MEP
2 Remote CCM Loss of continuity with peer MEP
3 Error CCM Invalid CCMs received
4 Xcon CCM CCMs received from other MAs or a lower MD level
5 Unexpected period Unexpected period
6 AIS Ethernet AIS received

7..207 | Reserved
208..223 | Vendor-specific alarms | Not to be standardized

9.3.23 Dotlag MEP status

This ME is the read-only twin of the dotlag MEP. Its purpose is to return information that may help
in system- or network-level troubleshooting. It is automatically created and deleted by the ONU at
the time its MEP is created or deleted.

As the reporter of ephemeral information, the dotlag MEP status ME does not retain its attribute
values across initializations and is not included in MIB uploads.

Relationships
A dotlag MEP status ME is associated with a dotlag MEP ME.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. Through an
identical ID, this ME is implicitly linked to an instance of the dotlag MEP
ME. (R) (mandatory) (2 bytes)

MEP MAC address: This attribute records the MEP's MAC address. (R) (mandatory)
(6 bytes)

Fault notification generator state: This attribute records the current state of the MEP's
fault notification generator state machine. States are defined in clause 20.35
of [IEEE 802.1ag].
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Reset
Defect

A WN P

Report defect
Defect reported

5 Defect clearing
(R) (mandatory) (1 byte)

Highest priority defect observed: This attribute records the highest priority defect
observed since the fault notification state machine was last in reset state. In
increasing priority order, possible values are as follows.

0 No defect observed

1 Received a CCM from a remote MEP in which the remote defect
indication (RDI) bit was set

2 Received a CCM from a remote MEP in which the port status or
interface status TLV reported an error

3 No CCMs received for at least 3.5 * CCM interval from at least one
remote MEP in the MA

(2NN

Received invalid CCMs for at least 3.5 * CCM interval
Received CCMs for at least 3.5 * CCM interval that could be from

another MA
(R) (mandatory) (1 byte)
Current defects: This attribute is a bit field that signals several events of interest in real

time.
Bit
1 (LSB)
2
3
4
5

6..8

Meaning when set

Another MEP in the same MA is currently transmitting an
RDL.

A port status or interface status TLV received from another
MEP in the MA is currently indicating an error condition.
CCMs have not been received for at least 3.5 * CCM interval
from at least one of the expected remote MEPs.

Erroneous CCMs have been received for at least 3.5 * CCM
interval from at least one of the remote MEPs in this MA.
CCMs have been received for at least 3.5 * CCM interval
from an MEP that is not configured into the current MA.
Reserved

(R) (mandatory) (1 byte)

Last received errored CCM table: This attribute contains the most recently received CCM
that contributed to a defErrorCCM fault. If no such CCM has been received,
this attribute is null. The format of the CCM is defined in clause 21.6 of
[IEEE 802.1ag]. (R) (mandatory) (N bytes, not to exceed 128)

Last received Xcon CCM table: This attribute contains the most recently received CCM
that contributed to a defXconCCM fault. If no such CCM has been received,
this attribute is null. (R) (mandatory) (N bytes, not to exceed 128)

Out of sequence CCMs count: This attribute records the number of out of sequence CCMs
received. When the counter is full, it rolls over to 0. (R) (optional) (4 bytes)

CCMs transmitted count: This attribute records the number of CCMs transmitted. It may
be used as the sequence number of transmitted CCMs. When the counter is
full, it rolls over to 0. (R) (mandatory) (4 bytes)
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Unexpected LTRs count: This attribute records the number of unexpected LTRs received.
When the counter is full, it rolls over to 0. (R) (mandatory) (4 bytes)

Loopback replies (LBRs) transmitted count: This attribute records the number of LBRs
transmitted. When the counter is full, it rolls over to 0. (R) (mandatory)
(4 bytes)

Next loopback transaction identifier: This attribute is the value of the transaction number
sent in the next LBM to be transmitted. At ONU initialization, it should be
initialized to a random value. It increments with each LBM sent, and rolls
over when full. (R) (mandatory) (4 bytes)

Next linktrace transaction identifier: This attribute is the value of the transaction number
sent in the next LTM to be transmitted. It increments with each LTM sent,
and rolls over when full. (R) (mandatory) (4 bytes)

Actions
Get, get next

Notifications

None. This ME does not generate AVCs because its attributes change frequently in real time,
but are generally only of interest after the corresponding MEP declares an alarm.

9.3.24 Dotlag MEP CCM database

This ME records the recent history of remote MEPSs, as deduced by the local parent MEP. Because
records are of variable length, and are constantly updated, a separate attribute is defined for each
remote MEP. The dotlag MEP CCM database is automatically created or deleted by the ONU at the
time an MEP is created or deleted.

As the reporter of ephemeral information, the dotlag MEP CCM database ME does not retain its
attribute values across initializations and is not included in MIB uploads.

Relationships
A dotlag MEP CCM database ME is associated with a dotlag MEP ME.
Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. Through an
identical ID, this ME is implicitly linked to an instance of the dotlag MEP
ME. (R) (mandatory) (2 bytes)

Each of the following RMEP database table attributes records information for one of the possible
remote MEPs. It is expected that there will be only one remote MEP per MA in G-PON
applications, but the ME is defined in a way that permits several RMEPSs. The optional attributes are
instantiated by the ONU when additional remote MEPs are provisioned on the local MEP. Remote
MEP records appear in no particular order, and the order is not guaranteed to persist across ONU
initializations.

NOTE — Although each attribute is shown with a single indeterminate length N, it is understood that the
length of each attribute varies in real time, and independently from the length of the other attributes.

RMEP 1 database table: (R) (mandatory) (N bytes)
RMEP 2 database table: (R) (optional) (N bytes)
RMEP 3 database table: (R) (optional) (N bytes)
RMEP 4 database table: (R) (optional) (N bytes)
RMEP 5 database table: (R) (optional) (N bytes)
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RMEP 6 database table: (R) (optional) (N bytes)
RMEP 7 database table: (R) (optional) (N bytes)
RMEP 8 database table: (R) (optional) (N bytes)
RMEP 9 database table: (R) (optional) (N bytes)
RMEP 10 database table: (R) (optional) (N bytes)
RMEP 11 database table: (R) (optional) (N bytes)
RMEP 12 database table: (R) (optional) (N bytes)

Each attribute is a record that comprises the following fields.

Actions

Notifications

Get, get next

RMep identifier: The MEP ID of the remote MEP. (2 bytes)
RMep state: An enumeration with the following meaning (1 byte).
1 Idle. Momentary state during reset.
2 Start. The timer has not expired since the state machine was
reset, but no valid CCM has yet been received.
3 Failed. The timer has expired since the state machine was
reset and since a valid CCM was received.
4 Ok. The timer has not expired since a valid CCM was received.

Failed-ok time: A timestamp, the value of the local ONU's SysUpTime
at which the remote MEP state last entered either the failed or ok state.
SysUpTime is a count of 10 ms intervals since ONU initialization.
The value is 0 if it has not been in either of these states since ONU
initialization. (4 bytes)

MAC address: The MAC address of the remote MEP. If no CCM has
been received from the remote MEP, this field has the value O.
(6 bytes)

RDI: Boolean indicating whether the RDI bit in the most recently
received CCM was set. (1 byte)

Port status: The port status from the most recently received CCM, as
defined in clause 21.5.4 of [IEEE 802.1ag]. The absence of a received
port status TLV is indicated by the value 0. (1 byte)

Interface status: The interface status from the most recently received
CCM, as defined in clause 21.5.5 of [IEEE 802.1ag]. The absence of
a received interface status TLV is indicated by the value 0. (1 byte)

Sender ID TLV: This is the actual sender ID TLV from the most
recently received CCM, as defined in clause 21.5.3 of [IEEE 802.1ag].
The absence of a received sender ID TLV is indicated by a single byte
of value 0. (M bytes)

None. The MEP CCM database table attributes do not generate AVCs because they change
constantly in real time, usually in ways that are of no immediate interest.

9.3.25 Dotlag CFM stack

This ME reports the maintenance status of a bridge port at any given time. An ONU that supports
[IEEE 802.1ag] functionality automatically creates an instance of the dotlag CFM stack ME for
each MAC bridge or IEEE 802.1p mapper, depending on its provisioning model.
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The dotlag CFM stack also lists any VLANSs and bridge ports against which configuration errors
are currently identified. The ONU should reject operations that create configuration errors.
However, these errors can arise because of operations on other MEs that are not necessarily possible
to detect during CFM configuration.

Relationships

An ONU that supports [IEEE 802.1ag] creates one instance of this ME for each MAC bridge
or IEEE 802.1p mapper, depending on its provisioning model. It should not create an

instance for an IEEE 802.1p mapper that is associated with a MAC bridge.

Attributes
Managed entity ID: This attribute uniquely identifies an instance of this ME. Through an
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Layer 2 type:

identical ID, this ME is implicitly linked to an instance of the MAC bridge
service profile ME or an IEEE 802.1p mapper ME. It is expected that an
ONU will implement CFM on bridges or on IEEE 802.1p mappers, but not
both. For precision, the reference is disambiguated by the value of the layer 2
type pointer attribute. (R) (mandatory) (2 bytes)

This attribute specifies whether the dotlag CFM stack is associated with a
MAC bridge service profile (value 0) or an IEEE 802.1p mapper (value 1).
(R) (mandatory) (1 byte)

MP status table: This attribute is a list of entries, each entry reporting one aspect of the

maintenance status of one port. If a port is associated with more than one
CFM maintenance entity, each is represented as a separate item in this table
attribute; a port that has no current maintenance functions is not represented
in the table (so the table may be empty). Each entry is defined as follows.

Port ID: The ME ID of the MAC bridge port config data whose information
is reported in this entry. If the layer 2 parent is an IEEE 802.1p mapper, a
null pointer. (2 bytes)

Level: The level at which the reported maintenance function exists, 0..7.
(1 byte)
Direction: The value 1 (down) or 2 (up). (1 byte)

VLAN ID: If this table entry reports a maintenance function associated with
a VLAN, this field contains the value of the primary VLAN ID. If no
VLAN is associated with this entry, this field contains the value O.
(2 bytes)

MD: A pointer to the associated dotlag maintenance domain ME. If no MD
is associated with this entry, a null pointer. (2 bytes)

MA: A pointer to the associated dotlag maintenance association ME. If no
MA is associated with this entry, a null pointer. (2 bytes)

MEP ID: If this table entry reports an MEP, this field contains the value of
its MEP ID (range 1..8191). If this table entry reports an MHF, this field
contains the value 0. (2 bytes)

MAC address: The MAC address of the MP. (6 bytes)
(R) (mandatory) (18N bytes)
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Configuration error list table: This attribute is based on the [IEEE 802.1ag] configuration

Actions

error list. It is a list of entries, each entry reporting a VLAN and a bridge port
against which a configuration error has been detected. The table may be
empty at any given time. Entries are defined as follows:

VLAN ID: If this table entry reports a maintenance function associated with
a VLAN, this field contains the value of the VLAN ID in error. If no
VLAN is associated with this entry, this field contains the value O.
(2 bytes)

Port ID: A pointer to the MAC bridge port config data whose information is
reported in this entry. If the layer 2 parent is an IEEE 802.1p mapper, a
null pointer. (2 bytes)

Detected configuration error: A bit mask with the following meanings. A
list entry exists if and only if at least one of these bits is set. Definitions
appear in clause 22.2.4 of [IEEE 802.1ag]: (1 byte)
0x01 CFM leak. MA x is associated with a specific VID list, one or
more of the VIDs in MA x can pass through the bridge port, no up
MEP is configured for MA x on the bridge port, no down MEP is
configured on any bridge port for MA x, and another MA y, at a
higher MD level than MA X, and associated with at least one of
the VID(s) also in MA X, does have an MEP configured on the
bridge port.

0x02 Conflicting VIDs. MA X is associated with a specific VID list, an
up MEP is configured on MA x on the bridge port, and another
MA 'y, associated with at least one of the VID(s) also in MA X,
and at the same MD level as MA x, also has an up MEP
configured on some bridge port.

0x04 Excessive levels. The number of different MD levels at which
maintenance domain intermediate points (MIPs) are to be created
on this port exceeds the bridge's capabilities.

0x08 Overlapped levels. An MEP is created for one VID at one MD
level, but an MEP is also configured on another VID at that MD
level or higher, exceeding the bridge's capabilities.

(R) (mandatory) (5N bytes)

Get, get next

Notifications

Attribute value change

Number Attribute value Description
change
1.2 N/A
3 Config error list table This AVC indicates that an entry in the configuration error

list table has been added or removed. It may be advisable for
the OLT to audit the configuration of related MEs.

4.16

Reserved

Rec. ITU-T G.988 (2017)/Amd.3 (03/2020) 191




9.3.26 Dotlag chassis-management info

This ME represents the system-level chassis ID or management address for [IEEE 802.1ag] CFM
messages, and potentially for other IEEE 802-based functions. Although [IEEE 802.1AB] allows
for several management addresses (synonyms in different formats or with granularity to the
component level), [IEEE 802.1ag] does not provide for more than one. Nor is it expected that an
ONU would require more than one format. Accordingly, this ME provides for only one.

According to sender ID permission attributes in several dotlag MEs, transmitted IEEE 802.1ag
CFM messages may include either or both of the chassis ID or management address
fields.[IEEE 802.1ag] requires that CCMs do not exceed 128 bytes, of which 74 are separately
allocated to other purposes; the sender ID TLV, if present, must accommodate this requirement.
The chassis info and management info must fit, with a minimum of 4 additional overhead bytes,
into the remaining 54 bytes. This limit is exploited in defining the maximum size of the ME's
attributes.

Relationships

If an ONU supports [IEEE 802.1ag] functionality, it automatically creates an instance of this
ME.

Attributes

Managed entity ID: This attribute uniquely identifies this ME. There is at most one
instance, whose value is 0. (R) (mandatory) (2 bytes)

Chassis ID length: The length of the chassis ID attribute (not including the chassis ID
subtype attribute), default value 0. (R, W) (mandatory) (1 byte)

Chassis ID subtype: The format of the chassis ID attribute, default value 7, as defined in
[IEEE 802.1AB]:

1 | Chassis A particular instance of the entPhysicalAlias object (defined in
component | [IETF RFC 4133]) for a chassis component.

2 | Interface A particular instance of the ifAlias object (defined in
alias [IETF RFC 2863]) for an interface on the containing chassis.

3 | Port A particular instance of the entPhysicalAlias object (defined in
component | [IETF RFC 4133]) for a port or backplane component within

the containing chassis.

4 | Mac address | A particular unicast source address (encoded in network byte
order and IEEE 802.3 canonical bit order), of a port on the

containing chassis as defined in [IEEE 802].

5 | Network A particular network address, encoded in network byte order,
address associated with one or more ports on the containing chassis.
The first octet contains the Internet Assigned Numbers
Authority [b-IANA] address family numbers enumeration value
for the specific address type, and octets 2 to N contain the
network address value in network byte order.
6 | Interface A particular instance of the ifName object (defined in
name [IETF RFC 2863]) for an interface on the containing chassis.
7 | Local Locally assigned chassis ID

(R, W) (mandatory) (1 byte)

Chassis ID part 1, Chassis ID part 2: These two attributes may be regarded as an octet
string of up to 50 bytes whose length is given by the chassis ID length
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attribute and whose value is the left-justified chassis ID. (R, W) (mandatory)
(25 bytes * 2 attributes)

Management address domain length: The length of the management address domain
attribute, default value 0. If this attribute has the value 0, all of the other
management address attributes are undefined. (R, W) (mandatory) (1 byte)

Management address domain 1, Management address domain 2: These two attributes
may be regarded as an octet string of up to 50 bytes whose length is given by
the management address domain length attribute and whose value is the left-
justified management address domain. The attribute is coded as an object
identifier (OID) as per [ITU-T X.690], referring to a TDomain as defined in
[IETF RFC 2579]. Typical domain values include snmpUDPDomain (from
SNMPV2-TM [IETF RFC 3417]) and snmpleee802Domain (from SNMP-
IEEE 802-TM-MIB [IETF RFC 4789]). (R, W) (mandatory) (25 bytes * 2
attributes)

Management address length: The length of the management address attribute, default
value 0. (R, W) (mandatory) (1 byte)

Management address 1, Management address 2: These two attributes may be regarded as
an octet string of up to 50 bytes whose length is given by the management
address length attribute and whose value is the left-justified management
address. (R, W) (mandatory) (25 bytes * 2 attributes)

Actions
Get, set

Notifications
None.

9.3.27 Multicast operations profile

This ME expresses multicast policy. A multi-dwelling unit ONU may have several such policies,
which are linked to subscribers as required. Some of the attributes configure IGMP snooping and
proxy parameters if the defaults do not suffice, as described in [IETF RFC 2236], [IETF RFC
3376], [IETF RFC 3810] and [IETF RFC 5519]. Instances of this ME are created and deleted by the
OLT.

Relationships

An instance of this ME may be associated with zero or more instances of the multicast
subscriber config info ME.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. The values
0 and OxFFFF are reserved. (R, set-by-create) (mandatory) (2 bytes)

IGMP version: This attribute specifies the version of IGMP to be supported. Support of a
given version implies compatible support of previous versions. If the ONU
cannot support the version requested, it should deny an attempt to set the
attribute. (R,W, set-by-create) (mandatory) (1 byte)

1 IGMP version 1 (deprecated)
2 IGMP version 2
3 IGMP version 3

16 MLD version 1
17 MLD version 2
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Other values are reserved.

IGMP function: This attribute enables an IGMP function. The value 0 specifies transparent
IGMP snooping only. The value 1 specifies snooping with proxy reporting
(SPR); the value 2 specifies IGMP proxy. The function must be consistent
with the capabilities specified by the other IGMP configuration attributes.
(R,W, set-by-create) (mandatory) (1 byte)

Immediate leave: This Boolean attribute controls the immediate leave function. The value
false disables immediate leave; true enables immediate leave. (R,W,
set-by-create) (mandatory) (1 byte)

Upstream IGMP TCI: Under control of the upstream IGMP tag control attribute, the
upstream IGMP TCI attribute defines a VLAN ID and P-bits to add to
upstream IGMP messages. (R, W, set-by-create) (optional) (2 bytes)

Upstream IGMP tag control: This attribute controls the upstream IGMP TCI attribute. If
this attribute is non-zero, a possible extended VLAN tagging operation ME is
ignored for upstream frames containing IGMP/MLD packets. (R, W,
set-by-create) (optional) (1 byte)
Value Meaning

0 Pass upstream IGMP/MLD traffic transparently, neither
adding, stripping nor modifying tags that may be present.

1 Add a VLAN tag (including P bits) to upstream IGMP/MLD
traffic. The tag is specified by the upstream IGMP TCI
attribute.

2 Replace the entire TCI (VLAN ID plus P bits) on upstream

IGMP/MLD traffic. The new tag is specified by the upstream
IGMP/MLD TCI attribute. If the received IGMP/MLD traffic
is untagged, an add operation is performed.

3 Replace only the VLAN ID on upstream IGMP/MLD traffic,
retaining the original DEI and P bits. The new VLAN ID is
specified by the VLAN ID field of the upstream IGMP TCI
attribute. If the received IGMP/MLD traffic is untagged, an
add operation is performed, with DEI and P bits also taken
from the upstream IGMP TCI attribute.

Other values are reserved.

Upstream IGMP rate: This attribute limits the maximum rate of upstream IGMP traffic.
Traffic in excess of this limit is silently discarded. The attribute value is
specified in messages/second. The recommended default value 0 imposes no
rate limit on this traffic. (R, W, set-by-create) (optional) (4 bytes)

Dynamic access control list table: This attribute is a list that specifies one or more
multicast group address ranges. Each row in the list comprises up to three
row parts, where each row part is 24 bytes long. Each entry must include row
part 0. The ONU may also support row parts 1-2, thus allowing the table to
contain logical rows that exceed the 24 byte definition of row part O.

Table control (2 bytes)

16|15 1413|121 |w|o|8|7]6]|5]4]3]2]1

Set ctrl Row part ID Test | Row key

The first 2 bytes of each row part is the table control field, which comprises a
key into the row, the row part identifier, and fields to define the result of a set
operation and to test whether the ONU supports the extended table format.
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It is the responsibility of the OLT to assign and track row keys and content.
The ONU should deny set operations that create range overlaps.

Set ctrl

The two MSBs of this field determine the meaning of a set operation. These
bits are returned as 00 during get next operations.

Bits 16..15 Meaning

00 Reserved

01 Write this entry into the table. Overwrite any existing
entry with the same row part ID and row key.

10 Delete this entry from the table, including all row
parts. The remaining fields are not meaningful.

11 Clear all entries from the table. The remaining fields
are not meaningful.

Row part ID

The row part ID field distinguishes the row part associated with the current
set or get operation.

Row part 0 is backward compatible with earlier versions of this ME
definition. Row parts 1-2 are optional on a row by row basis. They can be set
by using values 001-010 as the row part ID. Row parts 3-7 are reserved.

Bits 14..12 Meaning
000 The associated row part has format 0.
001 The associated row part has format 1.
010 The associated row part has format 2.
011..111 Reserved

Test

This bit allows the OLT to determine whether an ONU supports the extended
format access control list. If the ONU does not support the extended format,
it should be possible to set the test bit to 1 and read it back with a get and get
next operation. If the ONU does support the extended format, this bit should
always return the value 0 under a get next operation.

Row key
The row key distinguishes rows in the table.

Row part definition
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Byte

© 00 N OO O b WO N B

N NN NDNR R P R B B B B B
5 W NP O © 0N O U W N L O

Row part 0

Row part 1

Row part 2

Table control Table control Table control
(2 bytes) (2 bytes) (2 bytes)
GEM port ID Leading bytes of Leading bytes of
(2 bytes) IPv6 source address IPv6 destination
(12 bytes) address
VLAN ID (ANI) (12 bytes)
(2 bytes)
Source IP address
(4 bytes)
Destination IP address,
start of range
(4 bytes)
Destination IP address, Preview length Reserved
end of range (2 bytes) (10 bytes)
(4 bytes) - -
Preview repeat time
(2 bytes)
Imputed group Preview repeat count
bandwidth (2 bytes)
(4 bytes) -
Preview reset
time (2 bytes)
Reserved Reserved
(2 bytes) (2 bytes)

Figure 9.3.27-1 — ACL row part formats

Format of row part O:
— Table control (2 bytes)
— GEM port-ID (2 bytes)

— VLAN ID (ANI). This field specifies the VLAN carrying the

multicast group downstream.

Values:

0 — Designates an untagged downstream flow.

1..4095 — Matched against the VID of the downstream

multicast frame.
4096 — Reserved.

4097 — Matches downstream tagged messages only, but
ignores the value of the VID.

OxFFFF — Unspecified.

(2 bytes)
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Source IP address. The value 0.0.0.0 specifies that the source IP
address is to be ignored. By default, this is an IPv4 address; it may be
an IPv6 address if it is associated with a part 1 row. (4 bytes)
Destination IP address of the start of the multicast range. By default,
this is an IPv4 address; it may be an IPv6 address if it is associated
with a part 2 row. (4 bytes)

Destination IP address of the end of the multicast range. By default,
this is an IPv4 address; it may be an IPv6 address if it is associated
with a part 2 row. (4 bytes)

Imputed group bandwidth. Expressed in bytes per second, the
imputed group bandwidth is used to decide whether or not to honour a
join request in the presence of a max multicast bandwidth limit. The
recommended default value O effectively allows this table entry to
avoid max bandwidth limitations (4 bytes)

Reserved, set to 0. (2 bytes)

A single multicast group may be specified by setting start and end destination
IP addresses to the same value.

Format of row part 1:

Table control (2 bytes)

The leading bytes of the IPv6 source address (12 bytes). This field is
prepended to the 4 byte source IP address field of the corresponding
part 0 row. The row part 0 address field is interpreted as an IPv4
address if the first 10 bytes of this row part 1 field are 0 and the last
2 bytes are either 0 or OXFFFF [b-IETF RFC 4291]. The latter syntax
is preferred.

Preview length. The maximum duration of each preview in seconds.
The value 0 designates a group that is fully authorized by subscription
and is not subject to preview restrictions. The remaining preview
attributes in this row part are ignored. (2 bytes)

Preview repeat time. The minimum time in seconds between two
previews of a given multicast group. (2 bytes)

Preview repeat count. The maximum number of times a given
multicast group may be previewed. A value of zero allows an
unlimited number of previews. (2 bytes)

Preview reset time. The time at which the ONU resets the preview

repeat counter. The value assignments are as follows: (2 bytes)

0: Do not reset the preview repeat counter automatically. It is
cleared only upon explicit action by the OLT.

1..24: The integer clock time at which the ONU resets the preview
repeat counter. For example the value 2 resets the counter at
02:00 AM. If the ONU does not have a time of day clock, the
preview repeat counter is reset every 24 h at an indeterminate
time selected by the ONU.

25...240: Reserved by ITU

241..254: Reserved for vendor-specific use

255: Used by the OLT to explicitly reset the preview repeat counter.
A set action with this value clears the preview repeat count to
zero, but does not alter the pre-existing value of the field in the
table row part.

Reserved (2 bytes)
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Format of row part 2:

— Table control (2 bytes)

— The leading bytes of the IPv6 DAs (12 bytes). This field is prepended
to the 4 byte destination IP address field of the corresponding part 0
row. The row part 0 address field is interpreted as an IPv4 address if
the first 10 bytes of this row part 2 field are 0 and the last 2 bytes are
either 0 or OXFFFF [b-IETF RFC 4291]. The latter syntax is preferred.

— Reserved (10 bytes)

(R, W) (mandatory) (each row part: 24 bytes)

Discussion of table size: While theoretically, this table could contain 1024 entries, real-
world applications are not expected to require large tables. It is instead
anticipated that the table will list a moderate number of contiguous ranges,
each of which shares a common GEM port, VLAN, IP source address,
imputed bandwidth, and preview characteristics. The ONU maintains
preview counters and interval timers on a per-multicast group basis, not
collectively for the entire range.

Static access control list table: This attribute is a list that specifies one or more multicast
group address ranges. Groups defined in this list are multicast on the
associated UNI(s) unconditionally, i.e., without the need for an IGMP join.
The bandwidth of static multicast groups is not included in the current
multicast bandwidth measurement maintained by the multicast subscriber
monitor ME. If a join message is always expected, this table may be empty.
Table entries have the same format as those in the dynamic access control list
table. The preview fields are not meaningful. (R, W) (mandatory) (each row
part: 24 bytes)

Lost groups list table: This attribute is a list of groups from the dynamic access control list
table for which there is an active join, but no downstream flow is present,
possibly because of source failure, but also possibly because of
misconfiguration somewhere upstream. Be aware of possible ambiguity
between overlapping service providers and IPv4/IPv6 addresses. After a join,
the ONU should wait a reasonable time for upstream processing before
declaring a group to be lost. Each entry is a vector of the following
components:

— VLAN ID, 0 if not used (2 bytes)

— Source IP address, 0.0.0.0 if not used. In IPv6, this field captures only
the four least significant bytes. (4 bytes)

— Multicast destination IP address. In IPv6, this field captures only the
four least significant bytes. (4 bytes)

(R) (optional) (10N bytes)
Robustness: This attribute allows tuning for possible packet loss in the network. The
recommended default value 0 causes the ONU to follow [IETF RFC 3376] to

copy the robustness value from query messages originating further upstream.
(R, W, set-by-create) (optional) (1 byte)

Querier IP address: This attribute specifies the IP address to be used by a proxy querier.
Although it is not a legitimate IP address, the recommended default value
0.0.0.0 is legal in this case (see [b-IETF RFC 4541]). (R, W, set-by-create)
(optional) (4 bytes)

Query interval: This attribute specifies the interval between general queries in seconds. The
value 0 specifies that the ONU uses its own default, which may or may not be
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the same as the recommended default of 125s. (R, W, set-by-create)
(optional) (4 bytes)

Query max response time: This attribute is the max response time added by the proxy into
general query messages directed to UNIs. It is expressed in units of 0.1 s. The
value 0 specifies that the ONU uses its own default, which may or may not be
the same as the recommended default of 100 (10 s). (R, W, set-by-create)
(optional) (4 bytes)

Last member query interval: This attribute specifies the maximum response time inserted
into group-specific queries sent to UNIs in response to group leave messages.
It is also the repetition rate of [robustness] transmissions of the query. It is
specified in units of 0.1s, with a default of 10 (1s). (R, W) (optional)
(4 bytes)

Unauthorized join request behaviour: This Boolean attribute specifies the ONU's
behaviour when it receives an IGMP join request for a group that is not
authorized in the dynamic address control list table, or an IGMPv3
membership report for groups, none of which are authorized in the dynamic
ACL. The default value false specifies that the ONU silently discard the
IGMP request; the value true specifies that the ONU forwards the request
upstream. The ONU does not attempt to honour the request for the
unauthorized group(s) in either case. (R, W) (optional) (1 byte)

Downstream IGMP and multicast TCI: This attribute controls the downstream tagging of
both the IGMP/MLD and multicast frames. If the first byte of this attribute is
non-zero, a possible extended VLAN tagging operation ME is ignored for
downstream IGMP/MLD and multicast frames. (R, W, set-by-create)
(optional) (3 bytes)

The first byte defines the control type:
Value Meaning

0 Pass the downstream IGMP/MLD and multicast traffic
transparently, neither stripping nor modifying tags that may be
present.

1 Strip the outer VLAN tag (including P bits) from the
downstream IGMP/MLD and multicast traffic.

2 Add a tag on to the downstream IGMP/MLD and multicast

traffic. The new tag is specified by the second and third bytes
of this attribute.

3 Replace the tag on the downstream IGMP/MLD and multicast
traffic. The new tag is specified by the second and third bytes
of this attribute.

4 Replace only the VLAN ID on the downstream IGMP/MLD
and multicast traffic, retaining the original DEI and P bits. The
new VLAN ID is specified by the VLAN ID field of the
second and third bytes of this attribute.

5 Add a tag on to the downstream IGMP/MLD and multicast
traffic. The new tag is specified by the VID (UNI) field of the
multicast service package table row of the multicast subscriber
config info ME that is associated with this profile. If the VID
(UNI) field is unspecified (OXFFFF) or specifies untagged
traffic, the new tag is specified by the second and third bytes
of this attribute.
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6 Replace the tag on the downstream IGMP/MLD and multicast
traffic. The new tag is specified by the VID (UNI) field of the
multicast service package table row of the multicast subscriber
config info ME that is associated with this profile. If the VID
(UNI) field specifies untagged traffic, the outer VLAN tag
(including P bits) is stripped from the downstream
IGMP/MLD and multicast traffic. If the value of the VID
(UNI) is unspecified (OXFFFF), the new tag is specified by the
second and third bytes of this attribute.

7 Replace only the VID on the downstream IGMP/MLD and
multicast traffic, retaining the original DEI and P bits. The
new VLAN ID is specified by the VID (UNI) field of the
multicast service package table row of the multicast subscriber
config info ME that is associated with this profile. If the VID
(UNI) field specifies untagged traffic, the outer VLAN tag
(including P bits) is stripped from the downstream
IGMP/MLD and multicast traffic. If the value of the VID
(UNI) is unspecified (OXFFFF), the new tag is specified by the
second and third bytes of this attribute.

Other values are reserved.

The second and third bytes define the TCI (VLAN ID and P bits) to be
applied on the downstream IGMP/MLD and multicast streams in case the
replace or add option is selected.

Actions
Create, delete, get, get next, set
Set table (optional)

Notifications

Alarm
Alarm Alarm Description
number
0 Lost multicast group Indicates that for one or more multicast groups, there is an

active join, but no downstream flow is present. This alarm is
equivalent to a non-zero number of entries in the lost groups
list table attribute. When the alarm is active, the OLT may
use the table to retrieve the details of the lost group(s).

1..207 Reserved
208..223 | Vendor-specific alarms Not to be standardized

9.3.28 Multicast subscriber config info

This ME organizes data associated with multicast management at subscriber ports of IEEE 802.1
bridges, including IEEE 802.1p mappers when the provisioning model is mapper-based rather than
bridge-based. Instances of this ME are created and deleted by the OLT. Because of backward
compatibility considerations, a subscriber port without an associated multicast subscriber config
info ME would be expected to support unrestricted multicast access; this ME may therefore be
viewed as restrictive, rather than permissive.

Through separate attributes, this ME supports either a single multicast operations profile in its
backward compatible form, or a list of multicast operations profiles instead (the list may of course
contain a single entry). The OLT can determine whether the ONU supports the multiple profile
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capability by performing a get operation on the optional multicast service package table attribute,
which exists only on ONUs that are prepared to support the feature.

Relationships

An instance of this ME is associated with one instance of the MAC bridge port
configuration data or the IEEE 802.1p mapper service profile.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. Through an
identical ID, this ME is implicitly linked to an instance of the MAC bridge
port configuration data or IEEE 802.1p mapper ME. (R, set-by-create)
(mandatory) (2 bytes)

ME type: This attribute indicates the type of the ME implicitly linked by the ME 1D
attribute.
0 MAC bridge port config data
1 1EEE 802.1p mapper service profile

(R, W, set-by-create) (mandatory) (1 byte)

Multicast operations profile pointer: This attribute points to an instance of the multicast
operations profile. This attribute is ignored by the ONU if a non-empty
multicast service package table attribute is present. (R,W, set-by-create)
(mandatory) (2 bytes)

Max simultaneous groups: This attribute specifies the maximum number of dynamic
multicast groups that may be replicated to the client port at any one time. The
recommended default value O specifies that no administrative limit is to be
imposed. (R, W, set-by-create) (optional) (2 bytes)

Max multicast bandwidth: This attribute specifies the maximum imputed dynamic
bandwidth, in bytes per second, that may be delivered to the client port at any
one time. The recommended default value 0 specifies that no administrative
limit is to be imposed. (R, W, set-by-create) (optional) (4 bytes)

Bandwidth enforcement: The recommended default value of this Boolean attribute is false,
and specifies that attempts to exceed the max multicast bandwidth be counted
but honoured. The value true specifies that such attempts be counted and
denied. The imputed bandwidth value is taken from the dynamic access
control list table, both for a new join request and for pre-existing groups.
(R, W, set-by-create) (optional) (1 byte)

Multicast service package table: This attribute is a list that specifies one or more multicast
service packages. When the ONU receives an IGMP/MLD join request, it
searches the multicast service package table in row key order, matching the
VID (UNI) field (several rows can share the same VID). For each VID (UNI)
match, the multicast operations profile pointer is used to access the ME that
contains the attributes associated with the service package. The search stops
when all requested multicast groups have been found and dealt with.

Each list entry is a vector of six components as follow.
— Table control (2 bytes)

The first 2 bytes of each entry contain a key into the table. It is the
responsibility of the OLT to assign and track table keys and content.
Since row keys are created by the OLT, they may be densely or
sparsely packed.
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The two MSBs of this field determine the meaning of a set operation.
These bits are returned as 00 during get next operations.

Bits 16..15 Meaning
00 Reserved
01 Write this entry into the table. Overwrite any existing
entry with the same row key.
10 Delete this entry from the table. The remaining fields

are not meaningful.

11 Clear all entries from the table. The remaining fields
are not meaningful.

Bits 14..11 are reserved. Bits 10..1 are the row key itself.

VID (UNI). The value in this field is compared with the VID of
upstream IGMP/MLD messages, and is used to decide whether to
honour a join request. (2 bytes)

Values:

0..4095 — Matched against the VID of the IGMP/MLD message. 0
indicates a priority-tagged message, whose P bits are ignored.

4096 — Matches untagged IGMP/MLD messages only.

4097 — Matches tagged messages only, but ignores the value of
the VID.

OXFFFF — Unspecified.

The VID (UNI) comparison occurs prior to any action defined by the
upstream IGMP tag control attribute in an associated multicast
operations profile (or alternatively, before any modification by a
possible (extended) VLAN tagging operation configuration data ME).
Max simultaneous groups. This field specifies the maximum
number of dynamic multicast groups that may be replicated to the
client port at any one time, for the multicast service package that is
associated with this row. The value 0 specifies that no administrative
limit is to be imposed. (2 bytes)

Max multicast bandwidth. This field specifies the maximum
imputed dynamic bandwidth, in bytes per second, that may be
delivered to the client port at any one time, for the multicast service
package that is associated with this row. The value 0 specifies that no
administrative limit is to be imposed. (4 bytes)

NOTE — The port is also constrained by the global max simultaneous groups
and max multicast bandwidth attributes of the multicast subscriber config
info ME.

Multicast operations profile pointer. This field contains the ME ID
of the multicast operations profile ME associated with this service
package. (2 bytes)

Reserved (8 bytes)

(R, W) (optional) (20N bytes, where N is the number of entries in the table)
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Allowed preview groups table: This attribute is a list that specifies the preview groups that
are currently allowed for the UNI associated with this ME. It is intended to
support paid viewing of a multicast group that may or may not have been
previewed.

When an IGMP/MLD join request is received, the order of search precedence
is as follows.

1. Multicast operations profile(s), fully authorized groups

2. This attribute, the allowed preview groups table

3. Multicast operations profile(s), preview-only groups

If the first match is a group listed in this attribute, the ONU forwards the
group to the UNI until the group is removed from this list or until the
subscriber leaves the group.

Each list entry begins with a table control field:
Table control (2 bytes)

16 15|14 [13]12| 11 [w0]9]8]7]6|5]a][3][2]1

Set ctrl Row part Rsv | Row key

The first 2 bytes of each entry contain a key into the table, as well as table
management fields. It is the responsibility of the OLT to assign and track row
keys and content.

Set ctrl

The two MSBs of this field determine the meaning of a set operation. These
bits are returned as 00 during get next operations.

Bits 16..15 Meaning

00 Reserved

01 Write this entry into the table. Overwrite any existing
entry with the same row part and row key.

10 Delete this entry from the table, including all row
parts. The remaining fields are not meaningful.

11 Clear all entries from the table. The remaining fields
are not meaningful.

Row part

The row part field allows the table to contain logical rows that exceed the
maximum length of a single row. Table entries with the same row key and
different row parts are understood to comprise a single extended row. In this
ME, an extended row always contains two row parts.

The meaning of extended rows is defined as follows.
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Bits 14..12 Meaning

000 The associated row operation is for part 0.

001 The associated row operation is for part 1.

010..111 Reserved

Rsv
This bit is reserved.
Row key

The row key identifies rows in the table. Row keys may be either densely or
sparsely populated.

Row part format definition

Byte Row part 0 Row part 1
1 Table control Table control
2 (2 bytes) (2 bytes)
3 Source IP address Destination IP
4 (16 bytes) address

(16 bytes)
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19 VLAN ID (ANI) Duration
20 (2 bytes) (2 bytes)
21 VLAN ID (UNI) Time left
22 (2 bytes) (2 bytes)

Figure 9.3.28-1 — Allowed preview groups row part formats

Row part 0 format:
— Table control (2 bytes)

— Source IP address. This field specifies the source IP address of the
allowed preview group. May be either an IPv4 address (first 12 bytes
0) or an IPv6 address. (16 bytes)
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— VLAN ID (ANI). This field specifies the VLAN carrying the
multicast group downstream. The VLAN ID resides in the 12 LSBs;
the remaining bits are set to 0 and not used. The value 0 designates an
untagged downstream flow. (2 bytes)

— VLAN ID (UNI). This field specifies the VLAN carrying
IGMP/MLD messages upstream across the UNI. The VLAN ID
resides in the 12 LSBs; the remaining bits are set to 0 and not used.
The value 0 designates an untagged upstream flow. (2 bytes)

Row part 1 format:
— Table control (2 bytes)

— Destination IP address. This field specifies the destination IP address
of the allowed preview group. May be either an IPv4 address (first
twelve bytes 0) or an IPv6 address. (16 bytes)

— Duration — This field indicates the static length of time in minutes for
which the group is authorized. The value O designates unlimited
authorization. (2 bytes)

— Time left — This field is controlled by the ONU (ignored during a set
operation from the OLT). It indicates how much time (measured in
minutes) remains in the authorization. The ONU counts down; when
this field reaches zero, the ONU deletes the entire entry from the table
and stops replicating the group to the UNI. If the duration field
specifies unlimited authorization, this field is ignored. The OLT may
extend (or even truncate) the authorization by writing a new value
into the duration field; the difference between new and old duration
values is added to the time left field. (2 bytes)

(R, W) (optional) (Each row part: 22 bytes)
Actions
Create, delete, get, get next, set
Set table (optional)
Notifications
None.

9.3.29 Multicast subscriber monitor

This ME provides the current status of each port with respect to its multicast subscriptions. It may
be useful for status monitoring or debugging purposes. The status table includes all dynamic groups
currently subscribed by the port.

Relationships

Instances of this ME are created and deleted at the request of the OLT. One instance may
exist for each IEEE 802.1 UNI configured to support multicast subscription.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. Through an
identical ID, this ME is implicitly linked to an instance of the MAC bridge
port configuration data or IEEE 802.1p mapper ME. (R, set-by-create)
(mandatory) (2 bytes)
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ME type: This attribute indicates the type of the ME implicitly linked by the ME 1D
attribute.
0 MAC bridge port config data
1 IEEE 802.1p mapper service profile

(R, W, set-by-create) (mandatory) (1 byte)

Current multicast bandwidth: This attribute is the ONU's (BE) estimate of the actual
bandwidth currently being delivered to this particular MAC bridge port over
all dynamic multicast groups. (R) (optional) (4 bytes)

Join messages counter: This attribute counts the number of times the corresponding
subscriber sent a join message that was accepted. When full, the counter rolls
over to 0. (R) (optional) (4 bytes)

Bandwidth exceeded counter: This attribute counts the number of join messages that did
exceed, or would have exceeded, the max multicast bandwidth, whether
accepted or denied. When full, the counter rolls over to 0. (R) (optional)
(4 bytes)

IPv4 active group list table: This attribute lists the groups from one of the related dynamic
access control list tables or the allowed preview groups table that are
currently being actively forwarded, along with the actual bandwidth of each.
If a join has been recognized from more than one IPv4 source address for a
given group on this UNI, there will be one table entry for each. Each table
entry has the following form.

— VLAN ID, 0 if not used (2 bytes)

— Source IP address, 0.0.0.0 if not used (4 bytes)

— Multicast destination IP address (4 bytes)

— Best efforts actual bandwidth estimate, bytes per second (4 bytes)

— Client (set-top box) IP address, i.e., the IP address of the device
currently joined (4 bytes)

— Time since the most recent join of this client to the IP channel, in
seconds (4 bytes)

— Reserved (2 bytes)

(R) (mandatory) (24N bytes)

IPv6 active group list table: This attribute lists the groups from one of the related dynamic
access control list tables or the allowed preview groups table that are
currently being actively forwarded, along with the actual bandwidth of each.
If a join has been recognized from more than one IPv6 source address for a
given group on this UNI, there will be one table entry for each. In mixed
IPv4-1Pv6 scenarios, it is possible that some fields might be IPv4, in which
case their 12 most significant bytes of the given field are set to zero. Each
table entry has the form:

— VLAN ID, 0 if not used (2 bytes)

— Source IP address, 0 if not used (16 bytes)

— Multicast destination IP address (16 bytes)

— Best efforts actual bandwidth estimate, bytes per second (4 bytes)

— Client (set-top box) IP address, i.e., the IP address of the device
currently joined (16 bytes)

— Time since the most recent join of this client to the IP channel, in
seconds (4 bytes)

(R) (optional) (58N bytes)
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Actions
Create, delete, get, get next, set

Notifications
None.

9.3.30 Ethernet frame performance monitoring history data upstream

This ME collects PM data associated with upstream Ethernet frame delivery. It is based on the
Etherstats group of [IETF RFC 2819]. Instances of this ME are created and deleted by the OLT.

For a complete discussion of generic PM architecture, refer to clause 1.4.

NOTE 1 — Implementers are encouraged to consider the Ethernet frame extended PM ME defined in
clause 9.3.32, which collects the same counters in a more generalized way.

Relationships

An instance of this ME is associated with an instance of a MAC bridge port configuration
data.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. Through an
identical ID, this ME is implicitly linked to an instance of a MAC bridge port
configuration data. (R, set-by-create) (mandatory) (2 bytes)

Interval end time: This attribute identifies the most recently finished 15 min interval. (R)
(mandatory) (1 byte)

Threshold data 1/2 ID: This attribute points to an instance of the threshold data 1 ME that
contains PM threshold values. Since no threshold value attribute number
exceeds 7, a threshold data 2 ME is optional. (R, W, set-by-create)
(mandatory) (2 bytes)

Drop events: The total number of events in which packets were dropped due to a lack of
resources. This is not necessarily the number of packets dropped; it is the
number of times this event was detected. (R) (mandatory) (4 bytes)

Octets: The total number of upstream octets received, including those in bad packets,
excluding framing bits, but including FCS. (R) (mandatory) (4 bytes)

Packets: The total number of upstream packets received, including bad packets,
broadcast packets and multicast packets. (R) (mandatory) (4 bytes)

Broadcast packets: The total number of upstream good packets received that were directed
to the broadcast address. This does not include multicast packets. (R)
(mandatory) (4 bytes)

Multicast packets: The total number of upstream good packets received that were directed
to a multicast address. This does not include broadcast packets. (R)
(mandatory) (4 bytes)

CRC errored packets: The total number of upstream packets received that had a length
(excluding framing bits, but including FCS octets) of between 64 octets and
1518 octets, inclusive, but had either a bad FCS with an integral number of
octets (FCS error) or a bad FCS with a non-integral number of octets
(alignment error). (R) (mandatory) (4 bytes)
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Actions

Undersize packets: The total number of upstream packets received that were less than
64 octets long, but were otherwise well formed (excluding framing bits, but
including FCS). (R) (mandatory) (4 bytes)

Oversize packets: The total number of upstream packets received that were longer than
1518 octets (excluding framing bits, but including FCS) and were otherwise
well formed. (R) (mandatory) (4 bytes)

NOTE 2 — If 2 000 byte Ethernet frames are supported, counts in this performance
parameter are not necessarily errors.

Packets 64 octets: The total number of upstream received packets (including bad packets)
that were 64 octets long, excluding framing bits but including FCS. (R)
(mandatory) (4 bytes)

Packets 65 to 127 octets: The total number of upstream received packets (including bad
packets) that were 65..127 octets long, excluding framing bits but including
FCS. (R) (mandatory) (4 bytes)

Packets 128 to 255 octets: The total number of upstream packets (including bad packets)
received that were 128..255 octets long, excluding framing bits but including
FCS. (R) (mandatory) (4 bytes)

Packets 256 to 511 octets: The total number of upstream packets (including bad packets)
received that were 256..511 octets long, excluding framing bits but including
FCS. (R) (mandatory) (4 bytes)

Packets 512 to 1023 octets: The total number of upstream packets (including bad packets)
received that were 512..1 023 octets long, excluding framing bits but
including FCS. (R) (mandatory) (4 bytes)

Packets 1024 to 1518 octets: The total number of upstream packets (including bad packets)
received that were 1024..1518 octets long, excluding framing bits, but
including FCS. (R) (mandatory) (4 bytes)

Create, delete, get, set
Get current data (optional)

Notifications

Threshold crossing alert

nﬁlrirk-)r:r Threshold crossing alert Threshold data counter No. (Note)
0 Drop events 1
1 CRC errored packets 2
2 Undersize packets 3
3 Oversize packets 4

NOTE - This number associates the TCA with the specified threshold value attribute of the
threshold data 1 managed entity.

9.3.31
This M

Ethernet frame performance monitoring history data downstream
E is identical to the Ethernet frame PM history data upstream ME, with the exception that it

monitors downstream traffic.
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9.3.32 Ethernet frame extended PM

This ME collects some of the PM data at a point where an Ethernet flow can be observed. It is
based on the Etherstats group of [IETF RFC 2819]. Instances of this ME are created and deleted by
the OLT. References to received frames are to be interpreted as the number of frames entering the
monitoring point in the direction specified by the control block.

For a complete discussion of generic PM architecture, refer to clause 1.4.
Relationships

An instance of this ME may be associated with an instance of an ME at any Ethernet
interface within the ONU. The specific ME is identified in the control block attribute.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. To facilitate
discovery, the identification of instances sequentially starting with 1 is
encouraged. (R, set-by-create) (mandatory) (2 bytes)

Interval end time: This attribute identifies the most recently finished 15 min interval. If
continuous accumulation is enabled in the control block, this attribute is not
used and has the fixed value 0. (R) (mandatory) (1 byte)

Control Block: This attribute contains fields defined as follows.+

Threshold data 1/2 ID: (2 bytes) This attribute points to an instance of the
threshold data 1 ME that contains PM threshold values. Since no threshold
value attribute number exceeds 7, a threshold data 2 ME is optional. When
PM is collected on a continuously running basis, rather than in 15 min
intervals, counter thresholds should not be established. There is no
mechanism to clear a TCA, and any counter parameter may eventually be
expected to cross any given threshold value.

Parent ME class: (2 bytes) This field contains the enumerated value of the
ME class of the PM ME's parent. Together with the parent ME instance field,
this permits a given PM ME to be associated with any OMCI ME. The
supported ME classes are as follows.

46 MAC bridge configuration data

47 MAC bridge port configuration data

11 Physical path termination point Ethernet UNI

98 Physical path termination point xDSL UNI part 1

266  GEM IW termination point

281  Multicast GEM IW termination point

329  Virtual Ethernet interface point

162  Physical path termination point MoCA UNI

Parent ME instance: (2 bytes) This field identifies the specific parent ME
instance to which the PM ME is attached.

Accumulation disable: (2 bytes) This bit field allows PM accumulation to be
disabled; refer to Table 9.3.32-1. The default value 0 enables PM collection.
If bit 15 is set to 1, no PM is collected by this ME instance. If bit 15 =0 and
any of bits 14..1 are set to 1, PM collection is inhibited for the attributes
indicated by the 1 bits. Inhibiting PM collection does not change the value of
a PM attribute, but if PM is accumulated in 15 min intervals, the value is lost
at the next 15 min interval boundary.
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Bit 16 is an action bit that always reads back as 0. When written to 1, it resets
all PM attributes in the ME, and clears any TCAs that may be outstanding.

Table 9.3.32-1 — Bit assignments in extended PM control block

. 1
Bit 16 15 14 13 3 2 (LSB)
Accumulation | Global | Global | PM14 PM2 PM1
disable clear | disable
TCA disable Global | Thi14 Th2 Thi
disable

TCA disable: (2 bytes). Also clarified in Table 9.3.32-1, this field permits
TCAs to be inhibited, either individually or for the complete ME instance. As
with the accumulation disable field, the default value 0 enables TCAs, and
setting the global disable bit overrides the settings of the individual
thresholds. Unlike the accumulation disable field, the bits are mapped to the
thresholds defined in the associated threshold data 1 and 2 ME instances.
When the global or attribute-specific value changes from 0 to 1, outstanding
TCAs are cleared, either for the ME instance globally or for the individual
disabled threshold. These bits affect only notifications, not the underlying
parameter accumulation or storage.

If the threshold data 1/2 ID attribute does not contain a valid pointer, this
field is not meaningful.

Thresholds should be used with caution if PM attributes are accumulated
continuously.

Control fields: (2 bytes). This field is a bit map whose values govern the
behaviour of the PM ME. Bits are assigned as follows.

Bit1 (LSB) The value 1 specifies continuous accumulation, regardless
of 15 min intervals. There is no concept of current and
historical accumulators; get and get current data (if
supported) both return current values. The value 0
specifies 15 min accumulators exactly like those of
classical PM.

Bit 2 This bit indicates directionality for the collection of data.
The value 0 indicates that data are to be collected for
upstream traffic. The value 1 indicates that data are to be
collected for downstream traffic.

Bits 3..14 Reserved, should be set to 0 by the OLT and ignored by
the ONU.

Bit 15 When this bit is 1, the P bits of the TCI field are used to
filter the PM data collected. The value 0 indicates that PM
is collected without regard to P bits.

Bit 16 When this bit is 1, the VID bits of the TCI field are used to
filter the PM data collected. The value 0 indicates that PM
is collected without regard to VID.

TCI: (2 bytes). This field contains the value optionally used as a filter for the
PM data collected, under the control of bits 15..16 of the control fields. This
value is matched to the outer tag of a frame. Untagged frames are not counted
when this field is used.
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Reserved: (2 bytes). Not used; should be set to 0 by the OLT and ignored by
the ONU.

(R, W, set-by-create) (mandatory) (16 bytes)

Drop events: The total number of events in which frames were dropped due to a lack of
resources. This is not necessarily the number of frames dropped; it is the
number of times this event was detected. (R) (mandatory) (4 bytes)

Octets: The total number of octets received, including those in bad frames, excluding
framing bits, but including FCS. (R) (mandatory) (4 bytes)
Frames: The total number of frames received, including bad frames, broadcast frames

and multicast frames. (R) (mandatory) (4 bytes)

Broadcast frames: The total number of received good frames directed to the broadcast
address. This does not include multicast frames. (R) (mandatory) (4 bytes)

Multicast frames: The total number of received good frames directed to a multicast
address. This does not include broadcast frames. (R) (mandatory) (4 bytes)

CRC errored frames: The total number of frames received that had a length (excluding
framing bits, but including FCS octets) of between 64 and 1518 octets,
inclusive, but had either a bad FCS with an integral number of octets (FCS
error) or a bad FCS with a non-integral number of octets (alignment error).
(R) (mandatory) (4 bytes)

Undersize frames: The total number of frames received that were less than 64 octets long
but were otherwise well formed (excluding framing bits, but including FCS
octets). (R) (mandatory) (4 bytes)

Oversize frames: The total number of frames received that were longer than 1518 octets
(excluding framing bits, but including FCS octets) and were otherwise well
formed. (R) (mandatory) (4 bytes)

Frames 64 octets: The total number of received frames (including bad frames) that were
64 octets long, excluding framing bits but including FCS. (R) (mandatory)
(4 bytes)

Frames 65 to 127 octets: The total number of received frames (including bad frames) that
were 65..127 octets long, excluding framing bits but including FCS. (R)
(mandatory) (4 bytes)

Frames 128 to 255 octets: The total number of frames (including bad frames) received that
were 128..255 octets long, excluding framing bits but including FCS. (R)
(mandatory) (4 bytes)

Frames 256 to 511 octets: The total number of frames (including bad frames) received that
were 256..511 octets long, excluding framing bits but including FCS. (R)
(mandatory) (4 bytes)

Frames 512 to 1 023 octets: The total number of frames (including bad frames) received
that were 512..1 023 octets long, excluding framing bits but including FCS.
(R) (mandatory) (4 bytes)

Frames 1024 to 1518 octets: The total number of frames (including bad frames) received
that were 1024..1518 octets long, excluding framing bits but including FCS.
(R) (mandatory) (4 bytes)

Actions
Create, delete, get, set
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Get current data (optional)

Notifications
Threshold crossing alert

Alarm Threshold crossing alert Threshold data counter No. (Note)
number
1 Drop events 1
2 CRC errored frames 2
3 Undersize frames 3
4 Oversize frames 4
NOTE - This number associates the TCA with the specified threshold value attribute of the
threshold data 1 managed entity.

9.3.33 MAC bridge port ICMPV6 process pre-assign table

This ME provides an approach to ICMPv6 message processing configuration to those ONUs that
support IPv6 awareness. For every message, the MAC bridge port ICMPV6 process pre-assign table
can designate a forward, discard or snoop operation. The ONU creates or deletes an instance of this
ME automatically upon creation or deletion of a MAC bridge port configuration data ME.

The MAC bridge port ICMPV6 process pre-assign table ME filters layer 2 traffic between the UNI
and ANI. The operation of this ME is completely independent of the operation and traffic generated
or received by a possible IPv6 host config data ME.

Relationships

An instance of this ME is associated with an instance of a MAC bridge port configuration
data ME.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. Through an
identical ID, this ME is implicitly linked to an instance of the MAC bridge
port configuration data ME. (R) (mandatory) (2 bytes)

The following nine attributes have similar definitions. Each permits the OLT to specify ICMPV6 as
the next header in the IPv6 header and various types in the ICMPv6 header, and whether traffic of
the specified type is forwarded, discarded or snooped, in upstream and downstream directions
separately. The bits of each attribute are assigned as follows.

Bit Name Setting
1..2 (LSB) Process for upstream 00: forward
01: discard
10: snoop
3.4 Process for downstream 00: forward
01: discard
10: snoop
5..8 Reserved 0
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The initial value of each attribute is given in the last column of the table.

No. Protocol Next header type Standard Initial value

1 58 1-4 [b-IETF RFC 2460] 0
ICMPVG6 error messages [b-IETF RFC 2463]

2 | ICMPv6 informational 58 128,129 [b-IETF RFC 2460] 0
messages [b-IETF RFC 2463]

3 | Neighbour discovery 58 133 [b-IETF RFC 2460] 6
router solicitation [b-IETF RFC 4861]

4 | Neighbour discovery — 58 134 [b-IETF RFC 2460] 9
router advertisement [b-IETF RFC 4861]

S | Neighbour discovery — 58 135 [b-IETF RFC 2460] 0
neighbour solicitation [b-IETF RFC 4861]

6 | Neighbour discovery — 58 136 [b-IETF RFC 2460] 0
neighbour [b-IETF RFC 4861]
advertisement

7 | Neighbour discovery — 58 137 [b-IETF RFC 2460] 1
redirect [b-IETF RFC 4861]

8 | MLD — Multicast 58 130 [b-IETF RFC 2710] 1
listener query (MLDv1, [IETF RFC 3810]
MLDv2)

9 | Unknown ICMPv6 58 — — 5
ICMPV6 error messages processing: (R, W) (mandatory) (1 byte)
ICMPvV6 informational messages processing: (R, W) (mandatory) (1 byte)
Router solicitation processing: (R, W) (mandatory) (1 byte)
Router advertisement processing: (R, W) (mandatory) (1 byte)
Neighbour solicitation processing: (R, W) (mandatory) (1 byte)
Neighbour advertisement processing: (R, W) (mandatory) (1 byte)
Redirect processing: (R, W) (mandatory) (1 byte)
Multicast listener query processing: (R, W) (mandatory) (1 byte)
NOTE - If the ONU participates in multicast services, MLD queries should be controlled through
the multicast operations profile ME. In such a case, it is strongly recommended not to provision the
downstream direction of the multicast listener query processing attribute to any value other than
forwarding.
Unknown ICMPV6 processing: (R, W) (mandatory) (1 byte)

Actions

9.3.34 Ethernet frame extended PM 64 bit

Get, set.

This ME collects some of the PM data at a point where an Ethernet flow can be observed. It is
based on the Etherstats group of [IETF RFC 2819] and [IETF RFC 2863]. Instances of this ME are
created and deleted by the OLT. References to received frames are to be interpreted as the number
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of frames entering the monitoring point in the direction specified by the control block.

For a complete discussion of generic PM architecture, refer to clause 1.4.

Relationships

An instance of this ME may be associated with an instance of an ME at any Ethernet
interface within the ONU. The specific ME is identified in the control block attribute.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. To facilitate

discovery, it is encouraged to identify instances sequentially starting with 1.
(R, set-by-create) (mandatory) (2 bytes)

Interval end time: This attribute identifies the most recently finished 15 min interval. If

continuous accumulation is enabled in the control block, this attribute is not
used and has the fixed value 0. (R) (mandatory) (1 byte)

Control block: This attribute contains fields defined as follows.

Threshold data 64 bit ID: (2 bytes). This attribute points to an instance of
the threshold data 64-bit ME that contains PM threshold values. When PM is
collected on a continuously running basis, rather than in 15 min intervals,
counter thresholds should not be established. There is no mechanism to clear
a TCA, and any counter parameter may eventually be expected to cross any
given threshold value.

Parent ME class: (2 bytes). This field contains the enumerated value of the
ME class of the PM ME's parent. Together with the parent ME instance field,
this permits a given PM ME to be associated with any OMCI ME. The
supported ME classes are as follows.

46 MAC bridge configuration data

47 MAC bridge port configuration data

11 Physical path termination point Ethernet UNI

98 Physical path termination point xDSL UNI part 1

266 GEM IW termination point

281  Multicast GEM IW termination point

329  Virtual Ethernet interface point

162  Physical path termination point MoCA UNI

Parent ME instance: (2 bytes). This field identifies the specific parent ME
instance to which the PM ME is attached.

Accumulation disable: (2 bytes). This bit field allows PM accumulation to
be disabled; refer to Table 9.3.32-1. The default value O enables PM
collection. If bit 15 is set to 1, no PM is collected by this ME instance. If bit
15 = 0 and any of bits 14..1 are set to 1, PM collection is inhibited for the
attributes indicated by the 1 bits. Inhibiting PM collection does not change
the value of a PM attribute, but if PM is accumulated in 15 min intervals, the
value is lost at the next 15 min interval boundary.

Bit 16 is an action bit that always reads back as 0. When written to 1, it resets
all PM attributes in the ME, and clears any TCAs that may be outstanding.

TCA disable: (2 bytes). Also clarified in Table 9.3.32-1, this field permits
TCA s to be inhibited, either individually or for the complete ME instance. As
with the accumulation disable field, the default value 0 enables TCAs, and
setting the global disable bit overrides the settings of the individual
thresholds. Unlike the accumulation disable field, the bits are mapped to the
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Drop events:

Octets:

Frames:

thresholds defined in the associated threshold data 1 and 2 ME instances.
When the global or attribute-specific value changes from 0 to 1, outstanding
TCAs are cleared, either for the ME instance globally or for the individual
disabled threshold. These bits affect only notifications, not the underlying
parameter accumulation or storage.

If the threshold data 1/2 ID attribute does not contain a valid pointer, this
field is not meaningful.

Thresholds should be used with caution if PM attributes are accumulated
continuously.

Control fields: (2 bytes). This field is a bit map whose values govern the
behaviour of the PM ME. Bits are assigned as follows:

Bit 1 (LSB) The value 1 specifies continuous accumulation, regardless
of 15 min intervals. There is no concept of current and
historic accumulators; get and get current data (if
supported) both return current values. The value 0
specifies 15 min accumulators exactly like those of
classical PM.

Bit 2 This bit indicates directionality for the collection of data.
The value 0 indicates that data are to be collected for
upstream traffic. The value 1 indicates that data are to be
collected for downstream traffic.

Bits 3..14 Reserved, should be set to 0 by the OLT and ignored by
the ONU.

Bit 15 When this bit is 1, the P bits of the TCI field are used to
filter the PM data collected. The value O indicates that PM
is collected without regard to P bits.

Bit 16 When this bit is 1, the VID bits of the TCI field are used to
filter the PM data collected. The value 0 indicates that PM
is collected without regard to VID.

TCI: (2 bytes). This field contains the value optionally used as a filter for the
PM data collected, under the control of bits 15..16 of the control fields. This
value is matched to the outer tag of a frame. Untagged frames are not counted
when this field is used.

Reserved: (2 bytes). Not used; should be set to 0 by the OLT and ignored by
the ONU.

(R, W, set-by-create) (mandatory) (16 bytes)

The total number of events in which frames were dropped due to lack of
resources. This is not necessarily the number of frames dropped; it is the
number of times this event was detected. (R) (mandatory) (8 bytes)

The total number of octets received, including those in bad frames, excluding
framing bits, but including FCS. (R) (mandatory) (8 bytes)

The total number of frames received, including bad frames, broadcast frames
and multicast frames. (R) (mandatory) (8 bytes)

Broadcast frames: The total number of received good frames directed to the broadcast

address. This does not include multicast frames. (R) (mandatory) (8 bytes)

Multicast frames: The total number of received good frames directed to a multicast

address. This does not include broadcast frames. (R) (mandatory) (8 bytes)
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CRC errored frames: The total number of frames received that had a length (excluding
framing bits, but including FCS octets) of between 64 and 1518 octets,
inclusive, but had either a bad FCS with an integral number of octets (FCS
error) or a bad FCS with a non-integral number of octets (alignment error).
(R) (mandatory) (8 bytes)

Undersize frames: The total number of frames received that were less than 64 octets long,
but were otherwise well formed (excluding framing bits, but including FCS
octets). (R) (mandatory) (8 bytes)

Oversize frames: The total number of frames received that were longer than 1518 octets
(excluding framing bits, but including FCS octets) and were otherwise well
formed. (R) (mandatory) (8 bytes)

Frames 64 octets: The total number of received frames (including bad frames) that were
64 octets long, excluding framing bits, but including FCS. (R) (mandatory)
(8 bytes)

Frames 65 to 127 octets: The total number of received frames (including bad frames) that
were 65..127 octets long, excluding framing bits but including FCS. (R)
(mandatory) (8 bytes)

Frames 128 to 255 octets: The total number of frames (including bad frames) received that
were 128..255 octets long, excluding framing bits but including FCS. (R)
(mandatory) (8 bytes)

Frames 256 to 511 octets: The total number of frames (including bad frames) received that
were 256..511 octets long, excluding framing bits but including FCS. (R)
(mandatory) (8 bytes)

Frames 512 to 1023 octets: The total number of frames (including bad frames) received
that were 512..1023 octets long, excluding framing bits but including FCS.
(R) (mandatory) (8 bytes)

Frames 1024 to 1518 octets: The total number of frames (including bad frames) received
that were 1024..1518 octets long, excluding framing bits but including FCS.
(R) (mandatory) (8 bytes)

Create, delete, get, set
Get current data (optional)
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Notifications
Threshold crossing alert

Alarm . Threshold data counter No.
Threshold crossing alert
number (Note)
1 Drop events 1
2 CRC errored frames 2
3 Undersize frames 3
4 Oversize frames 4
NOTE — This number associates the TCA with the specified threshold value
attribute of the threshold data 1 managed entity.

9.3.35 Link aggregation service profile

This ME organizes data associated with a link aggregation group (LAG) in PON channel bonding.
The OLT creates one instance of this managed entity for each channel bonding LAG.

Relationships

One instance of this managed entity exists for each LAG. An instance of this managed entity
is associated with one or more instances of MAC bridge port configuration data. An instance
of this managed entity is associated with one instances of MAC bridge service profile.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this managed entity.
Its value is created by the OLT. (R, set-by-create) (mandatory) (2 bytes)

Frame distribution and collection mode: This attribute indicates the frame distribution
and collection mode supported on this LAG. Valid values are:
1 Per-service frame distribution. This mode distributes frames to the
bonded links according to their service identifier. The algorithm is
specified in IEEE 802.1AX clause 8.
2 Round-robin frame distribution. This mode distributes frames to the
bonded links in circular order.

(R, W, set-by-create) (mandatory) (1 byte)

Type: This attribute indicates the LASP ME type. Valid values are:
0 ANI-G interface channel bonding.
1 UNI-G interface channel bonding.

(R ,W, Set-by-create) (mandatory) (1 byte)

MAC bridge service profile ID pointer: This attribute points to an instance of the MAC
bridge service profile ME. (R, W, set-by-create) (mandatory) (2 bytes)

Actions

Create, delete, get, set
Notifications

None.
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94 Layer 3 data services
9.4.1 IP host config data

The IP host config data configures IPv4 based services offered on the ONU. The ONU
automatically creates instances of this ME if IP host services are available. A possible IPv6 stack is
supported through the IPv6 host config data ME. In this clause, references to IP addresses are

understood to mean IPv4.

Relationships

An instance of this ME is associated with the ONU ME. Any number of TCP/UDP config
data MEs can point to the IP host config data, to model any number of ports and protocols.
Performance may be monitored through an implicitly linked IP host PM history data ME.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. The ONU
creates as many instances as there are independent IPv4 stacks on the ONU.
To facilitate discovery, IP host config data MEs should be numbered from 0
upwards. The ONU should create IP(v4) and IPv6 host config data MEs with
separate ME IDs, such that other MEs can use a single TP type attribute to
link with either. (R) (mandatory) (2 bytes)

IP options:  This attribute is a bit map that enables or disables IP-related options. The
value 1 enables the option while O disables it. The default value of this

attribute is 0.

0x01
0x02
0x04
0x08

Enable DHCP

Respond to pings

Respond to traceroute messages
Enable IP stack

0x10..0x80 Reserved
(R, W) (mandatory) (1 byte)

MAC address: This attribute indicates the MAC address used by the IP node. (R)
(mandatory) (6 bytes)

Onu identifier: A unique ONU identifier string. If set to a non-null value, this string is used
instead of the MAC address in retrieving dynamic host configuration protocol
(DHCP) parameters. If the string is shorter than 25 characters, it must be null
terminated. Its default value is 25 null bytes. (R, W) (mandatory) (25 bytes)

Several attributes of this ME may be paired together into two categories, manual settings and

current values.

Manual settings Current values
IP address Current address
Mask Current mask
Gateway Current gateway
Primary DNS Current primary DNS

Secondary DNS Current secondary DNS

While the IP stack is disabled, there is no IP connectivity to the external world from this ME

instance.
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While DHCP is disabled, the current values are always the same as the manual settings. While
DHCP is enabled, the current values are those assigned by DHCP, or undefined (0) if DHCP has
never assigned values.

IP address: The address used for IP host services; this attribute has the default value 0.
(R, W) (mandatory) (4 bytes)

Mask: The subnet mask for IP host services; this attribute has the default value 0.
(R, W) (mandatory) (4 bytes)

Gateway: The default gateway address used for IP host services; this attribute has the
default value 0. (R, W) (mandatory) (4 bytes)

Primary DNS: The address of the primary DNS server; this attribute has the default value 0.
(R, W) (mandatory) (4 bytes)

Secondary DNS: The address of the secondary DNS server; this attribute has the default
value 0. (R, W) (mandatory) (4 bytes)

Current address: Current address of the IP host service. (R) (optional) (4 bytes)
Current mask: Current subnet mask for the IP host service. (R) (optional) (4 bytes)

Current gateway: Current default gateway address for the IP host service. (R) (optional)
(4 bytes)

Current primary DNS: Current primary DNS server address. (R) (optional) (4 bytes)
Current secondary DNS: Current secondary DNS server address. (R) (optional) (4 bytes)

Domain name: If DHCP indicates a domain name, it is presented here. If no domain name
is indicated, this attribute is set to a null string. If the string is shorter than
25 bytes, it must be null terminated. The default value is 25 null bytes. (R)
(mandatory) (25 bytes)

Host name: If DHCP indicates a host name, it is presented here. If no host name is
indicated, this attribute is set to a null string. If the string is shorter than
25 bytes, it must be null terminated. The default value is 25 null bytes. (R)
(mandatory) (25 bytes)

Relay agent options: This attribute is a pointer to a large string ME whose content specifies
one or more DHCP relay agent options. (R, W) (optional) (2 bytes)

The contents of the large string are parsed by the ONU and converted into
text strings. Variable substitution is based on defined three-character groups,
each of which begins with the '%' character. The string '%%' is an escape
mechanism whose output is a single '%' character. When the ONU cannot
perform variable substitution on a substring of the large string, it generates
the specified option as an exact quotation of the provisioned substring value.

Provisioning of the large string is separate from the operation of setting the
pointer in this attribute. It is the responsibility of the OLT to ensure that the
large string contents are correct and meaningful.

Three-character variable definitions are as follows. The first variable in the
large string must specify one of the option types. Both options for a given IP
version may be present if desired, each introduced by its option identifier.
Terminology is taken from clause 3.9.3 of [b-BBF TR-101].
%01, %18
Specifies that the following string is for option 82 sub-option 1,
agent circuit-1D (IPv4) or option 18, interface-ID (IPv6). The
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Get, set
Test:

equivalence permits the same large string to be used in both IP
environments.

%02, %37
Specifies that the following string is for option 82 sub-option 2,
relay agent remote-1D (IPv4) or option 37, relay agent remote-
ID (IPv6). The equivalence permits the same large string to be
used in both IP environments.

%SL  In [b-BBF TR-101], this is called a slot. In an ONU, this
variable refers to a shelf. It would be meaningful if the ONU has
multiple shelves internally or is daisy-chained to multiple
equipment modules. The range of this variable is "0".. "99"

%SU  In TR-101, this is called a sub-slot. In fact, it represents a
cardholder. The range of this variable is "0".. "99"

%PO  UNI port number. The range of this variable is "0".. *999"

%AE  ATM or Ethernet. This variable can take on the values "atm" or
"eth".

%SV  S-VID for Ethernet UNI, or ATM virtual path identifier (VPI)
for ATM UNI, as it exists on the DHCP request received
upstream across the UNI. Range "0".. "4096" for S-VID; range
"0".. "255" for VPI. The value "4096" indicates no S-VID tag.

%CV C-VID (Q-VID) for Ethernet UNI, or ATM virtual circuit
identifier (VCI) for ATM UNI, as it exists on the DHCP request
received upstream across the UNI. Range "0".. "4096" for C-
VID; range "0".."65535" for VCI. The value "4096" indicates no
C-VID tag.

Spaces in the provisioned string are significant.
Example: if the large string were provisioned with the value
%01%SL/%SU/%PO:%AE/%SV.%CV<null>,

then the ONU would generate the following DHCP option 82 agent circuit-
ID string for an Ethernet UNI that sent a DHCP request with no S tag and C
tag = 3210 on shelf 2, slot 3, port 4.

2/3/4:eth/4096.3210

With the same provisioning, the ONU would generate the following DHCP
option 82 agent circuit-1D string for an ATM UNI that sent a DHCP request
on VPI =123 and VCI = 4567 on shelf 2, slot 3, port 4.

2/3/4:atm/123.4567

Invoke an Internet control message protocol (ICMP) message from this IP
host. The test message can be configured to generate a ping or traceroute.
Annex A defines the test, test response and test result messages.
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Notifications
Attribute value change

Number Attribute value change Description
1.8 N/A
9 Current address The new value assigned via DHCP
10 Current mask The new value assigned via DHCP
11 Current gateway The new value assigned via DHCP
12 Current primary DNS The new value assigned via DHCP
13 Current secondary DNS The new value assigned via DHCP
14 Domain name The new value assigned via DHCP
15 Host name The new value assigned via DHCP
16 Reserved

9.4.2 IP host performance monitoring history data

This ME collects PM data related to an IP host. Instances of this ME are created and deleted by the
OLT.

For a complete discussion of generic PM architecture, refer to clause 1.4.

Relationships

An instance of this ME is associated with an instance of the IP host config data or IPv6 host
config data ME.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. Through an
identical ID, this ME is implicitly linked to an instance of the IP host
configuration data or IPv6 host configuration data ME. (R, set-by-create)
(mandatory) (2 bytes)

Interval end time: This attribute identifies the most recently finished 15 min interval. (R)
(mandatory) (1 byte)

Threshold data 1/2 ID: This attribute points to an instance of the threshold data 1 ME that
contains PM threshold values. Since no threshold value attribute number
exceeds 7, a threshold data 2 ME is optional. (R, W, set-by-create)
(mandatory) (2 bytes)

ICMP errors: This attribute counts ICMP errors received. (R) (mandatory) (4 bytes)
DNS errors: This attribute counts DNS errors received. (R) (mandatory) (4 bytes)
DHCP timeouts: This attribute counts DHCP timeouts. (R) (optional) (2 bytes)

IP address conflict: This attribute is incremented whenever the ONU detects a conflicting
IP address on the network. A conflicting IP address is one that has the same
value as the one currently assigned to the ONU. (R) (optional) (2 bytes)

Out of memory: This attribute is incremented whenever the ONU encounters an out of
memory condition in the IP stack. (R) (optional) (2 bytes)

Internal error: This attribute is incremented whenever the ONU encounters an internal
error condition such as a driver interface failure in the IP stack. (R) (optional)
(2 bytes)
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Actions
Create, delete, get, set
Get current data (optional)

Notifications
Threshold crossing alert

nﬁlriggr Threshold crossing alert Threshold value attribute No. (Note)
1 IPNPM ICMP error 1
2 IPNPM DNS error 2
3 DHCP timeout 3
4 IP address conflict 4
5 Out of memory 5
6 Internal error 6
NOTE - This number associates the TCA with the specified threshold value attribute of the
threshold data 1 managed entity.

9.4.3 TCP/UDP config data

The TCP/UDP config data ME configures services based on the transmission control protocol
(TCP) and user datagram protocol (UDP) that are offered from an IP host. If a non-OMCI interface
is used to manage an IP service, this ME is unnecessary; the non-OMCI interface supplies the
necessary data.

An instance of this ME is created and deleted on request of the OLT.

Relationships

One or more instances of this ME may be associated with an instance of an IP host config
data or IPv6 host config data ME.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. It is
recommended that the ME ID be the same as the port number. (R,
set-by-create) (mandatory) (2 bytes)

Port ID: This attribute specifies the port number that offers the TCP/UDP service.
(R, W, set-by-create) (mandatory) (2 bytes)

Protocol: This attribute specifies the protocol type as defined by [b-IANA] (protocol
numbers), for example UDP (0x11). (R, W, set-by-create) (mandatory)
(1 byte)

TOS/diffserv field: This attribute specifies the value of the TOS/diffserv field of the IPv4
header. The contents of this attribute may contain the type of service per
[IETF RFC 2474] or a DSCP. Valid values for DSCP are as defined by [b-
IANA] (differentiated services field code points). (R, W, set-by-create)
(mandatory) (1 byte)

IP host pointer: This attribute points to the IP host config data or IPv6 host config data ME
associated with this TCP/UDP data. Any number of ports and protocols may
be associated with an IP host. (R, W, set-by-create) (mandatory) (2 bytes)
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Actions
Create, delete, get, set

Notifications
None.

9.4.4 TCP/UDP performance monitoring history data

This ME collects PM data related to a TCP or UDP port. Instances of this ME are created and
deleted by the OLT.

For a complete discussion of generic PM architecture, refer to clause 1.4.
Relationships

An instance of this ME is associated with an instance of the TCP/UDP config data ME.
Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. Through an
identical ID, this ME is implicitly linked to an instance of the TCP/UDP
config data ME. (R, set-by-create) (mandatory) (2 bytes)

Interval end time: This attribute identifies the most recently finished 15 min interval. (R)
(mandatory) (1 byte)

Threshold data 1/2 ID: This attribute points to an instance of the threshold data 1 ME that
contains PM threshold values. Since no threshold value attribute number
exceeds 7, a threshold data 2 ME is optional. (R, W, set-by-create)
(mandatory) (2 bytes)

Socket failed: This attribute is incremented when an attempt to create a socket associated
with a port fails. (R) (mandatory) (2 bytes)

Listen failed: This attribute is incremented when an attempt by a service to listen for a
request on a port fails. (R) (mandatory) (2 bytes)

Bind failed: This attribute is incremented when an attempt by a service to bind to a port
fails. (R) (mandatory) (2 bytes)

Accept failed: This attribute is incremented when an attempt to accept a connection on a
port fails. (R) (mandatory) (2 bytes)

Select failed: This attribute is incremented when an attempt to perform a select on a group
of ports fails. (R) (mandatory) (2 bytes)

Actions
Create, delete, get, set
Get current data (optional)
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Notifications
Threshold crossing alert

nﬁlr?wg:r Threshold crossing alert Threshold value attribute No. (Note)
0 N/A
1 Socket failed 1
2 Listen failed 2
3 Bind failed 3
4 Accept failed 4
5 Select failed 5
NOTE - This number associates the TCA with the specified threshold value attribute of the
threshold data 1 managed entity.

9.4.5 IPv6 host config data

The IPv6 host config data configures IPv6 based services offered on the ONU. The ONU
automatically creates instances of this ME if IPv6 host services are available. If an IPv4 stack is
present, it is independently supported through the IP host config data ME.

This ME may be statically provisioned or may derive its parameters from router advertisements
(RASs) or DHCPVG.

Relationships

One or more instances of this ME are associated with the ONU ME. Any number of
TCP/UDP config data MEs can point to the IPv6 host config data, to model any number of
ports and protocols. Performance may be monitored through an implicitly linked IP host PM
history data ME.

Attributes

Managed entity ID: This attribute uniquely identifies each instance of this ME. The ONU
creates as many instances as there are independent IP stacks on the ONU. To
facilitate discovery, IP and IPv6 host config data MEs should be numbered
from O upwards. The ONU must create IP(v4) and IPv6 host config data MEs
with separate ME IDs, such that other MEs can use a single TP type attribute
to link with either. (R) (mandatory) (2 bytes)

IP options: This attribute is a bit map that enables or disables IPv6 related options. The
value 1 enables the option, while 0 disables it. The default value of this
attribute is 0. (R, W) (mandatory) (1 byte)

0x01 IPv6 stack administrative unlock.

0x02 Enable router solicitation (RS). The host generates RS
messages, if necessary, and responds to RAs. If the RA message has
the M flag set to 1, the ONU is expected to request the address and
other configuration information via DHCPv6. If the RA message has
the O flag set to 1 and M to 0, the ONU is expected to only request
additional configuration information via DHCPv6, but not addresses.

0x04 Enable DHCPV6.

0x08 Respond to pings (ICMPv6 echo replies)

0x10..0x80 Reserved

The following IP stack initialization flow is expected.
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1. If the IPv6 stack is administratively unlocked (0x01), establish a link-
local address [self-assign address, duplicate address detection (DAD) to
confirm that address is unique within the local link]. This process is
defined in [b-IETF RFC 4862], and is a part of stateless address
autoconfiguration (SLAAC). However, no IP options are set to enable or
disable this function — it always happens.

2. If RS and DHCPvV6 are both disabled, do nothing. Manual settings are to
be used and are required for this IPv6 stack to be fully functional.

3. If RS is enabled (0x02) and DHCPv6 is disabled, send RS and listen for
an RA. If no RA is received, the ONU never attempts DHCPv6 and
cannot complete automated initialization of IPv6. If an RA is received
then the following occur.

a. The ONU builds its default router table per [b-IETF RFC 4861],
reported via the current default router table attribute.

b. If the received RA includes information option(s) with an "A" prefix,
then ONU assigns itself an address from all such A prefixes, per [b-
IETF RFC 4862] (also part of SLAAC) (reported via the current
address table attribute).

c. If the received RA includes DNS information [b-IETF RFC 6106],
the ONU accepts it (reported via the current DNS table attribute).
Support for RFC 6106 is strongly recommended.

d. If the received RA has M = 1, then the ONU requests identity
association for non-temporary addresses (IA_NA) and other options
(which could include DNS) via DHCPv6. The access network
provider is responsible for ensuring that, if it sends DNS information
both in the RA and DHCPVG, it sends the same DNS information; it
must not rely on the ONU to figure out whether RA DNS is preferred
over DHCPv6 DNS or vice versa. If different DNS information is
received via DHCPVG, it also goes into the current DNS table attribute.
If the ONU gets IA_NA via DHCPv6, this goes into the current
address table attribute.

e. If the received RA has M = 0 and O = 1, then the ONU requests
stateless options (which could include DNS) via DHCPV6.

4. If RS and DHCPv6 are both enabled, the ONU does RS (as described in
a-c above, if RA is receiv