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Recommendation ITU-T G.8113.2/Y.1372.2 

Operations, administration and maintenance mechanisms for MPLS-TP 
networks using the tools defined for MPLS 

Amendment 1 
 

Security considerations for MPLS-TP and updates to references 

 

 

 

Summary 

Amendment 1 to Recommendation ITU-T G.8113.2/Y.1372.2 (2012) contains new material related 
to security considerations for multi-protocol label switching transport profile (MPLS-TP) and 
updates references to IETF Requests for Comments (RFCs) and Recommendations that have been 
approved since initial approval of the Recommendation. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 
operating and tariff questions and issuing Recommendations on them with a view to standardizing 
telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, 
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on 
these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 
prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 
telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some 
other obligatory language such as "must" and the negative equivalents are used to express requirements. The 
use of such words does not suggest that compliance with the Recommendation is required of any party. 

 

 

 

 

INTELLECTUAL PROPERTY RIGHTS 

ITU draws attention to the possibility that the practice or implementation of this Recommendation may 
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, 
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others 
outside of the Recommendation development process. 

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property, 
protected by patents, which may be required to implement this Recommendation. However, implementers 
are cautioned that this may not represent the latest information and are therefore strongly urged to consult the 
TSB patent database at http://www.itu.int/ITU-T/ipr/. 
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Recommendation ITU-T G.8113.2/Y.1372.2 

Operations, administration and maintenance mechanisms for MPLS-TP 
networks using the tools defined for MPLS 

Amendment 1 
 

Security considerations for MPLS-TP and updates to references 

1) Scope 

This amendment contains modified text to be added to Recommendation ITU-T G.8113.2/Y.1372.2 
related to security considerations for multi-protocol label switching transport profiles (MPLS-TPs), 
as well as updates to references, Recommendations and IETF Requests for Comments (RFCs) that 
have been approved since the initial approval of Recommendation ITU-T G.8113.2/Y.1372.2. 

2) References 

None. 

3) Text modification for ITU-T G.8113.2 

3.1) Modifications to clause 2 

Add the following new reference to clause 2: 

[ITU-T G.8121.2] Recommendation ITU-T G.8121.2/Y.1381.2 (2013), Characteristics of 
MPLS-TP equipment functional blocks supporting ITU-T G.8113.2/Y.1372.2. 

3.2) Correction to title of clause 6.2  

Replace the title of clause 6.2 with: 

6.2 Maintenance Entity Group (MEG) 

3.3) Update clauses 7.2 and 9.3 referring to [ITU-T G.8121.2] 

Update clause 7.2 as shown: 

7.2 OAM functions specification 

Table 7-1 provides a summary of MPLS-TP OAM functions, protocols used, and the corresponding 
IETF RFCs. All control messages are carried using G-ACh. Functional processing of these 
messages is described in [b-ITU-T G.8121.2]. 

Update clause 9.3 as shown 

9.3 Alarm indication signal (AIS) and link down indication (LDI) procedures 

… 

When a MEP receives an AIS message, it detects the dAIS defect as described in clause 6.1 of 
[b-ITU-T G.8121.2]. 
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3.4) Add new clause 10 

10 Security 

According to clause 6.3, packets originating outside the MEG are encapsulated by the MEP at the 
ingress and transported transparently through the MEG. This encapsulation significantly reduces the 
risk of an attack from outside the MEG. The MEP at the egress also prevents OAM packets from 
leaving a MEG.  

The use of the CV tool improves network integrity by ensuring traffic is not misconnected or 
mismerged between LSPs. The expected MEP-ID is provisioned at the sink MEP; this allows the 
received MEP-ID to be verified with a high degree of certainty, which significantly reduces the 
possibility of an attack. 

The use of globally unique identifiers for MEPs by combination of a globally unique MEG_ID with 
a MEP ID provides an absolute authoritative detection of persistent misconnection between LSPs. A 
globally unique MEG_ID should be used when an LSP between the networks of different national 
operators crosses national boundaries since non-uniqueness can result in undetected misconnection 
in a scenario where two LSPs use a common MEG-ID.  

For the use of any other OAM tools, it is assumed that MEPs and MIPs that start using the tools 
verify the integrity of the path and the identity of the source MEP. If a misconnection is detected, 
the tool in use shall be disabled immediately. 

3.5) Modifications to bibliography 

Update the bibliography as shown: 

[b-ITU-T G.8121.2] Recommendation ITU-T G.8121.2/Y.1381.2 (2011), 
Characteristics of MPLS-TP equipment functional blocks 
supporting G.8113.2/Y.1372.2. 

[b-IANA PW Reg]  Pseudowire Associated Channel Types, 
<http://www.iana.org/assignments/pwe3-parameters/pwe3-parameters.xml#pwe3-

parameters-10> 

[b-IETF RFC itu-t-identifiers] IETF Internet Draft draft-ietf-mpls-tp-itu-t-identifiers-06, MPLS-
TP Identifiers Following ITU-T Conventions. 

[b-IETF RFC 6941]  IETF RFC 6941 (2013), MPLS-TP Security Framework. 

 

http://www.iana.org/assignments/pwe3-parameters/pwe3-parameters.xml#pwe3-parameters-10
http://www.iana.org/assignments/pwe3-parameters/pwe3-parameters.xml#pwe3-parameters-10


 

 

 
ITU-T Y-SERIES RECOMMENDATIONS 

GLOBAL INFORMATION INFRASTRUCTURE, INTERNET PROTOCOL ASPECTS AND NEXT-
GENERATION NETWORKS 

  
GLOBAL INFORMATION INFRASTRUCTURE  

General Y.100–Y.199 
Services, applications and middleware Y.200–Y.299 
Network aspects Y.300–Y.399 
Interfaces and protocols Y.400–Y.499 
Numbering, addressing and naming Y.500–Y.599 
Operation, administration and maintenance Y.600–Y.699 
Security Y.700–Y.799 
Performances Y.800–Y.899 

INTERNET PROTOCOL ASPECTS  
General Y.1000–Y.1099 
Services and applications Y.1100–Y.1199 
Architecture, access, network capabilities and resource management Y.1200–Y.1299 
Transport Y.1300–Y.1399
Interworking Y.1400–Y.1499 
Quality of service and network performance Y.1500–Y.1599 
Signalling Y.1600–Y.1699 
Operation, administration and maintenance Y.1700–Y.1799 
Charging Y.1800–Y.1899 
IPTV over NGN Y.1900–Y.1999 

NEXT GENERATION NETWORKS  
Frameworks and functional architecture models Y.2000–Y.2099 
Quality of Service and performance Y.2100–Y.2199 
Service aspects: Service capabilities and service architecture Y.2200–Y.2249 
Service aspects: Interoperability of services and networks in NGN Y.2250–Y.2299 
Enhancements to NGN Y.2300–Y.2399 
Network management Y.2400–Y.2499 
Network control architectures and protocols Y.2500–Y.2599 
Packet-based Networks Y.2600–Y.2699 
Security Y.2700–Y.2799 
Generalized mobility Y.2800–Y.2899 
Carrier grade open environment Y.2900–Y.2999 

FUTURE NETWORKS Y.3000–Y.3499 
CLOUD COMPUTING Y.3500–Y.3999 
  

For further details, please refer to the list of ITU-T Recommendations. 
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