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telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must™ and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.
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Recommendation ITU-T G.709.1/Y.1331.1

Flexible OTN short-reach interfaces

Amendment 3

Editorial note: This is a complete-text publication. Modifications introduced by this Amendment are
shown in revision marks relative to Recommendation ITU-T G.709.1/Y.1331.1 (2018) and its
Amendments 1 and 2, and Corrigendum 1.

1 Scope

This Recommendation specifies a set of flexible-bandwidth interoperable short-reach optical
transport network (OTN) interfaces, the so called FlexO-x-RS-m interface group, over which an
aggregate OTUCn (n > 1) can be transferred using bonded FlexO short-reach interfaces as lower
bandwidth elements.

The types of FlexO short-reach interfaces that can serve as FlexO-x-RS-m group members are
covered by application codes which are at the time of publication 411-9D1F, 4L.1-9C1F, C4S1-9D1F,
4L1-9D1F, C4S1-4D1F, 8R1-4D1F, 411-4D1F and 811-4D1F. These application codes are presented
in [ITU-T G.695] and [ITU-T G.959.1].

The definition of a FlexO-x-RS interface group complements the existing B100G functions specified
in [ITU-T G.709], such as OTUCn frame, ODUKk/flex, with new functions such as physical interface
bonding, forward error correction (FEC) coding, group management and OTUCn (de)mapping.

This FlexO-x-RS Recommendation complements [ITU-T G.709] and [ITU-T G.798] and provides
specifications for new functions that are specific to the processing of FlexO-x-RS-m interface group.
In addition, some introduction material for the addressed application is included.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T G.695] Recommendation ITU-T G.695 (2018), Optical interfaces for coarse
wavelength division multiplexing applications.

[ITU-T G.709] Recommendation ITU-T G.709/Y.1331 (26462020), Interfaces for the
optical transport network.

[ITU-T G.709.3] Recommendation ITU-T G.709.3/Y.1331.3 (2020), Flexible OTN long-
reach interfaces.

[ITU-T G.798] Recommendation ITU-T G.798 (2017), Characteristics of optical
transport network hierarchy equipment functional blocks.

[ITU-T G.870] Recommendation ITU-T G.870/Y.1352 (2016), Terms and definitions for

optical transport networks.
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[ITU-T G.872] Recommendation ITU-T G.872 (2019), Architecture of the optical
transport network.

[ITU-T G.959.1] Recommendation ITU-T G.959.1 (2018), Optical transport network
physical layer interfaces.

[ITU-T G.7041] Recommendation ITU-T G.7041/Y.1303 (2016), Generic framing
procedure.

[ITU-T G.8260] Recommendation ITU-T G.8260 (20226), Definitions and terminology for
synchronization in packet networks.

[IEEE 802.3] IEEE Std. 802.3--202218, IEEE Standard for trfermation

techpelocy TN el —Felecomnien ons cncin oo L s ee no e
Land ¥ e

[NIST SP 800-38D] National Institute of Standards and Technology (2007), Recommendation
for Block Cipher Modes of Operation: Galois/Counter Mode (GCM) and
GMAC.

[OIF FlexE] Optical Interworking Forum, OIF (2017), FlexEthernet Implementation
Agreement 1.1.

3 Definitions

3.1 Terms defined elsewhere

This Recommendation uses the following terms defined elsewhere:
3.1.1 Terms defined in [ITU-T G.870]:

— completely standardized OTUCn (OTUCn)

- optical data unit (ODUCn)

- optical payload unit (OPUCn)

- optical transport network (OTN)

3.1.2 cipher text [b-ITU-T X.800]: Data produced through the use of encipherment. The semantic
content of the resulting data is not available.

3.1.3 confidentiality [b-ITU-T X.800]: The property that information is not made available or
disclosed to unauthorized individuals, entities, or processes.

3.1.4 encryption [b-ITU-T X.800]: The cryptographic transformation of data to produce ciphertext.

3.1.5 integrity [b-ITU-T X.800]: The property that data has not been altered or destroyed in an
unauthorized manner.

3.1.6 key [b-ITU-T X.800]: A sequence of symbols that controls the operations of encipherment
and decipherment.

3.1.7 plaintext [b-ISO/IEC 18033-3]: Unenciphered information.

3.2 Terms defined in this Recommendation
This Recommendation defines the following terms:
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3.2.1 FlexO: Information structure with a specific bit rate and frame format, consisting of overhead
and payload, intended to be used in a group with n (n > 1) instances for the transport of an OTUCn
signal.

3.2.2  FlexO-x: Information structure consisting of x (x > 1) 10-bit interleaved FlexO instances,
intended to be used in a group with m (m = [n/x ) instances for the transport of an OTUCn signal.
The order x signifies the FlexO-x interface rate in units of 100G. Specific variants are 100G
FlexO-1, 200G FlexO-2 and 400G FlexO-4.

3.2.3  FlexO-x-RS: Information structure consisting of a FlexO-x plus Reed-Solomon FEC parity.

3.24 FlexO-x-RS interface: Refers to an individual member interface that is part of a
FlexO-x-RS-m interface group.

NOTE — The terms "member" and "PHY" are often used to refer to a FlexO-x interface.

3.2.5 FlexO-x-RS-m interface group: Refers to the group of m * FlexO-x-RS interfaces.
NOTE — The text may use "FlexO group" as short-hand for FlexO interface group.

3.26 FOICx.k-RS: Refers to a FlexO-x-RS interface using k parallel FOICx.k-RS lanes.
NOTE — "FOICx.K" is the FlexO equivalent of "OTLk.m" for OTUK as defined in [ITU-T G.709].

3.2.7 FOICx.k-RS lane: Refers to an electrical/optical lane of a FlexO-x-RS interface.

4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:

AM Alignment Marker

AT Authentication Tag

B100G Beyond 100G

BMP Bit-synchronous Mapping Procedure

BOH Basic Overhead Area

CAUI (Chip to) 100 Gb/s Attachment Unit Interface
CFP2 C (100G) Form-factor Pluggable Optical Module
CM Common Marker

CRC Cyclic Redundancy Check

CST Cipher Suite Type

EOH Extended Overhead Area

FA Frame Alignment

FAS Frame Alignment Signal

FCC FlexO Communications Channel

FEC Forward Error Correction

FlexE Flexible Ethernet

FlexO Flexible Optical Transport Network

FN Frame Number

FOIC-RS  FlexO-x-RS Interface

FS Fixed Stuff
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GFP Generic Framing Procedure

GID Group Identification

1A Implementation Agreement

1D FlexO Instance Identification

v Initialization Vector

KCC Key exchange Communication Channel
Kl Key Index

LSB Least Significant Bit

MAP FlexO Map field

MFAS Multi-Frame Alignment Signal

MS Multiplexed Section

MSB Most Significant Bit

ODU Optical Data Unit

OH Overhead

OPU Optical Payload Unit

OsSMC OTN Synchronization Messaging Channel
OoTL Optical Transport Lane

OTN Optical Transport Network

OoTU Optical Transport Unit

PCS Physical Coding Sublayer

PHY Physical Layer

PTP Preeise-Precision Timeing Protocol
QSFP28 Quad (100G) Small Form-factor Pluggable
RES Reserved for Future International Standardization
RPF Remote Physical Layer Fault

RS Reed-Solomon

SM Section Monitoring

SSM Synchronization Status Message

STAT Status

UM Unique Marker

UP Unique Padding

5 Conventions

This Recommendation uses the following conventions:

k: The index "k™ is used to represent a supported bit rate and the different versions of OPUK, ODUk
and OTUK. Example for k are "1" for an approximate bit rate of 2.5 Gbit/s, "2" for an approximate
bit rate of 10 Gbit/s, and 3" for an approximate bit rate of 40 Ghit/s.

Cn: The index Cn is used for nx100G (C=100G).
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m: The index "m" is used to represent the bit rate or set of bit rates supported on the interface.
This is one or more digits "k", where each "k" represents a particular bit rate. For example,
valid values for m are (1, 2, 3, 12, 123, 23).

n: The index "n" is used to represent the order of the OTM, OTS, OMS, OPS, OCG, OMU. n
represents the maximum number of wavelengths that can be supported at the lowest bit rate supported
on the wavelength. It is possible that a reduced number of higher bit rate wavelengths are supported.
n = 0 represents the case of a single channel without a specific colour assigned to the channel.

r: The index "r", if present, is used to indicate a reduced functionality OTM, OCG, OCC and OCh
(non-associated overhead is not supported). Note that for n = 0 the index r is not required as it implies
always reduced functionality.

Transmission order: The order of transmission of information in all the diagrams in this
Recommendation is first from left to right and then from top to bottom. Within each byte the most
significant bit is transmitted first. The most significant bit (bit 1) is illustrated on the left side of all
diagrams.

Value of reserved bit(s): The value of an overhead bit, which is reserved for future international
standardization, shall be set to "0".

Value of non-sourced bit(s): Unless stated otherwise, any non-sourced bits shall be set to "0".

6 Introduction and applications

A FlexO-x-RS-m (Flexible OTN short reach) interface group is defined for interoperable
multi-vendor applications. It complements B100G (beyond 100G) [ITU-T G.709], by providing an
interoperable interface for OTUCN transport signals. A FlexO-x-RS-m interface group provides
modularity by bonding standard-rate interfaces (e.g., m x 100G), over which the OTUCnh (n > 1)
signal is adapted. The value of m is not standardized. The specification of OTUCnh in [ITU-T G.709]
excludes interface specific functions such as FEC, scrambling and bit alignment. A FlexO-x-RS
interface or a FlexO-x-RS-m group wraps OTUCHn, abstracting the transport signal from the interface.
FlexO-x-RS-m enables ODUflex services >100Gbit/s to be supported across multiple interfaces,
ahead of next generation interface standards such as 400GE [IEEE 802.3bs].

FlexO-x-RS provides OTN interfaces with comparable functionality to what was introduced in
[OIF FlexE] for Ethernet interfaces.

Example applications are provided in Appendix I.

6.1 FlexO-x-RS-m interface group considerations

Considerations and capabilities for a FlexO-x-RS-m interface group:
- provides an interoperable system interface for OTUCn transport signals;

— enables higher capacity ODUflex and OTUCn, by means of bonding m standard-rate
interfaces;

- provides interface rate modularity and flexibility;

- provides a frame, alignment, deskew, group management, management communication
channel and such functions that are not associated with the OTUCn transport signal; and

- reuses 100G modules (e.g., CFP2, QSFP28) by matching the interface rate to OTU4 as
specified in [ITU-T G.709].

The rate-specific FlexO-x-RS interfaces specified in this Recommendation are located at a system

external reference point.

NOTE — The logical signal format FOICx.k-RS can be reused on a system internal interface (module framer
interface). Related requirements and any optimizations to the FlexO-x-RS-m groups when used as intra-system
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interface (e.g., lower latency by removing FEC) are beyond the scope of this Recommendation and covered
in [b-ITU-T G-Sup.58].

7 Structure and processes

This clause introduces the functions associated with a FlexO-x-RS interface group and the basic
signal structure, processes and atomic functions.

7.1 Basic signal structure

The FlexO-x-RS-m interface group in this Recommendation is only specified for short-reach
applications. The FlexO-x-RS-m interface group functional model is specified in [ITU-T G.872].
The physical optical interface specifications are beyond the scope of this Recommendation.

The information structure for FlexO-x-RS-m interface group is represented by information
containment relationships and flows. The principal information containment relationship is described
in Figure 7-1.

One OTUCHN signal is mapped into n FlexO signals, each FlexO signal containing one OTUC instance.
The n FlexO instances are mapped into m (m < n) FlexO-x-RS interfaces, each FlexO-x-RS interface
containing one FlexO instance or multiple, interleaved FlexO instances plus FEC. Each FlexO-x-RS
interface is split into k FlexO-x-RS lane signals. Each lane signal is modulated onto one OTSi and
the k OTSi's are transported as an OTSiG via one media element.
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Figure 7-1 — FlexO-x-RS-m interface group principal information containment relationship

7.2 Processing and information flow
Functions, processes and information flows are more formally specified in [ITU-T G.798].

8 FlexO frame

A FlexO frame is associated with a FlexO-x-<fec> interface and is independent of an OTUCn frame
boundary and transport unit, the latter being specified in [ITU-T G.709].

NOTE — The OTUCNn is the transport unit over OTN interfaces and consists of n OTUC frames. It is specified
in [ITU-T G.709].

A FlexO frame consists of frame alignment marker area (AM), extended overhead area (EOH), basic
overhead area (BOH) and payload area.

The FlexO frames carried over m interfaces of a FlexO-x-<fec>-m interface group are
frame/multi-frame aligned at the source.
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8.1 Frame structure

The FlexO frame structure is shown in Figure 8-1 and consists of 128 rows by 5,140 1-bit columns.
It contains a frame alignment marker group area (AM) in row 1, columns 1 to 480, an extended
overhead area (EOH) in row 1, columns 481 to 960 per 100G instance, a basic overhead area (BOH)

in row 1 columns 961 to 1280 and a (128 x 5140 — 1280 = 656640 bit) payload area in the remainder
of the frame.

NOTE - The FlexO frame structure is derived from 100Gbit/s Ethernet clause 91 [IEEE 802.3] FEC alignment
and lane architecture, without any 66b alignment or 256b/257b transcoding functions.

Columns
| 480 960 1280 5140
Riows

|| AM | EOH (BOH

2

3

Payload -

5140 hits

s

P
*

G708, 1%, 1321, 10 18)-Amd, 2{20)_FB-1
Figure 8-1 — FlexO frame structure

8.2 Multi-frame structure

In order to provide space for additional OH fields, an 8-frame FlexO multi-frame structure is defined.
It uses the three least significant bits of the multi-frame alignment signal (MFAS) overhead to identify
the eight frames within the multi-frame.

The multi-frame payload structure definition has been moved to the OTUC mapping specific clauses,
such as 10.2 and 10.3.

Figure 8-2 Blank figure (deleted by Amd.2)

8.3 Bit rates and frame periods
The bit rate and tolerance of the FlexO signal is defined in Table 8-1.

8 Rec. ITU-T G.709.1/Y.1331.1 (2018)/Amd.3 (11/2022)



Table 8-1 — FlexO bit rate

FlexO nominal bit rate FlexO bit-rate tolerance
491384/462961 x 99 532 800 kbit/s +20 ppm

NOTE 1 — The nominal FlexO bit rate is approximately: 105 643 510.782 kbit/s.

NOTE 2 — The FlexO bit rate can be based on the OTUC bit rate as follows: 4112/4097 x OTUC bit rate =
4112/4097 x 239/226 x 99 532 800 kbhit/s.

The frame and multi-frame periods of the FlexO signal are defined in Table 8-2.

Table 8-2 — FlexO frame and multi-frame periods

Frame period (Note) Multi-frame period (Note)

~6.228 us 49.822 us
NOTE — The period is an approximated value, rounded to 3 decimal places.

8.4 FlexO-x frame structure
The 100G FlexO-1 frame structure is equal to the 100G FlexO instance frame structure.

The 200G FlexO-2 frame structure is shown in Figure 8-3 and consists of 128 rows by 10280 1-bit
columns. Columns 1 to 10280 contain two 10-bit interleaved 100G FlexO frame structures (#A, #B)
as defined in clause 8.1. FlexO instances #1 and #2 are 10-bit interleaved into the FlexO-2 frame in
the order #A, #B, #A, #B, #A, etc.

Columns Columns

| 480 960 1280 5140 l 480 960 1280 5140

Rows 1 8 EC i . RowsflAM | EOH |BOH|

P

FlexO #A N . FlexO #B

Columns -

"tozsol ‘

Payload arca

128 i

G.709.1-Y.1331.1(18)-Amd 2(20)_F8-3

Figure 8-3 — 200G FlexO-2 frame structure

The 400G FlexO-4 frame structure is shown in Figure 8-4 and consists of 256 rows by 10280 1-bit
columns. Columns 1 to 10280 contain four 10-bit interleaved 100G FlexO instances (#A, #B, #C,
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#D) as defined in clause 8.1. FlexO instances #A, #B, #C and #D are 10-bit interleaved into the

FlexO-4 frame in the order #A, #B, #C, #D, #A, #B, etc.
| «g» 0 |:.snE 5140

Columes
430 960 1280 sS40 060 128 5140

Payoad arca
FlesO VA, Fleal) ¥7 Flea(h iy
Colwmny )
f 1920 3340 s120 ’ (ST
MEIAw 1 woir | Bow | l
ey loed an
246 il

GNEAYAIN 18 A 20| FBL

Figure 8-4 — 400G FlexO-4 frame structure

9 Alignment markers and overhead

The FlexO frame overhead consists of alignment markers (AM), basic overhead (BOH) and extended
overhead (EOH). FlexO overhead areas in an elementary FlexO frame consist of 1,280 bits per 100G
FlexO instance, 480 bits for AMs, 480 bits for EOH and 320 bits for BOH. The FlexO frame overhead
is terminated where the FlexO frame is assembled and disassembled.

The aggregate frame of a higher rate FlexO-x-<fec> interface is constructed by interleaving multiple
FlexO frame instances.

An overview of FlexO frame overhead areas is presented in Figure 9-1.

-7]‘ RS RES | RES I [55 | RES: |

- “ »
-4 FlexOfec application FlexOsec application
Frame |
i \\\‘J MIAS 1 SIAT i I uin (All)]ml up Map | (8 14 FOC OSWMCRES
| Mra§ | STAT | Avan. | MAP | e X OSMCHES
"
i MEAS | STAT e MAr 1 Cre I S RES
MEAS | STAT MAI e % QSN HES
4 MPAS | STAT RES [ p1 MAI R EOC OSMCRES REx
MEAS | STAT MAlN | CRC FOC OSW HES,
MFAS | STAT Speesfiy MAF | CRC FOC SV RES.
MEAS | STAT MAM | o X OSMCNES
065 Frame 2
MFAS:  Mubi-Same abgamert RIS Rearvod umasad
STAT.  Stabas MAP:  PHY member map
Gl Grosp Meaficaticn CRC Cyclie redendarcy check
128 1 Instance idonfcation roc Flant) cormmunicatons channcl
- v AVAIL:  OTUC avsalabslity OSMC  OTN syachmsization mesage chonael
T Payloud type
AM | 1OMB, CMI OM2) ll'l'llf (UM, O, O ll'l’ll LSS, UM LW ll LM RE ARSI \l_\]]
M- Cormmon abgamens marker
UP. Urigue pad
UM: Upnigue alignosent sarker G098 0-Y 13313 38 p A 220) FO-1

Figure 9-1 — Overhead overview

9.1 Lane alignment markers

Lane alignment markers are used for lane alignment, lane delineation, lane ordering and lane
deskewing.
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The alignment marker (AM) area length for a FlexO frame is defined as 480 bits, which holds four
120-bit lane alignment markers.

A lane alignment marker, as shown in Figure 9-2, consists of a common portion across all lanes, a
unique portion per lane and some pad bits.

— CMx = 8-bit common marker field (common across lanes) — used for aligning lanes;

— UMXx = 8-bit unique marker field — used for identifying lanes;
- UPx = 8-bit unique pad field — used for providing a DC balance when multiplexing lanes.

NOTE — Alignment marker area length specified by clause 91 [IEEE 802.3] for 100 Gbit/s Ethernet interfaces,
is 1285-bit per AM FEC frame period (every 4096 FEC codewords). It consists of 20 AM blocks of 64-bit,
plus 5-bit extra padding required for 257b block alignment. Since the FlexO adaptation method described in
this document does not rely on 257b blocks, the five padding bits are unnecessary.

Bits
1 2425 3233 56 57 64 65 88 89 96 97 120

I | | l ! I
upP2 ‘ {UM3, UM4, UMS|

| |
(CMO, CM1, CM2} Itfr'(ul (CM3, CM4, CM5) lum] FUMO, UM, UM2)

G.709.1-Y 1331 1(17)_F9-2

Figure 9-2 — FOICx.k lane alignment marker format

9.1.1 FlexO-1 alignment markers

The 100G FlexO-1 frame signal supports subsequent distribution into four logical lanes,
numbered 0, 1, 2 and 3. Each lane carries a 120-bit lane alignment marker (ami, i = 0,1,2,3)
as specified in Table 9-1. Rows of Table 9-1 give the values of ami transmitted over logical lane i.

The 480-bit FlexO-1 alignment marker area contains 10-bit interleaved parts of amo, am1, amz and
ams as illustrated in Figure 9-3. The 480 bits contain the 10-bit interleaved parts of amo to ams in the

order amo, amz, amz, ams, amo, ama, etc.

480

Bits

AM

= =| 9]l ™ - ] =
z| ~| e zl 2B 2| 2| 2l 2| 2| B EEEE%EEE
EEEE = = E| B E| & 3| = = = = =
= = = = = | = = m| =W =) = 8 B I S T e B
Ul ey e e B B B B B Bt B ] Lo Y o 8] | of 8| 9| < °| ©
el 5| 3] 8] S 2| 2] 9] 2| c| °| °| & 2| °f © #l 2| =2l 1| 8| 2| 2| &
B =| ol 8| Bl 2| £] 2| & 2| 2| 2| 2] 2| 2l & = 5| E| & 5| 5| 5| B
=| 5| 5| 5| 8l £| 2] 2| 5| £| 5| &| & E| 5| & &l ol SESlEl =l SliS
= = =) ] ] = S ) = ) () ) ) e Sl = =Eemi = | =
=4 I 1 ) ! Mid Ml nd B! R B B R B B B gill=- o |57 = |= |8
u y I 1R 1T IR IR IR IR |2 8 ls |oa |o —] = =] =] | | T T
| =] | =] ct] 1] ] va] | | M| o] s | ] —l =] =] = =] —]| =] -

G.709.1-Y.1331.1(18)_F%-3

Figure 9-3 — 100G FlexO alignment marker area with four interleaved
lane alignment markers
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Table 9-1 — FlexO-1 alignment marker encodings

logical Encoding
lane {CMO0, CM1, CM2, UPO, CM3, CM4, CM5, UP1, UMO0, UM1, UM2, UP2, UM3, UM4,
UMb5}
0 59 | 52 |64 |6D| A6 |AD | 9B | 9B | 80 | 8E | CF | 64 | 7TF | 71 30
1 59 | 52 | 64 | 20 | A6 |AD | 9B | E6 | 5A | 7B | TE | 19 | A5 | 84 81
2 59 | 52 | 64 |62 | A6 | AD| 9B | 7F | 7C | CF | 6A | 80 | 83 30 95
3 59 | 52 | 64 |[SA|A6|AD | 9B | 21 | 61 | 01 | OB | DE | 9 | FE F4

NOTE — The value in each byte of this Table is in MSB-first transmission order. Note that this per-byte bit
ordering is the reverse of AM values found in [IEEE 802.3bs], which uses an LSB-first bit transmission

format.

9.12

100G FlexO PAD

FlexO PAD has been repurposed as extended overhead. This clause is superseded and left blank,
including Figure 9-4, which is not used.

Figure 9-4 —Blank figure (deleted by Amd.2)9.1.3FlexO-2 alignment markers

The 200G FlexO-2 frame signal supports subsequent distribution into eight logical lanes, numbered
0, 1, 2 to 7. Each lane carries a 120-bit lane alignment marker (ami, i = 0,1,2 to 7) as specified in
Table 9-2. Rows of Table 9-2 give the values of ami transmitted over logical lane i.

The 960-bit FlexO-2 alignment marker group area contains 10-bit interleaved parts of amo, amz, amz,
ams, amas, ams, ame and amy as illustrated in Figure 9-5. The 480 bits of the first 100G FlexO-1
instance contain the 10-bit interleaved parts of amo to amz in the order amo, amz, ama4, ams, amz, ams,
ams, amz, etc. The 480 bits of the second 100G FlexO-1 instance contain the 10-bit interleaved parts
of amo to amy in the order amz, ams, ams, amz, amo, amz, ama, ame, etc.

Bits

100G mstance 01

430

AM

Bits

100G instance #2

480

AM

y

1" 1) bits of an¥)

o amd

1S O
37 10 bits ¢

3 1) bits of amb

12" 10 bits of am3

12 *10 hits of ams

" 10 bits of am7

1" 10 bits of am|

12

s of ams

-

|

of amb

4
3

2" 10 bits of amd

12" 10 bits

—| |

G.709.1-Y.1331.1(18)_F9:5

Figure 9-5 — 200G FlexO alignment marker area with eight interleaved
lane alignment markers

Table 9-2 — FlexO-2 alignment marker encodings

logical Encoding
lane
{CMO0, CM1, CM2, UPO, CM3, CM4, CM5, UP1, UMO0, UM1, UM2, UP2, UM3, UM4, UM5}
0 59| 52 | 64 |AO| A6 | AD| 9B | 6B |[CD | 03 | 31 | 94 | 32 | FC CE
1 59 | 52 | 64 | 20 | A6 |AD | 9B | E6 | 5A | 7B | TE | 19 | A5 | 84 81
59 | 52 | 64 |62 | A6 | AD| 9B | 7F | 7C | CF | 6A | 80 | 83 30 95

12
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Table 9-2 — FlexO-2 alignment marker encodings

logical Encoding

lane
{CMO0, CM1, CM2, UP0, CM3, CM4, CM5, UP1, UMO0, UM1, UM2, UP2, UM3, UM4, UM5}

59 | 52 |64 |SA|A6|AD | 9B | 21 | 61 | 01 | OB | DE | 9E | FE F4

59 | 52 | 64 | 87 | AG|AD | 9B | 98 | 54 | 8BA | 4F | 67 | AB | 75 BO

59 | 52 |64 |4F | A6 |AD | 9B | 72 | 48 | F2 | 8B | 8D | B7 | OD 74

59 | 52 |64 |[BC| A6 |AD | 9B | 77 | 42 | 39 | 85 | 88 | BD | C6 7A

~N|o|lo|b~ W

59 | 52 |64 | 44 | AG|AD | 9B | 4C | 6B | 6E | DA | B3 | 94 91 25

NOTE — The value in each byte of this table is in MSB-first transmission order. Note that this per-byte bit
ordering is the reverse of AM values found in [IEEE 802.3bs], which uses an LSB-first bit transmission
format.

9.1.4 FlexO-2 PAD
FlexO PAD has been repurposed as extended overhead. This clause is superseded and left blank.

9.1.5 FlexO-4 alignment markers

The 400G FlexO-4 frame signal supports subsequent distribution into sixteen logical lanes, numbered
0, 1, 2 to 15. Each lane carries a 120-bit lane alignment marker (ami, i = 0,1,2 to 15) as specified in
Table 9-3. Rows of Table 9-3 give the values of ami transmitted over logical lane i.

The 1920-bit FlexO-4 alignment marker group area contains 10-bit interleaved parts of amo, ama,
amg, ams, ams, ams, ames, amy, ams, amg, amio, amii, amiz, amis, ami4 and amis as illustrated in
Figure 9-6. The 960 bits of the first 200G FlexO-2 instance contain the 10-bit interleaved parts of amo
to amaus in the order amo, amz, am4, ams, ams, amzo, amai2, aMa4, amM1, amM3, aMs, aMz, amg, amai1, ami3s,
amis, etc. The 960 bits of the second 200G FlexO-2 instance contain the 10-bit interleaved parts of
amo to amas in the order ami, ams, ams, amz, amg, amau1, amai3, amis, amo, amz, amas, ams, ams, amzo,
amai2, amauas, etc.
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Figure 9-6 — 400G FlexO alignment marker area with sixteen interleaved
lane alignment markers
Table 9-3 — FlexO-4 alignment marker encodings
logical Encoding

lane
{CMO0, CM1, CM2, UP0O, CM3, CM4, CM5, UP1, UMO0, UM1, UM2, UP2, UM3, UM4, UM5}

50 | 52 | 64 | 6D | A6 |AD| 9B | 9B | 80 | 8E | CF | 64 7F 71 30

50 | 52 | 64 | 20 | A6 |AD| 9B | E6 | 5A | 7B | 7TE | 19 | A5 84 81

50 | 52 | 64|62 | A6 | AD| 9B | 7F | 7C | CF | 6A | 80 83 30 95

50 | 52 | 64 |[5SA| A6 |AD| 9B | 21 | 61 | 01 | OB | DE | 9E FE F4

50 | 52 | 64 | 87 | A6 |AD | 9B | 98 | 54 | 8A | 4F | 67 | AB 75 BO

50 | 52 | 64 | 4F | AG |AD | 9B | 72 | 48 | F2 | 8B | 8D | B7 | 0D 74

50 | 52 |64 | BC|A6 | AD | 9B | 77 | 42 | 39 | 8 | 88 | BD | Cb TA

50 | 52 | 64| 44 | A6 | AD| 9B | 4C | 6B | 6E | DA | B3 94 91 25

50 | 52 | 64 |06 | A6 | AD| 9B | F9 | 87 | CE | AE | 06 78 31 51

O | Nlojg|~[W|IN|IFL|O

50 | 52 | 64 | D6 | A6 | AD| 9B | 45 | 8E | 23 | 3C |BA | 71 DC C3

50 | 52 | 64 | 5F | A6 | AD| 9B | 20 | A9 | D7 | 1B | DF | 56 28 E4

[N
o

50 | 52 | 64 | 36 | A6 |AD | 9B | 8E | 44 | 66 | 1C | 71 | BB | 99 E3

[SN
[SN

50 | 52 | 64 | 18 | A6 |AD | 9B | DA | 45 | 6F | A9 | 25 | BA | 90 56

[EEN
N

50 | 52 | 64 | 28 | A6 | AD| 9B | 33 | 8C | E9 | C3 | CC | 73 16 3C

[SN
w

50 | 52 | 64 |0OB|A6 |AD | 9B | 8D | 53 | DF | 65 | 72 | AC | 20 9A

'_\
~

15 50 | 52 | 64 | 2D | A6 |AD | 9B | 6A | 65 | 5D | 9E | 95 | 9A | A2 61

NOTE — The value in each byte of this Table is in MSB-first transmission order. Note that this per-byte bit
ordering is the reverse of AM values found in [IEEE 802.3bs], which uses an LSB-first bit transmission format.
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9.16

9.2

FlexO-4 PAD
FlexO PAD has been repurposed as extended overhead. This clause is superseded and left blank.

Basic overhead (BOH) description

The FlexO BOH area is contained in the 320 bits following the FlexO frame EOH area. The BOH
structure amounts to 2,560 bits (320 bytes) and is distributed across an 8-frame multi-frame, as shown

in Figure 9-7. Each frame contains 40 BOH bytes.

MFAS bits

[678] frame
000 1
001 2
T
4

100 <
101 -
mo 6
110 7
111 8

MFAS bits

[678] frame
000 |
001 2
010 3
o 4
101 5
nmo 6
110 7
111 8

BOH bytes for FlexO instance #1

1 2 3 4 5 6 8 9 10 11 12 13 - 26 27 28 29 40
MFAS | STAT | GID | GID |GID|RES| 11D MAP CRC FCC OSMC
MFAS | STAT | AVAIL ) MAP CRC FCC OSMC
MFAS | STAT s MAP CRC FCC OSMC
MFAS | STAT MAP CRC FCC OSMC RS
MFAS | STAT RES [ et MAP CRC FCC OSMC
MFAS | STAT MAP CRC FCC OSMC
MFAS | STAT Apare MAP CRC FCC OSMC
MFAS | STAT MAP CRC FCC OSMC
BOH bytes for FlexO instance #2 to #in
1 2 3 4 5 6 8 9 10 11 12 13 - 26 27 28 29 e 40
MFAS | sTaT [ GID | GID [GID|RES| 11D MAP CRC RES RES
MFAS | STAT | AVAIL < MAP CRC RES RES
MFAS | STAT — MAP CRC RES RES
MFAS | STAT MAP CRC RES RES RES
MFAS | STAT RES [ pr MAP CRC RES RES
MFAS | STAT MAP CRC RES RES
MFAS | STAT Spae MAP CRC RES RES
MFAS | STAT MAP CRC RES RES

Figure 9-7a — FlexO BOH structure

G.709.1-Y.1331,1(18)-Amd. 2(20)_F9-7a
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BOH bytes for FlexO instance #1

MFAS bits I 2 3 4 5 6 7 8 9 10 11 12 13 26 27 28 29 40
[678] frame
000 1| MFAS | STAT | GID | GID |GID|RES| 1ID MAP CRC FCC OSMC
001 2| MFAS | STAT | AVAIL MAP CRC FCC OSMC
010° 31 MFAS | STAT ——— MAP CRC FCC OSMC
?&(‘) 4[ MFAS | SIAT MAP CRC FCC OSMC i
01 S|MFAS | STAT RES [ e MAP CRC FCC OSMC
1o 6/ MFAS | STAT MAP CRC FCC OSMC
10 7| MFAS | STAT forpecos MAP CRC FCC OSMC
111 8 MFAS | STAT MAP CRC FCC OSMC
gis[ 1 2] 3] afs]e]7]s
RPF RES
BOH bytes for FlexO instance #2 to #y
MFAS bits 1 2 3 4 5 6 7 8 9 10 11 12 13 e 26 27 28 29 40
[678] frame
000 1| MFAS | STAT | GiD | GID [GID[RES| 11D MAP CRC RES RES
001 2| MFAS | STAT | AVAIL MAP CRC RES RES
010 31"\FAS | STAT —— MAP CRC RES RES
‘I’(;(', 4/ MFAS | STAT MAP CRC RES RES S
o1 S|_MFAS | STAT RES | pT MAP CRC RES RES
110 6| MFAS | STAT MAP CRC RES RES
110 7| MFAS | STAT Spons. MAP CRC RES RES
111 8| MFAS | STAT MAP CRC RES RES
G.709.1-Y.1331.1(18)-Amd.2(20)_F9-7b
Bitsl[2l3,4 slc, 718
RES

Figure 9-7b — FlexO OH structure of the y equipped FlexO instances of a FlexO-x-<fec>

interface (x = {2,4} and y <x)

The FlexO BOH area contains the following subfields (see Figure 9-7):

16

multi-frame alignment signal (MFAS)

status (STAT) — RPF is present only in the first FlexO instance of each FlexO-x-
<fec>interface

group management overhead including:

— group identification (GID)

— FlexO instance identification (11D)

— FlexO map (MAP)

payload overhead including:

— payload type (PT)

— client mapping specific

— OTUC availability (AVAIL) — Unused and only required for 100G interfaces.
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- cyclic redundancy check (CRC)

- FlexO management communication channel (FCC) — Present only in the first FlexO instance
of each FlexO-x-<fec> interface

- bits reserved for future international standardization (RES)

- OTN synchronisation message channel (OSMC)

9.2.1 Multi-frame alignment signal (MFAS)

An 8-bit (1 byte) multi-frame alignment signal field is provided and incremented in every FlexO
frame. This MFAS field counts 0x00 to OxFF and provides a 256-frame FlexO multi-frame.
This central multi-frame is used to lock 2-frame, 4-frame, 8-frame, 16-frame, 32-frame, etc.
multi-frame structures of overhead and payload structure to the principal frame. The MFAS sequence
is shown in Figure 9-8.

MFAS OH byte

||:H4

5

s
(»i?lx
O000O0D000
O00000O01
00000010
O000DO0DO0O 11
00000100

111 rrrro
11111111
00000000
00000001

MFAS sequence

G.709.1-Y.1331.1(18)_F9-8

Figure 9-8 — Multi-frame alignment signal overhead

The MFAS field is located in all FlexO frames, in overhead byte 1 immediately following the AM.
9.2.2 Group management overhead

9.2.2.1  Group identification (GID)

A 20-bit (2.5 bytes) FlexO group identification (GID) field is provided to indicate the interface group
instance that the FlexO-x-<fec> interface is a member of. The GID provides the ability to check at
the receive side that the interface belongs to the intended FlexO group.

The GID field is located in frame 1, in overhead bytes 3, 4 and 5.

The same FlexO group identification value is used in both directions of transport.
Non-zero values for GID are valid and the value of "0" is reserved for this field.

A FlexO-x-<fec> interface that is not part of any group has its GID value set to "0".

9.2.2.2 FlexO instance identification (11D)

A FlexO-x-<fec>-m interface group is composed of m FlexO-x-<fec> interfaces, also referred to as
members. An 8-bit (1 byte) 11D field is provided to uniquely identify each FlexO instance of a group
and the order of each instance and member in the group. This information is required in the reordering
process.

The 11D values of the interfaces in a FlexO group are not necessarily arranged consecutively.
The 11D values indicate the order of the interfaces within the FlexO group, from low to high. The first
FlexO-x-<fec> interface in the group is the one with the lowest 11D value(s).
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The FlexO instances identification value(s) (11D) within a FlexO-x-<fec> interface shall all be larger
than the 11D value(s) within the prior FlexO-x-<fec> interface in the group, and shall all be smaller
than the 11D value(s) within the next FlexO-x-<fec> interface in the group.

The 11D field is located in frame 1, in overhead byte 6. The values "0" and "255" are reserved for this
field.

The same FlexO instance identification value is used in both directions of transport.
A FlexO-x-<fec> interface that is not part of any group has its FlexO 11D value(s) default to "0".

9.2.2.3 FlexO map (MAP)

A 256-Dbit (32 bytes) field is provided to indicate the members belonging to the group. Each bit in the
field, is set to "1" indicating that an instance is part of the group. The bit position of the MAP
corresponds to the 1D set for the member FlexO-x-<fec> interface, with the most significant bit
(MSB) corresponding to lowest numbered 11D. The remaining unused fields in the MAP are set to
"0". The full MAP is sent and received on all members of the group.

The MAP field is located in all frames of all FlexO instances in a group, in overhead bytes 7, 8, 9 and
10. As shown in Figure 9-9, bit 2 of overhead byte 7 in frame 1 is associated with I1D#1 and bit 7 of
overhead byte 10 in frame 8 is associated with 11D #254. Additionally, bit 1 of overhead byte 7 in
frame 1, and bit 8 of overhead byte 10 in frame 8 are reserved.

MAFP bytes
Fraime 7 ] 9 (1]
IRES{ 1 |2 3[4]3| 6] TP8 9 M0[00 120130014 15006 17|08 [19]20 (2022|2324 |25(26|27 2829|3031
213233 - L g
3| -
i
b .
8 - 11111 1-T-1T-T-1T-1: |1 [aas[2a6] 247] 298] 240] 2500 251 [252[ 253] 254]RES

G.709.1-Y.1331.1(18}-Amd.1{ 19)_F5-58

Figure 9-9 — FlexO MAP field
9.2.3 Clause intentionally left blank
9.24 Clause intentionally left blank

9.2.5 Status (STAT)

An 8-bit (1 byte) field, as shown in Figure 9-10, is provided for general purpose status indication.
— Remote PHY Fault
— Reserved

+

w LT

R]"]-’\ RES

G.709.1-%.1331.1(18)_FB-10

Figure 9-10 — FlexO OH STAT field

The STAT field is located in all frames, in overhead byte 2 as shown in Figure 9-7.
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9.25.1 Remote PHY fault (RPF)

For section monitoring, a single bit remote PHY fault (RPF) indication conveys the signal fail status
detected at the remote FlexO sink function in the upstream direction.

RPF is set to "1" to indicate a remote PHY defect indication; otherwise, it is set to "0".
The RPF field is located in bit 1 of the STAT field as shown in Figure 9-10.

9.25.2 Reserved (RES)

Seven bits of the STAT byte are reserved for future international standardization as shown in
Figure 9-10. These bits are set to "0".

9.2.6 Payload overhead

The FlexO payload overhead consists of: OTUC availability (AVAIL), payload type (PT) and
overhead associated with the mapping of client signals into the FlexO payload. The FlexO PT and
client mapping related overhead locations are shown in Figure 9-7.

9.2.6.1 OTUC availability (AVAIL)

The AVAIL field is unused and should be set to a value of 1 for FlexO-1-RS 100G interfaces.
For other x # 1 interface rates, it is reserved.

The AVAIL field is located in frame 2, in overhead byte 3.
9.2.6.2 Payload type (PT)

A one-byte FlexO payload type signal is defined to indicate the composition of the FlexO payload
signal. The PT field is located in frame 5, in basic overhead byte 6 in all n FlexO instances. The code
points are defined in Table 9-4.

Table 9-4 — FlexO payload type code points

MSB LSB Hex code Interpretation
1234 5678 (Note 1) P
0000 0000 00 Bit synchronous OTUC mapping, see clause 10
0000 0001 01 Experimental mapping (Note 2)
0000 0010 02 GMP based OTUC mapping for OTUCnh multiplexing, see
[ITU-T G.709.3]
04 Reserved for FlexOsec SquelchText value
40 Reserved OIF 800ZR mapping and multiplexing of Ethernet
clients
0100 0001 41 Reserved OIF 800ZR PRBS test pattern
1000 X X X X 80-8F Reserved codes for proprietary use (Note 3)
1111 1111 FF Reserved for future maintenance signals
NOTE 1 — There are 235 spare codes left for future international standardization. Refer to Annex A of
[b-ITU-T G.806] for the procedure to obtain one of these codes for a new payload type.
NOTE 2 — Value "01" is only to be used for experimental activities in cases where a mapping code is not
defined in this table. Refer to Annex A of [b-ITU-T G.806] for more information on the use of this code.
NOTE 3 — These 16 code values will not be subject to further standardization. Refer to Annex A of
[b-ITU-T G.806] for more information on the use of these codes.
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9.2.6.3  Client specific overhead allocation

Thirteen bytes are reserved in the FlexO basic overhead for the client mapping specific overhead.
These bytes are located in rows 2 to 8, basic overhead byte 5 and rows 2 to 4 and 6 to 8, basic overhead
byte 6.

The use of these bytes depends on the specific client signal mapping (see [ITU-T G.709.3]).
There are no ITU-T G.709.1 mappings that make use of these bytes.

9.2.7 Cyclic redundancy check (CRC)

The CRC-16 (2 bytes) is located in overhead bytes 11 and 12 of each FlexO frame. The CRC protects
the integrity of the OH fields in bytes 2 to 10 and excludes the MFAS, OSMC and FCC fields.
The CRC-16 uses the G(x) = x*® + x® + x°> + x3 + 1 generator polynomial and is calculated as follows:

1) The overhead bytes 2 to 10 of the OH frame are taken in network byte order, most significant
bit first, to form a 72-bit pattern representing the coefficients of a polynomial M(x) of
degree 71.

2) M(x) is multiplied by x*® and divided (modulo 2) by G(x), producing a remainder R(x) of
degree 15 or less.

3) The coefficients of R(x) are considered to be a 16-bit sequence, where x*° is the most
significant bit.

4) This 16-bit sequence is the CRC-16 where the first bit of the CRC-16 to be transmitted is the
coefficient of x*> and the last bit transmitted is the coefficient of x°.

The demapper process performs steps 1-3 in the same manner as the mapper process, except that here,
the M(x) polynomial of step 1 includes the CRC-16 bits in received order and has degree 87. In the
absence of bit errors, the remainder shall be 0.

9.2.8 FlexO management communications channel (FCC)

An 896-bit (112 bytes) field per multi-frame is provided for a FlexO-x-<fec> interface management
communications channel. As shown in Figure 9-11, these fields are allocated across all 8 frames of
the multi-frame. This provides a clear channel. Format and content of the management channel is
outside the scope of this recommendation.

NOTE - The FCC is intended for interface management functions and is not a generic communications
channel.

The FCC field is located in all frames, in overhead bytes 13 to 26. If unused, the management channel
shall be filled with all-Os prior to scrambling. The FCC bytes provide a communication channel per
FlexO-x-<fec> interface with an approximate bandwidth of 17.98 Mbit/s.

Frame | Frame 2 Frame 3
OHbwies| 13 14 15 16 17 18 1% 20 201 22 23 24 25 26|13 14 15 16 17 I8 19 200 21 22 23 24 25 26(13 14 15—

Transmission order

=
L

PO 1Y 1331 (18 _FE-1

Figure 9-11 — FCC transmission order

9.2.9 FlexO reserved overhead (RES)

115.5 bytes of the FlexO basic overhead area in the FlexO multi-frame structure are reserved for
future international standardization. These bytes/bits are located in frame 1/byte 5, frame 2/byte
4, frames 3 to 8/bytes 3 to 4 and frames 1 to 8/bytes 29 to 40. These bytes/bits are set to all-0s prior
to scrambling.
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9.2.10 OTN synchronization message channel (OSMC)

A 128-bit (16 bytes) field per multi-frame is provided for an OTN synchronization message channel
(OSMC). As shown in Figure 9-7, these are allocated across all eight frames of the multi-frame.
This field provides a clear channel, to transport synchronization status message (SSM) and precise
precision timeing protocol (PTP) messages.

The OSMC is only defined on the first FlexO instance (lowest IID value) of a FlexO-x-<fec>-m
interface group.

The OSMC field is located in all frames, in overhead bytes 27 and 28. If unused, the OTN
synchronization message channel bytes shall be filled with all-Os prior to scrambling. The OSMC
bytes are combined to provide a messaging channel, as illustrated in Figure 9-12, with an approximate
bandwidth of 2.56 Mbit/s per 100G interface.

2 3

Frame
OH bvtes| 27

[
1

]

=

|27 ZE|2T 28 .

Iransmission order

G709, 1-Y AR A18)_Fa-12

Figure 9-12 — OSMC transmission order

The SSM and PTP messages within a FlexO instance are encapsulated into GFP-F frames as specified
in [ITU-T G.7041]. PTP event messages are timestamped and after encapsulation into GFP-F frames,
they are inserted into the OSMC as specified in this clause. GFP-F encapsulated SSM messages
(and PTP non-event messages) are inserted into the OSMC at the earliest opportunity. GFP idle
frames may be inserted between successive generic framing procedure (GFP) frames.

The mapping of GFP frames is performed by aligning the byte structure of every GFP frame with the
byte of the OSMC overhead field. Since the GFP frames are of variable length and may be longer
than 16 bytes, a GFP frame may cross the FlexO multi-frame boundary.

9.2.10.1 Generation of event message timestamp

The message timestamp point [ITU-T G.8260] for a PTP event message transported over the OSMC
shall be the 32-frame multi-frame event (corresponding to MFAS[4:8] = 00000) preceding the
beginning of the GFP frame, in which the PTP event message is carried. Since the GFP frames may
be longer than 64 bytes, a frame may cross the FlexO 32-frame multi-frame boundary.
Figure 9-13 shows a timestamp diagram example and the relationship to the GFP frames
(PTP message).

All PTP event messages are timestamped on egress and ingress interfaces. The timestamp shall be
the time at which the event message timestamp point passes the reference plane [ITU-T G.8260]
marking the boundary between the PTP node (i.e., OTN node) and the network.

Event message timestamps are generated at the FlexO Access Point. The message timestamp point is
specified below as the 32-frame FlexO multi-frame event corresponding to MFAS[4:8] = 00000. For
this application, the FlexO multi-frame event is defined as when the first bit of the first alignment
marker, corresponding to MFAS[4:8] = 00000 frame, on a lane crosses between the PTP node
(i.e., OTN node) and the network (i.e., the analogous point to Ethernet MDI). In the case of a
multi-lane PHY, the PTP path data delay is measured from the beginning of the alignment marker at
the reference plane, which is equivalent to Ethernet MDI of the lane with the maximum media
propagation delay. In practice:
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— On egress interfaces, since the alignment markers for all lanes are transmitted at the same
time conceptually, any alignment marker can be used for timestamping.

- On ingress interfaces, alignment markers are present in all the lanes, but different lanes may
be skewed from each other. The last received alignment marker across all the lanes shall be
used for timestamping.

NOTE 1 — The first byte of a GFP (PTP event message) frame is inserted into the FlexO OSMC between
4 and 31 frames after the 32-frame multi-frame boundary.

NOTE 2 — The guard band of four frames is defined to simplify implementation.

32-frame FlexO 32-frame FlexO 32-frame FlexO
multi-frame period multi-frame period multi-frame period

>
>=4 ‘ PTP event message via OSMC PTP event message via OSMC ‘ PTP event message via OSMC
time >
32-frame FlexO 32-frame FlexO 32-frame FlexO
multi-frame period _ multi-frame period . multi-frame period
~ “ <

>~

=4 e message via OSMC PTT message via OSMC PTP message via OSMC

Time o
>

G206 1Y 1334 1010 £9.43

Figure 9-13 — Timing diagram example for OSMC

NOTE 3 — This time synchronization over FlexO-x-RS interface implementation does not generate event
message timestamps using a point other than the message timestamp point [ITU-T G.8260].

In this time synchronization over FlexO-x-RS interface implementation, the timestamps are generated
at a point removed from the reference plane. Furthermore, the time offset from the reference plane is
likely to be different for inbound and outbound event messages. To meet the requirement of this
clause, the generated timestamps should be corrected for these offsets. Figure 19 in [b-IEEE 1588]
illustrates these offsets. Based on this model, the appropriate corrections are as follows:

<egressTimestamp> = <egressMeasuredTimestamp> + egressLatency
<ingressTimestamp> = <ingressMeasuredTimestamp> — ingressLatency

where the actual timestamps <egressTimestamp> and <ingress Timestamp> measured at the reference
plane are computed from the detected, i.e., measured, timestamps by their respective latencies. Failure
to make these corrections results in a time offset between the slave and master clocks.

The PTP timestamp is associated with the first FlexO instance (lowest 1ID value) of a
FlexO-x-<fec>-m interface group.
9.3 Extended overhead (EOH) description

The FlexO EOH area is contained in the 480 bits (60 bytes) following the FlexO frame AM area.
The EOH overhead does not use the 8-frame multi-frame. The EOH structure is shown in Figure 9-14.

NOTE - FlexO extended overhead was specified as FlexO PAD in Editions 1.0 to 2.2 of this Recommendation.
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Extended overhead that is not used for a specific application contains the all-0's pattern.

FlexO extended overhead applications include FlexOfec and FlexOsec. Further applications may be
defined in future editions of this Recommendation.

EOH bytes for FlexO instance #i

1 e 45 v 20 21 waee 52 53 . 60
[ FlexOfec | RES | FlexOsec | RES |
’ h Pl .
12 03 4l
FBA RES
2 36 37 38 39 40 41 e 48 49 - 52
| Authentication tag [ kee [ RrEs [Z[csT] RES | FN | RES |
Al Authentication tag FBA: FEC block alignment
CST: Cipher suite type RES: Reserved for future international standardization
FN Frame number
KCC: Key exchange communication channel G.709.1-Y.1331.1(18)-Amd.2(20)_F%-14
Kl: Key index

Figure 9-14 — FlexO extended overhead

9.3.1 FlexOfec overhead

FlexOfec overhead application in this Edition is associated with the staircase FEC (SC FEC) specified
in [ITU-T G.709.3].

9.3.1.1 Staircase FEC block alignment (FBA) field

Figure 9-14 shows the "FBA™ overhead byte in byte 1 of the extended overhead area. Refer to
[ITU-T G.709.3] for the FBA specification.

9.3.2 FlexOsec overhead

FlexOsec provides secure communications between two FlexO interfaces which are interconnected
by an unsecured fibre, a point-to-point optical line system or an optical network. An authenticated
and authorized FlexO security entity within each FlexO interface uses the unsecured transmission
through the fibre, point-to-point optical line system or optical network to provide the secure
transmission to its FlexO client.

The FlexOsec overhead is specific and defined for all FlexO instances within a FlexO group interface.
The FlexOsec overhead is illustrated in Figure 9-14 and contains the following fields:

- Authentication tag (AT)

- Frame number (FN)

- Key index (KI)

- Cipher suite type (CST)

- Key exchange communication channel (KCC)

- Bits reserved for future international standardization (RES)

9.3.2.1 Authentication tag (AT)

A 128-bit (16 byte) authentication tag field is provided to secure the integrity of transport of the bits
in a FlexO frame. The cryptographic algorithms used to generate the integrity value and the various
portions of the authenticated FlexO frame depend on the cipher suite type used. Additional details
can be found in Annex B.
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The AT overhead field is used individually per FlexO instance within a group interface.
An authentication tag calculated over (portions of) a FlexO instance #i frame #j is inserted in the
following FlexO instance #i frame #j+1.

The AT field is located in bytes 21 to 36 of the extended overhead area.

9.3.2.2 Frame number (FN)

A 64-bit (8 byte) frame number field is provided to synchronize the invocation counters on both ends
of a FlexOsec connection. The use of FN as invocation counter and initialization vector (1V)
construction is specific to the cipher suite type and further defined in Annex B. An IV is a nonce that
is associated with an invocation of authenticated encryption on a particular plaintext and AAD.

The FlexOsec frame number is also used to create a 4-frame FlexOsec multi-frame which is separate
to the FlexO MFAS multi-frame. FN is applicable to the current FlexO frame. FN increments by 1 on
every FlexO frame, however on key change events FN is assumed to be reset to 0.

The FN field is located in bytes 41 to 48 of the extended overhead area.

9.3.23 Key index (KI)

A 2-bit key index field is provided for an in-band mechanism to coordinate use of keys on both ends.
At the source, the Kl value increments on key change/roll events. The value of Kl is constant across
4-frame FlexOsec multi-frames and increments on multi-frame boundaries as defined by
FN [63 ,64] = 00. The value of KI in the current multi-frame #k indicates the key to be used starting
at the next multi-frame #k+1.
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Figure 9-15 — Key index boundaries

The key index is used to select among 4 possible keys as shown in Table 9-5.

Table 9-5 — Key index coding

KI bits Interpretation
[12]
00 Key #0
01 Key #1
10 Key #2
11 Key #3

The Kl field is located in bits 1 and 2 of byte 39 of the extended overhead area.
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9.3.2.4  Cipher suite type (CST)

A 6-bit cipher suite type field is provided to identify and distinguish different types of ciphers
(including absence of cipher), profiles or applications. The code points are defined in Table 9-6. Code
point value 000000 indicates that there is no source FlexOsec.

The CST field is located in bits 3 to 8 of byte 39 of the extended overhead area.

Table 9-6 — Cipher suite type code points

CST bits Interpretation
[123456]
000000 No source FlexOsec
000001 GCM-AES-256 FlexOsec without OH encryption.
Refer to Annex B.1.
000010-110111 Codepoints reserved for future standardized

cryptographic cipher suites (defined by national or
international standards bodies or government
agencies) for use with FlexO.

111000-111110 Reserved codes for proprietary use (Note )
111111 Reserved for future maintenance signal

NOTE — These 7 code values will not be subject to further standardization.

9.3.25 Key exchange communication channel (KCC)

An optional 8-bit (1 byte) key exchange communication channel field is provided to exchange key
agreement protocols in-band using FlexO overhead.
The KCC field is located in byte 37 of the extended overhead area.

NOTE 1 — Key agreement protocols may be vendor, operator or user specific for the case that multi-vendor,
multi-operator or multi-user interoperability is not required.

NOTE 2 — KCC is only present in the first FlexO instance of each FlexO-x-<fec> interface.

9.3.2.6 Reserved (RES)

6 bytes of the FlexOsec overhead area are reserved for future international standardization. These
bytes/bits are located in bytes 38, 40, 49, 50, 51 and 52. These bytes/bits are set to all-0s.

10 Mapping of OTUCNn signal into n FlexO instances

In the most general case, the n OTUC instances of an OTUCn are mapped to a FlexO-x-<fec>-m
group of m FlexO-x-<fec> interfaces, each with a FlexO-x-<fec> interface bandwidth of ceiling (n/m)
*100G.

10.1  Distributing OTUCn and combining OTUC instances

An OTUCnh frame structure is specified in clause 11.3 [ITU-T G.709] and contains n synchronous
instances of OTUC frame structures. As shown in Figure 10-1, the FlexO source adaptation consists
of splitting the OTUCn frame into n x OTUC instances. Similarly, the sink adaptation combines n x
OTUC instances into an OTUCn. A single OTUC instance is then associated to a FlexO instance, and
multiple FlexO instances are associated to a FlexO-x-<fec> interface depending on interface rate.
Alignment and deskewing are performed on the OTUC instances.
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Figure 10-1 — OTUCnN distributed onto n x FlexO frame instances

10.2  FlexO multi-frame payload

In order to pad the payload area, an 8-frame FlexO multi-frame structure is defined. It uses the three
least significant bits of the multi-frame alignment signal (MFAS) overhead to identify the eight

frames within the multi-frame.

The FlexO multi-frame structure is shown in Figure 10-2. The multi-frame contains seven fixed stuff
(FS) locations in the payload area of FlexO frames, each containing 1,280 bits. These fixed-stuff
locations are located in row 65, columns 1 to 1,280 of the first seven frames within the multi-frame.
The last frame within the multi-frame does not contain fixed stuff.

The fixed stuff bits are filled with all-Os and not checked at the receiver sink function.

The FlexO multi-frame payload, excluding the fixed stuff FS locations, consists of 5,244,160 bits
(655,520 bytes) out of the total 5,263,360 bits (657,920 bytes) per FlexO multi-frame.
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Figure 10-2 — FlexO multi-frame structure

The FlexO multi-frame payload area is divided in 128-bit blocks. The 128-bit blocks are aligned to
the start of a FlexO payload area (following AM, EOH and BOH). The FlexO frame payload consists
of 5,120 blocks (frame #1-7 of the multi-frame, with fixed stuff payload) and 5,130 blocks
(frame eight of the multi-frame, without fixed stuffing).

NOTE - This 128-bit (16-byte) word/block alignment of the 100G OTUC is analogous to the 66b block
alignment of a 100G Ethernet PCS stream that is kept through the clause 91 [IEEE 802.3] adaptation process.

10.3  Mapping of OTUC into FlexO multi-frame payload

Groups of 128 successive bits (16 bytes) of the OTUC signal are mapped into a 128-bit block of the
FlexO frame payload area using a bit-synchronous mapping procedure (BMP) control mechanism as
specified in clause 17 of [ITU-T G.709]. The 128-bit group of OTUC is aligned to the OTUC frame
structure.

The OTUC frame structure is floating in respect to the FlexO frame.

The serial bit stream of an OTUC signal is inserted into the FlexO frame payload so that the bits will
be transmitted on the FlexO-x-<fec> interface in the same order that they were received at the input
of the mapper function.
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In clause 8.3, the shown bit rate ratio between FlexO frame and paylead-the OTUC client is
4112/4097256/241.

10.3.1 Mapping of OTUC into FlexO frame

There exists a one-to-one relationship between an OTUC and a 100G FlexO instance. The FlexO
payload area is segmented in 128-bit blocks. The OTUC is mapped in contiguous 128-bit segments.

There are (5,140*%128*8 — 1,280*15) / (239*16*8*4) = 42.85 OTUC frames per FlexO multi-frame.
This results in ~5 OTUC frames per FlexO frame, or a new OTUC frame every ~24 FlexO frame
rows, as shown in Figure 10-3.

map OTUC blocks into 128-bit FlexO payload blocks

OPUC
OH

OTUCrow 1 | FAOH OTUC OH Payload Payload

Columns

[ 1280
|

AM lmn BOH| J

LTI TT T P14

128-bit block spills over FlexO frame
payload and is not a perfect multiple

G.709.1-Y1331.1(18)-Amd 2(20)_F10-3

Figure 10-3 — OTUC mapped into 100G FlexO frame payload

The FlexO frame payload does not divide elegantly into 128-bit blocks in a single row. The block
will spill over and cross row boundaries as shown in Figure 10-3. The 128-bit alignment is always
consistent across FlexO frames and the first 128-bit block starts immediately following the overhead
area.

The AVAIL field indicates whether an OTUC is mapped into the FlexO frame payload (set to "1") or
if the FlexO payload is empty (set to "0"). Other AVAIL values are not valid for 100G FlexO-x-RS
interfaces.

10.4  FlexO-x-<fec>-m group alignment and deskewing

FlexO members are identified within a FlexO-x-<fec>-m group and reordered using GID, MAP and
1D FlexO BOH field. The 11D sequence is used to recreate an OTUCn in proper OTUC instance
order. For example, OTUC#1 is mapped into a FlexO frame with the minimum 11D number and so on.

Deskewing in the sink process is performed between OTUC frames within the group, using
OTUC FAS as specified in [ITU-T G.709].

The OTUC frame skew requirements are intended to account for variations due to digital mapping
and cable lengths. The skew tolerance requirement is 300 ns.

NOTE — These requirements are in line with [OIF FlexE] Low Skew applications.
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11 100G FlexO-1-RS interface

11.1 Frame structure

The 100G FlexO-1-RS frame structure is shown in Figure 11-1 and consists of 128 rows by
5,440 1-bit columns. It contains a FlexO frame structure in columns 1 to 5140 and a FEC parity area
in columns 5,141 to 5,440 in every row.

Each row constitutes a 5,440-bit FEC codeword, with the last 300 bits used for the FEC parity bits.
This results in a bit-oriented structure. The MSB in each FEC codeword is column 1, the LSB is
column 5,440.

NOTE - The 100G FlexO-1-RS frame structure is derived from 100Gbit/s Ethernet clause 91 [IEEE 802.3]
FEC alignment and lane architecture, without any 66b alignment or 256b/257b transcoding functions.

Columns ) i
| 480 Qa0 12580 + 0 s 5140 5440

Rows

1| AM | EOH |BOH

-

3

Payload area : RS10 FEC
. area
128
o 5140 bits L, 300 bits
- 5440 bits N
G708, 1-5 1 331, 1 (1B Amd 20 20)_F11-1

Figure 11-1 — 100G FlexO-1-RS frame structure

11.2  Bit rate and frame periods
The bit rate and tolerance of the 100G FlexO-1-RS signal is defined in Table 11-1.

Table 11-1 — 100G FlexO-1-RS types and bit rates

100G FlexO-1-RS nominal bit rate Bit-rate tolerance
30592/27233 x 99 532 800 kbit/s +20 ppm

NOTE 1 — The nominal 100G FlexO-1-RS bit rates are approximately: 111 809 474.446 kbit/s.

NOTE 2 — The 100G FlexO-1-RS bit rate can be based on the OTUC bit rate as follows: 256/241 x OTUC
bit rate = 256/241 x 239/226 x 99 532 800 kbit/s.

NOTE 3 — The resulting 100G FlexO-1-RS bit rate is within a -4.46 ppm offset of the OTU4 nominal bit
rate.

The frame and multi-frame periods of the 100G FlexO-1-RS signal are defined in Table 11-2.
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Table 11-2 — 100G FlexO-1-RS frame and multi-frame periods

Frame period (Note) Multi-frame period (Note)

~6.228 us 49.822 s
NOTE — The period is an approximated value, rounded to 3 decimal places.

11.3  Overhead
100G FlexO-1-RS specific overhead is not defined.

11.4  Scrambling

The 100G FlexO-1-RS frame payload, fixed stuffing, basic overhead and extended overhead must be
scrambled prior to transmission, in order to provide DC balance and proper running disparity on the
interface. The ami fields in the AMs are not scrambled and the chosen values have properties of
already being DC balanced. -Figure 11-3 below shows highlighted areas as scrambled.

The operation of the scrambler shall be functionally equivalent to that of a frame-synchronous
additive scrambler with sequence length 65535 and the generating polynomial shall be x* + x*2 +
x3 + X + 1. See Figure 11-3 [ITU-T G.709] for an illustration of this scrambler.

The scrambler resets to OXFFFF on the most significant (first transmitted) bit of the start of frame and
the scrambler state advances during each bit of the FlexO-1-RS frame (see Figure 11-2). In the source
function, the AM values (ami fields) are inserted after scrambling and before the input to the FEC
encoder. In other words, the FEC encoding is performed on unscrambled AM bits (ami fields).
The FEC encoder overwrites the FEC bit fields. The sink then receives unscrambled AM (ami fields)
and FEC fields, as illustrated in Figure 11-3.
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Figure 11-2 — 100G FlexO-1-RS frame after scrambling
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Figure 11-3 — 100G FlexO-1-RS frame after AM and FEC insertion

11.5 Forward error correction (FEC)

A 100G FlexO-1-RS FEC codeword occupies one row in the 100G FlexO-1-RS frame. The 100G
FlexO-1-RS frame allocates 300 bits for FEC parity, per row, as shown in Figure 11-1.

The FEC scheme employs a Reed-Solomon code operating over the Galois Field GF(2°), where the
symbol size is 10 bits.

A Reed-Solomon code is denoted as RS(n,k) where k represents the number of message symbols to
generate 2t parity symbols, which are appended to the message of total length n. The corresponding
formula is n=k+2t, specifically:

n=544

k=514

t=15

The FEC encoder processes 20 * 257-bit data blocks, resulting in the 5140 data bits in the FEC
codeword (row) and generates 20 * 15 = 300 bits of FEC parity.

NOTE — The 100G FlexO-1-RS FEC is based on RS10 (544, 514), as specified in clause 91 of [IEEE 802.3]
for 100GBASE-KP4 interfaces.

11.6 FOIC1.k-RS interface

11.6.1 FOIC1.4-RS interface

A FlexO frame is adapted over multi-channel parallel interfaces, using four ~28 Gbit/s physical lanes.
No lane bit-multiplexing is performed.

The alignment markers for the FlexO frame are distributed on four FOIC1.4 lanes, resulting in 240-bit
of data per lane. The alignment marker (AM) values are specified in clause 9.1. Each AM has unique
UMx and UPx values. When the four AMs are distributed to lanes 0, 1, 2 and 3, the unique values are
used for lane reordering in the sink function. The CMx values are replicated on all four lanes to
facilitate the searching, alignment and deskewing process.

After FEC encoding, the data and parity bits are distributed to all four logical FOIC1.4 lanes, in
groups of 10-bits, in a round robin distribution scheme from the lowest to the highest numbered lanes.
The resulting per-lane transmitted values of the AM fields are illustrated in Table 11-3 where the

32 Rec. ITU-T G.709.1/Y.1331.1 (2018)/Amd.3 (11/2022)



transmission order is from left to right. In other words, for example, AMO is transmitted in Lane 0,
AML1 is transmitted in Lane 1, etc., and the bits of each 10-bit word are transmitted MSB first.

NOTE 1 - The inverse multiplexing function is based on clause 91 [IEEE 802.3].

NOTE 2 - The mechanism is compatible and can reuse optical modules being developed for
IEEE 100GBASE-R4, with OTU4 rate support.

NOTE 3 — The electrical specifications for an FOIC1.4-RS 25G lane is found in [b-OIF CEI].

Table 11-3 — AM bit distribution over the four FOIC1.4-RS lanes

Lane O Lane 1 Lane 2 Lane 3
AM bits 10-bit symbol of 10-bit symbol of 10-bit symbol of 10-bit symbol of
AMO AM1 AM2 AM3
1-40 0101100101 0101100101 0101100101 0101100101
41-80 0100100110 0100100110 0100100110 0100100110
81-120 0100011011 0100001000 0100011000 0100010110
121 - 160 0110100110 0010100110 1010100110 1010100110
161 - 200 1010110110 1010110110 1010110110 1010110110
201 -240 0110111001 0110111110 0110110111 0110110010
241 - 280 1011100000 0110010110 1111011111 0001011000
281 —320 0010001110 1001111011 0011001111 0100000001
321 - 360 1100111101 0111111000 0110101010 0000101111
361 —400 1001000111 0110011010 0000001000 0111101001
401 - 440 1111011100 0101100001 0011001100 1110111111
441 — 480 0100110000 0010000001 0010010101 1011110100

NOTE — Transmission order of each 10-bit word is left-to-right (MSB first). The transmission order within
the FlexO frame is left-to-right across the row and down the table. The transmission order for each lane is
per-word and down the table.

11.6.2 FOICL.4-RS skew tolerance requirements

The lane skew tolerance requirement is 180 ns.
NOTE - These requirements are in line with CAUI4 [IEEE 802.3].

11.6.3 FOICL1.4-RS 28G lane bit rate
The FOIC1.4-RS lane is synchronous to the FlexO-1-RS frame. There are four lanes.

The bit rate and tolerance of the FOIC1.4-RS lane signal is defined in Table 11-4.

Table 11-4 — FOIC1.4-RS lane rate

FOIC1.4-RS nominal lane bit rate
30592/27233 x 24 883 200 kbit/s

NOTE 1 — The nominal lane rate is approximately: 27 952 368.611 kbit/s
NOTE 2 - FOIC1.4-RS_lane_rate = 100G_FlexO-1-RS_rate/4

NOTE — The 100G FlexO-1-RS rate is specified in clause 11.2.
This results in a FOIC1.4-RS lane bit rate with a -4.46 ppm offset from the OTL4.4 nominal bit rate.

Bit-rate tolerance

+20 ppm
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11.6.4 m*FOIC1.4-RS interface

The m*FOIC1.4-RS interface supports multiple optical tributary signals on each of the m single
optical spans with 3R regeneration at each end.

An m*FOIC1.4-RS interface signal contains one OTUCn signal distributed across the m optical
interfaces and the k=4 lanes per optical interface.

Specifications of the optical tributary signal carrying each FOIC1.4-RS lane are contained in
[ITU-T G.695] and [ITU-T G.959.1].

12 200G FlexO-2-RS interface

12.1 Frame structure

The 200G FlexO-2-RS frame structure is shown in Figure 12-3 and consists of two 10-bit interleaved
100G FlexO frame structures in columns 1 to 10280 and a FEC area in columns 10281 to 10880 in
every row as illustrated in Figure 12-3.

NOTE - The 200G FlexO-2-RS frame structure is derived from 200 Gbit/s Ethernet clause 119 [IEEE 802.3bs]
FEC alignment and lane architecture, without any 66b alignment or 256b/257b transcoding functions.

Figure 12-1 — Blank figure (deleted by Amd.1) Partial fill

For the case that a mx200G FlexO-2-RS group carries an OTUCn with n < 2m, some 200G
FlexO-2-RS signals may contain only one OTUC instance (see Figure 12-2). When a FlexO-2-RS
contains fewer than 2 OTUC instances, the equipped OTUC instance is located in the first 100G
FlexO frame within this 200G FlexO-2-RS #m frame. The second 100G FlexO frame is not carrying
an OTUC instance and has its GID field set to all-Os to indicate that it is unequipped.

The following rules govern unequipped instances:

— Unequipped OTUC instances must always be the highest numbered FlexO instance(s) in a
FlexO-2-RS frame.

- There must always be at least one equipped instance in every FlexO-2-RS frame.

Columns GID = FlexO Group #X Columns GID = all-0rs
480 960 1280 -7 ... 5140 I 480 960 1280 -7 .+ .. 5140
Rows i | =™
1| AM | EOH |BOH AM | EOH |BOH
3
Payload area Payload area

with OTUC #n with unequipped signal

128

TR, 1-¥, 1331, 1 18)-Amad 2{20)_F12-2

Figure 12-2 — 100G FlexO frames within 200G FlexO-2-RS #m signal for case of partial fill
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Figure 12-3 — Mapping FlexO instances into the 200G Flex-2-RS frame structure

12.2  Bit rate and frame period
The bit rate and tolerance of the 200G FlexO-2-RS signal is defined in Table 12-1.

Table 12-1 — 200G FlexO-2-RS types and bit rates

200G FlexO-2-RS nominal bit rate Bit-rate tolerance

2 x30592/27233 x 99 532 800 kbit/s +20 ppm

NOTE 1 — The nominal 200G FlexO-2-RS bit rate is approximately: 223 618 948.893 kbit/s.

NOTE 2 — The 200G FlexO-2-RS bit rate can be based on the OTUC bit rate as follows: 2 x 256/241 x
OTUC bit rate = 2 x 256/241 x 239/226 x 99 532 800 kbit/s.

The frame and multi-frame periods of the 200G FlexO-2-RS signal are defined in Table 12-2.

Table 12-2 — 200G FlexO-2-RS frame and multi-frame periods

Frame period (Note) Multi-frame period (Note)

~6.228 us 49.822 ps

NOTE — The period is an approximated value, rounded to 3 decimal places.

12.3  Overhead
200G FlexO-2-RS specific overhead is not defined.

12.4  Scrambling

The operation of the 200G FlexO-2-RS scrambler is based on the interleaved 200G FlexO-2-RS frame
structure shown in Figure 12-3 which is generated by 10-bit interleaving of the two instances of

128 rows by 5,440 1-bit columns of the 200G FlexO-2-RS frame structure.

The interleaved 200G FlexO-2-RS frame payload, fixed stuffing, basic overhead and extended
overhead must be scrambled prior to transmission, in order to provide DC balance and proper running
disparity on the interface. The ami fields in the AMs are not scrambled and the chosen values have
properties of already being DC balanced. Figure 12-5 below shows highlighted areas as scrambled.
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The operation of the scrambler shall be functionally equivalent to that of a frame-synchronous
additive scrambler of sequence length 65535 and the generating polynomial shall be x1¢ + x*2 + x3 +
x + 1. See Figure 11-3 [ITU-T G.709] for an illustration of this scrambler.

The scrambler resets to OXFFFF on the most significant bit of the start of frame and the scrambler
state advances during each bit of the interleaved 200G FlexO-2-RS frame, see Figure 12-4. In the
source function, the AM values (ami fields) are inserted after scrambling and before the input to the
FEC encoder. In other words, the FEC encoding is performed on unscrambled AM bits (ami fields).
The FEC encoder overwrites the FEC bit fields. The sink then receives unscrambled AM (ami fields)
and FEC fields, as illustrated in Figure 12-5.
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1 Gl 1920 23560 R 1280 10850
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Payload area FEC area
- . .
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G0 1-Y A3 18 -Amd 3 20)_F12-4
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Figure 12-4 — 200G FlexO-2-RS frame after scrambling
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Figure 12-5 — 200G FlexO-2-RS frame after AM and FEC insertion

12.5  Forward error correction (FEC)

The FlexO-2-RS FEC area contains the Reed-Solomon RS(544,514) FEC codes. The RS(544,514)
FEC code shall be computed as specified in Annex A.
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12.6 FOIC2.k-RS interface

12.6.1 FOIC2.4-RS interface

A FOIC2.4-RS interface is used as a system interface with 200G optical modules. The FlexO-2-RS
frame structure is adapted over multi-channel parallel interfaces, using four ~56 Ghit/s physical lanes.

The alignment markers for the FlexO frame are distributed on eight logical FOIC2.4 lanes, resulting
in 120-bit of data per logical lane. The alignment marker (AM) values are specified in clause 9.1.3.
Each AM has unique UMx and UPx values. When the eight AMs are distributed to lanes 0, 1, 2 to 7,
the differing values are used for lane reordering in the sink function. The CMXx values are replicated
on all eight lanes to facilitate the searching, alignment and deskewing process.

After FEC encoding the FlexO-2-RS frame (see Annex A), each set of two sub-rows (i.e., two FEC
codewords) are interleaved (not round-robin) on a 10-bit basis and then distributed to 8 logical lanes
in a round robin distribution scheme from the lowest to the highest numbered lanes. The specific
scheme of interleaving and distribution is specified in clause 119.2.4.7 of [IEEE 802.3bs] for
200GBASE-R interface. The resulting per-lane transmitted values of the AM fields are illustrated in
Table 12-3 where the transmission order is from left to right. For example, AMO is transmitted in
Lane 0, AM1 is transmitted in Lane 1, etc., and the bits of each 10-bit word are transmitted MSB first.

The 4 physical lanes of a FOIC2.4-RS interface are generated by bit multiplexing two specific logical
lanes onto a physical lane.
NOTE 1 — The inverse multiplexing function is based on clause 91 [IEEE 802.3].

NOTE 2 - The mechanism is compatible and can reuse optical modules being developed for
IEEE 200GBASE-R4, with 200G OTN rate support.

Table 12-3 — AM bit distribution over the eight logical lanes

Lane O Lane 1 Lane 2 Lane 3 Lane 4 Lane 5 Lane 6 Lane 7
AM 10-bit 10-bit 10-bit 10-bit 10-bit 10-bit 10-bit 10-bit
bits | symbol of | symbol of | symbol of | symbol of | symbol of | symbol of | symbol of | symbol of
AMO AM1 AM?2 AM3 AM4 AM5 AM6 AM7
1-80 0101100101 | 0101100101 | 0101100101 | 0101100101 | 0101100101 | 0101100101 | 0101100101 | 0101100101
81-160 | 0100100110 | 0100100110 | 0100100110 | 0100100110 | 0100100110 | 0100100110 | 0100100110 | 0100100110
161-240 | 0100101000 | 0100001000 | 0100011000 | 0100010110 | 0100100001 | 0100010011 | 0100101111 | 0100010001
241-320 | 0010100110 | 0010100110 | 1010100110 | 1010100110 | 1110100110 | 1110100110 | 0010100110 | 0010100110
321-400 | 1010110110 | 1010110110 | 1010110110 | 1010110110 | 1010110110 | 1010110110 | 1010110110 | 1010110110
401-480 | 0110110110 | 0110111110 | 0110110111 | 0110110010 | 0110111001 | 0110110111 | 0110110111 | 0110110100
481-560 | 1011110011 | 0110010110 | 1111011111 | 0001011000 | 1000010101 | 0010010010 | 0111010000 | 1100011010
561-640 | 0100000011 | 1001111011 | 0011001111 | 0100000001 | 0010001010 | 0011110010 | 1000111001 | 1101101110
641-720 | 0011000110 | 0111111000 | 0110101010 | 0000101111 | 0100111101 | 1000101110 | 1000010110 | 1101101010
721-800 | 0101000011 | 0110011010 | 0000001000 | 0111101001 | 1001111010 | 0011011011 | 0010001011 | 1100111001
801-880 | 0010111111 | 0101100001 | 0011001100 | 1110111111 | 1011011101 | 0111000011 | 1101110001 | 0100100100
881-960 | 0011001110 | 0010000001 | 0010010101 | 1011110100 | 0110110000 | 0101110100 | 1001111010 | 0100100101

NOTE — Transmission order of each 10-bit word is left-to-right (MSB first). The transmission order within
the FlexO frame is left-to-right across the row and down the table. The transmission order for each lane is
per-word and down the table.

12.6.2 FOIC2.4-RS skew tolerance requirements

The lane skew tolerance requirement is 180 ns.
NOTE — These requirements are in line with 200GAUI-4 [IEEE 802.3bs].
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12.6.3 FOIC2.4-RS 56G lane bit rate
The FOIC2.4-RS lane is synchronous to the FlexO-2-RS frame. There are four lanes.
The bit rate and tolerance of the FOIC2.4-RS lane signal is defined in Table 12-4.

Table 12-4 — FOIC2.4-RS lane rate

FOIC2.4-RS nominal lane bit rate Bit-rate tolerance
30592/27233 x 49 766 400 kbit/s +20 ppm

NOTE 1 — The nominal FOIC2.4-RS lane rate is approximately: 55 904 737.223 kbit/s
NOTE 2 - FOIC2.4-RS_lane rate = 200G_FlexO-2-RS_rate/4

NOTE — The 200G FlexO-2-RS bit rate is specified in clause 12.2.
12.6.4 m*FOIC2.4-RS interface

The m*FOIC2.4-RS interface supports multiple optical tributary signals on each of the m single
optical spans with 3R regeneration at each end.

An m*FOIC2.4-RS interface signal contains one OTUCn signal distributed across the m optical
interfaces and the k=4 lanes per optical interface.

Specifications of the optical tributary signal carrying each FOIC2.4-RS lane are contained in
[ITU-T G.695] and [ITU-T G.959.1].

12.6.5 FOIC2.4-RS interface processes

Figure 12-6 shows the processes of 200G FlexO-2-RS. It can be seen that it is divided into three parts
(the part of reusing 100G FlexO, the part of purely new design and the part of reusing
IEEE802.3 200GE PCS/FEC).

The processes of scrambler/descrambler and AM insertion/removal are the only new designs. Before
scrambler in the source and after descrambler in the sink, they keep completely the same processes
as 100G FlexO's.

In the part of reusing IEEE802.3 200GE PCS lower-part and FEC, it completely reuses all processes
related to IEEE802.3 200GE PCS lower-part and FEC. 200G FlexO uses 2*100G KP4-FEC.
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Figure 12-6 — 200G FlexO-2-RS processes
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13 400G FlexO-4-RS interface

13.1 Frame structure

The 400G FlexO-4-RS frame structure is shown in Figure 13-3 and consists of four 10-bit interleaved
FlexO frame structure instances in columns 1 to 10280 and a FEC area in columns 10281to 10880 in
every row as illustrated in Figure 13-3.

NOTE — The 400G FlexO-4-RS frame structure is derived from 400 Gbit/s Ethernet clause 119 [IEEE 802.3bs]
FEC alignment and lane architecture, without any 66b alignment or 256b/257b transcoding functions.

Figure 13-1 — Blank figure (deleted by Amd.1) Partial fill

For the case that a mx400G FlexO-4-RS group carries an OTUCn with n < 4m, some
400G FlexO-4-RS signals may contain only three, two or one OTUC instance(s), see Figure 13-2.
When a FlexO-4-RS frame contains fewer than 4 OTUC instances, these three, two or one OTUC
instance(s) is(are) located in the first one, two or three 100G FlexO frame(s) within this 400G
FlexO-4-RS #m frame. The last one, two or three 100G FlexO frames are not carrying an OTUC
instance and have their GID field set to all-Os to indicate that the 100G FlexO frame is unequipped.

The same rules in clause 12.1 governing unequipped instances apply.
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Figure 13-3 — Mapping FlexO instances into the 400G Flex-4-RS frame structure
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13.2  Bit rate and frame periods
The bit rate and tolerance of the 400G FlexO-4-RS signal is defined in Table 13-1.

Table 13-1 — 400G FlexO-4-RS types and bit rates

400G FlexO-4-RS nominal bit rate Bit-rate tolerance
4 x30592/27233 x 99 532 800 khit/s +20 ppm

NOTE 1 — The nominal 400G FlexO-4-RS bit rate is approximately: 447 237 897.786 kbit/s.

NOTE 2 — The 400G FlexO-4-RS bit rate can be based on the OTUC bit rate as follows: 4 x 256/241 x
OTUC bit rate = 4 x 256/241 x 239/226 x 99 532 800 kbit/s.

The frame and multi-frame periods of the 400G FlexO-4-RS signal are defined in Table 13-2.

Table 13-2 — 400G FlexO-4-RS frame and multi-frame periods

Frame period (Note) Multi-frame period (Note)

~6.228 us 49.822 s
NOTE — The period is an approximated value, rounded to 3 decimal places.

13.3  Overhead
400G FlexO-4-RS specific overhead is not defined.

13.4  Scrambling

The operation of the 400G FlexO-4-RS scrambler is based on the interleaved 400G FlexO-4-RS frame
structure shown in Figure 13-3 which is generated by 10-bit multiplexing of the two instances of
256 rows by 5,440 1-bit columns of the 400G FlexO-4-RS frame structure.

The interleaved 400G FlexO-4-RS frame payload, fixed stuffing, basic overhead and extended
overhead must be scrambled prior to transmission, in order to provide DC balance and proper running
disparity on the interface. The ami fields in the AMs are not scrambled and the chosen values have
properties of already being DC balanced. The padding fields are scrambled. Figure 13-5 below shows
highlighted areas as scrambled.

The operation of the scrambler shall be functionally equivalent to that of a frame-synchronous
scrambler of sequence 65535 and the generating polynomial shall be x* + x}2 + x3 + x + 1.
See Figure 11-3 [ITU-T G.709] for an illustration of this scrambler.

The scrambler resets to OXFFFF on the most significant bit of the start of frame and the scrambler
state advances during each bit of the interleaved 400G FlexO-4-RS frame, see Figure 13-4. In the
source function, the AM values (ami fields) are inserted after scrambling and before the input to the
FEC encoder. In other words, the FEC encoding is performed on unscrambled AM bits (ami fields).
The FEC encoder overwrites the FEC bit fields. The sink then receives unscrambled AM (ami fields)
and FEC fields, as illustrated in Figure 13-5.
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Figure 13-4 — 400G FlexO-4-RS frame after scrambling
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Figure 13-5 — 400G FlexO-4-RS frame after AM and FEC insertion

13.5  Forward error correction (FEC)

The FlexO-4-RS FEC area contains the Reed-Solomon RS(544,514) FEC codes. The RS(544,514)
FEC code shall be computed as specified in Annex A.

13.6 FOIC4.k-RS interface

13.6.1 FOIC4.8-RS interface

A FOICA4.8-RS interface is used as a system interface with 400G optical modules. The FlexO-4-RS
frame structure is adapted over multi-channel parallel interfaces, using eight ~56 Gbit/s physical
lanes.

The alignment markers for the 400G FlexO frame are distributed on sixteen lanes, resulting in 120-bit
of data per lane. The alignment marker (AM) values are specified in clause 9.1.5. Each AM has unique
UMx and UPx values. When the sixteen AMs distributed to lanes 0, 1, 2 to 15, the differing values
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are used for lane reordering in the sink function. The CMXx values are replicated on all sixteen lanes
to facilitate the searching, alignment and deskewing process.

After FEC encoding the FlexO-4-RS frame (see Annex A), each set of two sub-rows (i.e., two FEC
codewords) are interleaved (not round-robin) on a 10-bit basis and then distributed to 8 logical lanes
in a round robin distribution scheme from the lowest to the highest numbered lanes.

The specific scheme of interleaving and distribution is specified in clause 119.2.4.7 of [IEEE 802.3bs]
for 400GBASE-R interface. The resulting per-lane transmitted values of the AM fields are illustrated
in Table 13-3 where the transmission order is from left to right. For example, AMO is transmitted in
Lane 0, AM1 is transmitted in Lane 1, etc., and the bits of each 10-bit word are transmitted MSB first.

The 8 lanes of a FOIC4.8-RS interface are generated by bit multiplexing of each two logical lanes,
e.g., bit multiplexing of lane 0 and lane 1, lane 2 and lane 3, lane 4 and lane 5, lane 6 and lane 7, lane

8 and lane 9, lane 10 and lane 11, lane 12 and lane 13, lane 14 and lane 15.
NOTE 1 - The inverse multiplexing function is based on clause 91 [IEEE 802.3].

NOTE 2 - The mechanism is compatible and can reuse optical modules being developed for
IEEE 400GBASE-R4, with 400G OTN rate support.

Table 13-3 — AM bit distribution over the sixteen logical lanes

Lane 0 Lanel Lane 2 Lane 3 Lane 4 Lane5 Lane 6 Lane7

AM 10-bit 10-bit 10-bit 10-bit 10-bit 10-bit 10-bit 10-bit
bits symbol of | symbol of | symbol of | symbol of | symbol of | symbol of | symbol of | symbol of

AMO AM1 AM2 AM3 AM4 AMb5 AMG6 AM7
1-80 0101100101 0101100101 0101100101 0101100101 0101100101 0101100101 0101100101 0101100101
161-240 0100100110 0100100110 0100100110 0100100110 0100100110 0100100110 0100100110 0100100110
321-400 0100011011 0100001000 0100011000 0100010110 0100100001 0100010011 0100101111 0100010001
481-560 0110100110 0010100110 1010100110 1010100110 1110100110 1110100110 0010100110 0010100110
641-720 1010110110 1010110110 1010110110 1010110110 1010110110 1010110110 1010110110 1010110110
801-880 0110111001 0110111110 0110110111 0110110010 0110111001 0110110111 0110110111 0110110100
961-1040 1011100000 0110010110 1111011111 0001011000 1000010101 0010010010 0111010000 1100011010
1121-1200 0010001110 1001111011 0011001111 0100000001 0010001010 0011110010 1000111001 1101101110
1281-1360 1100111101 0111111000 0110101010 0000101111 0100111101 1000101110 1000010110 1101101010
1441-1520 1001000111 0110011010 0000001000 0111101001 1001111010 0011011011 0010001011 1100111001
1601-1680 1111011100 0101100001 0011001100 1110111111 1011011101 0111000011 1101110001 0100100100
1761-1840 0100110000 0010000001 0010010101 1011110100 0110110000 0101110100 1001111010 0100100101
Lane 8 Lane9 Lane 10 Lane 11 Lane 12 Lane 13 Lane 14 Lane 15

AM 10-bit 10-bit 10-bit 10-bit 10-bit 10-bit 10-bit 10-bit
bits symbol of | symbol of | symbol of | symbol of | symbol of | symbol of | symbol of | symbol of

AMS8 AM9 AM10 AM11 AM12 AM13 AM14 AM15
81-160 0101100101 0101100101 0101100101 0101100101 0101100101 0101100101 0101100101 0101100101
241-320 | 0100100110 | 0100100110 | 0100100110 | 0100100110 | 0100100110 | 0100100110 | 0100100110 | 0100100110
401-480 0100000001 0100110101 0100010111 0100001101 0100000110 0100001010 0100000010 0100001011
561-640 1010100110 1010100110 1110100110 1010100110 0010100110 0010100110 1110100110 0110100110
721-800 1010110110 1010110110 1010110110 1010110110 1010110110 1010110110 1010110110 1010110110
881-960 0110111111 0110110100 0110110010 0110111000 0110111101 0110110011 0110111000 0110110110
1041-1120 1001100001 0101100011 0000101010 1110010001 1010010001 0011100011 1101010100 1010011001
1201-1280 1111001110 1000100011 0111010111 0001100110 0101101111 0011101001 1111011111 0101011101
1361-1440 1010111000 0011110010 0001101111 0001110001 1010100100 1100001111 0110010101 1001111010
1521-1600 0001100111 1110100111 0111110101 1100011011 1001011011 0011000111 1100101010 0101011001
1681-1760 1000001100 0001110111 0110001010 1011100110 1010100100 0011000101 1100001000 1010101000
1841-1920 0101010001 0011000011 0011100100 0111100011 0001010110 1000111100 0010011010 1001100001

NOTE — Transmission order of each 10-bit word is left-to-right (MSB first). The transmission order within
the FlexO frame is left-to-right across the row and down the table. The transmission order for each lane is
per-word and down the table.
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13.6.2 FOIC4.8-RS skew tolerance requirements

The lane skew tolerance requirement is 180 ns.
NOTE - These requirements are in line with 400GAUI-4 [IEEE 802.3bs].

13.6.3 FOICA4.8-RS 56G lane bit rate
The FOICA4.8-RS lane is synchronous to the FlexO-4-RS frame. There are eight lanes.
The bit rate and tolerance of the FOIC4.8-RS lane signal is defined in Table 13-4.

Table 13-4 — FOIC4.8-RS lane rate

FOICA4.8-RS nominal lane bit rate Bit-rate tolerance
30592/27233 x 49 766 400 kbit/s +20 ppm

NOTE 1 — The nominal FOIC4.8-RS lane rate is approximately: 55 904 737.223 kbit/s
NOTE 2 — FOIC4.8-RS_lane_rate = 400G_FlexO-4-RS_rate/8

The 400G FlexO-4-RS bit rate is specified in clause 13.2.

13.6.4 m*FOICA4.8-RS interface

The m*FOIC4.8-RS interface supports multiple optical tributary signals on each of the m single
optical spans with 3R regeneration at each end.

An m*FOICA4.8-RS interface signal contains one OTUCn signal distributed across the m optical
interfaces and the k=8 lanes per optical interface.

Specifications of the optical tributary signal carrying each FOIC4.8-RS lane are contained in
[ITU-T G.695] and [ITU-T G.959.1].

13.6.5 FOICA4.8-RS interface processes

Figure 13-6 shows the processes of 400G FlexO-4-RS. It can be seen that it is divided into three parts
(the part of reusing 100G FlexO, the part of purely new design and the part of reusing
IEEE802.3 400GE PCS/FEC).

The processes of scrambler/descrambler and AM insertion/removal are the only new designs. Before
scrambler in the source and after descrambler in the sink, they keep completely the same processes
as 100G FlexO's.

In the part of reusing IEEE802.3 400GE PCS lower-part and FEC, it completely reuses all processes
related of IEEE802.3 400GE PCS lower-part and FEC. 400G FlexO uses 2*200G KP4-FEC.
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Annex A

Forward error correction for FlexO-x-RS (x = 2,4) using 10-bit
interleaved RS(544,514) codecs

(This annex forms an integral part of this Recommendation.)

NOTE 1 — The FlexO-x-RS FEC (x = 2,4) is based on RS(544, 514,10), as specified in clause 119 of
[IEEE 802.3bs] for 200GBASE-R and 400GBASE-R interfaces.

The forward error correction for the FlexO-x-RS uses 10-bit interleaved codecs using a
Reed-Solomon RS(544,514) code. The RS(544,514) code is a non-binary code (the FEC algorithm
operates on 10-bit symbols) and belongs to the family of systematic linear cyclic block codes.

For FEC processing, a FlexO-x-RS row is separated into 2 sub-rows using 10-bit-interleaving as
shown in Figure A.1. Each FEC encoder/decoder processes one of these sub-rows. The 10-bit FEC
parity check blocks are calculated over the 10-bit information blocks 1 to 514 of each sub-row and
transmitted in 10-bit blocks 515 to 544 of the same sub-row.

NOTE 2 — After FEC encoding and before distribution to logical lanes, the two sub-rows are 10-bit
re-interleaved following the procedure described in clause 119.2.4.7 of [IEEE 802.3bs] that is not round-robin

interleaving.
NOTE 3 — In [IEEE 802.3], sub-row #1 is referred to as A and sub-row #2 is referred to as B.

10-bit information blocks 10-bit parity blocks | FEC sub-row #2 (IEEE 802.3: #B)
| 555 5
f (I 4
| 456 4
/ by
| [ 10-bit information blocks ] 10-bit parity-blocks | FEC sub-row #1 (IEEE 802.3: #A)
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| 111
| 45 ¢
. M
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11 11
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23 8 8
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G709 1-Y. 1331, 1(18)-Amd 1(18)_FA1
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Figure A.1 — FEC sub-rows

The 10-bit blocks in a FlexO-x-RS row belonging to FEC sub-row X (X = 1,2) are defined by:
X+ 10 % (i—1) (fori=1...544).
The generator polynomial of the code is given by:
G(z) = izgo(z - O‘i)
where o is a root of the binary primitive polynomial x1° + x3 + 1.
The FEC code word (see Figure A.2) consists of 10-bit information blocks and parity blocks

(FEC redundancy) and is represented by the polynomial:
C(2)=1(2)+R(2)
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Figure A.2 — RS(544,514) FEC code word

10-bit information blocks are represented by:
I(Z) = D543 - Z54’3 + D542 ' Z542 + -+ D30 ' Z30

Where Dj (j = 30 to 1087) is the 10-bit information block represented by an element out of GF(256)
and:

Dj =dyj-a® +dgj b+ +dy;-al +dy;
Bit do; is the MSB and dg; the LSB of the 10-bit information block.

D5, corresponds to 10-bit block 1 in the FEC sub-row and D5, to 10-bit block 514.
10-bit parity blocks are represented by:
R(z) =Ry9-2*° + Ryg 2?8+ -+ Ry - z' + R,
Where R; (j = 0 to 29) is the 10-bit parity block represented by an element out of GF(2*°) and:
Ri =19 a® +1gj-0a® + -+ 1y o + 1
Bit ry; is the MSB and Iy the LSB of the 10-bit parity block.

R,4 corresponds to the 10-bit block 515 in the FEC sub-row and R, to 10-bit block 544.
R(z) is calculated by:
R(z) = I(z) mod G(z)

where "mod" is the modulo calculation over the code generator polynomial G(z) with elements out
of the GF(219). Each element in GF(21°) is defined by the binary primitive polynomial x° + x3 + 1.

The Hamming distance of the RS(544,514) code is dmin = 31. The code can correct up to 15 symbol
errors in the FEC code word when it is used for error correction. The FEC can detect up to 30 symbol
errors in the FEC code word when it is used for error detection capability only.
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Annex B

FlexOsec encryption and authentication
(This annex forms an integral part of this Recommendation.)

This annex specifies encryption and authentication of fixed-length FlexO frame structures. It contains
specific authentication and encryption process details for the different cipher suite types (profiles).

A cipher suite type is an interoperable specification of cryptographic algorithms together with the
values of parameters (e.g., key size) to be used by those algorithms. Specification of the cryptographic
functions required by FlexOsec in terms of cipher suite types increase interoperability by providing
a clear default and a limited number of alternatives.

B.1 GCM-AES-256 frame payload encryption

The GCM-AES-256 cipher suite corresponds to CST value of 000001 as shown in Table 9-6.
This profile is based on cryptographic algorithms and processes as defined in [NIST SP 800-38D].

In this cipher suite type, the FlexO frame payload is encrypted for confidentiality as shown in
Figure B.1. The FlexO frame payload along with BOH and a subset of EOH are authenticated for
integrity as shown in Figure B.2.

In the FlexOsec scheme, confidentiality and integrity are applied individually per 100G FlexO
instance. The frame format discussed is this annex is prior to FEC adaptation and FlexO-x interface
interleaving.

B.1.1 GCM-AES-256 confidentiality (encryption)

The bits in the FlexO frame payload area are encrypted prior to transmission for cases where
confidentiality on the interface is required, as illustrated in Figure B.1. These bits correspond to the
FlexO frame payload area and are excluding AM, EOH and BOH areas. For the purpose of FlexOsec
application, the FlexO frame structure can be represented as 5140 x 128-bit fixed-length blocks.
An alternate representation using 128-bit blocks is shown in Figure B.2.

Columns
| 480 Qa0 1280 - 5140
Rows | | |

Lad [ —

128

5140 bits

=
L

Fy

G.T09,1-¥, 1331, 1{18)-Aend 2(20)_FB.1

Figure B.1 — FlexO frame encryption
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Figure B.2 — FlexO frame encryption (128-bit representation)

B.1.2 GCM-AES-256 integrity (authentication)

The bits in the FlexO frame payload area, BOH and subset of the EOH are authenticated prior to
transmission for cases where the integrity of the information on the interface is required, as illustrated
in Figure B.3. An alternate representation using 128-bit blocks is shown in Figure B.4.
The authentication starts at bit 769 (in the EOH), which corresponds to the 7th 128-bit word, and runs
until the end of the frame.

Columns

I 480 Q 1] e 40
T6R fil 128 5l
Rows

IR
2
3

128

3140 bits "

=

Y

G701 1334, 4 18)-Amd 2(20)_FB.3

Figure B.3 — FlexO frame authentication
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Figure B.4 — FlexO frame authentication (128-bit representation)

An authentication tag (AT) is created using algorithms specified in clause B.1.2, with 128-bit words
from the FlexO instance #i frame #j. The AT is then inserted in the next EOH of FlexO instance #i
frame #j+1. The authentication tag is unique to each 100G FlexO instance.
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Figure B.5 — FlexO AT insertion

In the process flow, some values in the FlexOsec overhead are inserted after AT calculation
(algorithm) in the source functions and before in the sink functions. Some OH values will be assumed
as all-0s for the AT algorithms and these are reflected in the Table B.1 below.
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Table B.1 — FlexOsec OH AT calculation

FlexOsec OH field Tag calculation Note
Authentication tag (AT) Not part of tag calculation
Frame number (FN) Use FN value
Key index (KI) Use Kl value
Cipher suite type (CST) Use CST value
KCC All-0s KCC inserted after tag
calculation
Reserved (RES) All-0s

Since the AT value of a current frame (n) is presented in the following frame (n+1), buffering of a
FlexO frame could optionally be required for some applications that want to discard frames that have
failed integrity check (authentication failures). The individual frames can be optionally replaced with
a repeating SquelchText = 0x04 byte pattern replacing the area covered by authentication as shown
in Figure B.3.

1—;(@}1 BOH

Payload area

G.709.1-Y 1331, 1(18)-Amd . 2(20)_FB.6

Figure B.6 — Per instance FlexO processing

B.1.3 1V construction

The 96-bit initial vector for this cipher suite type is based on deterministic construction as defined in
clause 8.2.1 of [NIST SP 800-38D]. In order to promote interoperability for the default 1V length of
96 bits, the leading (i.e., leftmost) 32 bits of the IV hold a user configurable fixed identifier and the
trailing (i.e., rightmost) 64 bits hold the invocation field, which is the frame number (FN).

NOTE — The construction described in this clause meets the total number of invocation requirements as
specified in clause 8.3 of [NIST SP 800-38D].

B.1.4 GCM-AES-256 algorithms

The authenticated encryption and authenticated decryption algorithms for this cipher suite type are
based on the GCM specifications in clause 7 of [NIST SP 800-38D]. These are referred to as
algorithms 4 and 5, for the authenticated encryption and authenticated decryption functions,
respectively. The specifications include the inputs, the outputs, the steps of the algorithm, diagrams,
and summaries.
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Table B.2 - GCM-AES-256 parameters

Parameter Name Length
C CipherText 656640 bits (5130 x 128 bits)
P PlainText 656640 bits (5130 x 128 bits)
A Additional authenticated data 512 bits (4 x 128 bits)
T Authentication tag (referred to as | 128 bits

AT in recommendation)

K Key 256 bits
v Initial vector 96 bits

Figure B.6 below shows how the FlexO frame bits are processed with respective cryptographic
algorithms. There are three inputs into the NIST authenticated encryption algorithm referred to as
algorithm 4: JO, AAD and P (plaintext). The first bits transmitted are the leftmost bits in the figure.

J0 black |

A hlock

P block

| 128
32-bit fixed indentifier fd-hit invocation (<) 0=00 0= fIIHII'IIH'Iflﬂll
FN[1 : 64]
ECH byte 41 EOH byte 48
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Figure B.7 — FlexOsec bit ordering
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Appendix |

Example applications
(This appendix does not form an integral part of this Recommendation.)

FlexO-x-RS-m interface group can be used for a variety of applications. Example applications for a
FlexO-x-RS interface are shown in Figure 1.1 and Figure 1.2. An interoperable interface might
represent an OTN handoff between router (R) and transport (T) nodes, or could be a handoff between
different administrative domains.

FlexO-x-RS-m

ODUk/flex

L L
ODUCn ~ ODUCn ODUCn
OTUCn OTUCn

G.709.1-Y.1331.1(18)_F1.1

Figure 1.1 — Example FlexO-x-RS handoff router-transport

The R-T topology is used in Figure 1.1, to draw an analogy between FlexO-x-RS and FlexE use cases
presented in [OIF FlexE]. The ODUk/flex (which can be a rate higher than 100Gbit/s) is the transport
service (path) and maintenance entity in the OTN transport/switch network. The ODUCn/OTUCH is
the section and FlexO-x-RS provides the interfacing capabilities (e.g., FEC, bonding and scrambling).

FlexO-x-RS-m

Transport/switch
network

Transport/switch
network

I
|
|
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....... OTN XC

regen OINXC| = eeceene

Admin domain A Admin domain B

ODUKk/flex
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OTUCn OTUCn G.709.1-Y.1331.1{18)_F1.2

Figure 1.2 — Example FlexO-x-RS inter-domain handoff
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The example of Figure 1.2 shows a FlexO-x-RS inter-domain interface used as a handoff between two
OTN switch/transport administrative domains (A and B). The administrative domains can represent
different carriers, different equipment vendors within a carrier or different segments (metro vs core)
within a carrier. The OTUCH is the regenerator section, the ODUCn is the multiplexed section and
the m*OTUC is the FlexO-x-RS-m interface group bonded using m FlexO-x-RS interfaces.
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(2017), Common Electrical 1/0 (CEI) — Electrical and Jitter
Interoperability agreements for 6G+ bps, 11G+ bps,25G+ bps and 56G+
bps 1/0.
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