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Recommendation ITU-T F.751.8 

Technical framework for distributed ledger technology (DLT) 

to cope with regulation 

 

 

 

Summary 

Recommendation ITU-T F.751.8 defines the technical framework for distributed ledger technology (DLT) 

to cope with regulation, including regulatory challenges and technical capacities. The design of the 

technical framework of DLT in this Recommendation is closely related to DLT properties including 

decentralization, immutability and openness. This Recommendation can be used as guidance for the 

DLT system when facing regulation for DLT service providers and DLT system developers. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes 

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 

mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 

Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other 

obligatory language such as "must" and the negative equivalents are used to express requirements. The use of 

such words does not suggest that compliance with the Recommendation is required of any party. 
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Recommendation ITU-T F.751.8 

Technical framework for distributed ledger technology (DLT) 

to cope with regulation 

1 Scope 

This Recommendation defines a technical framework for distributed ledger technology (DLT) to 

address regulation. The scope of this Recommendation includes: 

– The regulatory challenges related to DLT; 

– The technical capacities for DLT to cope with regulation. 

The target users of this Recommendation are DLT service providers and DLT system developers. 

DLT regulators are not target users. The objective of this Recommendation is not to provide 

regulatory solutions for DLT regulators, but rather to propose technical solutions to challenges related 

to DLT regulations. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the currently 

valid ITU-T Recommendations is regularly published. The reference to a document within this 

Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ITU-T F.751.0] Recommendation ITU-T F.751.0 (2020), Requirements for Distributed 

Ledger Systems. 

[ITU-T X.1401] Recommendation ITU-T X.1401 (2019), Security threats of distributed ledger 

technology. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 consensus [b-ITU-T X.1400]: Agreement that a set of transactions is valid. 

3.1.2 consensus mechanism [b-ITU-T X.1400]: Rules and procedures by which consensus is 

reached. 

3.1.3 distributed ledger [b-ITU-T X.1400]: A type of ledger that is shared, replicated, and 

synchronized in a distributed and decentralized manner. 

3.1.4 privacy [b-ITU-T J.160]: A way to ensure that information is not disclosed to anyone other 

than the intended parties. Information is usually encrypted to provide confidentiality. Also known as 

"confidentiality". 

3.1.5 threat [b-ISO/IEC 27000]: Potential cause of an unwanted incident, which may result in 

harm to a system or organization. 

3.2 Terms defined in this Recommendation 

None. 
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4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

AML Anti-Money-laundering 

DLT Distributed Ledger Technology 

FATF Financial Action Task Force on money laundering 

IoT Internet of Things 

KYC Know Your Customer 

PKI Public Key Infrastructure 

TEE Trusted Execution Environment  

5 Conventions 

This Recommendation uses the following conventions: 

– The keyword "is required to" and "shall" indicate a requirement that must be strictly 

followed and from which no deviation is permitted, if conformance to this Recommendation 

is to be claimed. 

– The keywords "is recommended" indicate a requirement that is recommended but which is 

not absolutely required. Thus, this requirement needs not be present to claim conformance. 

– The keywords "can optionally" and "may" indicate an optional requirement that is 

permissible, without implying any sense of being recommended. These terms are not 

intended to imply that the vendor's implementation must provide the option, and the feature 

can be optionally enabled by the network operator/service provider. Rather, it means the 

vendor may optionally provide the feature and still claim conformance with the specification. 

6 Overview 

Distributed ledger technology (DLT) enables large groups of nodes in the distributed ledger network 

to reach agreements and record information without a central authority. The fast development of DLT 

brings challenges for regulation including privacy/confidentiality protection, data protection 

regulation, network attack handling and cryptocurrency regulation, among others. DLT has been 

applied to various domains such as cryptocurrency, supply chain management and IoT. Thus, it is 

necessary to summarize regulation requirements based on the analysis of DLT functions and 

properties and define the technical framework to fill the gap between openness and regulation. 

Precursor work was done in [b-DLT 4.1] and evolved in technical specifications found hereinafter. 

7 Regulatory challenges 

7.1 Leakage of confidential information 

Confidential information might be leaked directly on-chain, by combining external data with on-chain 

or off-chain data. Transactions and public keys might be directly available on-chain, particularly with 

permissionless DLT systems. External data might allow the identification of public keys with persons 

or companies and thereby identify transactions. 

In permissionless distributed ledgers, there is no access control and all data directly stored on-chain 

is accessible to everybody. Storing (unencrypted) confidential data on a permissionless distributed 

ledger is considered leakage of confidential data. 
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7.2 Immutability of records and absence of functionality to erase transactions/contents 

Depending on the DLT application and type of data, regulations require the erasure of personal data. 

This requirement is contained in laws and regulation, which can create conflicts with the immutability 

of DLT systems. 

NOTE – The "right to be forgotten" in Art. 17 of the EU General Data Protection Regulation ([b-GDPR]) is 

an example of the requirement of data erasure. 

Data protection regulation and other laws might also require correcting transactions. This is only 

possible through forks that put the reliability of distributed ledger systems at risk. 

7.3 Security threats  

The security threats to DLT components refer to clauses 5.1 (threats to protocols), 5.2 (threats to 

networks) and 5.3 (threats to data) of [ITU-T X.1401].  

7.4 Loss of tokens, digital currency and other assets 

The loss of tokens, digital currency and other assets often result from threats to data. However, these 

losses might also be caused by wilful deceit regarding fraudulent coins, fraudulent distributed ledger 

systems or the entity behind account addresses. Phishing attacks might also trick people into making 

transactions they would not otherwise make. 

7.5 Financial and other crimes 

Distributed ledger systems can be used for financial crimes such as money laundering or to facilitate 

other crimes such as ransomware attacks, among others. Transactions might contain illegal contents 

that obey the rules of the protocol but are in conflict with regulations and other laws. 

8 Technical capacities to cope with regulation 

8.1 Technical framework 

The design of the technical framework of DLT to cope with regulation is closely related to DLT 

properties including decentralization, autonomy, immutability, openness, transparency and 

anonymity. DLT technical capacities to cope with regulation are defined from the following aspects: 

application level, privacy/confidentiality, data erasure, data security and base level. In permissioned 

DLT, accountability is critical and DLT service providers are recommended to define an underlying 

orchestration legal entity to reduce the uncertainty of the regulatory actions. 

8.2 Application level capacities 

– DLT systems that are used to transfer digital assets are recommended to include a module 

that supports FATF-rules and/or specific national regulations. 

– It is recommended in permissioned DLT to support know your customer (KYC) and anti-

money-laundering (AML) functionalities by using techniques such as public key 

infrastructure (PKI) based signatures. 

– DLT service providers and system developers can optionally use techniques such as limiting 

the rights of transactions and block accounts to intervene in transactions created by malicious 

and abnormal nodes. 

– DLT service providers and system developers can optionally provide a link to officially 

recognized PKI. This can optionally be used to identify transactions with a legal entity. 

8.3 Privacy/Confidentiality capacities 

– A DLT system is recommended not to publish confidential information or personal data 

including account identity information, personal data/personal identifiable information, 
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transaction data, digital assets information and other confidential information unless there is 

a justification for publishing it. 

– It is not recommended to store data containing this type of information on a permissionless 

DLT system. If this type of information needs to be verified by a DLT system, it is 

recommended to only store a commitment or other proof of the data on the DLT system. 

– If it cannot be avoided to store the data on a DLT system, it is recommended to use 

cryptographic methods such as zero knowledge proofs, account confusion or methods based 

on hardware isolation (i.e., TEE) to protect confidential data (business data or personal data) 

from disclosure. 

– It is recommended to properly secure confidential data stored off-chain by some appropriate 

cryptographic methods. 

– DLT systems in which confidential information is stored are recommended to offer 

appropriate access control to ensure that only authorized access is possible. The access is 

recommended to be limited to those who are authorized and/or to situations where access is 

authorized. 

– Off-chain storage is recommended to use the appropriate access control methods. 

– Encryption, zero knowledge proofs and cryptographic hash-functions can optionally be used 

to secure information on-chain. However, immutable on-chain storage faces the challenge 

that compromised access methods cannot be blocked. It is recommended to perform a risk 

analysis and/or data protection impact analysis regarding on-chain storage of 

confidential/personal data. 

8.4 Data erasure capacities 

A high level of immutability is a key property of distributed ledger systems. Removing immutability 

completely would therefore often remove the reason why a distributed ledger system is chosen in the 

first place. 

When immutability is not desired for all attributes of a transaction, it is recommended to store data 

off-chain and only validate it, for example, by storing a proof to validate the off-chain data. For this 

purpose, technologies such as zero knowledge proofs, a commitment of the data or a hash-value can 

optionally be stored on-chain. Appropriate care is required to be taken that no undesired information 

can be derived from the data stored on-chain. 

In some use cases, verification of off-chain data might not be enough, and data persistence is needed. 

Still, the persistence of data might only be required for a specific period of time or while some 

conditions are met. Examples for such use cases are transaction data that needs to be preserved only 

as long as no following transaction exists, and records that need to be preserved for a specific time 

period (e.g., 10 years). In these cases, a distributed ledger can optionally be built that automatically 

removes this data when the following transaction has been completed or the time period has passed. 

Techniques such as pruning [b-Nakamoto] and chameleon hashes [b-Camenisch] can optionally be 

used. 

When such technologies are used 

– It shall be clearly defined what parts of the ledger shall remain immutable; 

– It shall be clearly defined under which conditions other parts can be changed; 

– The protocol of the distributed ledger shall define how this data is to be erased; 

– The protocol of the distributed ledger shall ensure that data which is required not to be erased 

or modified is still protected against modification; 

– It shall be ensured that archive copies of the ledger shall only be held according to applicable 

regulation. 
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The objective of data erasure is to respond to regulation requests by local laws, recommendations or 

other requirements. The erasure functionality is recommended to be limited to some part of the data 

so that trust in the immutability of the rest of the data is maintained. 

8.5 Data security capacities 

– DLT service providers and system developers are recommended to ensure that the design of 

DLT systems using cryptography and other technologies meets the security and performance 

requirements of DLT services, including reliability, completeness and immutability 

particularly by using appropriate cryptographic algorithms and consensus mechanisms. 

– DLT service providers and system developers are recommended to ensure the consistency of 

data on-chain. 

8.6 Base level capacities 

– DLT service providers and system developers are recommended to employ appropriate care 

to ensure the integrity, confidentiality, enforceability, availability and usage of DLT 

networks. 

– DLT system developers are recommended to counter network threats with an appropriate 

security framework. 

– DLT service providers and system developers can optionally use methods such as expanding 

computing power or stake resources to prevent consensus attacks. 

– DLT service providers and system developers are recommended to support the security of 

smart contracts running on DLT systems by formal verification or other vulnerabilities 

detection methods. 

– DLT system developers can optionally design fault-tolerance in DLT systems against 

malicious nodes. The DLT system is recommended to recover when a set of normal nodes 

are malfunctioning or become malicious nodes. 
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