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Recommendation ITU-T F.749.2

Service requirements for vehicle gateway platforms

1Scope

This Recommendation specifies functional requirements for the vehicle gateway platform (VGP), including description, communication requirements and service requirements. Some use cases are included in Appendix I.

2References

None.

3Definitions

3.1Terms defined elsewhere

This Recommendation uses the following terms defined elsewhere:

3.1.1    functional entity [b-ITU-T Y.2012]: An entity that comprises an indivisible set of specific functions. Functional entities are logical concepts, while groupings of functional entities are used to describe practical, physical implementations.

3.1.2    intelligent transport systems (ITS) [b-ITU-R M.1797]: ITS can be defined as systems utilizing the combination of computers, communications, positioning and automation technologies to improve the safety, management and efficiency of terrestrial transport systems.

3.1.3    nomadic devices [b-ITU-T F.749.1]: Nomadic devices include all types of information and communication as well as entertainment devices that can be brought into the vehicle by the driver and/or passengers to be used while driving. Examples include mobile phones, portable computers, tablets, mobile navigation devices, portable media players and multi-functional smart phones.

3.1.4    telematics [b-ISO 15638-1]: Telematics is the use of wireless media to obtain and transmit (data) from a distant source.

3.1.5    vehicle gateway (VG) [b-ITU-T F.749.1]: A VG is a device in a vehicle that enables communications between a device in the vehicle and another device which may be physically located either inside the vehicle or outside the vehicle (e.g., roadside station, cloud-based server, etc.). A VG provides standardized interfaces and protocols, communications across heterogeneous networks, optimized network selection based on application needs and network QoS, arbitration and integration of network communications, security and switching network connections to maintain service continuity.

3.1.6    vehicle gateway platform (VGP) [b-ITU-T F.749.1]: A VGP is the collection of ICT hardware and software in a vehicle operating as an open platform to provide an integrated runtime environment for delivering the communications services of a VG. A VGP may also provide higher layer communications services such as interaction with the driver through the driver-vehicle access services and so on. Subsystems dedicated solely to vehicle operation are not considered part of the VGP. Supported applications/services include ITS and infotainment.

3.2Terms defined in this Recommendation

This Recommendation defines the following terms:

3.2.1    driver-vehicle interface (DVI): The integrated user interface for the vehicle. It includes visual displays, loudspeakers, microphones, manual input controls, etc.

3.2.2    remote user interface: An approach to realize the interaction between applications in nomadic devices and the driver-vehicle interface (DVI). The UI of applications in nomadic devices can be displayed in the vehicle’s touch screen, and drivers are able to control the applications through the DVIs (touch screen, buttons, etc.). A remote UI can help drivers avoid distraction from applications and thus reduce the probability of accidents.

4Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:

2GSecond generation of cellular phone technologies

3GThird generation of cellular phone technologies

4GFourth generation of cellular phone technologies

APIApplication Programming Interface

ASRAutomatic Speech Recognition

DSRCDedicated Short Range Communication

DVIDriver-Vehicle Interface

ECUElectronic Control Unit

ETCElectronic Toll Collection

FM-RDSFrequency Modulation-Radio Data System

GNSSGlobal Navigation Satellite System

INSInertial Navigation System

ITSIntelligent Transport System

MANMetropolitan Area Network

NATNetwork Address Translation

NFCNear-Field Communication

OSIOpen Systems Interconnection

POIPoint of Interest

PSAPPublic Service Answering Point

QoSQuality of Service

RSURoadside Unit

TSPTelematics Service Provider

TTSText to Speech

UIUser Interface

USBUniversal Serial Bus

VGVehicle Gateway

VGPVehicle Gateway Platform

VINVehicle Identification Number

WLANWireless Local Area Network

WWANWireless Wide Area Network

5Conventions

In this Recommendation:

–The keyword “shall” indicates a requirement which must be strictly followed and from which no deviation is permitted if conformance to this document is to be claimed.

–The keywords “should” and “optional” indicate an optional requirement which is permissible. This term is not intended to imply that the vendor’s implementation must provide the option, and the feature can be optionally enabled by the vendor. Rather, it means the vendor may optionally provide the feature and still claim conformance with the specification.

6Descriptions and characteristics of VGP

6.1Descriptions

Figure 1 shows the VGP positioning in the intelligent transport system (ITS) reference model; six major sets of scenarios are defined:

1)Vehicle-to-vehicle

The vehicle-to-vehicle scenario set mainly includes safety and auto-driving use cases in which some vehicles communicate with one another.

2)Vehicle-to-infrastructure 

The vehicle-to-infrastructure scenario mainly includes safety, electronic toll collection (ETC) and traffic information exchange use cases in which vehicles communicate with roadside infrastructures.

3)Vehicle-to-cloud-based server 

The vehicle-to-cloud-based server scenario set mainly includes emergency call and some telematics scenarios in which vehicles communicate with cloud-based servers.

4)Vehicle-to-nomadic device 

The vehicle-to-nomadic device scenario set mainly includes telecommunication and remote user interface (UI) use cases in which vehicles connect to nomadic devices.

5)Vehicle-to-pedestrian and bicycle 

The vehicle-to-pedestrian and bicycle scenario set mainly includes safety warning use cases in which vehicles communicate with devices carried by pedestrians and bicycles.

6)Interaction with in-vehicle network 

The interaction with in-vehicle network scenario set mainly includes vehicle diagnostics, remote data collection and vehicle remote control use cases in which the VGP communicates with the in-vehicle networks.
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Figure 1 – VGP positioning in the ITS reference model

6.2General characteristics

6.2.1    Access to external communication networks

The VGP has the ability to access communication networks including short-to-medium range wireless communication, such as the legacy dedicated short range communication (DSRC) or IEEE 802.11 (part of wireless access in vehicular environments) and wireless wide area network (WWAN).

6.2.2    Access to in-vehicle networks

The VGP shall support connectivity to in-vehicle sensors and controller networks in order to get information from, and/or control the vehicle.

6.2.3    Data process and transmission

The VGP shall support data transmission among in-vehicle networks, nomadic devices, cloud-based applications, roadside units (RSUs) and vehicle applications.

The VGP shall also support data formation, quality of service (QoS) management, priority management, etc.

6.2.4    Service or application interaction

The VGP shall encapsulate the communication and service capabilities as application programming interfaces (APIs) that can be invoked by external applications or services.

6.2.5    Secure data transmission

The VGP shall guarantee that data transmits securely, especially data exchanges between the external network and the in-vehicle data buses (vehicle diagnostics, vehicle control, etc.), and ensure that data cannot be tampered with or stolen.

The VGP shall support registration and authentication functions for nomadic devices and application access.

6.2.6    Management of the VGP

The VGP shall implement remote or local firmware and software updates, maintenance, configuration, priority strategies set and import, fault management and other functions.

The VGP shall provide fault prediction reports, diagnostics, recovery and log management.

7Communication requirements for the VGP

7.1External network connection requirements

The VGP should support ubiquitous connectivity to external communication networks. The network communication requirements for the VGP are as follows:

–The VGP should support two-way communications with local area wireless communication networks (e.g., DSRC ranges), WWANs (wireless metropolitan area network (MAN), 3G, 4G, etc.) and very short-range or near-field communication (NFC).

–The VGP should support wired (e.g., universal serial bus (USB)) and/or wireless connectivity with nomadic devices (e.g., smart phones, tablets, audio players) and other portable electronic equipment (e.g., cameras).

–The VGP should support communication with data broadcast networks such as frequency modulation-radio data system (FM-RDS).

–The VGP should be able to communicate with a fixed roadside infrastructure system via WWANs (e.g., wireless MAN, 3G, 4G) or wireless local area networks (WLANs) (e.g., DSRC).

–The VGP should be able to communicate with ad hoc roadside infrastructure (e.g., temporary roadwork beacons).

–The VGP should be able to communicate with other vehicles via WWANs (e.g., wireless MAN, 3G, 4G) or WLANs (e.g., DSRC).

–The VGP should be able to communicate with a road safety device carried by pedestrians and bicycles via WWANs (e.g., wireless MAN, 3G, 4G) or WLANs (e.g., DSRC).

7.2In-vehicle connection requirements

In order to achieve vehicle diagnostics, control or vehicle data acquisition, the VGP should connect to the in-vehicle network. The in-vehicle connection requirements for the VGP are as follows:

–The VGP shall support the wired and wireless connectivity with the in-vehicle network and allow bidirectional communication with the connected electronic control units (ECUs) and sensors in the vehicle.

–The VGP shall support the control and management functions for communicating between external applications and the ECUs.

–When applications running on nomadic devices require access to in-vehicle networks, the VGP shall support authorisation management.

–When applications running on remote servers require access to in-vehicle networks, the VGP shall support authorisation management.

–The VGP shall support authorised access for services running within the VGP to access in-vehicle networks. When services running over the VGP require access to in-vehicle networks, the VGP shall support authorisation management.

7.3Communication management requirements

The communication management requirements for the VGP are as follows:

–The VGP should allow external applications accessing the VGP to select the communication interface to use for transmission and reception of data.

–The VGP should allow services running over the VGP to select the communication interface to use for transmission and reception of data.

–The VGP should allow configuration of the transmission power level used for wireless communication with a device attached to the VGP in order to support a variable distance of transmission.

–The VGP should provide communication interfaces with different levels of QoS to cater to different communication scenarios.

–The VGP should provide communication interfaces with different levels of transmission priority settings to cater to different communication scenarios.

–The VGP should support selection of the access network according to certain criteria. For example, according to the type of service or network quality.

–The VGP should have a link layer address that identifies a radio transceiver attached to the VGP.

–The VGP should keep track of the connection status and quality of the connection for both the external networks and in-vehicle networks.

7.4Communication security requirements

The communication security requirements for the VGP are as follows:

–The VGP shall support access security policies for external equipment and platforms.

–The VGP shall protect against cyberattacks.

–The VGP shall support data exchange security policies on open systems interconnection (OSI) 1-4 layer.

–The VGP shall support network end-to-end security functions to secure data transmission from the VGP to external devices (e.g., cloud servers, other VGP, nomadic devices).

–The VGP shall implement medium access security for communication between the VGP and the in-vehicle network as well as between the VGP and external networks.

–The VGP shall guarantee secure data exchange between the external network and the in-vehicle data bus.

–When the relaying function (see clause I.1) is available, the VGP shall support some security functions to authenticate the request for relaying.

–When the relaying function (see clause I.1) is available, the VGP data relaying service shall be secured at every layer of the data flow.

7.5Networking requirements

–The VGP shall support the routing of packets between an external network and an in-vehicle network.

–The VGP shall support the routing of packets within a single external network or among multiple external networks.

–The VGP shall support IP-based and non-IP-based connections.

–The VGP shall support network address translation (NAT) functions for in-vehicle devices connected to in-vehicle networks and nomadic devices connected via an external network.

–The VGP shall support IPv4 and has optional support for IPv6 protocols.

–The VGP should support IP session handover across different IP sub-networks using the same wireless interface or different wireless interfaces.

–The communication devices attached to the VGP shall perform unicasting and should be capable of broadcasting and multi-casting messages to other VGPs or external devices.

–The VGP should be able to obtain its location information and transmit data within certain geographical boundaries (geo-casting).

–The VGP should provide data relaying services for a VGP using the same or different wireless communication interfaces.

–Relaying services should include configurable relaying service levels. The delay and bandwidth profile of the end-to-end relaying channel can be configurable based on user profiles and QoS settings.

–The VGP should be configurable to support data relaying.

–The VGP should implement one or several routing schemes to handle the relaying of the data.

8Service requirements for VGP

8.1Driver distraction management requirements

To mitigate driver distraction and workload, driver interaction with applications should be managed so that the driver is able to maintain situational awareness. Driver distraction management requirements for the VGP are as follows:

–The VGP shall acquire situational driving information from external entities.

–The VGP, to mitigate driver distraction, shall control when and how applications are used by the driver while driving the vehicle.

8.2Session management requirements

The VGP is the hub of data/message exchange. Session management requirements for the VGP are as follows:

–The VGP shall support the routing and dispatching management of data/messages.

–The VGP shall support a data format process to guarantee high efficiency of data transportation.

–The VGP should support standard APIs to communicate with the local/cloud-based applications.

8.3In-vehicle data resource access management requirements

In-vehicle data resource access management is an independent and isolated function to allow data exchange among external applications and the in-vehicle network. In-vehicle data resource access management requirements for the VGP are as follows:

–The VGP shall support selecting, organizing and converting in-vehicle data required for each managed function type (e.g., air conditioning, infotainment system, seat control, power train) in order to present data in a uniform and generic way.

–The VGP shall support access control functions so that an application or a service has access to only in-vehicle resources for which it has been authorized.

–The VGP shall support external application access to in-vehicle resources in a uniform way for the particular type of in-vehicle buses.

8.4Driver-vehicle access management requirements

A driver-vehicle interface (DVI) is not included in the VGP. However, the VGP can control the interaction between applications and the DVI. The driver-vehicle access management requirements for the VGP are as follows:

–The VGP shall manage requests from applications to the DVI according to pre-configured policies or driving situations.

–The VGP shall manage instructions from the DVIs to applications according to pre-configured policies or driving situations.

–The VGP should manage the remote UI to approach the interface between applications and the DVI.

8.5High-layer security requirements

If the higher-layer security policies are implemented, the high-layer security requirements for the VGP are as follows:

–The VGP shall protect against software attacks which target software vulnerabilities.

–The VGP shall support access control policies of applications.

–The VGP shall support user data privacy protection.

–The VGP shall support cipher, key, digital signature and certificate management.

8.6Software management requirements

To maintain the VGP, improvements of current services and the potential deployment of new services inside and outside the VGP, it is required that the VGP provides the following requirements:

–The VGP shall support software management from external devices or servers in a safe, secure and flexible way. In particular, it shall be able to manage monitoring, adding, removing and updating of software packages.

–The VGP shall support software management of services running inside the VGP in a safe way.

–The VGP shall support software management of services running over in-vehicle devices connected to the VGP through in-vehicle buses in a safe way.

–The VGP shall support software version checking to ensure software version coherency between the various devices and services.

–The VGP shall maintain and provide access to a journal containing all management operations performed by the VGP. This journal must be protected with signature and encryption schemes in order to provide reliability and verifiability of the logs.

8.7Application data management requirements

To maintain the VGP and improvements of current services, it is required that the VGP provides the following requirements:

–The VGP shall support application data management from external devices or servers in a safe, secure and flexible way. In particular, it shall be able to manage reading, adding, removing and modifying application data.

–The VGP shall support, in a safe way, application data management of services running inside the VGP.

–The VGP shall support, in a safe way, application data management of services running over in-vehicle devices connected to the VGP through in-vehicle buses.

–The VGP shall support application data version checking to ensure coherency with the software version running over the VGP or in-vehicle devices.

–The VGP shall support application data sharing among different services and access management (ownership, permissions).

–The VGP shall provide the capability to associate some metadata to data entries, such as size, data type.

–The VGP shall maintain and provide access to a journal containing all accesses and operations done to any data entries and their associated metadata. It must be protected with signature and encryption schemes in order to provide reliability and verifiability of the logs.


Appendix I

VGP use cases

(This appendix does not form an integral part of this Recommendation.)

I.1Background

The following entities consume or initiate the interactions with the VGP. They are used to describe the various use cases:

–Vehicle gateway platform

–Vehicle sensors and input devices (e.g., global navigation satellite system (GNSS), cameras)

–Vehicle controller system (e.g., ECUs)

–Drivers

–Passengers

–Infrastructure systems (e.g., RSU)

–External mobile devices

–In-vehicle nomadic or mobile devices (e.g., navigation devices, tablet PCs)

–Servers (e.g., cloud servers)

–Pedestrians

–Call centres.

I.2Vehicle-to-vehicle interaction use cases

Vehicle-to-vehicle interaction may occur under several usage scenarios and the interactions may be triggered by various entities, see Figure I.1.
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Figure I.1 – Vehicle-to-vehicle scenario

Examples of vehicle-to-vehicle use cases are described in the following clauses.

I.2.1Vehicle-to-vehicle safety scenario

In the vehicle-to-vehicle safety scenario, real-time information of a vehicle such as its speed, direction, location, etc., is collected from in-vehicle sensors (within the VGP or possibly connected to vehicle controllers) by the VGP and is broadcast to the surrounding vehicles. The surrounding vehicles will then collect this information and use it to derive the safety context of the environment. Once the safety context is fully understood, the vehicles can then derive other safety warnings such as lane change warnings, forward collision warnings, etc. Besides sending raw sensor information, the VGP may also send processed safety context information in the form of alarms or warning messages to other vehicles. For example, if a vehicle senses an obstacle ahead, the vehicle could send this information to other nearby vehicles. This information can be sent either in a broadcast, unicast, multicast or geo-cast manner. The processed safety information or warnings that are received by a vehicle may also be displayed by a UI attached to the VGP or sent to the UI of a nomadic mobile device associated with the VGP.

The vehicle-to-vehicle safety messages may be set as high-priority messages and transmitted over a dedicated wireless channel (frequency or timeslot) or a dedicated radio device. For this vehicle-to-vehicle safety scenario, security functions are implemented at every stage of information gathering, transmission and processing, to ensure the integrity of the data and processed information. Security functions are implemented to ensure that the integrity of the sensory data is not compromised by cyber security attacks. Transmission of data from one hardware/software block to another or from one vehicle to another is authenticated and secured along the entire transmission medium.

I.2.2Vehicle-to-vehicle data relaying

In the vehicle-to-vehicle relaying scenario, the VGP of a vehicle is used to relay data such as software updates, telematics data or application data to an end destination, which could be a vehicle or an infrastructure system. Such a use case could happen if an infrastructure system, driver, passenger (via mobile device) or vehicle chooses to use a relaying approach to reach the end destination because of lower-cost communication or perhaps due to the lack of other viable communication methods.

The delay and bandwidth profile of the end-to-end relaying channel can be configurable based on user profiles and QoS settings. The transmission of the vehicle-to-vehicle relayed data could be based on either unicast, broadcast, multicast or geo-cast. Security functions are implemented to ensure end-to-end data integrity and security. The VGPs participating in the relaying of data should ensure that no cyber security attacks to the relayed information have occurred.

I.2.3Platooning

The platooning scenario can be seen as a special case of a vehicle-to-vehicle safety use case. Real-time information of a vehicle such as its speed, direction or location is collected from the in-vehicle sensors (or possibly vehicle controllers) by the VGP and is broadcasted, unicasted or multi-casted to the vehicles in the platoon. The lead vehicle that controls the platoon uses this information to derive the movement control information and surrounding safety context information of the environment.

The processing of the movement control and surrounding safety context information, which is required to implement the platooning functions, can be carried out by a separate vehicle controller or by the VGP. In either case, the movement control information and safety context information is sent to the vehicles in the platoon to control their movement via the VGP. For the platooning scenario, security functions are implemented at every stage of information gathering, transmission and processing to ensure the integrity of the data and processed information. Security functions are implemented to ensure that the integrity of the sensory data is not compromised by cyber security attacks. Transmission of data from one hardware/software block to another or from one vehicle to another is authenticated and secured along the entire transmission medium.

I.3Vehicle-to-infrastructure interaction use cases

Vehicle-to-infrastructure interaction may occur under several usage scenarios and the interactions may be triggered by various entities. Vehicle-to-infrastructure interaction may happen either through WWANs (e.g., cellular networks) or WLANs (e.g., DSRCs) and typically cover the interaction between vehicles and roadside infrastructure (which are normally transportation-related infrastructure physically located within the road networks); see Figure I.2.
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Figure I.2 – Vehicle-to-infrastructure scenario

Examples of vehicle-to-infrastructure use cases are described in the following clauses.

I.3.1Vehicle-to-infrastructure safety

Vehicle-to-infrastructure safety scenarios involve the interaction between a vehicle and roadside infrastructure to provide navigation safety to drivers. One example is an intersection safety system which consists of roadside sensors that collect contextual information of positions and movement of vehicles and other road users. The system will then process the trajectory of the detected objects and provide warnings to vehicles or drivers navigating an intersection.

Another vehicle-to-infrastructure safety service is the traffic controller signal phase and timing information, which can be used by the vehicle or driver to plan their movement through an intersection. In these vehicle-to-infrastructure examples, processed safety information can be broadcast to the vehicles from the roadside infrastructure. Vehicles can also assist the safety system by sending their real-time information such as speed, direction, location, etc., which is collected from the in-vehicle sensors (within the VGP or possibly connected to vehicle controllers) by the VGP to the roadside infrastructure. For example, if a vehicle senses an obstacle ahead, the vehicle could send this information to nearby vehicles. The information from the roadside infrastructure can be sent either in a broadcast, unicast or geo-cast manner. The processed safety information or warnings that are received by a vehicle can be displayed by a UI attached to the VGP or the UI of a nomadic device associated to the VGP. Some vehicle-to-infrastructure safety services such as vehicle priority at intersections may require a longer distance communication with the roadside infrastructure. In such cases, the VGP in the vehicle requesting the service may select a different radio communication unit or change its power setting to ensure a longer distance communication. While the examples given above describe a permanent roadside infrastructure setup, there can also be ad hoc deployment of roadside infrastructure such as temporary road works. The interaction of such a system is expected to be the same as the permanent setup. The vehicle-to-infrastructure safety messages may be set as high priority messages and transmitted over a dedicated wireless channel. The messages sent from the roadside infrastructure and vice versa is secured at every stage of the message flow. Security functions are implemented to ensure that the integrity of the sensory data from the vehicle and the messages from the infrastructure are not compromised by cyber security attacks.

I.3.2Vehicle-to-infrastructure traffic management

The vehicle-to-infrastructure traffic management use case involves the use of roadside infrastructure to provide traffic management functions and services such as ETC, probe data collection from vehicles, traffic information upload and download. The interaction between the VGP and the roadside infrastructure is similar for these services. In the road toll collection system, the VGP may be connected to a payment system (pre-paid or post-paid). The payment transaction for the ETC system involving the VGP and the roadside infrastructure must be secured to ensure no fraudulent payment. For the probe data collection, the VGP may upload a pre-recorded probe data collected by the VGP or real-time data to the infrastructure device. Similar to the vehicle-to-infrastructure safety use case, security functions are implemented to ensure that the integrity of the data from the vehicle to the infrastructure and vice versa is not compromised by cyber security attacks.

I.3.3Vehicle-to-infrastructure commercial and access control

Vehicle-to-infrastructure commercial and access control services could be services provided by commercial companies, transport authorities or other governmental agencies. For example, commercial services could include parking management, rental car transaction, vehicle diagnostic and fuelling station. In most cases, the interaction between the infrastructure and vehicle is similar to the vehicle-to-infrastructure traffic management use case, whereby there is an infrastructure device at the roadside. In some cases, it may involve the interaction between a third-party mobile device (external but nearby the vehicle) and the VGP. One such case is the use of mobile diagnostic equipment carried by vehicle service personnel to query information about a vehicle’s status. In this case, the VGP will allow authorised access to the vehicle’s ECUs. In another case, a parking attendant may use a mobile device to communicate with the VGP to request parking status from the vehicle. Some of these services may even use an NFC to communicate between the external mobile device and the VGP. Access control services include border crossing applications and drive-through applications. In these applications, the use of secure credentials and unique identification to identify the vehicle or its owner is important. In some cases, for example, when a vehicle is in a service centre, the authentication approach may even involve two-level authentication, which requires the user to key in a special code via the VGP’s UI.

I.4Vehicle-to-nomadic device interaction use cases

Vehicle-to-nomadic device interaction use cases include the interoperation among the VGP and nomadic electronic products such as mobile devices, personal productivity devices (e.g., notebooks, tablets) and navigation devices. See Figure I.3.

As nomadic devices can cause driving distractions, the interaction and interfaces to the applications of vehicle-to-nomadic devices need to be carefully designed. Nomadic devices may be used for starting voice calls or accessing telematics applications. Nomadic devices may also be used by drivers or passengers within a vehicle to access Internet applications. Some examples of vehicle-to-nomadic device usage categories are as follows:
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Figure I.3 – Scenario of vehicle-to-nomadic device interaction

Example 1: A driver can start/hang up a voice call through the UI (e.g., touch screen, button, microphone) attached to the VGP and through the communication link in a nomadic device. The VGP may synchronize the application data (e.g., address book) with the nomadic device.

Example 2: The VGP can be used as a personal hotspot for nomadic devices carried by a driver or passengers. Pre-configured pairing or per-session pairing (with perhaps manual password entry) to access to the in-vehicle hotspot is possible. In this scenario, the VGP must ensure that the UI operation causes minimal driver distraction.

Example 3: Nomadic devices may also interoperate with the VGP to access UI support functions such as automatic speech recognition (ASR)/text to speech (TTS)/remote UI technologies that can reduce driver distraction. For example, a personal navigation device can be used for navigation purposes. In this scenario, the device may have its own sensors such as GNSS/inertial navigation system (INS) or may access the VGP to obtain geographic information. The navigation device can use remote UI technology to project the applications on the vehicle’s screen via the VGP. The navigation device may also access the audio devices through the VGP to output the audio feedback of route guidance or use the TTS/ASR applications to provide an audio input from the driver to control the navigation device. The VGP may connect to a sensor such as a video camera that can track a driver’s distraction level to decide on what kind of UI can be used by the driver when using nomadic devices.

I.5Vehicle-to-cloud interaction use cases

The vehicle-to-cloud use cases include the interoperation between the vehicle and the cloud-based servers; see Figure I.4.

Within a vehicle, the originator of information could be a passenger, the driver, in-vehicle mobile devices, VGPs or the vehicle owners. In the vehicle-to-cloud use cases, the interaction occurs through the WWAN (e.g., cellular networks) or short/medium range (e.g., DSRC, IEEE 802.11) communication infrastructure.

Some examples of vehicle-to-cloud use cases are described in the following clauses.

[image: image]

Figure I.4 – Scenario of vehicle-to-cloud-based server

I.5.1Vehicle-to-cloud emergency scenario

When a crash or accident occurs, an emergency call to the call centre of the telematics service provider (TSP) or public service answering point (PSAP) is initiated automatically or by manually pressing the emergency call button in the vehicle. At the same time, the geolocation data, accident information and vehicle identification number (VIN) of the vehicle are transmitted to the TSP or PSAP. The TSP or PSAP operator communicates to the public rescue agency immediately to take action and provide medical and/or roadside assistance. A good example of this use case is the European Union’s eCall plan for all of Europe, which strives to shorten rescue time in accidents and save many lives each year.

I.5.2Vehicle-to-cloud telematics scenario

Some examples of a TSP’s services include: emergency call, B-call, anti-theft, remote diagnostic and control, navigation assistance, eco-driving, infotainment and remote software update.

The following is a non-exhaustive list of vehicle-to-cloud telematics scenarios:

–B-call scenario: When a vehicle breaks down, the driver presses a button in the vehicle to start a call to the call centre and transmits the GNSS information of the vehicle. The operator at the call centre contacts the rescue agency to provide quick roadside assistance.

–Anti-theft scenario: When a vehicle is stolen, the driver can start a call to the call centre. The operator can communicate with the vehicle and remotely track the vehicle. The operator can take proper actions, such as alerting the police, immobilizing the vehicle, etc.

–Remote control scenario: Drivers can remotely control heating and ventilation in the vehicle to start during winter/summer by using a mobile phone or calling the call centre. Also, in this scenario, when a driver forgets their key, they can unlock the vehicle by using an authorised mobile phone or calling the call centre.

–Eco-driving scenario: Eco-driving can promote good driving behaviour, increase fuel-efficiency and reduce carbon emissions. The VGP collects real-time vehicle operation information and transmits this information to a remote telematics platform. The telematics platform analyses the data and sends driving suggestion reports to the driver.

–Navigation assistance scenario: Navigation assistance provides the functions of path planning and navigation. Drivers can press a button to start a call to the call centre and speak with an operator. The driver can provide their destination and require assistance. The operator searches for the best routes and sends this information to the VGP. The VGP can either transmit this information to the vehicle’s built-in navigation system or to a nomadic device connected to the VGP.

Other examples of telematics applications are infotainment applications. These applications include: weather conditions, point of interest (POI) searching (e.g., gas stations, parks and restaurants), booking services (e.g., plane tickets, restaurants, hotels), online news and online music.

Most of the telematics applications mentioned above require a remote software update feature. Remote service or application update may occur in the VGP or nomadic devices attached to the VGP. The VGP may periodically connect to various service providers’ cloud servers to retrieve software binary updates and to apply bug fixes or version updates to provide new features. Once the files are downloaded, the VGP can help coordinate the installation of the files to the corresponding modules. The entire process of software updates to the nomadic devices or the VGP must be secure to protect against cyber security attacks. For applications downloaded to a nomadic device, proper authentication with the VGP must be present to ensure secure communication.

I.5.3Vehicle-to-cloud usage-based insurance

Usage-based insurance (UBI) service involves the collection, by insurance companies, of actual driver behaviour data and is used for linking premium pricing schemes in accordance with actual mileage and driving behaviour.

Data can be collected with the aid of the VGP, a digital map with current speed limits for various road links, etc., and matching how, where, when, and at what speeds the vehicle is driven. These data are transmitted to the insurance company and reduce ambiguous information about driving patterns making it possible to charge an individual a customised premium.

I.6Vehicle-to-pedestrian and bicycle interaction use cases

The vehicle-to-pedestrian and bicycle use cases cover mainly the safety aspects of pedestrians or vulnerable users. In the vehicle-to-pedestrian and bicycle use cases, a mobile device carried by road users would send out its location via a dedicated short-range communication medium (e.g., DSRC) to warn drivers. For example, when a pedestrian appears from behind a parked car or other obstruction, the driver in the vehicle would receive an alert. The pedestrian may also get an alert on their mobile device. The authentication of the mobile device in this use case is important to protect against cyber security attacks or unwanted disruption to the operation of the vehicle.
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