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Recommendation ITU-T D.1140/X.1261 

Policy framework including principles for digital identity infrastructure 

 

 

 

Summary 

Recommendation ITU-T D.1140/X.1261 sets out a policy framework including principles for digital 

identity infrastructure while recognizing the sovereign right of each Member State to regulate its 

Telecommunications. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes 

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 

mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 

Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other 

obligatory language such as "must" and the negative equivalents are used to express requirements. The use of 

such words does not suggest that compliance with the Recommendation is required of any party. 
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Introduction 

As the world is getting more connected, more services are being made available online by 

governments and service providers. While it is encouraged to be a part of this digital revolution, the 

underlying conundrum of identification remains a barrier. Enabling access to all sections of the 

society – to the economy, its infrastructure, and its institutions – can be a challenge due to absence of 

an identity mechanism that is accepted across all domains. Individuals need to identify one another 

and to identify themselves for access to a host of government and non-government services. Absence 

of easily verifiable identity mechanism can contribute towards exclusion, as an individual maybe 

unable to prove his/her identity, which can prove to be a barrier that may prevent the individual from 

accessing telecommunication services/other services (banking, access to credit)/benefits and 

subsidies being provided by governments. Thus, proof of identity becomes a prerequisite for socio-

economic development. 

There are many benefits that can be derived from a mechanism that uniquely identifies a legal form 

of data including, inter-alia, an individual or entity and ensures instant identity verification and 

authentication. The ability to prove one’s identity easily and instantaneously can reduce transaction 

costs and improves user satisfaction. One of the ways to achieve this goal is through digital identity 

(digital ID) programmes, central registries storing personal data in digital form and credentials that 

rely on digital, rather than physical, mechanisms to authenticate the identity of their holder. 

However, views on protection of digital identity tend to take one of the two extremes: (i) Create 

powerful safeguards to keep private information private or (ii) let businesses and governments do 

what they need to do in order to realize the economic potential of the big data arising out of the digital 

identity implementation. Member States, regulators, advocacy groups and individuals are concerned 

about misuse of private information. There is clearly a need to create a balance, which maximizes 

economic output and at the same time protects the privacy of the individuals. In the current situation, 

having a policy framework including principles for digital identity programmes has become a key 

priority area for ITU Member States. 
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Recommendation ITU-T D.1140/X.1261 

Policy framework including principles for digital identity infrastructure 

1 Scope 

This Recommendation proposes a policy framework for digital identity, including principles for 

designing digital identity infrastructure. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the currently 

valid ITU-T Recommendations is regularly published. The reference to a document within this 

Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

None. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 attribute [b-ITU-T X.1252]: Information bound to an entity that specifies a characteristic of 

the entity. 

3.1.2 authentication [b-ITU-T X.1252]: A process used to achieve sufficient confidence in the 

binding between the entity and the presented identity. 

3.1.3 authorization [b-ITU-T Y.2720], and [b-ITU-T X.800]: The granting of rights and, based 

on these rights, the granting of access. 

3.1.4 digital identity [b-ITU-T X.1252]: A digital representation of the information known about 

a specific individual, group or organization. 

3.1.5 entity [b-ITU-T X.1252]: Something that has separate and distinct existence and that can be 

identified in context. 

NOTE – An entity can be a physical person, an animal, a juridical person, an organization, an active or passive 

thing, a device, a software application, a service, etc., or a group of these entities. In the context of 

telecommunications, examples of entities include access points, subscribers, users, network elements, 

networks, software applications, services and devices, interfaces, etc. 

3.1.6 identification [b-ITU-T X.1252]: The process of recognizing an entity by contextual 

characteristics. 

3.1.7 identifier [b-ITU-T X.1252]: One or more attributes used to identify an entity within a 

context. 

3.1.8 personally identifiable information (PII) [b-ITU-T X.1252]: Any information a) that 

identifies or can be used to identify, contact, or locate the person to whom such information pertains; 

b) from which identification or contact information of an individual person can be derived; or c) that 

is or can be linked to a natural person directly or indirectly. 
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3.2 Terms defined in this Recommendation 

This Recommendation defines the following term: 

3.2.1 digital identity infrastructure: A system that has a set of functions (e.g., issuance, 

administration, management and maintenance, discovery, communication exchanges, policy 

enforcement, authentication and assertions, security) for identification, authentication and 

authorization of the digital identity of an entity (e.g., identifiers, attributes, etc.). 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

API Application Programming Interface 

DII Digital Identity Infrastructure 

PII Personally Identifiable Information 

PKI Public Key Infrastructure 

5 Conventions 

None. 

6 Policy framework and principles for digital identity infrastructure 

6.1 Policy framework 

6.1.1 Member States are encouraged to establish a digital identity infrastructure (DII) for the 

issuance of digital identities that can be used for the targeted delivery of public services which may 

include subsidies, benefits and services. The DII can be used by various social welfare programmes. 

Commercial enterprises, service providers and others may also use DII for the targeted delivery of 

their services. Member States should work to ensure that there is coordination amongst the relevant 

government agencies and stakeholders involved in the roll-out and management of DII. 

6.1.2 Member States should encourage the issuance of digital identities which are secure, robust 

enough to eliminate fake and duplicate identities, and can be verified and authenticated in a cost-

effective way. 

6.1.3 Member States should encourage the availability of digital identities for a wide range of 

services through open and secure interfaces. 

6.1.4 Member States should ensure that DII performs three main functions: 

• Identification (in order to establish identity); 

• Authentication (in order to assert identity); and 

• Authorization (in order to authorize the use of the digital identity). 

6.1.5 Digital identity programmes established by Member States should ensure that every 

resident/user, who is otherwise entitled to obtain a digital identity, does so when they submit 

necessary information. 

6.1.6 Member States should also consider promoting special measures for, and facilitating the 

issuance of digital identities to vulnerable sections of the society, in particular, senior citizens, persons 

with disabilities, as well as residents living in underserved areas that may not have a permanent 

address. 

6.1.7 Member States should take adequate measures to safeguard digital identities from cyber 

threats. 
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6.1.8 It is the sovereign right of each country to regulate its telecommunications and, as such, to 

regulate the provision of digital identity infrastructure (DII) in the context of national laws, regarding 

data-protection. 

6.2 Guiding principles for digital identity infrastructure 

6.2.1 When creating digital identity infrastructure, Member States should apply principles and 

policy considerations on universality, accessibility, auditability and protection of personally 

identifiable information (PII) throughout the technology design and development stages. 

6.2.2 The design of digital identity infrastructure should take into consideration the following 

principles: 

• Simplicity 

– Easy to implement and use 

• Unbundling 

– Attributes are unbundled from the entity 

• Minimization 

– The attributes used for creating digital identity should be necessary and proportionate 

• Uniqueness 

– Member State issue only one digital identity per user/resident for access to government 

services 

• Openness 

– Based on open application programming interfaces (APIs) 

• Security 

– Infrastructure should be secure from unauthorized access, leaks, breaches, theft, etc. via 

the use of public key infrastructure (PKI) amongst others. 

6.2.3 The design of DII must be flexible and scalable to meet the future requirements as digital 

technology evolves further. 
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