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PEKOMEHIAIIMN MC3-T CEPUU X

Cetn nepeaavyv 1aHHbIX, B3AUMOCBA3b OTKPBITBHIX CUCTEM H 0€e30MacHOCTh

CETHU IIEPEAAYU JAHHBIX OBIIEI'O ITOJIB30OBAHUA
B3ANMOCBA3b OTKPBITBIX CUCTEM
B3AUMOJIEMCTBUE MEXY CETIMU
CUCTEMBI OBPABOTKU COOBILIEHUIA
CITPABOYHUK
OPTAHU3ALINSA CETU BOC U CUCTEMHBIE ACTIEKTHI
VYIIPABJIEHUE B BOC
BE30OITACHOCTb
MMPUJIOXXEHU S BOC
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BE30ITACHOCTb KUBEPIIPOCTPAHCTBA
BE3OITACHBIE ITPUJIOXEHUSA U YCIIVIU (2)
CBsI3b B UpE3BBIYaHHBIX CUTYaIIHIX
Be3oracHOCTh MOBCEMECTHBIX CEHCOPHBIX CETEH
Be3onacHOCTH YMHBIX JJIeKTpOCeTel
CepruduuppoBaHHas 3JI€KTPOHHAS MOYTa
be3zonacHocts nHTepHETa Benie (IoT)
be3onacHOCTh HHTEIUIEKTYaNIbHBIX TpaHcOpTHBIX cucteM (MTC)
be3zonacHocThk TexHOMOrNMN pacnpeaenaeHHoro peectpa (DLT)
besonacHocTh mpuitoxenuit (2)
besonacHocTh BeG-cpeab (2)
OBMEH MH®OPMAIIMEN, KACAIOIIENCS KUBEPBE3OITACHOCTU
BE30ITACHOCTD OBJIAUHBIX BIYMCJIEHUIA
KBAHTOBAS CBA13b
BE30ITACHOCTD JAHHBIX
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X.1-X.199
X.200-X.299
X.300-X.399
X.400-X.499
X.500-X.599
X.600-X.699
X.700-X.799
X.800-X.849
X.850-X.899
X.900-X.999
X.1000-X.1099
X.1100-X.1199
X.1200-X.1299
X.1300-X.1499

X.1300-X.1309
X.1310-X.1319
X.1330-X.1339
X.1340-X.1349
X.1350-X.1369
X.1370-X.1399
X.1400-X.1429
X.1450-X.1459
X.1470-X.1489

X.1500-X.1599
X.1600-X.1699
X.1700-X.1729
X.1750-X.1799
X.1800-X.1819

s nonyuenus 6onee nodpodnoii ungopmayuu npocvba obpawamucs k [lepeunto Pexomenoayuii MCO-T.




Pexomenpamusa MCD-T X.1333

PyKOBO)Iﬂ].[II/Ie YKazaHus 1Mo 0e30MmacHOCTH IpH UCIMOJIb30BAHUA MHCTPYMEHTOB
YAQJIEHHOI'0 A0CTYIIa B CUCTEMAX YIIPpABJICHUS, MOAKJIIOYCHHBIX K HHTCPHETY

HUcnpasaenue 1

Pe3iome

WuctpymenTsl yaaneHHoro goctyna (remote access tools — RAT) mUpoko HCHONB3YIOTCS B CHCTEMax
YHpaBJICHUA I ueﬂef/i KOHTPOJIA, YIIPABJICHHUA U TEXHUYCCKOT'O O6CJIy)KI/IBaHI/I$I, LITOGI)I CHHM3UTDH 3aTpaThbl Ha
TEXHUYECKoe OOCTYyXMBaHWE W MHUHUMH3HPOBATH BpeMsi pearupoBanusi mpu otkazax. RAT obecreunBaioT
BO3MOXHOCTb yJJAJICHHOTO YIPaBJICHHsI CHCTEMaMHU, HO B TO e BpeMs He3aluieHHas koHpurypamus RAT n
ysa3BuUMOCTH B RAT MoOryT 3Ha4MTensHO yBENMYMTH IUTOMIAAb aTaKW HAa CHUCTEMbI ympasieHus. HambGonee
CEephE3HYIO MPOOIIEMY MPECTABISIET HHTEpQEHC T0CcTya K CHCTEME YIIPABJICHUS U3 BHEIIHUX CETEH, KOTOPBIH
ITO3BOJIAECT OTKPBITH 3JIOYMBINUICHHUKAM JOCTYII K CUCTEME YIIPABJICHWA U3 MHTCPHETA.

B Pexomenmarun MCDO-T X.1333 mano obrmiee mpencraBieHHE O 0€30macHOM HCMONb30BaHMM RAT mis
MOHUTOPWHTA, YIPaBICHUS W TEXHUYECKOTO OO0CITyXuBaHWsA. B HacTosmelt PexkoMeHmanuu ompeneneHbl
YIrpo3bl JiIsl ceTeBOH KOH(UTypanuu, BO3HHMKAIONIME TpH ucrmonb3oBannd RAT, W mpejicraBiieHbI
PYKOBOASIINE YKa3aHWSI TI0 TPUMEHEHUIO O€30macHOW KOHPUTYypamuu HW Mep 0e30macHOCTH JUIS
ucnonb3oBanusg RAT B cucreMax ynpaBiieHUs, TOKIIOYCHHBIX K UHTEPHETY.

O0ecrieueHne yIOPAI0YSHHBIX CPEIACTB KOHTPOJISI 0€30MIaCHOCTH MPH UCHojib30BaHuu RAT Ob110 OBI TOJIE3HO
JUISL TIOCTABIIMKOB IUQPPOBBIX YCIYT, pabOTAOMMX C CHCTEMaMH YIPaBICHHS, BBHJY COKpAaICHUS
MOBEPXHOCTH aTak M yrpo3 M3 BHEIHHX cereil. Kpome Toro, menecooOpa3Ho ObLIO Obl BHIPOBHATH YPOBHU
0€30TaCHOCTH Pa3BHUTHIX M Pa3BUBAIOIINXCS CTPaH, TAK KaK 3Ta MpodiieMa NMeeT He JIOKATbHBIH, a TI00aTbHBIH
Xapakrep.

B Ucnpaenenuu 1 ucnpasistiorcs omuOky B myHkrax 4, 8.1.4 u 8.3.1.

XpoHosiornueckas cnpaBka’

HccnenoBarenbckas VHUKaTBHBIA
3 npanne Pexomenmanmsa VT1BepxaeHue
KOMHUCCHS UICHTUDHKATOD
1.0 MCD-T X.1333 07.01.2022 r. 17-s 11.1002/1000/14798
1.1 MCDH-T X.1333 (2022) Cor. 1 08.09.2023 r. 17-s 11.1002/1000/15523

KuroueBble ci10Ba

Cucrema YHOpaBJICHUS, PYKOBOIAIINEC YKA3aHWA, MHCTPYMCHTBI YAAJICHHOI'O AOCTYIIA, 0e30IMacCHOCTb.

Jnst mosmyvyeHus noctyna k Pekomennanyu Habepute B anpecHoM nole Bamero opaysepa URL http://handle.itu.int/,
MOCIIe KOTOPOT'O YKaXKUTE YHUKAJIBHBIA HICHTH(DHKATOp Pekomennanmu.
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IMPEAMCIIOBUE

MeXITyHapOIHBI COr03 AeKTpocBsizn (MCD) sBhseTCs CHENHMATH3UPOBAaHHBIM  yupekacHreM OpraHu3amuu
OObenrHeHHbIX Harmii B 001aCTH 37IEKTPOCBSI3H U MH()OPMAIIMOHHO-KOMMYyHUKannoHHbIX TexHosoruid (MKT). Cexkrop
crangaptuzaimu  saekrpocssu MCD (MCD-T) — mocrosHHBIE opran MCJO. MCD-T oTBewaeT 3a H3ydeHHE
TEXHUYECKHX, SKCIUTyaTallMOHHBIX ¥ TApH(HBIX BOIIPOCOB U 32 BHIITYCK PekoMeH1anuii o HUM ¢ IeJIbI0 CTaHIap TH3aIiH
3NEKTPOCBA3U HAa BCEMUPHOM OCHOBE.

Ha BcemupHoii accambiiee mo cranmaptusaun 3ektpocss3u (BACD), koTopas MpoBOMUTCS KaKIble YETHIpE TOJa,
OTIPEACTIAIOTCS TEMBI JUIA HM3YYCHHS UCCICIOBaTEeIbCKUMU Komuccusmu MCD-T, koTopeie, B CBOK oOYepeb,
BBIPa0aTHIBAIOT PEeKOMEHIAINY 110 3TUM TEMaM.

YrBepkaenne Pexomennanuiit MCO-T ocyiecTBiseTcss B COOTBETCTBHH C MPOLEAYpPOH, U3I0KeHHOH B Pesomtormu 1
BACD.

B HekoTopbIX 007acTAX WHGOPMAIMOHHBIX TEXHOJIOTHH, KOTOPBIE BXOAAT B KommeTeHnuo MCD-T, HeoOXoauMbIe
CTaHJIAPThI Pa3padaThIBAIOTCS Ha OCHOBE coTpyaundectBa ¢ UCO u MOK.

ITPUMEYAHUE

B mHacroseii Pexomennmanmu TepMuH agMuUHHCTpauus' UCIONBb3yeTCs Uil KPaTkocTH M 00O03HAYaeT Kak
aJMUHHUCTPALIMIO AIEKTPOCBA3M, TaK U MPU3HAHHYIO 3KCIITyaTallMOHHYIO OPTraHHU3aIHIO.

CoOumtozieHue MoJjoKeHUH AaHHOM PexoMeHIanuu OCyIIECTBISETCST Ha IOOpOBOJIBHOW oOcHOBe. OJHAKO JaHHas
PekoMeHJalus MOXET COJIepXKaTh HEKOTOpble 00s3aTeibHble MOJOXKEHHs (Hampumep, Uil —oOecriedeHHs
(YHKIMOHAJIBHOW COBMECTUMOCTH WJIM BO3MOXKHOCTH TIPHMEHEHUs), 1 B TaKOM cliydae coOutogeHne PekoMeHnanmu
AOCTUTACTCA NPU BBITOJIHEHUHN BCEX YKa3aHHBIX MMOJI0KEHUH. 21_]'[5{ BBIPpAXKCHUA Tpe6OBaHHﬁ HCIIOJIB3YIOTCA CJIOBa
"cnenyet", "nomken" ("shall") unu HekoTOpBIE NpyTHE 00s3BIBAIOIIIE BEIPAYKSHU S, TakKe Kak "00s3an" ("must"), a Taxke
UX OTpULaTeNbHble (GOpMbL. YTOTpeOjeHHe TaKUX CJIOB HE O3HA4YaeT, YTO OT KAaKOW-THOO CTOpOHBI Tpebyercs

cOOJIIOICHUE MTOJIOKEHUI JaHHONW PexoMmeHnanuu.

IIPABA MHTEJUIEKTY AJIbHOM COBCTBEHHOCTH

MCD ofpaniaer BHUMaHHE Ha BEPOATHOCTH TOTO, YTO NPAKTHYECKOE MPUMEHEHWE WM BBIIOJIHEHHE HACTOAIIEH
PexomeHmanmy MOKET BKJIIOYATh HCIOJIB30BAaHME 3asiBICHHOIO IpaBa HMHTEIUIEKTYaJbHOH cobcTBeHHOCTH. MCD
HE 3aHMMaeT KaKyo Obl TO HH OBUIO IO3HIMIO OTHOCHTEIHHO IOATBEPKICHHS, AeHCTBUTEIBHOCTH MM IPUMEHUMOCTH
3asBJICHHBIX [IPAB UHTEIUIEKTYaIbHOH COOCTBEHHOCTH, HE3aBHCHMO OT TOTO, JOKA3bIBAIOTCS JIM TaKWe MpaBa WICHaMU
MCD uiu apyruMy CTOpOHaMH, He OTHOCAIIMMUCS K TIPoIiecCy pa3paboTku Pekomennanmu.

Ha wMomenT yrtBepkaeHuss Hacrosmed Pexomenmampm MCD He TOMydYmsl HW3BEHMICHHsS 00 WHTEIUIEKTyaIbHOM
COOCTBEHHOCTH, 3aIIUIICHHON TaATEHTaMI, KOTOPBhIE MOTYT MOTPEOOBATHCS VIS BEITOHEHISI HACTOAIIEeH Pekomennarmu.
OpHako Te, KTO OyIeT IpUMEHSITh PeKOMeHIaInIo, TOJDKHBI UIMETh B BUJIY, YTO BBHIIIECKAa3aHHOE MOXKET HE OTpa)xaTh
CaMyI0 TIOCIIEAHIOK UH(OPMAILIUIO, M TIOITOMY UM HACTOSATEILHO PEKOMEHyeTCsl 00paIaThes K MATCHTHOW 0a3e TaHHBIX
BCD mo aapecy: http://www.itu.int/ITU-T/ipr/.

© ITU 2024

Bce mpaBa coxpanensl. Hu omHa U3 yacTelt naHHOH Iy OIMKaIini He MOKET OBITh BOCIIPOM3BEICHA C TIOMOIIBIO KAaKUX OBl
TO HU OBLIO CpPenCTB Oe3 MpeABapUTEIBHOTO MUCHMEHHOTO pa3perreHnst MCDO.
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Pexomenpamusa MCD-T X.1333

PyKOBO)Iﬂ].[II/Ie YKa3zaHus o 0e30IaCHOCTH NpHU UCNIMOJb30BAHUN UHCTPYMEHTOB
YAQJIE€HHOI'0 A0CTYIIAa B CUCTEMAX YIIPABJICHUSA, NOAK/IIOYCHHBIX K HHTEPHETY

HUcnpasiaenne 1

Ipumeuanue pedaxmopa. — [lannas nyoauxayus cooepoicum noauvill mexcm. H3menenus, @HocuMble

HacmoAauwum chpaeﬂeﬂuem, NOKAas3ansvl 6 pejcume npasKu OnHOCUMENbHO meKcma PeKOMeHdauuu
MCD-T X.1333 (2022 2.).

1 Cdepa npumenenns

B Hacrosmeit Pekomenaaiium npeicTaBieHbl pyKOBOASAIINE YKa3aHUs 110 0€30MacHOCTH NPH HCIIOIb30BaHUH
WHCTPYMEHTOB ynaieHHoro noctymna (RAT) B MOAKIIOYEHHBIX K HHTEPHETY CHCTEMAax YIIPABICHUS B CETIX
anekTpocBs3u. OHa OXBaTHIBAET CIEAYIOIINE BOIIPOCHL:

. BBISIBJICHHE YTPO3, CBA3aHHBIX C He3alluIieHHOH KoHpurypamueld RAT, 1 ux BIHsSHUE Ha CHCTEMBI
YIPaBJICHMUSL, TOAKIIOYEHHBIE K UHTEPHETY;

. Mepbl 6€30MaCHOCTH M UX 000CHOBaHUE ISl 3aIUIIeHHON KoHpurypaunu RAT;

. PYKOBOJSILUE YKa3aHUS [0 PeAIN3al1 KaXI01 U3 Mep 0e30I1aCHOCTH; U

. npumep 3amuineHHon konpurypamnuu RAT (em. JJononuenue ).

2 CnpaBo4Hble JOKYMEHTBI

Ykazanusie HIke Pekomennaruu MCO-T u qpyrue cripaBogHbIe JOKYMEHTHI COIEPKAT MOJI0KEHUS, KOTOPHIS
IyTEM CCHUIOK Ha HUX B JAHHOM TEKCTE COCTaBISIOT MOJIOKEHHUs HacTosAmed Pexomenmammu. Ha MomeHT
myONMMKaMy yKa3aHHble W3MaHUs Obun AelcTByromuMHu. Bce PexoMmenpanmu u Apyrme cripaBOYHbBIE
JOKYMEHTBI MOTYT TIOJBEpraTbCci MEPEecMOTPY; TIOITOMY IIONB30BaTeNsAM JaHHOW Pekomenmaruu
mpemaraeTcss M3yYUTh BO3MOXKHOCTh TPHMEHEHHUS IIOCIEAHEr0 W3AaHWA PexoMeHmanmwii ¥ ApyTHUX
CIPaBOYHBIX JOKYMEHTOB, IIEPEUMCICHHBIX Hroke. llepedeHb AEHCTBYIOIIMX Ha HACTOSIIMA MOMEHT
Pexomenmarnit MCO-T perynsapao mybmukyercsa. Ccbllka Ha JOKYMEHT, MPHUBEISHHBIH B HACTOAIIECH
Pexomenmainu, He IpUIAeT eMy KaK OTAEITBPHOMY TOKYMEHTY cTaryc PexoMenmanu.

OTCyTCTBYIOT.
3 Omnpenenenus
3.1 Tepmunsl, onpeaeaeHHbIe B IPYTHX JOKYMeHTaX

B nactosmeit Pekomenganum ucnoab3yeTcsl CIEAYIOIUN TEpMUH, ONPEAEICHHBIN B APYTUX JOKYMEHTaX.

3.1.1 wunrepdeiic yenoBek—mamuna (human machine interface) (HMI) [b-IEC 61924-2]: Yacts
CHCTEMBI, C KOTOpOH B3amMOJAeHCTByeT omeparop. UHTepdeiic — 3T0 COBOKYIMHOCTh CPENCTB, C IMTOMOIIBIO
KOTOPBIX TIOJBh30BATEIN B3aMMOJEHCTBYIOT C MAIIMHON, YCTpOWCTBOM MM cucteMoil. HHTepdeiic
MPENOCTABIISIET CPEACTBA BBOAA CUTHAIIOB, MIO3BOJISIOIIME TOIb30BATENSIM YIIPABIISTh CUCTEMOM, M CPEICTBA
BBIBOJa CUTHAJIOB, TIO3BOJIAIOLINE CHCTEME HH()OPMHUPOBATH I1OJIb30BaTENEH.

3.2 Tepmunsl, onpeaeaeHnble B HacTos el Pexomenaanuu

OTCyTCTBYIOT.
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4 CoxpaineHusi # aKPOHUMBI

B nacrosmei PCKOMGHI{&HI/II/I HCIIOJIB3YIOTCA CICAYIOIINUEC COKpAIICHUSA U aKPOHUMBL.

DDoS Distributed Denial of Service

Pacnipenenennsiii 0Tka3 B 00CITy)KUBaHUU

DMZ Demilitarized Zone Jlemunutapu3zoBaHHast 30Ha

DNS Domain Name Service Cnyx0a TOMEHHBIX UMECH

DoS Denial of Service Ortka3 B 00CITy)KUBaHHU

EWS Engineering Workstation WnxenepHast pabovast CTaHIHsI

HMI Human Machine Interface NuTepdetic uesoBek—MalimnHa

ICMP Internet Control Message Protocol [TpoToko yrpaBIstoNmx cOOOIIEHU I
B UHTEPHETE

IDS Intrusion Detection System Cucrema 0OHApYIKEHHUS] BTOPKCHUI

IPsec Internet Protocol Security besonacHocTh nipoTokosia MHTEpHET

LAN Local Area Network JlokanbHas ceTb

MAC Media Access Control VrpasieHue JOCTYIIOM K Cpejie Tepeaadn

MDM Mobile Device Management VYpaepieHue MOOHIIBHBIMU YCTPOHCTBAMH

NAC Network Access Control VupasieHue J0CTYIIOM K CETH

NFC Near Field Communication CBsi3b B OJIMIKHEM TT0JIE

PIN Personal Identification Number IlepcoHanbHbIN UACHTH(DUKAIMOHHBIH
HOMEp

PLC Programmable Logic Controller IIporpamMmMupyeMblii TOrH4eCKuii
KOHTPOJLIEP

RAT Remote Access Tool HMHCTpyMEHT yIIEHHOTO JOCTYIIa

RFID Radio Frequency Identification PamuodacToTHas HACHTHOUKAIIVS

SIEM Security Information and Event Vupasienue napopMaIiei 1 COOBITHAMM

Management Oe3omacHOCTH

SSH Secure Shell 3aIUIIeHHBIA KOMAaHIHBIN TPOLIECCop

SSL Secure Socket Layer [IpoToKOI 3aIMUIIIEHHBIX COKETOB

TLS Transport Layer Security be3omacHOCTh TPaHCIOPTHOTO YPOBHS

URL Uniform Resource Locator VHnUIupoBaHHBIN yKa3aTelb pecypca

VM Virtual Machine BupTryansHas MalmiHa

VPN Virtual Private Network BupryanbHast 4acTHast CETh

5 Cornamenus

B nacrosimeit PexoMenaanum ncnonp3yroTes CIeyONIue COTIaIeHNS.

KirtoueBoe crnoBo "cnmemyer" wim "momkeH" (should) o3nawaer TpeGoBaHHME, KOTOpPOE PEKOMEHIyeTCs,
HO HE SIBJIIETCS a0COIFOTHO HEOOXOIMMBIM.

KirtoueBoe croBo "mMoxet" (may) o3HadaeT HeoOs3aTenbHOe TpeOoBaHUE, KOTOPOE JOMMYCTHUMO, HO HE UMEET
PEKOMEH/IATEIbHOT0 3HAYCHUSI.

B Tekcte Hactosiiel Pekomenpanun wHOTAA BCTpeyaercs: ¢iaoBo "Moxetr" (can wiu could); B aTom ciydae
OHO 0003HAYaCT HAJTMYUE BOZMOKHOCTH.

Takue cioBa, kak "o0s3an™ (must), "ciexyer" (should), "6yzer" (will), durypupyronme B JJononnenuu I,
JIOJKHBI TOJIKOBAThCS KaK HE HECYIHe HOPMaTUBHOTO CMBICIIA.

2 Pex. MCD-T X.1333 (2022) Hcnp. 1 (09/2023)



6 0030p ucnoanzoBanns RAT B cuctemax ynpasJieHHsl, HOAKJIIOYEHHBIX K HHTEPHETY

Cucrembl yIpaBiIeHHs HCIIOJIB3YIOTCS Al AOCTHIKEHUS 1IeNIel IPON3BOICTBEHHON JESITEIbHOCTH, TAKUX KaK
MPOM3BOJCTBO M TPAHCIOPTHUPOBKA MaTepuajoB WM 3Heprud. CucreMa YyIpaBlIEeHHs OTBEYaeT 3a
oOecrieueHre >KeIaeMoro pe3yjbTaTa WM pElIeHHe MPOMBINUICHHONW 3amadu. YToObl rapaHTHpPOBAThH
paboToCocOOHOCTh CHCTEMBI  YNPABIICHHS, OINEPAaTOPbl KOHTPOJMPYIOT HHGOPMALUMI0 W JaHHbBIE,
MOCTyHaloIie OT JAaTYUKOB B TPOMBIIIIEHHBIX ceTAX (CM. pucyHOK 1). Ha ocHOBe 3THX HaHHBIX HU
WHPOpPMAIlUK OMEpPaTOpPbl MOTYT TPU HEOOXOAWMOCTH YNpPaBiATh cucTeMOd. CepBHCHBIE HHKEHEPHI
MOCTAaBIIMKA CUCTEMBl YIPABJICHUSI MOTYT MOJYYUTh JOCTYIl K CUCTEME yMpaBlIeHHs IS ee 00CITy>KUBaHUS
WM PElICHUS] TEXHUYECKUX Mpo0IieM.

Wuctpymentsl ynanenHoro goctyna (RAT) mmpoko HCnoab3yloTesl B IPOMBIIUICHHBIX CETSIX U1 KOHTPOJIS,
yIpaBJIeHHs 1 TEXHUYECKOTO 0OCITy>)KUBaHHS CUCTEM YIIPaBJICHHUS, YTOOBI CHU3UTH 3aTPaThl HA TEXHUYECKOE
o0ciy)KMBaHHE 1 MUHUMU3MPOBATh BpeMsi pearupoBanus npu otkaszax. Cornacuo oruety [b-Kruglov et al.],
B miepBoM mosryroguu 2018 roga RAT ucnonszoBanucek Ha 31,6% KOMIIBIOTEPOB CUCTEM YIIPABICHUS, U 3TO
0e3 yuera AMCTaHIIMOHHBIX MOJKITIOYEHNH K paboueMy CTOomy.

B OosnbiinHCTBE crcteM yrpaBiieHUuss RAT 0ObIYHO MCIIONB3YIOTCS IS PEIISHUs CIISAYIONIMX 3a/au:

. KOHTpOJIb/ynpaBieHue unrepdericom uenosexk—mammHa (HMI) ¢ paboueii cranium omneparopa;

. KoHTpoJb/ynpaBienue HMI ¢ nmxenepHoi paboueit cranium;

. MOJIK/TFOUCHHE HECKOJIBKUX OIEPATOPOB K OJHOM pabouell CTaHIMK OllepaTopa;

. MOJK/IIOUCHHE YJAJICHHBIX OIIEpaTOpOB K padoyel CTaHIMU OllepaTopa Yepe3 BHEIIHIOK CETh; U

. TEXHUYECKOE OOCITy>)KMBaHHME MOJIKIIOYCHHON K MHTEPHETY CHUCTEMBI YIIPABJIEHUS C KOMITBIOTEpa

CEPBHUCHOI'O MHXXCHEPA MOCTAaBIIMKA CUCTEMBI YIIPABJICHUA Y€PE3 BHCIIHIOKO CCTh.

DT ClieHapyy WCIOJIB30BaHMS MOKAa3bIBAIOT, YTO HCHOJh30BaHWe RAT B Hemsix KOHTpPONIA, YIpaBICHHUS H
TEXHUYECKOTO OOCITY)KUBAHUS CHCTEMBI YIPABICHHS MOXET OBITh 00s3aTeNbHBIM TpeOOBaHUEM IS
IKCIUTyaTaluy cucTeM yrpasieHus. [lomrmo storo, ncnonszoBanrie RAT MOHU3UT pacXxo sl Ha TEXHUYECKOE
oOciyxuBanue. Harmpumep, B MepBBIX TpeX U3 YIOMSHYTHIX BBIIIE CIIEHAPHEB MCIIOIH30BAHUS MOXET OBITh
YMEHBIIICHO KOJIMYECTBO JIMIICH3WA Ha mporpammHoe obOecrneuenne HMI. Kpome Toro, coBpeMeHHBIC
WHTEJUICKTYabHbBIE YCTPOMCTBA TAK)KE MOTYT HCIIONB30BaThCs B KadecTBe KiaueHTOB RAT. Hampmmep,
KOHEUYHBIE MOTPEOUTETH MOTYT KOHTPOIHUPOBATH (OTORNIEKTpUUEcKUe di1eMeHThl (PV) U ymnpaBiars umw,
ncnonb3yst RAT Ha cBonx cMapTdoHax.

Ha pucynke 1 mokasana oOmias cxema ucrmonb3oBanus RAT B cucremax ympaBieHHS, TOIKITIOYEHHBIX
K HHTEPHETY, Ha OCHOBE IPUBEICHHBIX CLIEHAPUEB UCIIOJIb30BaHHUS.
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Pucynok 1 — Kondgurypanus cetu ajis ucnojb3opannsi RAT B cucremax ynpapJieHusl,
MOJKJIIOYEHHBIX K HHTEPHETY

B ApYTHUX CiiydadX OoI€paTuBHasd CUCTEMaA YIIPaBJICHHUA OpraHU3alui MOXET UCIIOJIb30BaTbCA IJIs1 COCIUHCHUSA
KOMITAaKTHOM CHCTEMBI yhpaBJICHUA € CYIIECTBYIOIMMU CUCTEMAaMU YIIPABJICHUA. HaHpHMep, Ha O6’LCKTC, Ha
KOTOpOM paboTaeT TreHepaTop OOJbIIOW MOIIHOCTH, MOYKHO HCIIONB30BaTh HOBYIO CHCTEMY Ha OCHOBE
TOTUIMBHBIX 3JIEMEHTOB JJISl TOBBIIICHNS TeHEPUPYEMON MOIIHOCTH 3a CYET YMCTOU SHEeprun. B cucremsr Ha
OCHOBE TOIUTMBHBIX 3JIEMEHTOB BXOAAT KommbioTepsl HMI, ycrpolicTBa yrnpaBieHus, HaT4UKH, OaTaper U
npyrue cucteMbl. Takum o0paszom, B 3ToM npuMepe HMI u ycTporicTBa yrpaBieHuss MOTYT OBbITh ITOAKIIOYCHBI
K OJHOH M TOM K€ IMOJCETH, PACIOJ0KECHHONH Ha MEepUPEPUHHON CTOPOHE CHCTEMbl Ha OCHOBE TOILUIMBHBIX
anemeHToB. Ha pucynke 2 mokaszana cxema ucnoib3oBanus RAT ms moctyma k HMI Ha mecTax.
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Pucynok 2 — Kondurypanus cetu as1 ucnosib3oBannsi RAT B mpoMblIlieHHOH ceTH
CHCTeM YNpaBJIeHHS], MOAKJIIOYEeHHBIX K MHTEPHETY
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RAT obGecrieuriBacT BO3MOXKHOCTh JUCTAHITUOHHOTO YIIPABICHUS CHCTEMaMU, YTO TOMOTaeT CHU3UTD 3aTPaThI
Ha TeXHUYeCKoe o0cmyknBanue. OTHAKO B TO K€ BpeMsl HezanuineHHas konduryparus RAT u ys3sumoctu
B RAT MOryT 3HaUMTEIBHO YBEIIMYHUTH ILIOIIAIb aTAKH Ha CHCTEMBI yIipaByieHus. Camas cepbe3Hast mpodiiema
3akimoyaercs B ToM, 4To RAT MOXKHO HCIONB30BaTh B KadyecTBe MHTepdeiica ais I0oCTyna K CHCTEME
YIpaBJICHUS, MOAKIIOUCHHON K MHTCPHETY, U3 BHEIIHUX CETEH, K KOTOPBIM B OOJIBIIMHCTBE CIIy4aeB MOKHO
MOJIYYUTh JOCTYIl 4Yepe3 MHTEpHET. TakuMm 00pa3oM, Kak TOJILKO 3JIOYMBIIUICHHHUKAM YyIACTCS B3JIOMaTh
knueHTckuii RAT cuctemsl ynpapieHus, MOAKIIOYCHHON K MHTEPHETY, OHU CMOTYT BBIBECTH CHUCTEMY M3
ctposi. bornee Toro, ux medcCTBHs TPYIOHO OOHApYkuTh. [lo3TOoMy B HacTosmied PekomeHmaluu OCHOBHOE
BHUMaHHE yjensiercsa nojacoequnennto RAT k cucremam yrpaBieHus], MOAKIIOYCHHBIM K UHTEPHETY, U3BHE.

7 YFpO?.bI NP UCIIOJbB30BAHUHU RAT B cucremax yYupaBJi€HUAA, MOAKJIIOYCHHBIX K HHTCPHETY

7.1  ¥Yrpo3sl Aid KJAHeHTcKuX npuiao:kenuii RAT

Knnentckue npunoxxenuss RAT MoryT ObITh YCTaHOBJIEHBI Ha KIIMEHTCKOM KOMIBIOTEPE B YAAJI€HHOM MECTE
WJIM HAa MOOWIJIBHOM yCTPOMCTBE, MPUHAUIEKAIIEM yIAJIEHHOMY OIepaTopy WM HHXECHEPY TUCTaHIIMOHHOTO
0OCITy)KUBaHHA. YJaJCHHOE MECTONOJOXKEHUE MOXET HAaXOJHMThCS BHE 30HBI (PU3MUYECKOH 3alIuThI
OpraHM3ally W JIOTMYECKOW 3alllUThl € MEXKCeTeBOro 3kpaHa. Kpome Toro, KIMEHTCKUMH KOMIIbIOTEpaMHU
HEBO3MOKHO HA/IEXKHO YIIPABJISTH, TOTIa KAK KOMITBIOTEPHI OPraHU3aIlii HaXOAATCS IO CTPOTUM KOHTPOJIEM
MU JKeCTKO OJokupyroTcsa. Takum oOpasoM, psia yrpo3 NpH ucnonb3oBaHuH RAT MOryT HCXOIUTH
OT KOMIIBIOTEPOB, Ha KOTOPBIX YCTaHOBJIEHBI KJIMeHTCKHE mpuiokeHust RAT.

Crnemyer y9uThIBaTh NepedrcieHHbIe HIKE YTpo3sl (Y) 11 KIMEeHTCKUX KOMITbIOTepoB U RAT.

® VI 3JIOYMBINUICHHUK MOXKET UCIOJIB30BATh YA3BUMOCTU KIIMEHTCKUX KOMIIBIOTCPOB WJIN RAT I
ux B370oMa. Kak TombKO 3JIOYMBIIIUJICHHUKU I10JTy4daT MMOJHBIN KOHTPOJIb HaJ KIUMCHTCKHUM
koMirbioTepoM Uik RAT, oun cMoryT duepe3 RAT moakIro9nThCs K CHCTEME YIIPaBICHUS.

. VY2: 370yMBIIIJICHHUK MOXET B3JIOMaTh CHCTEMY pa3felbHOTO TYHHETWPOBAaHUS Ha KIMEHTCKOM
KoMIibioTepe. KilmeHTCKrue KOMITBIOTEPhI 0OBIYHO OBIBAIOT COCAMHEHBI HE TOJBKO ¢ cepBepaMu RAT,
HO U C APYTUMH CHUCTEMaMH, MOAKIIIOUYEHHBIMH K WHTEpHETYy. TakuM 00pa3oM 3II0YMBINUICHHUK,
MTOJIYYHBIINI TOJMHBI KOHTPONb HAJ KIMEHTCKAM KOMIIBIOTEPOM, CMOXET IepelaBaTh BaXHYIO
nH(poOpMaIMIo, TOMYYEHHYI0O OT CHCTEMBbI YIIpaBieHHUS, dYepe3 He3alUIIeHHOe WHTEepHET-
COCITHEHHE.

. VY3: 3M0yMBIIUIEHHAK MOXET YCTAHOBUTH HA KIIMEHTCKAN KOMITBIOTEp CIICIHAIbHOE BPEIOHOCHOE
[10, xoTtopoe oOHapy uBaeT KOH(GUIEHINATBHYIO HHPOPMAHO (HapuMep, perucTparuoHHbIi 1D
W TIapoJib) M mepenaet 3Ty uHpopmanuio. [TonyduB 3Ty WHGOPMAIIHIO, 3T0YMBIIUICHHHUKH MOTYT
MONYyYHTh JOCTYyM K cepBepy RAT ¢ moMompio kiueHTckoro npuiioxkenns RAT, ycTaHOBIEHHOTO
Ha JTIF000M JIPyTOM KOMITHIOTEpE.

. VY4: noap3yach HHCTPYMEHTAMU C OTKPBITBIM UCXOAHBIM KOJIOM, 3JI0YMBILIUICHHUK MOXET IPOBECTH
aTaKy METOJIOM Iepedopa, CIIOBAPHYIO aTaKy MM B3JIOM Maposis AJIs MTOJIyYeHHUs AOCTYIIa K CEPBEPY
RAT.

. VY5: 310yMBIIICHHUKA MOTYT CKpPbIBaTh CBOM JICHCTBHUSI Ha KJIMEHTCKUX KOMIBIOTEPAX, YAAJISI

JaHHBIE JKypHalla perucTpauuu coObITHil. B pesynbraTe yrpos3bl OpraHu3aiusi, HCIIOJb3YHOIIas
CHCTEMY yIPaBJICHHSI, MOJKET OKa3aThCsl HE B COCTOSIHUM OTCJIEKHUBATh JEHCTBHS 37I0YMBILIICHHUKOB
IIPU pacciel0BaHUN UHIUACHTA.

° Ve: 3JIOYMBIIIUICHHUK MOXKCT IMOJIY4YUTH (I)I/ISPILIGCKI/II\/'I A0CTYI K KIIMCHTCKUM KOMIIBKOTCPAM.

7.2  ¥Yrpo3sl 1Jas cepepoB RAT

Cepsep RAT moxker ObITh ycTanoBiieH Ha MaminHe HMI B cucteme ynpaBiieHHs, HOJKIIOYEHHON K HHTEPHETY.
[TockonbKy cepBep IOJDKEH OTKPBIBATh CIY)XOY, MOAKIIOUEHHYIO K WHTEPHETY, 3J0yMBIIUIEHHUK MOXET
WCTOJIB30BaTh MOPT 3TOM ciayxObl. Ecu cimyx0a He OyJeT HafeKHO 3allWIIEHa, 3JI0yMBIIUIEHHUK MOXXET
4epe3 3Ty CIIyKOY MOIy4nuTh JOCTYI K CUCTEME YIPaBICHHSL.

CJ'IC}_IyeT YUYUTBIBATH NCPCUUCIICHHBIC HUKC YI'PO3bI JJI KIIMECHTCKUX KOMIIBIOTEPOB U RAT.

. V7: 310yMBIIUIEHHUK MOXXET UCIOJNb30BaTh YA3BUMOCTU cepBepa RAT uiy MamuHbl, Ha KOTOPOU
ycTtaHoBiieH cepep RAT, mist B3noMa mamvuel uian cepsepa RAT. DTOT B aTaku MOXKET IPUBECTH
K TOMY, YTO 3JI0yMBILIUICHHHUK MOJYYHUT MOJHBIM KOHTPOJIb HAJl cCUCTeMOH ympasienus. Hampumep,
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KaK TOJIBKO 3JIOYMBIIIJICHHUKHU IMOJTy4YaT JOCTYII K MAaIlIMHE UJIN CEPBEPY RAT, OHHU CMOT'YT TIOBBICUTH
CBOU IMMPUBUJICTUHN HA YCTpOI‘/'ICTBC HJIK IOJIYUHUTh TOJIHBIN KOHTPOJIb HaJl CCPBCPOM RAT.

. V8: 370yMBIIUICHHUK MOKET MPOBOJMTH aTaKd THUIA PACIPENCICHHBIA OTKa3 B 00CITyKUBaHUH
(DDo0S) u otka3 B oociyxkuBanuu (DoS) Ha cepBep RAT.

7.3 YFpO?.bI AJIsI KaHaJaa CBA3U MEKIY KIIMEHTOM U CeEpBEpaMu

[TockoabKy B cHCTEME YNpaBJICHHUS, TTOJKIIOYCHHON K HUHTEPHETY, cepBep U KiMeHT RAT coenuHeHsl uepes
HWHTEPHET, JIOCTYI K KaHaJly CBSI3U MOXET IMOJyYUTh Ipyroi cyobekt. Eciu cooOiienus He 3ammdpoBaHbl
WM 3alu(ppPOBaHbI ¢ MpUMeHeHreM He3(h(DEKTUBHBIX METOJIOB, COJIEPIKAIIUX OOIICU3BECTHBIC YA3BUMOCTH,
TO 3JIOYMBIIIJICHHUK MOYKET BOCIIOJIB30BAaThCS MMM U IMOJYYUTh AOCTYI K TepeaaBaeMoil MH(OpMAIUU U
KaHajaM CBSI3H.

Crnenyer y4uThIBaTh NEPEUHCICHHBIE HUYKE YTPO3bI ISl KIIMEHTCKUX KOMITbIOTEpOB U RAT.

. Y9: 370yMBIIUIEHHUK MOET BOCIOJIb30BAThCA HE3AIIMIIEHHBIM KaHAJIOM CBS3H, MOJIYYHTh
KOHQUICHIMAITbHYIO HHPOPMAIMIO (HampuMep, perucTpaiuoHubiid ID 1 maposib) 1 HCHoNIb30BaTh
3Ty uHGOpManuMIo sl moiydeHus: joctyna kK cepepy RAT. Korpma kanam cBsi3w 3alMINeH C
MOMOIIBI0 Hed(pPEeKTUBHOIO MeToAa MU(POBAaHUS, 3TMOYMBIIIIEHHUK MOXET OOMTBCS TOTO XKe
pesynbrata. IlomyuuB goctynm k cepBepy RAT, 370yMBINIIEHHUKH MOTYT IOJYYUTBH TTOJHBIHN
KOHTPOJIb HaJ| CHCTEMOM yIPaBJICHUSI.

. V10: 370yMBIIUIEHHUMK MOXET BOCIHOJB30BaTbCcid  CIa0bIM  IPOTOKOJIOM,  COAEpKallUM
OOIIIEN3BECTHBIC YSA3BUMOCTH, YTOOBI TMONYYUTH JOCTYNn K cepBepy RAT wnm BbI3BaTh OTKa3
B 00CTy>KUBaHUH TOJIb30BaTeneil cepepoB RAT.

8 PykoBoasinue ykazanusi mo 0e30MacHOCTH Npu ucnoJib3opanuu RAT B cucremax
yIpaBJieHUs, MOAKIIYEHHBIX K HHTEPHETY

8.1 PykoBoasinue ykazanusi o 0e30MacHOCTH AJsl KIMEeHTCKUX mMpuiaokeHuii RAT

8.1.1 OOHOBJIeHHE POrPAMMHOI0 00ecTeueHusI
MepnbI odecnieueHus1 6€30MACHOCTH

[Iporpammuoe obecnieuenne RAT, omeparioHHas cucteMa w JIt000€ Jpyroe MporpaMMHOE obecredeHue
Ha CTOPOHE KJIMEHTA CIIeIyeT MOIICPKUBAThH B aKTYaITEHOM COCTOSTHHU.

IIpecaenyemas neab

[IporpaMMHOe  oOecriedeHHe MOXET HMMETb  HEHU3BECTHBIE  YA3BHUMOCTH, HCIIONb3yEeMbIE  IPH
YCOBEpLICHCTBOBAHHBIX METOAAX aTak. BHOBb OOHapykeHHas Ys3BUMOCTb Ha3blBaeTcs 'YyS3BUMOCThb
HyJIeBOTO IHS". 3MOYMBIIIJICHHUKH MOTYT UCIOJIb30BATh YS3BUMOCTH HYJIEBOT'O JHS AJIS B3JIOMAa KIIMEHTCKUX
ycrpoiictB RAT. B nocnemsee BpemMsi KOTUYIECTBO YSA3BUMOCTEH, CBSI3aHHBIX C TIPOTPAMMHEIM 00ecIiedYeHrEeM
RAT, yBemmummocs. B 2019 romy 6bu1a o6HapykeHa 31 ysI3BUMOCTB CUCTEM YIAJIEHHOTO JOCTYTIA K pabodeMy
crony kommbiotepa 1o cetd (VNC) u 110 mogo6roro Tumna. Korna oOHapyKHBArOTCSI HOBBIE YS3BUMOCTH,
MOCTAaBILMKU NporpaMMHOro obecneueHns RAT BhIMyckaroT OOHOBIIGHHS Ul CHCTEMBl 0€30IacHOCTH,
MIOCPEICTBOM  KOTOPBIX IIOJIb30BaTeIM MOTYT YMEHBIIUTh BIHMsAHUE ysa3BuMocTed. OOHOBiIEHHE
MIPOrPaMMHOTO OOECTIEYeHHsI — OJWH W3 MPOCTEUIIHNX CIIOCOOOB O0ECIIeYnTh 0E30MacHOCTh KIIMEHTCKUX
YCTPOMCTB.

PykoBoasiimme ykazaHusi 0 peaju3anuu

UroOBl moanep)KuBaTh NPOrpaMMHOE OOECIEUeHNE B aKTYaJIbHOM COCTOSIHUH, NMPEKIE BCEro HEOOXOAMMO
CIIEINTH 32 TE€M, He MOSBUIIMCH JIU HOBble 0OHOBIIeHUs. K coxaleHuto, monbp30BaTeNsiM HEJIETKO BBIOJHSTD

TaKyl0 PEryJSIpHYI0 TPOBEPKY, IIO3TOMY CIIEAYyEeT PAacCMOTPETh ILeJIeco00pa3HOCTh  CIIEAYIOIIETO
aBTOMATU3MPOBAHHOTO MOJIX0/1a K MOAAEPKAHUIO TPOTPaMMHOI0 00ECIIeUeHHS B aKTYaJIbHOM COCTOSIHHH.

a) [IpoBepka oOHOBIEHMII OE30MACHOCTH JIOJKHA 3aITyCKAThCS BCSAKWUH pa3, KOTJAa BBITOJHICTCS
kiuentTckoe [10 RAT.
b) Ecnu nmeercs HOBast BepcHs MporpaMMHOT0 oOecrieueHus] Wi HOBO€ OOHOBJICHHE O€301MacHOCTH,

HX CJICAYyCT NPUMCHHUTD K KIIMCHTCKUM IpOorpaMMam IMepe/i nX BbIITOJTHCHUCM.
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C) [IpoBepka OOHOBICHMH 0E30MACHOCTH TAKXKE MOXKET 3aIyCKaThCs PETYJSIPHO BO BpeMsl pabOThI
kiueHTckoro RAT.

d) Ecnu umeercs HOBast BepcHs MPOrpaMMHOTO 00eCTieueHHUs] MU HOBOE OOHOBJICHUE 0€301MacHOCTH,
UX CIEAyeT MPUMEHHUTD K KIIMEHTCKUM MPOrpaMMaM IOCyIe 3aBEPIICHUS UX paOOTHI.

B HEKOTOpBIX ciy4asx TOCIE YCTaHOBKM OOHOBJIEHHsI O€30MacHOCTH KIMEHTCKoe ycTpoictBo RAT
HE00XOMMO MEePe3anyCTUTh. B 0T/IMUHe OT 0OBIYHOTO KIIMEHTCKOTO KOMITbIOTEpa, KineHTckue RAT cuctembl
YIpaBICHUS HE MOTYT IEepe3alyCKaThbCs HEMEUICHHO, TIOCKOJIBKY YAAJICHHBIN OmepaTop/UHKEHEP NOJIKCH
MMOCTOSTHHO KOHTPOJMPOBAaTh CHCTEMY YIpaBlieHUs. B 3Toil cpeiae B Xolle NPOBEPKH OOHOBJICHUH
0e30macHOCTH OOHOBIICHHS YCTAaHABIIMBAIOTCS MTOCTIE TOJTYYEHUS TOATBEPKICHHS OT ITOJTb30BaTEIS.

Kpome Toro, nomKHBI OOHOBIISITHCS OTIEPALlMOHHAs CUCTeMa | JII000e Ipyroe mporpaMMHoOe o0ecrieueHre Ha
yCTpOicTBE, Ha KoTOpoM 3amyineHo kiueHTckoe [0 RAT. J[lomkHa momaepKuBaThCs (yHKIHS
ABTOMATUYECKOI0 OOHOBJICHHS OINEPAalMOHHON cuctembl. ClieyeT peryJiipHO MPOBEPATh HAIMYUC
OOHOBJICHUI 0€30MaCHOCTH IS KaXKIOTrO MPUJIOKEHUS U 0e30TIaraTelbHO NPUMEHSITh MCIPABIICHUS IS
CHUCTCEMBI 6G3OHaCHOCTI/I, Korjga OHM CTaHYT JOCTYITHBIMM.

8.1.2  Ilea0CcTHOCTH MPOrPAMMHOIO o0ecreYyeHust

Meps! o0ecnieyeHHs1 6€30MACHOCTH

JlomkHa OBITh 3allMIIEeHA IIEIOCTHOCTD ITporpaMmmHoro obecrneyeHust RAT Ha cTOpoHE KiIMeHTa.
IIpecnenyemas neab

Ha cropone xineHTa MOXeT ObITh YCTaHOBJIEHa MOJU(DUIMPOBAHHAS BEPCHs MTPOTPAMMHOI0 O0ECIICUeHHS
RAT. 3noyMmpIIIeHHHK MOXET B3JOMaTh CepBep OOHOBIEHWH WJIM PAcIpOCTPaHATh aHOMAaJbHBIE
OOHOBJIGHHSI TIO 3JEKTPOHHON moure C mnpuMeHeHueMm ¢ummara. [Iporpammuoe oOecmeuenne RAT,
3apakeHHOE BPEIOHOCHBIM KOJIOM, BeNIEeT ce0si Kak OOBIYHOE, HO BPEIOHOCHBIH KO 00ECrednBaeT yTeuKy
WHGOPMAIUK WM YCTAaHOBJICHHE COCJAMHEHUS CO 3JIOYMBIIIICHHUKOM, KOT/Ia eMy 3To TpeOyercs. Takum
obpazomM, I TPENOTBPAIICHHUS] aHOMAIBHOTO IMOBEACHUS, BRI3BaHHOTO BpemoHOCHBIM [IO RAT, momxkHa
OBITH 3aIIUIIEHA EJIOCTHOCTD ITporpaMmMHoro obecrneuenuss RAT.

PyKOBOIlﬁIIlI/le YKasaHuA 110 peajiu3aluu

[MockonbKy, KaK yIIOMHHAIOCH BBIIIE, 3T0YMBIIUICHHHKH MOTYT PACIIPOCTPAHITh BPEAOHOCHOE TPOrpaMMHOE
obecrieuenrie RAT depes3 opunuanbHyIO IEMOYKY ITOCTABOK, MOJIB30BATEINI0 CIOKHO OMPENeNUTh, OBLIO TN
MporpaMMHoe obecrieueHre MOTUPUIIMPOBAHO WK HeT. [103TOMY /IS 3aIUTHI IEJIOCTHOCTH MPOrPAaMMHOTO
obecrieuenust RAT cremyer HCIONb30BaTh MPOLEAYPY aBTOMATHIESCKOW MPOBEPKHU TIETIOCTHOCTH.

Jns ocymiecTBIEHHsI NPOLERyphl ABTOMAaTHYECKOM IPOBEPKH LEJIOCTHOCTH JOJDKEH HCIIOJIb30BATHCS
CIEIYIOIIMI TOIXO0.

a) [Iponeaypa mpoBepKH MEITOCTHOCTH JOJKHA 3aITyCKATHCS MIPH 3aITyCKe MPOrPaMMHOT0 00eCTIedeHHS
WJIH TIPH 3aITyCKe TIPOIIeTyphl OOHOBIICHUSI.

b) [IporpamMMHOe obecrieueHHe WM MPOLEAYPY OOHOBIEHHS CJIEOyeT 3allyCKaTh, TOJBKO €CIH HEeT
HUKAKUX IPU3HAKOB TOTO, YTO MIPOrpaMMHOE oOecrieueHue ObLIO H3MEHEHO.

C) Craryc nmpomuemypsl TPOBEPKH LEIOCTHOCTH T0JDKEH 0TOOpaXKaThCs Ha SKpaHe, YTOOBI MOIh30BaTEh
3HAJI, YTO MIPOrpaMMHOE oOecTiedeHrne padboTaeT HOPMAIBHO.

d) [Ipr3Hak 1ETOCTHOCTH MPOrpaMMHOIO OOECHEeUeHHs AOJDKEH CO34aBaTbCi KPUIITOrpadUuecKUM
METOO0M, YTOOBI TrapaHTHPOBaTh, YTO MPOrpaMMHOE OOecHeyeHHe He M3MEHEHO KeM-THOOo erle.
st 3T0ro0 Merona ciaeayeT UCIOIb30BaTh HAAEKHbBIN KPUITOrpahuIecKUil aropuTM.

8.1.3 Hanexnas koH(purypauus KineHTckoro RAT
Mepnbl o0ecnieueHus1 0€30MACHOCTH

KOH(I)I/IpraI_II/IH RAT na CTOPOHC KIIMCHTA JOJDKHA COOTBCTCTBOBATL ITOJIMTUKE 0e30IMacHOCTH OpraHu3aluu,
KOTOpOﬁ MNPUHAMJICI)KUT CUCTEMA YIIPABJICHHU A, IIOAKJIFOYCHHAA K UHTCPHCTY.

IIpecnenyemas nenn

Hecmotps Ha To yto nmporpammuoe obecrieueHue RAT MoxkeT rapaHTUpPOBaTh HAZEKHYIO CBsI3b, O€30M1aCHOE
ucnonb3oBanre RAT BO3MOXKHO TOJIBKO MPH YCIIOBUHU €TI0 IpaBHIIbHON KOoHpuUrypanuu. Kak npasuio, xemnas
n30exkarb HEyJNOOCTB, IOJB30BATENM HE XOTIT BKIOYATh (QYHKUUM oOecriedueHus Oe30macHOCTH U
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HCIIOJIb30BaTh HAAEKHBIA maposb. Kpome Toro, eciu mosib3oBarenb HE 3HAET, KaK MPaBWJIBHO HACTPOUTH
mpoToKoN Oe30macHOi mepeAayn AaHHBIX Mo mportokony Wutepner (IPSec), ommbOku B KoHGUTypaunun
MOBBIMIAIOT BEPOSTHOCTD 370yNOTPEOICHHS KITUEHTCKUM MporpaMMHbIM obecnieuenneM RAT.

PykoBoasimme ykazaHus 1o peajm3anuu

Uro0Obl YMEHBIIUTH BEPOSATHOCTh HEMPaBUIBHOW KOHGUryparuu kiueHTckoro RAT, myume, uToOBI ero
HacTpauBala OpraHuM3alus, OSKCIUIyaTHpyollas cucTeMy  ympasieHus. Ciemyer  paccMOTpPETh
HWOKETIepevrCIICHHBIE MTOIX0/IbI K YIIPaBIeHNI0 KOH(UTyparueld kineHTckoro RAT B paMkax opraHu3amii.

a) UcnonpzoBanue cratmdeckoro ajapeca mnpotokona Murtepuer (IP) mns cepsepa RAT. Ecimu s
JocTyna K unio3y BupTyaidbHoW dwactHou cet (VPN) wmm cepBepy RAT wucnonb3yercs
yHUGHUIUpOBaHHBINH yka3zaTenb pecypca (URL), To ypaneHHbIe ONepaTOpbl/MHKEHEPbI MOTYT
MOJIBEPraThCsl HECKONBKUM BHJIAM aTakK, TaKuX Kak (UIIMHT, MOJMEHa Kella CIY>KObl IOMEHHBIX
umen (DNS) (ciydunr) u otpasnenne kemra DNS. Hcnonb3oBanue crarndeckoro IP-anpeca wim
’KECTKO 3alporpaMmupoBanHoro IP-agpeca Ha cTopoHe cepBepa M03BOJISAET OCIa0UTh 3TH YTPO3bl U
o0ecreunTh ayTeHTU(PHUKAIINIO cepBepa Jisl YIAJICHHBIX ONEpaTOPOB/MHKEHEPOB 110 3alIUIICHHOMY
KaHaIly CBSI3H.

b) Pemenue mist ynpasnenus: joctynom k cetd (NAC) wim yrnpaBiieHUsi MOOWJIBHBIMH YCTPOHCTBAMH
(MDM). NAC npenocrasisieT BO3MOKHOCTH JJIsl IPOBEPKH COCTOSIHUSI KOMITBIOTEPA MIIH HOYTOYKa,
B TO Bpemsi kak MDM noaiepkuBaeT BO3MOXKXHOCTH TIPOBEPKH MOOHIIBHBIX YCTPOUCTB U yIPABIICHU S
umu. NAC momoraer opraHu3anusM MOOYTUTh YJAJCHHBIX OINEepaToOpOB/HMHKEHEPOB HACTPOUTH
KOMIIBIOTEP, Ha KOTOPOM 3aryiieH kiueHTckuii RAT, npoBepsist KoHQUTypalMio YCTPOKCTBA Mepet
yCTaHOBJIEHHEM coeanHeHus. Ecim ycTpoiicTBo HacTpoeHo HenpaBmiibHO, NAC 3ampeTuT ceTeBon
TpaduK OT TOrO YCTPOKMCTBA O TEX TOp, MOKA yAAICHHBIE ONEPaTOPbI/HHKEHEPHl HE UCIIPABSIT
HacTpoWKy. Ecii ymaneHHble onepaTopsl UCHOIB3YIOT s MocTyma K cepBepy RAT moOmipHBIE
ycTpotictBa, To BMecTo NAC ucronp3yercs MDM.

c) O06pa3 BupTyansHOi MamuHbl (BM). Opranuzanus, KOTOpord MPUHAMISKUT CHCTEMa YIIPABIICHUS,
MOJKET PacHpOCTPaHATh 00pa3 BUPTYAILHONH MAaIIMHBI CPEIU YIAJCHHBIX ONEpaTOPOB/HHKECHEPOB.
IIpu cozmanum opraHm3anyelt Takoro oOpas3a Bce KOHUTYpaIlWH, OTHOCSAIIHECH K KIHEHTCKOMY
ycTporicTtBy, VPN-kimenTy u ximeHTckoMy RAT, MODKHBI OBITH HACTPOEHBI HA OCHOBE TOJTUTHKA
0e30macHOCTH opranmu3aui. Kpome Toro, 9To0b! 3aUTUTE caM 00pa3 BUPTYIBHON MAaIlIUHBI, €T0
Clle/TyeT 3amudpoBarh U XpaHUTh Ha YCTPONUCTBAX yIAJICHHBIX OIEPaTOPOB/UHKEHEPOB, KOTIa OH HE
HCIIONTB3YETCA.

8.1.4  YmnpasmiieHue 0CTYNOM NOJIb30BaTe/elil K KIMEHTCKHM YCTPOoiicTBam
MepnbI ob0ecniedeHHs1 6€30MACHOCTH

JocTyn kK KIHEeHTCKOMY mporpaMMHOMY oOecriedeHH0 RAT mOmKHBI MOTydaTh TOTBKO aBTOPHU30BAaHHBIE
10JIb30BATEIH.

IIpecienyemas neab

Ecimm pmoctym K KIMEHTCKOMY TporpaMMHOMY obOecriedeHnto RAT orpaHwueH aBTOpHM30BaHHBIMHU
yAaIEeHHBIMH OIIEPaTOPaMU/MHKEHEPAMH, TO BO3SMOXKHOCTh 3710ynoTpeOienus KineHTckuM RAT moxer ObITh
CHMJKCHA.

OnHako [EWCTBYIOLIME HA 3aKOHHBIX OCHOBAHUSX YJAJCHHBIE OIEPAaTOPBI/MHKEHEPHI, HCHOJIb3YIOLINE
nporpaMMHoe oOecrieueHue RAT, Moryr BpeMEHHO NHOKHMHYTh pabodee MeCTO, W TOrga MOsBISETCS
BO3MOXHOCTb 3JI0YIOTpPEOJIEHHS] POAOJDKAIOLIMMCS CEaHCOM CBs3W. lloaroMy, Korzma ynaaleHHbIE
OTIEPaTOPBI/MHKEHEPHI MTPEKPAIIAOT WM IPUOCTAHABINBAIOT PabOTy, YCTPOMCTBO AOJIKHO OJIOKMPOBATHCA.
o Bo3BpaleHNN yAATEHHBIX ONIEPATOPOB/HHXEHEPOB K paboTe ¢ KIMEHTCKUM ycTpoiictBoM RAT oHu MoryT
BOCCTaHOBUTH CEaHC CBSI3H, UCIIOJIb3YS YCTAHOBIICHHYIO IPOLENYPY UASHTU(UKALINM U ayTEeHTH()UKALIH.

PykoBoasinme ykazaHus 1o peajn3anun

Takoit KOHTPOJIb MOXHO pCain30BaThb, CCIIN YHAAJICHHBIC onepaTopLI/ HUHKCHECPBI HCIHOJB3YHOT YUYCTHYIO
3alluCh, OTIUYHYIO OT y‘leTHOﬁ 3allicu, I/ICHOJ'IB3y€M0ﬁ I pCeHICHUA OOBIYHBIX 3aa4 IIpyU 3aIllyCKe
KIIMEHTCKOI'O MpOTpaMMHOI0 obecneuenus RAT. I[pyrI/IMI/I CJIOBaMu, y,[laJ'ICHHBIﬁ OHepaTOp/I/IH)KCHCp JOJIDKCH
HUMCTH CHIC OAHY YUCTHYIO 3allUCh AJI UCIIOJIb30BAHU S KIIMCHTCKOI'O RAT. KpOMe TOTO, OJIA y‘leTHOﬁ 3allucu
JOJIDKCH HUCIIOJb30BATHCA Ha,Z[G)KHHﬁ napoJib.
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OddexTuBHbIi coco0 penieHus MOCIeAHed TpobaeMbl — OJOKHpOBaHKUE ceaHca. Bo3MOXKHEI J1Ba criocoba
ONOKHMpOBaHM ceaHca: 1) Ha ypOBHE ONEpPalMOHHONW CHCTEMBI U 2) Ha YpOBHE HpUIIOKEHHS. BO3MOXKHOCTB
OJOKUPOBaHMS ceaHca UMEeTCsl B OOJIBIIMHCTBE ONIEPAIMOHHBIX CHCTEM, TOITOMY €€ CIIelyeT MCIOJIb30BaTh
ToCIIe ONpeIeNICHHOT0 TIeproia oe3aericTBus. OIHAKO, B 3aBUCHMOCTH OT IIPOrpaMMHOTO obecrnieueHust RAT,
HINYHE BO3MOXKHOCTUBO3MekHoeTs OJOKMPOBAaHMSA CeaHca Ha YPOBHE MPHUIIOKECHHUS MOXKET HWMETh
KPUTUYECKOE 3HAYCHUC —3aBHEHT —OF —Hporpammioro—obecneuetst—RAT. Takum oOpa3oMm, Hamnuue
BO3MOYKHOCTH OJIOKMPOBAHUS C€aHCa Ha YPOBHE NMPHIIOKCHUS TOJDKHO ObITh OCHOBHBIM KPHTEPUEM JUISHpH
BbiGOpe OpraHu3alieprat3aHel, 3aHUMAIONIMXCS JKCIUTyaTallMeld CHCTeM yIpaBlieHHs, TPU BbIOOpE
nporpamMMmHoro obecnieueHust RAT-sss-cBoei-onepatiBHoi-cHETeMbl-YHPaBACHH.

8.1.5 3ammura Ha Ppu3MUECKOM YypOBHE
Meps! o0ecnieyeHns1 0€30MaACHOCTH

dusnueckuil JOCTYI K YCTPOWCTBY, HA KOTOPOM 3alyIICHO KIMEHTCKOE mporpaMMmHoe oOecrieuenrue RAT,
JIOJDKHBI MMETh TOJIBKO aBTOPH30BAHHBIC YIAICHHBIC ONEPAaTOPbI/MHKEHEPhI, a IOMEIIEHHE, B KOTOPOM
OIepaToPbl/MHKEHEPBl PadOTAIOT C YCTPOMCTBAMH, JIOJKHO OBITH 3aIIUIICHO OT HECAHKIIMOHHPOBAHHOI'O
JI0CTyIIA.

Ipecnexyemas neiab

Jaxe ecnu nporpamMmHoe oOecrieueHue ycrpoicTBa u kimeHTckoe IO RAT Hame)kHO HACTpPOSHBI IS
MPaBUJIBHOT'O HMCIIOJIB30BAHUA HX (1)YHKIII/H‘/'I 3alIuThI, CaMO yCTpOﬁCTBO n TIOMCIICHUE, B KOTOPOM OHO
HaxXoauTcCs, JOJIXKHBI GBITI) 3alMUIICHbl OT HCECAHKIUOHHWPOBAHHOI'O [JOCTyIa CO CTOPOHBI .]'IIOGBIX
3JIOYMBINUJICHHUKOB.

PykoBoasinue ykazaHus Mo peajan3anuu

st obecrieueHuss (U3MYECKON 3alTUTBI YCTPOMCTB, MPOTPAMMHOTO OOECIICUeHUsI M WX padoueit cpeisl
HEOOXOJIMMO YUHUTBIBATH CIEyIoNHe (GaKTOpPhI:

a) MOMEIIEHHE, B KOTOPOM pabOoTaloT yJIalleHHBIE OMepaTOPbl/MHKEHEPHI, JOJDKHO OBITh 3alUICHO
COOTBETCTBYIOIIIEH CUCTEMOW KOHTPOIIS JIOCTYIA ¢ UCIIOIB30BAHUEM TEXHOJOTHH CBS3H OJKHETO
neiictBus (NFC) mnu pamunouacrotHor uaeHtudukamuu (RFID). st Gojiee Haae)KHOM 3allUThI
MOKHO PaccMOTPETh BO3MOXKHOCTh HCIOIB30BAHMS OMOMETPUIECKOW CHCTEMBI KOHTPOJIS IOCTyIa
(oTIEeYaTKOB MaJbIIEB, PaTyKHOW O00JIOYKH Tia3a, PACIIO3HABAHHUS JIUI] | T. II.);

b) repes BXOJA0M B TIOMEIIEHNE I0JDKHA OBITh YCTaHOBIIEHA KaMepa BHUICOHAOIOICHHS;

c) YCTpPOMCTBO, HA KOTOPOM 3aIlyIIeHO KIMEHTCKoe mporpamMmuoe obecredeHne RAT, nomkHO ObITH
3aIUIICHO OT KPaKU ¢ TOMOIIBIO TPOCA € 3aMKOM HIIH JAPYTHX CPEJICTB 3alUTHL.

8.2 PykoBoasinmme ykazaHusi o 6e30MacHOCTH sl cepBepoB RAT
8.2.1  AyrenTudukKanus mojab3oBaresei
Meps! o0ecnieyeHns1 6€30MaACHOCTH

Cmyx06a RAT momkHa pasperiars moiap30BaTelsiM YAaIeHHBINA TOCTYT K pecypcaM TOJBKO C TPUMEHEHUEM
IByX(aKTOpHOH ayTeHTH(UKAITH.

IIpecienyemas neab

TpaaguuuonHblil ciocob ayreHTHduKkanuu 1no ID u maponro HeHamexeH, U (aKkT 3HAHUS MApONd WIH
nepcoHanbHOro uueHTHukauonHoro Homepa (PIN) cam mo cebe He MOXeT rapaHTUPOBaTh, YTO
MOJIb30BAaTEIb ACHCTBUTEIFHO MMEET HaJIeKalllee paspelleHHe.

I[.TISI I/I,Z[GHTI/I(i)I/IKaI_[I/II/I 3aKOHHEBIX I10JIb30BaTeIeH 1 nNpeaOCTABJICHUA UM NOCTYyIIAa K CUCTECMHBIM peCypcaM Ha
JIOKaJIbLHOM YPOBHC NPUMCHAIOTCA METOAbI YIIPABJICHUS CI)I/I3I/I‘{€CKI/IM AOCTYIIOM. B sTtom ClIydae, Jaxe €Ciin
3JIOYMBIIIUICHHUK 3HACT IDu apoJib 3aKOHHOI'O ITOJIL30BATCIIA, EMY 6y,[[€T HCJICTKO MOJIYYHUTb HpHMOﬁ AOCTYII
K CHUCTCMHBIM pECypCaM. O,I[HaKO npu yJaJJICHHOM AOCTYIIC MNPUMCEHUTb MCTO/bI q)HBI/IIICCKOﬁ 3allluTbl U
I/I)_'[eHTI/I(l)I/IKaI_II/II/I IIOJIB30BaTENICH HCIIPOCTO. HOSTOMy BMECTO METOO0B q)HBI/II'ICCKOﬁ 3alIUThl IPUMCHSACTCA
}.IBqu)aKTopHaH aYTeHTI/Iq)I/IKa]_[I/I}I, MMO3BOJIIOIIAd CHU3BUTHL BCPOATHOCTH HCIHOJIB30BAHUSA YYKOI'O ID u
mapoJid, AaKe €CJIu OHU ObLTH YKpaACHBI.
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PykoBoasimme ykazaHus 1o peajm3anuu

K ¢akTopam ayTeHTH)HUKAINN OTHOCUTCS TO, YTO BaM M3BECTHO ((haKkTop 3HAHMUsI); TO, YTO BaM MIPUHAAIICIKUT
(pakrop BrmameHust); TO, KEM BBl SBIAETECh (HEOThEMJIEMBIH (AKTOp); U TO, I/Ie BBl HAXOIUTECh ((paKTop
MecCTOmoIoKeH s ). B HacTosiee BpeMs AByx(dakTopHasi ayTeHTU(UKALNS, KaK IPaBHIIO, peau3yeTcs yepes
¢daxTop BnaneHus U GakTop 3HAHUS UK Yepe3 HeOTheMJIeMbIl (akTop U GpakTop 3HAHUSI.

B mocnennee Bpemst B OOJBIIMHCTBE MOOHJIBHBIX YCTPOWCTB (HOYTOyKax, IMJaHIIeTaxX, cMmapTdoHax)
UCTONB3YIOTCS  OMOMETPUYECKHE METOJbl, IMOITOMY JIy4YIIUM BapUaHTOM UIS  JIBYX(PaKTOPHOU
ayTeHTU(UKAIMK, BEPOSTHO, MOTYT CUHMTAThCsS HEOThEMJIEMble (aKTOPbI, BKJIIOUAs OTICYATKH IANbLEB,
pagykHYI0 000JIOUKY TJ1a3a MM YepThI JIULA.

OpHako B HEKOTOPBIX CIyyasX HCIOJIb30BaHHE OMOMETPHUYECKHX METOJOB HeBo3MoOxHO. Hampumep, eciu
yIaJIEHHBIE TT0JIb30BaTENIN B pabouee BpeMs HOCAT MepyaTku, He CIEAYeT UCTIONb30BaTh OTIECUYATKH MANbIIEB.
B 3THX ciay4asx MOTYT MPUMEHSThCs (PaKTOPHI BIAJICHHS, TAKHE KaK KpUITOTrpadHuecKre TOKEHBI.

BonpmmacTBO TmporpamMm RAT obecneunBaioT BO3MOXKHOCTH OIPaHHYEHHS BPEMEHH OXHUAAHUS TIPU
aytenTu(ukanuu. B Takom ciydae cepBep RAT oTKIOHSET 3ampoc ayTeHTH()UKAIMHI, €CIIM OH HE MOJTydaeT
OTBET OT MOJIb30BATEISI B TEUCHHUE OIPEICICHHOIO BpEMEHH. JTO TIOMOXKET CHU3UTh BEPOSTHOCTh aTak THUIA
0TKa3 B 00CITy>KUBaHHH.

8.2.2  ABTopu3anus nojb3oBarteliei
MepsI o0ecnieyeHns1 6€30NMACHOCTH

VYueTHble 3amMcH YIAJICHHBIX II0Jb30BaTENIEd JOJKHBI HMETh JIMIIb MHWHHMMAJIbHBIE I[PHUBHIICTHH,
HEOOXOIUMBIE JUTSl BBITOJTHEHUS! COOTBETCTBYIONIUX (DYHKIIHH.

Ipecnexyemas meib

YToObI OIrpaHUYUTh HETATUBHBIC IMOCIICACTBUA aTaKu, MIPUBUIICTUN YIAJICHHOT'O ITOJIB30BaTCIIA TOJIPKHBI OBITH
OrpaHUYCHBI MUHHUMAJIBHBIMHA MTPUBUJICTUSAMMU, HCO6XOIII/IMBIMI/I JJIs1 BBIIIOJTHCHUS €TI0 (I)YHKHI/Iﬁ.

PyKOBOIlﬁIIlI/le YKasaHuA 110 peajiu3aluu

[Iporpammuoe obecrneucHrue RAT, kak mpaBujio, HE IMpeayCMaTpUBAeT MOJICPKKY ACTAIN3HMPOBAHHOIO
MeTojia aBTopu3anuu. bonbias yacts mporpaMm RAT 1o3BosisieT pealin3oBaTh TOJIBKO PEKUMBI JIBYX TUIIOB —
PEXXHUM TOIBKO ISl YTSHHS M PEXKUM MOJTHOTO yIIpaBieHus. TakuM 00pa3oM, eciu 3MOYMBIIUIEHHUKA CMOTYT
MIOJIYYUTH TOCTYT K cepBepy RAT, oHM MOIHOCTHIO B3IOMAIOT YCTPOMCTBO. UTOOB M30€XKaTh 3TOH YTIPO3BI,
MIPUBIJICTHH, TTPEIOCTABIISIEMbIE YIETHBIM 3aIACIM YIAJICHHBIX OJIh30BaTENeH, JOIDKHBI OBITh OTPaHUIEHBI
MHUHHUMYMOM, HEOOXOMMBIM JIJISI BBITTOJTHEHUS UX (QYHKITHA.

[Ipexne Bcero, ydeTHas 3alUCh YNAJIECHHOIO II0Jb30BATENs HE JOJDKHA OBITH YUYETHOW 3alHChIO
aZIMUHHCTPATOPa U €l He NOJDKHBI NIPENOCTAaBIATHCA NIPaBa, O3BOJIIONINE BHOCUTh N3MEHEHUS Ha cepBepe
RAT. B uucno orpaHuueHHBIX IMpaB MOTYT BXOAWUTH IPaBa YCTaHOBKH IPOTPaMMHOr0 OOecIeueHHS,
HacTpoiiku OC 1 HaCTPONKU CUCTEMBI.

Bo-BTOpBIX, AOJKHO TaKKe NPUMEHSATHCS YHpPaBICHHE OOCTYIOM K INPWIOKEHHIO. YYeTHas 3aIluch
YAAIEHHOI'O TI0JIb30BaTENsl HE MOXKET 3allyCKaTh HUKaKoe IPOrpaMMHOE o0ecieueHe, KpoMe IpOrpaMMHOT0
o0ecrieueHUs] CHUCTEMBbl KOHTPOJSL M ympaBieHHWs. Eciau yzpaneHHBI NONB30BaTelb MOXKET OTKPBITh
TepMHUHAJIBHYIO [TpOrpaMMy Ha MammHe cepBepa RAT, To yepe3 3TOT cepBep OH CMOXKET MOIY4UTh JOCTYI
K JPYTUM cucTeMaM. JTO co3ajio Obl BechbMa OJIarONpHsTHBIE BO3MOXKHOCTH JUIS 37I0YMBIIUIEHHUKOB.

8.2.3 Ilepuoanmyeckasi HOBTOPHAasi ayTeHTH KA U

Mepnbl o0ecnieueHus1 0€30MACHOCTH

Cepsep RAT nomkeH neproanvecKy ayTeHTU(QULIUPOBATE 0JIb30BaTeIel U KIMEHTCKUE YCTPOHCTBA.
IIpeciaenyemas neab

UTo0OBI rapaHTUPOBATh, YTO YAAICHHBIM JJOCTYTIOM MOTYT TOJIh30BaThCS TOJIBKO aBTOPH30BAHHEIC Y IAIICHHBIC
oreparopbl/uHkeHepbl, cepBep RAT momkeH TpeboBaTh OT HHX MEPUOAUYECKOH TOBTOPHOM
ayTeHTU(UKAIUN BO BpEMs JUTUTEIHHBIX CEAHCOB YJIAJIGHHOTO JOCTYIa. DTO MOMOXKET rapaHTHPOBATh, YTO
ITOCTOPOHHUE JIMIA HE CMOTYT BOCIIOJIB30BaThCS (DYHKIMEH YJAIEHHOTO JOCTYIA, JaXe €CIIH YCTPOMCTBO
OBLIO YKpaJeHO BO BPEMs aKTHBHOT'O CEaHCa CBSI3U MEXIy cepBepoM U kireHToMm RAT.
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KpOMe TOro, IOBTOpHasA aYTeHTI/I(bI/IKaHI/Iﬂ Ha YPOBHE€ CCTU IMOMOIraCT IMOHM3UTL BEPOATHOCTL aTak
C IMCPEXBATOM CCaHCa.

PykoBoasimme ykazaHus 1o peaju3anuu

Camo mnporpamMHoe obecrneueHne cepepa RAT He ofOecrednBaeT BO3MOXHOCTH —IOBTOPHOM
ayTeHTU(UKAIMK 110 UCTEYCHUU OMPEAEICHHOTO BPEMEHHU, HO OOJNBIIMHCTBO IITI030B VPN obecreunBatoT
Taky!o (yHKIu0 O6e3onacHocTH. [ToaTOMY, YTOOBI TOKHBIM 00pa30M peann30BaTh TAKOH KOHTPOJIb, CIEAYET
ucnoabszoBaTh VPN Mexny kinenToM u cepBepoM RAT.

Kpome Toro, GonpmmHCTBO 1UTH030B VPN mpemocTaBisioT BO3MOXKHOCTh TOBTOPHOHW ayTeHTH(UKAIMH
knuenta. ClieoBaTeNbHO, OpraHU3alus JODKHA pealiu30BaTh BO3MOXKHOCTH 1nio3a VPN - mis
ayTeHTU(UKAIIMKA TIONB30BaTelsl WM YCTPOMCTBA IO HCTEYCHWH OMNPEACICHHOTO IepHOAa BPEMEHH.
Hanpumep, xorma cBsazp ¢ RAT ocymiecTisiercss uepe3 MpOTOKOJ 0€30MacHOCTH TPaHCHOPTHOTO YPOBHS
(TLS) Bepcuu 1.3, 10KHO OBITH BKIFOYEHO pACHIMPEHHE ayTEHTU(HUKAIMKA KIMEHTa TO0CIe YCTAaHOBIICHHUS
cBsa3u. Korna 3To pacmmpenne BKIIOYEHO, rociie ycraHoBieHus coennnenust TLS cepsep TLS 3anpammBaer
ayTEHTU(UKAIUIO KIIMCHTA.

8.2.4  OOHOBJEHHE POTPAMMHOI0 00ecreYeHns
Meps! o0ecnieyeHns1 0€30MaACHOCTH

[IporpamMmHuoe obecriedenne cepBepa RAT, omeparnuoHHas cucteMa W Jr000e Jpyroe MporpaMMHOE
oOecriedeHre Ha CEPBEPHOM YCTPONCTBE CIIEyeT MOJIEPKUBATH B aKTyaJlbHOM COCTOSIHUH.

Ipecnexyemas meib

Lenu, cooTBeTCTByIOIIKME TPeOOBAHHMIO, pacCMaTpuBaecMOMy B myHKTe 8.2.4, aHAJIOTUYHBI LEISIM,
nepevrcieHHbM B myHkre 8.1.1.

PyKOBOIlﬁIIlI/le YKasaHuA 10 peajiu3aluu

PykoBogsmue ykazaHusi, COOTBETCTBYIOIIHE TPEOOBAHUIO, paCCMaTPUBAEMOMY B ITyHKTE 8.2.4, aHAJTOTHIHBI
yKa3aHUsIM, IIEPEUMCICHHBIM B myHKTe 8.1.1.

8.3 PyxoBoasinme ykazaHusi Mo 6€30MaCHOCTH JIJIsI ceTei

8.3.1 YmpasmiieHue I0CTYNOM K CeTH
MepnbI ob0ecniedeHHs1 6€30MACHOCTH

JlocTyTl K CETeBBIM COETUHEHHSIM MEXOy cepBepoM u KireHToM RAT momkeH OBITh pa3pelieH TOJIBKO
JIETUTUMHBIM TI0JTb30BATEIISIM.

IIpecienyemas neab

JocTyn K CeTeBbIM COCAMHEHHMSM — 3TO OJMH M3 IEPBBIX LIaroB MO B3JIOMY CIYXOBl MM CHCTEMBI.
30yMBIIIJICHHUKH MOTYT coOpaTh HH(GOPMALMIO U JaHHbIC, IEpeJaBacMble MEKAY CEPBEPOM U KIMEHTOM
RAT, u BBecTn B KaHai CBsI3U (aibCUPUIUPOBAHHBIC JaHHBIE, YTO MO3BOJIUT OPraHU30BaTh aTaKy uepes
MOCpeIHNKa, pacnpocTpaneHne BpergoHocHoro 10 mmm DoS-araky. UToObl 3aIUTUTE CIyXOy U CUCTEMY
yopasieHusi RAT, crnemyer mepeKkpbITh 310YMBIIUICHHUKAaM [OCTYH K CETEBBIM COCAMHEHHSIM MEXIY
cepBepoM U kimeHToM RAT.

PykoBoasinme ykazaHus 1o peajn3anun

CYH_ICCTByeT HECKOJIBKO CIIOCO00B KOHTPOJIA AOCTYIIA K CETCBBIM COCAUHCHUAM U UX 3alIUTHI. Kak BapHaHT
MOKHO pacCMOTPETh CICAYIOINE METOAbI.

° I[J'ISI ONpeaoTBpaliCHUAd OO0CTylla HCABTOPU30BAHHBLIX MOJIB30BATENICH K COCANHCHUIO MCKIY

KIHEHTOM U cepBepoM RATeneremoi—yHpapieHii—AatbiviH3vepeti—(MBMS)#-eroportim

HOCTaBHHKOM-yEiyt MOXHO PACCMOTPETh BO3MOKHOCTD MCITIOJIb30BAHUS BLIZ[GJ'I@HHOI/I JIMHHUH.

. Jnst cBsi3m MeXIy KIMEHTOM H cepBepoM RAT ciemyer mpuMeHSITh 3alMIICHHBIE COEIWHEHUS,
takue Kkak IPsec u mporokon 3ammiieHHbIXx cokeroB (SSL) VPN. Tpapux RAT momxen
TyHHEIUpoBaThca BHyTpH VPN.

. Ecnn ucnons3oBanne VPN HEBO3MOXKHO, TO yJaJ€HHBIH JOCTYH JOJDKEH OCYLIECTBISATHCS depes
TLS Bepcun He Hke 1.3.
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[Ipu ucnons3oBanum Oe3omacHOro mMerona cBszu, Bkiaouas VPN u TLS, cienyer mpuMeHSTh HaIeKHBIHA
KpUNTOrpauiecKuil anropuT™m. Psa mpuMepoB HaAEKHBIX ANTOPUTMOB W 3HAUEHWH JUTMHBI KIIOYeH
npuBeneHsl B [b-ITU-T X.1197]. Bo Bpemst HacTpoiiku kaHana cBsizu VPN-numo3 umm cepsep RAT nomkHBL
OTKJIOHSATH 3allpoChl HAa YCTAHOBJIEHHE COEIUHEHHS, €CIM KJIMEHT HE UCIONb3YeT HaJleXKHbIE alTOPUTM H
JUIMHY KIIOYa.

8.3.2 Bzammuas ayTeHTH(HKAIMS HA YPOBHE CeTH

Meps! o0ecnieyeHns1 6e30MACHOCTH

B kanaine cBs3u mexxay cepsepoM RAT u knrentoM RAT moimkHa IPUMEHSITHCS B3aUMHAsT ay TEHTU(QHKALISI.
IIpecienyemas neb

Crnenyer peann3oBaTh METO/I B3aUMHOW ayTeHTH()UKAIIMH KaHAIOB CBSI3H, YTOOBI KiTMeHT RAT mMor mpoBepuTh
JNeruTHMHOCTE cepBepa RAT mepen mpenocraBieHHEM €My YYETHBIX JAHHBIX JUIS ayTeHTU(HKAWU. JTa
¢dyHKnus no3Bonut ciryxoe RAT nzbexars aTak depes MoCpeTHUKA MEXTy KIMEHTOM u cepBepoM RAT.

PykoBoasinue ykazanus no peajn3anuu

Korna B kamame cBsism RAT wucnmone3yercs [Psec, SSL VPN wm cBs3p uepe3 TLS, mist B3auMHOM
ayTeHTU(UKAIMK CIICAYeT HCIOJb30BaTh CepTU(HUKAT cepBepa U cepTudukar kiueHTa. KimeHT
ayTEHTU(HUIIMPYET CEPBEP, MPOBEPSIst CEPTUPHUKAT cepBepa, UTOObI YOSIUTHCS B JICTUTUMHOCTH CepBEpa.

BonbimucTBO penrennii VPN nipeocTaBistor (GyHKIUIO MPOBEPKH JETHTUMHOCTH CepBepa, HO BO MHOTHX
crydasx 9Ta (YHKIHsS He BKIOYeHa. TakuMm oOpazom, Korja sl 3amuThl ciryx0bl RAT B cucreme
ympasiieHus ucnonb3yercss VPN, criefyeT BKIIOUNTh OIMIKIO ayTEHTH(HUKAIINH CepBepa.

Kpome Toro, B8 TLS 00bIYHO TOJBKO cepBep ayTEHTH(MHUIMPYET KIMEHTA, MPOBEPsis €ro y4deTHbIE JTaHHbIE,
Takue Kak cepTH(]UKAT, MOCKOJIBLKY ayTeHTH(UKAIMs cepBepa HeoOs3arenbHa. [109ToMy eclii CBS3b MEXITy
cepBepoM U KireHToM 3amuiineHa TLS cinyx0s1 RAT, crieayeT Tpe6oBaTh B3aMMHOI0 00OMeHa cepTu(rKaTaMu
MEX]y CEpBEPOM U KIUEHTOM.

HaxoHer1, TOKHBI OBITh BKIFOUSHBI (QYHKITHS OJIOKMPOBKH MO TPEBBINICHAIO BPEMEHN ayTEeHTU(QHUKAIINU U
(hyHKIMS OrpaHMYEHUs] OJTHOBPEMEHHBIX CeaHCOB. KIFoueBbIM MOMEHTOM ISl PEAOTBPALICHHS aTaK THIIA
OTKa3 B OOCIY)KMBAHWU SIBISICTCS TPABHIBHBIA COpOC 3alpOCOB HA COCJAHHEHHE, OKUAAIONINX OTBETa
Ha ayTeHTU(HUKAINIO KINEHTA.

8.3.3 O0Hapy:xeHHe aHOMAJLHOTO NMOBEJAEHNUS B CETH
MepnbI ob0ecriedeHHs1 6€30MACHOCTH

B ceru, x xoropoit moaxmoueH cepBep RAT, momxHO ocymiecTBIATbCS OOHapyXeHHE aHOMAaIbHOTO
MTOBEICHUS.

IIpecienyemas neab

Haxe ecnu Ha cTopoHe KireHTa RAT npuMeHs0TCs pa3IudHbIe METOIbI O€30IIaCHOCTH, BCE K€ CYILIECTBYET
BEPOATHOCTH TOTO, YTO YCTPONCTBO, HA KOTOPOM 3amyIieH kineHTckuid RAT, Oyner B3nmomano. Hampumep,
€CJIH 3JI0YMBIIIEHHUKH CMOTYT HOJIY4YUTh AOCTYI K CETH MOIKITIOYEHHON K MHTEPHETY CUCTEMBI YIPABICHUS
Yyepes3 B3IIOMaHHbIH KineHTckuid RAT, oHM Takke CMOTYT IMOy4UTh TOCTYI K JTFOOBIM pecypcaM, TOCTYITHBIM
cepBepy RAT. B sT0ii cuTyaunu ennHCTBEHHAs pa3HULA MEKAY yIAJCHHBIMU ONEepaTopaMu/MH>XEHEpaMu U
37I0yMBIIUIEHHUKAMH 3aKJII0YaeTCsl B MX IOBEACHHUU. Y JAJICHHBIC ONEPaTOpPhI/MHKEHEPHl 3HAIOT CeTb U
CHCTEMY, K KOTOPOW OHHM HOZKIIIOYEHBI, TOTJa KaK 3JI0YMBIIIJICHHUKAM HEOOXOAMMO MPOBECTH PA3BEIKY,
YTOOBI BBISICHUTH, B KAKOM MECTE CETH HaXOIUTCS HCKOMBINA 00beKT. COOTBETCTBEHHO, CCTEMa OOHAPYKEHUS
AHOMAaJILHOT'O ITOBEJICHHS B CETH, OCHOBAaHHAsI HAa aHAJIM3€E CETEBOT0 TparKa, MOXKET IOMOYb B OOHAPYKEHUH
kuOepartax.

PykoBoasinme ykazaHus 1o peajn3anun

Cucrema oOHapyKEeHHUS] aHOMaIBHOTO MTOBEJCHUS B CETH JIOJDKHA OTCIIEKMBATh U IPOBEPSTH BCE COOOLICHUS
Mexny kinueHToM u cepsepoM RAT. Kpome Toro, B cucreme ymnpaBieHHs, TOJKIOYEHHON K MHTEPHETY,
cucreMa OOHAapyKeHHs JOJDKHA OTCIEXKHBATH M MPOBEPSATH BCE COOOIIEHHS] OT YCTPOWCTBA, HA KOTOPOM
3anmymieH cepsep RAT, anpecoBanHble 100bIM IpyTruM ycTpoiicTBaM. Takum o0pa3oM, cucteMa 0OHapyKeHuUs
JOoJDKHA OBITH pa3MellieHa B TOi ke MoAceTH, rae pacnonoxeH cepeep RAT, u gomkHa coOupats Tpaduk oT
CETEeBOr0 YCTPOMCTBA, B KOTOPOM pa3pelieHa MOJIUTHKA 3epKalbHOr0 O0ToOpakeHHs moprtoB. Hampumep, B
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CeTH, MOJA0OHON TOM, YTO MTOKa3aHa Ha PUCYHKE 2, pa3pellcHa MOJIMTUKA 3ePKATbHOTO OTOOPaKCHHS IOPTOB
CETEBOT0 KOMMYTAaTOpa B MPOMBIIIICHHON CETH, U CUCTeMa oOHapyKeHus coOupaet Tpaduk u3 uatepdetica,
B KOTOPOM pa3pellieHa MOJUTHKA 3epPKaTbHOI0 OTOOPaKEHUS TIOPTOB.

Korna mpumensiercst meton Hane:xkHod cBsizu, Takod kak IPsec, SSL VPN wumu cBsss wepes TLS, To
YCTPOMCTBO 3alllUThI, 00CCIICUMBAIOIIECE 3alIMIICHHBIA KaHa CBS3M, JOJKHO pa3MEIaThCs Ha MEPUMETPE
nojceTu, B Kotopoi pacrnonoxeH cepBep RAT. Hampumep, yctpoiictBo VPN crnemyer pa3MecTuTh mepen
CETEBBIM YCTPOMCTBOM, YTOOBI CCTEMa OOHAPYIKEHUS aHOMAITLHOTO TIOBEJICHUS B CETH MOTJIa TIPOBEPSTH BCE
MaKeTHI.

Mertonsl 0OHapy>KeHHsST MOXKHO pa3[elUTh Ha TPU THUMA: CTaTHUYECKOe OOHapyKeHHe, OOHapyKeHHe
370ynoTpebIeHns 1 OOHapykeHue aHoManuil. B cpene, B KOTOpOH HCHONB3YIOTCS CpeACTBa YAalIeHHOTO
JOCTyNa, ClIeAyeT NPUMEHATh KOMOHMHAIMIO W3 (YHKUWH BBISBICHHS 3JI0YMOTPeONCHU W aHOManui
JUIsl OOHAPYKEHUSI M3BECTHBIX U HEU3BECTHBIX aTak.

8.3.4 3amumennasi kongurypauus ceTu

Meps! o0ecnieyeHns1 0€30MaACHOCTH

Certb, B KOTOpOI1 ycTaHoBieH cepep RAT, nomkHa ObITh PaBUIBHO CETMEHTHUPOBAHA U M30JIMPOBAHa.
IIpecaenyemast neiab

CermeHTanus CeTH — 3TO pa3/eIeHIe CeTH Ha HECKOIBKO 00Jiee MENIKUX CeTeH, a M30JIALHS — 9TO IPUMEHEHHUE
TIOJTUTHKY YIIPaBJICHUS] OOMEHOM JaHHBIMHA MEXTy Xoctamu. OTIENNUB CeTh, B KOTOPOU YCTaHOBJICH CEpBEP
RAT, ot npyrux cereid, MOKHO MPEAOTBPATUTH JAOCTYI 3JIOYMBIIUIEHHUKOB K JIPYTHM pPECypcaM CHCTEMBI
ympasieHus, naxe ecnu cepep RAT B3nmoman.

PykoBoasinue ykazaHus Mo peajan3anuu

Certb, B KOTOpO# ycTaHoBieH cepBep RAT, nomkHa OBITE OTAENIEHA OT IPYTHX CETEH B CHCTEME YIIPABJICHHUSI,
a oOMeH gaHHbIMHE ¢ cepBepoM RAT 10omKkeH KOHTPOITUPOBATHCS B COOTBETCTBUH C ITPABHIIAMH OEJI0TO CITHUCKA.
Mepsb! 6€30MaCHOCTH 3TOTO THIIA MOKHO PEaTM30BaTh C MCIIOJIF30BAHNUEM KOHIIEIINH IEMUINTAPU30BaHHON
30HBI (DMZ). MexceTeBoi dKkpaH pa3ieisieT MoJCeTh, coaepkainryio cepsep RAT, u B COOTBETCTBHH C €T0
MpaBMJIaMH paspelieHa TOJIbKO aBTOPH30BaHHAs CBs3b, HampuMep 1) Mexay kimmeHToM U cepBepom RAT
u 2) mexxay cepBepoM RAT u ipyrumu pecypcaMu B CHCTEME YIpaBJieHHs. B kauecTBe MpaBuil MEKCETEBOTO
9KpaHa MOXKET MPUMEHSITHCA CIHCOK YIPAaBICHHUS JOCTYIIOM Ha YPOBHE OOCITY>KMBaHUS. DTO O3HAYaET, UTO
TIpaBMIIa JOJDKHBI OTIPEIEIIThCA Kak koMOmHanus [P-anpeca u HoMepa mopra.

Hanpumep, B mpombinuienHo# cetn HMI MoxkeT OBITh OTIENIEH OT IPYTHX PECYPCOB MEKCETEBBIM SKPAHOM,
KakK IIOKa3aHO Ha pHCyHKe 3. MexceTeBOl 3KpaH MpOoBEpsieT BCe BXOAALIME M UCXOJSINUE MAKEThl cepBepa
RAT B cooTBeTCTBHH CO CBOMMH IIPABIIIaMH, U 3TH MTPaBHIIa OMPEIENAIOT, KaKUM cITy’k6am Ha cepepe RAT
paspereHo CBS3bIBAThCS C TEMH WJIM MHBIMHU CIyk0aMu Ha Apyrux ycrpoiictBax. Ilo nHunmaTtuse ciyObl
MIPOrpaMMHOTO OOecTieueHus1 HHKeHepHOH paboueit craniun (EWS) MoxeT ycTaHaBmiBaThesa cBs3b mo HMI
C YCTpOHCTBOM ympaBieHus (HampuMep, NPOTrpaMMUPyeMbIM JorudeckuM KoHTpoimepoMm (ITJIK),
KaK IMoKazaHo Ha pucyHke 3). Cs3b ke mo HMI, mHHIIMUpoBaHHAas 3alUIIEHHBIM KOMaHIHBIM IIPOIIECCOPOM
(SSH), 6okupyeTcss MeKCETEBBIM 3KPaHOM.
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8.4 PykoBoasimme ykazaHus 1mo 6e30MacHOCTH VIS )KYPHAJIOB PerucTpaniu coOObITHIH

8.4.1 Perucrpauusi coobITHIi
Mepbi o0ecnieueHus1 0€30MACHOCTH

CoObITHS, CBs3aHHBIC C OE€30MACHOCTBIO CHUCTEMBI U CETH, JOJDKHBI PETUCTPUPOBATHCH, a >KypHAJIBI
PETUCTPALIUU COOBITUH JTOJIXKHBI OBITh 3aIUIIICHBI.

Ipecnexyemas neiab

OCHOBOM yIpaBiicHHsT 0€30MaCHOCTRIO JIIOOOM CHCTEMBI CITyKaT JKypHaabl PETUCTPAIlMHM  COOBITHIMA
0€301acHOCTH CHUCTEMBI W CeTH. IIpocMaTpuBas M aHAIM3HUPYSA COOBITHS OE30MaCHOCTH, MOXHO BOBPEMS
00HaApYXHUTh MPOoOJIEMBbI Oe30macHoCcTH. TakuMm 00pa3oM, YyeM OoJiee JIeTaTU3UPOBAHHBIC KYPHAIBI COOBITHIH
co3matotcsi cepBepom RAT, Tem jierde opraHu3aiiuu 00HApYKUTh POOIIEMbI 6€30MaCHOCTH.

PykoBoasinue ykazaHus no peajn3anuu

Hexoropsie mporpammel RAT obecrieunBaroT BO3MOXKHOCTH 0OJIee IETaIbHOTO BEJICHNUS )KypHasa, HalpuMep
C perucrpanueil CoOBITHH, CBS3aHHBIX C HCIOJB30BAHMEM KaXKJIOTO NMPHIIOKEHUS W MaHUIYJIMPOBAHHEM
JTAHHBIMHU Ha CepBepe, B TO BpeMsl Kak Ipyrue MpeOCTaBIAIOT JHUIIb BO3MOKHOCTH PETHUCTPAIMH MPOCTHIX
COOBITHI, TaKUX Kak MojKiIoYeHne K cepBepy RAT u oTkmiodeHue ot Hero. Takum oOpas3om, Mpu BeIOOpE
nporpaMmMHoro obecriedenns RAT opranmzamum crieayeT y4YUTHIBaTh CTENEHb JIeTalu3alliy JKypHAJIOB
peructpanuu coObITHI 0€30MaCHOCTH, CO3/1aBaeMbIX IPOrpaMMHBIM obecnieueHreM RAT.

Ecin mporpammuoe oOecmeuenrie RAT mo3Bonser BecTH MPOCTON JKypHAJI PETHUCTPAIlMM COOBITHH,
OpraHM3aIllNY TaKXKe CIEAYeT yUUTHIBATh BO3SMOXHOCTh BEJICHHS KypHaIa COOBITHI OMEPallOHHOI CHCTEMBI,
IOBEpX KOTOpoil ycraHoBieH cepBep RAT. Jlnsg 3TOoro yderHsle 3alMcy YJAJICHHBIX I10JIB30BaTEled Ha
cepBepe JIOJDKHBI OBITh OT/EIEHBI OT JPYTUX YUETHBIX 3ammuceil. B 3ToM ciydae Juis BBISBICHUST aHOMAIBHOTO
MIOBEJCHUS aJMUHHUCTPATOp OE30IIaCHOCTU AOJDKEH IPOCMaTpUBaTh COOBITHS O€30IIaCHOCTH, 3alllCaHHbIE
Y4ETHOM 3alUChI0 YAAICHHOTO IOJIb30BATENs.

B nmomosmenue K KypHaTy CHCTEMHBIX COOBITHM CIIEIYyeT BECTH JXKypHal COOBITHH ceTH. J{OJDKHBI
perucTpUpOBaThCs BCE 3aMPOCH Ha ycTaHOBIeHHE coenuHeHNH RAT 1 ux pe3ynpTaTsl (TO €CTh yCIeX WU
Heynada). bojee TOro, JOMMKHBI pErHCTPUPOBATHCA BCE COOBITHS, OTHOCSIIUECS K IIPOTOKOJIAM YAaJICHHOTO
COCIMHEHHS, TaKUM KakK MPOTOKOJBl TEPMHHAJA, MPOTOKOJBI MPOMBIIIIEHHOTO YIPABICHUS W IPOTOKOI
ympasmstonx  coobmennii B uHTepHeTe (ICMP). Kak OpIIO CcKazaHO BhIIE, Ha TIEPBOM JTare
3TMOYMBIIUIEHHUK OOBIYHO TIPOBOJAUT Pa3BeKy cUCTeMBI. [|Ji1 pa3BeKH MOTYT MCIIONB30BATHCS Pa3IMYHBIC
MIPOTOKOJIBI YAATIEHHOTO coennHeHus. TakuM 00pa3oM, KypHaJIbl COOBITHI CETH TOMOTYT aJMHHHACTPATOpaM
0e3omacHOCTH O0OHAPYKUTh AHOMAIIBHOE TTOBeieHue Ha cepBepe RAT.

Co3paHHble KypHaJIBl COOBITHMH MOJDKHBI HAIEXHO XPAHUTHCS Ha cepBepe KypHaioB. Eciam xypHamsl
XpaHATCS B JIOKAJIbHOM XPAHWIMILE CHUCTEMBI, €CThb BEPOSATHOCTb, YTO 3JIOYMBIIUICHHUKH IOAJETIAIOT
XKYpHaIbl WK MOBpeAaT ux. [loaTomy >KypHaibl cOOBITUI CleoyeT XpaHWTh HA OTHAECIBHOM >KypPHAJIbHOM
cepBepe.

ApMuHUCTpaTop 0€30MacHOCTH JOJDKEH PErYJIIPHO MPOCMATPUBATh U aHAJIM3UPOBATh KYPHAJIBI COOBITHI.

8.5 Ces13b Mekay MepaMu o0ecriedeHUs1 0€30MaCHOCTH U YIPO3aMH 0e30l1aCHOCTH

B Tabnure 1 mokazaHa cBsI3b MEXIy MEpaMHu 0OecIiedeH s 0€30MTaCHOCTH U yIpo3aMu 0€30MaCHOCTH; KPYIKOK
B STUCHKE yKa3bIBaeT Ha TO, YTO JUIsl YCTPAHSHUS MIIM CMSATYCHUS MTOCIIEACTBHI JaHHOW YrpO3bl JOJDKHA OBITH
peann3oBaHa KOHKpeTHas Mepa o0ecredeH s 0e30IT1acHOCTH.
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Tadanna 1 — Ca3b Meskay MepaMu odecriedeHust 0€30MaCHOCTH U YITPo3aMH 0e30IacHOCTH
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Jlononnenne 1

IIpumep 3ammmeHHON KOH(PUTypalu HHCTPYMEHTOB yIaJeHHOI0 10CTyIa
B CHCTeMe IKCIUTyaTallii YCTOHYUBBIX HCTOYHUKOB JHEPruu

(Tannoe JlonoHEHHE HE SIBISCTCS HEOTHEMIEMOM YacThIO HAacTOsIIEH PekoMeHanum.)

1.1 0O030p cucremsl

Ha reneparopax yCTaHOBJIIEHO MHOXECTBO JAaTYMKOB M MCIOJHUTEIBHBIX MEXaHU3MOB. JlaTunku
MPEIOCTABIISIFOT JaHHbBIC U3MEPEHUS TapaMeTpOB YCTpOicTB ynpasienus (Hanpumep, [1JIK Ha pucynke 1.1),
U II0 3TUM J@HHBIM OIIEPATOPHI CIEIAT 3a COCTOSIHMEM I'eHeparopoB ¢ nomoiusto HMI wim uHxeHepHOU
paboueii cTaHiU. B 3aBHCHMOCTH OT cTaryca OmNeparopbl YNPaBIsSIOT UCIONHUTEIBHBIMH MEXaHU3MaMH
yepe3 HMI (unm umkeHepHyro pabouyio cranuuio) u [1IJIK. Hampumep, mpu npubmkeHun TaidyHa
OTIepaTopbl OCTAHABIMBAIOT BpAIllEHHE JIomacTeil BeTpsHOW TypOuHbl. CeTb, COENMHSIONIAs JATUHUKH,
UCIIOJHUTENbHBIE MEXaHM3Mbl M YCTPOWCTBA YIPABJIEHUS, HA3bIBACTCS NPOMBIUNEHHOU CEmbio.
B npombIlsIeHHON ceTH Ui KOHTPOJS M YIPaBJICHUS TeHepaTopaMu OOBIYHO HCIIONB3yeTcsl MHTep(eiic
YeII0BEK—MalIWHA.

B HEKOTOpBIX Cilydasx TeHepaTOphl, WCIOIB3YIOINE YCTOWYMBBIE MCTOYHHKH JHEPTHH, TaKHE KaK BeTep
(BeTpsiHBIE TYpOWHBI), BOJOPOJA (TOIUIMBHBIE DJEMEHTHI) W CONHEeYHas dSHeprus ((POTORIEMEHTHI),
IKCIUTYaTHUPYIOTCS  yJAJIEHHBIMH OIEepaTopaMH. YJAJleHHBIE OMNEepaTopbl KOHTPOJIHPYIOT COCTOSIHHE
TeHEPaTOPOB U YIPABIISIIOT UMH JIJISL JOCTHXKEHHUs 3QQEeKTHBHOI BEIPAaOOTKH AIIEKTPO3HEPTHH.

SIEM 5
Veii0BHbIE 0603HAYEHUS - WmkeHepHas
3anIuI e HHbIi HesaunumeHupiit paboyasi cTaHIMs
KaHa KaHaJ
Kunenr Cepsep E
Kmnent VPN O I3 VPN
Cucrema ynpasienust JIC
Pabouas cranims E
Iomemenue orneparopa -
YAaJIeHHOTO oneparopa L 3
—————————————————————————————————————————————— N
IpoMblIeHHBIH 00BEKT

buomerpuueckuii
ayTeTRKATOD e Y% — ((( ’)) [mos Me:xceTeBoii skpaH
[k O
z&E -

CCTV
CuutbiBaTeIb

cMapT-KapT

[ A—

HMI i
IDS/IPS

YerpoiicTBo

ynpaBieHUs
(TUIK)

-,

X.1333(22)

Pucynok 1.1 — IIpumep 3amMineHHoH ceTH IJIs1 CHCTEMBbI YIPaBJIeHUs IKCILTyaTanuei
YCTOHYMBBIX HCTOYHUKOB YHEPrUU
1.2 3amuieHHas KOHQUIrypauus

Ha pucynke .1 mokaszan mpumep KOHGUTypalMy 3aliWIICHHOW CETH JJIsl 9KCIUTyaTallud YCTOHYMBBIX
HCTOYHUKOB SHEPIHHU. B OCTANBHBIX MyHKTAX 3TOr0 pasjielia OMUCAHbl Mepbl oOeceueH s O€30MaCHOCTH MO
KaXJIOMYy W3 KOMITOHEHTOB, B YHCIIO KOTOPBIX BXOAAT KiueHT RAT, cepsep RAT, ceTh U KypHAT COOBITHI
0e30MacHOCTH.

1.2.1 Knuent RAT

I[J'IH kiuenta RAT CO34acCTCAd OTACIbHAA YUCTHAs 3allUCh, U JOCTYII K IPOTrPpaMMHOMY 00eCeYeHUIO KITUEHTA
OCYIIECTBJIACTCA TOJIBKO Y€PE3 3Ty YUCTHYIO 3allMCh.
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Besikuit pa3, korma yAaJCHHBI oOmepaTrop 3amyckaeT KIMEHTCKOe mporpamMmHoe obOecneueHue RAT,
3aIyCKAIOTCS TIPOLECChl IMPOBEPKH OOHOBJICHUN M IEJIOCTHOCTH, W TMEpPea 3allyCKOM KIMEHTCKOTO
nporpaMmMHoro obecneueHus RAT ycraHaBmmBaeTcss 0OHOBJICHUE.

Knuent NAC npoBepsieT ypoBeHb 0€30MIaCHOCTH YCTPONUCTBA U OJIOKMUPYET NOAKIIOYEHUE K HHTEPHETY, €CIIH
Kakas-mubo HacTpoiika Oe3omacHOCTH ImpomylieHa. Hampumep, ecnym He BKIIOYEHBI aHTUBHPYCHOE
nporpaMMHoe obecriedeHne M TEepCOHANBHBIN MexceTeBol dkpaH, To NAC He IOMyCTUT yCTAaHOBJICHUS
COCIVHCHHS.

Bce ycrpoiictBa, Ha KOTOpBIX 3amymleH KiIMeHTCKuM RAT, skcrutyaTHpylOTCs B MOMEIIEHUH YJaJeHHBIX
OIepaToOpoOB. YIpaBJIEHHE JOCTYIIOM B 3TO NOMEILEHUE OCYILECTBIISETCS C MOMOIIBIO OHOMETPUYECKOTO
ayTeHTU(HUKaTOpa (HarmpuMep, OTIIEYaTKOB MaJbIIeB UM PACIIO3HABAHUS JIHI]) M CHCTEMBI BUJICOHAOIIOICHUS,
YCTaHOBJICHHOH Nepe]] ABEPHIO B 3TO IIOMEILECHHUE.

.22  CepBep RAT

[lpu mombITKE yAaNEHHBIX OIEPAaTOPOB YCTAaHOBUTH coenuHeHue uepe3 kimeHTCkuii RAT TtpeOyercs
nByxQaktopHas ayTeHTH(UKanus (HarmpuMep, Hapoib W cMmapt-kapta). Kpome toro, ams mumo3a VPN
u cepeepa RAT ucnons3yrores crarnueckue [P-agpeca.

[Nepen B3amMHOI ayTeHTH(HKALINEH XOCT, 3apaluBaOLINNA coeTuHeHne, QuiabTpyeTcs Ha numoze VPN 1o
IP-ampecy u anmpecy ynpasnenusi pocrynom K cpene nepeaaun (MAC). Kpome Toro, Bpemsi COXpaHeHHUS
KaHana cBs3u Mexay VPN-xmentom 1 VPN-mmmro3oM coctaiseT 8 wacoB. Takum oOpa3om, depes Kakable
8 yacoB yjaneHHbIE OTEePaTOPhI JOHKHBI TOBTOPHO MPEJOCTABIATh CBOW Mapoib U cMapT-Kapty st VPN-
COEIITHEHMS.

Y4eTHble 3aIuCH yAaIeHHbIX oreparopoB B HMI oTaeneHs! OT Ipyrux y4eTHBIX 3amrceil, 9T00bI OTpaHIIUTh
MpaBa yAaJeHHBIX OTIEpaTOPOB M CO3JATh MOAPOOHBIE JKYPHAIBI COOBITHH IS YIETHBIX 3aIHCeH.

1.2.3 Cerb

Kanan cs3u mexay kiueHToM u cepBepoM RAT zammimaercas VPN IPsec. Ilepen nmoakitoueHreM K cepBepy
RAT ximmenTt VPN, ycTaHOBICHHBIN Ha YCTPOUCTBE YIAICHHOTO OllepaTopa, JOJKEH YCTAaHOBUTH 0€3011acHbII
KaHal cBsi3u co moiro3oM VPN. UtoOwr obecrieunth 128-OMTOBBIT MUHUMAILHBIM YPOBEHBH 3aIUTHI,
HCIONB3yeTcs  Kpurrorpaduueckuii maker Suite-B-GCM-256 mns VPN  IPsec, Kak yKa3aHO B
[b-IETF RFC 6379]. s ayrentudukanuu IKEv2 npumensiercst ECDSA-256 s VPN IPsec, kak yka3aHo B
[b-IETF RFC 6380]. Jlns obecriedenust OamaHca MEXIy CTEMEHBIO 3alllUThl M HAKIAJHBIMH PacXoIaMu
yCTaHOBIICHHAs MPOoJoIDKUTENbHOCTE ceanca SA IKE cocraBnsier 24 vaca, a ceanca SA [Psec — 8 vacos.

CeTb MPOMBIIUIEHHOTO 00BEKTa paszeiiecHa Ha aBa cermMeHTa — DMZ mins HMI n mpoMEBITIUIeHHAsT CETh IS
IUIK, 1aT4ukoB M MCIOJHUTEIBHBIX ME€XaHU3MOB. Kpome TOro, mjsl pasgeieHus ceTeil MEKAy JOKaJIbHOU
cetbio (JIC) cucTeMbl yrpaBiieHHs, MPOMBIIUICHHON CeThi0 U DMZ pacroiioKeHbl MEKCETEBbIC IKPAHBI.
Takum o6pazom, motok qanabX U3 EWS 8 HMI mi1s nepenaun B MpOMBINIUIEHHYO CETh pa3pelieH, HO 000
npyroit Tpaduk or HMI B mr00yio APYTyrO ceTh OJOKHPYETCS MEKCETEBBIM IKPAHOM.

B DMZ ycranosieHa cucrema ooHapyxenust BTopskernii (IDS) num IPS, koTopast 1 puHAMAET BXOISAIINH U
UCXOIAIMN ceTeBod TpaduK M3 TOpTa KOMMYTAaTOpa, HACTPOCHHOTO Ui 3€PKAJIBHOTO OTOOpaKEHHS

Tpaduka.
1.2.4  KypHuaa perucrpanuu coObITHH 0€30MaCHOCTH

CoObITus1 6€30MaCHOCTH, T€HEPUPYEMbIE YUETHBIMU 3allUCSIMU YAAJIEHHOI'O JOCTYIA, PETUCTPUPYIOTCS B
cucreme HMI u nepenatotrcs B cucremy ynpasieHHus: nHpopMmanueil u coositusiMu 6e3onacHoct (SIEM).
ApMuHUCTpaTop O€30MacCHOCTH OpraHM3alUM, SKCIUTyaTHPYIOMIEH YCTOWYMBBIE HCTOYHUKHM DJHEPTHH,
MEPUOANYECKH IPOCMATPHUBAET XKYpPHAJIBI, HCTIONB3Ys cucteMy SIEM.
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CEPUM PEKOMEHIALIA MCD-T

Cepus A

Cepus D

Cepus E

Cepus F
Cepus G
Cepus H

Cepus 1

Cepus J

Cepus K

Cepus L

Cepus M

Cepus N

Cepus O
Cepus P
Cepus Q
Cepust R
Cepus S
Cepust T
Cepus U
Cepus V

Cepusa X

Cepus Y

Cepust Z

Opranuzanus padorst MCO-T

[puHIUTBE TApUGHUKAINY U y9eTa U SKOHOMUYCCKHE U CTPATETHYCCKIE BOPOCHI MEXKTYHAPOHOM
anekrpocszu/UKT

OO6mras SKCIUTyaTanus ceTy, TeaedoHHas cyx0a, (GYyHKIMOHHPOBAHUE CITyKO U 4elIOBEUECKUE
(axTopsI

HerenedoHHbIe CITy>KOBI 3JICKTPOCBS3H

CucteMbl 1 cpejia repeadn, HU(pPOBbIE CUCTEMBI i CETH
AyIMOBH3yaIbHBIE U MYJIBTUMETHHHBIE CUCTEMBI
[udposas ceTh ¢ UHTETPAIUCH CITYXKO

KaGenbHble ceT 1 nepeaaya CUrHaJOB TCJICBU3MOHHBIX U 3BYKOBBIX ITPOTrpaMM U JIPYTUX
MyJ'IbTPIMCllHIZHbIX CHUT'HAJIOB

3ammra oT IIoMex

Oxpyxatomas cpena u KT, u3MeHeHne KiuMara, 3JIeKTPOHHbBIE OTXO/IbL, 3HEprodh(HeKTHBHOCTD;
KOHCTPYKIIUS, MPOKJIaJKa U 3allUTa KaOesiel U APYruX 3JCMEHTOB JIMHEHHO-Ka0eIbHBIX COOPY)KECHH I

YrpasieHnue dJIeKTpocBs3bio, BKiIodas CYD U TeXHUUYECKOe 00CITy)KUBaHUE CETEeH

TexHuueckoe 00CITyKUBaHUE: MEKIYHAPOJHBIC KaHAJIbI IEPEAadH 3BYKOBBIX U TEJICBU3MOHHBIX
porpamMm

TpeOoBanus K UI3MEPUTEIIBHOM arapaType

KauecTBo TenehoHHOI nepeiaun, Telie)OHHbIE YCTAHOBKHU, CETH MECTHBIX JIMHUI
KomMyTarus 1 curHanmM3anus, a Tak)ke COOTBETCTBYOIIME H3MEPEHHSI U UCTIBITAHHSI
Tenerpadnas nepegaya

OxoHeuyHOe 000pyAOBaHKE I TeIerpadHbIX CIyKO

OxoHeyHoe 000pyTOBaHUE JIJIS TeIEMAaTHIECKUAX CITYKO

TenerpadHass KOMMyTamus

Ilepenaua maHHBIX 110 TeIC(OHHON CETH

Cern nepeavu JaHHBIX, B3aUMOCBSI3b OTKPBITHIX CHCTEM U 0€30MACHOCTH

I'mobansHas nHGopManmoHHas HHPPACTPYKTYpa, aCIEKThI HPOTOKONIA MIHTEpHEeT, CeTH MOCIeYONIHX
TTOKOJICHHH, HHTEPHET Bemlel u "'yMHBIe" ropoaa

S3bIKN 1 OOIIHIE aCTIEKTHI MTPOTPAMMHOTO 00ECTIEUSHHS TS CHCTEM 3JIEKTPOCBSA3H

OTtnevaTaHo B LLsenuyapun
XKeHeBa, 2024 r.
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