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Summary 

Corrigendum 1 to Recommendation ITU-T X.1314 corrects errors in clause 7.1.2.6. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes 

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 

mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 

Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other 

obligatory language such as "must" and the negative equivalents are used to express requirements. The use of 

such words does not suggest that compliance with the Recommendation is required of any party. 
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7.1.2.6 Group authentication requirement 

Modify the clause to read: 

The number of UN terminals can be huge, and based on the classification of all kinds of applications 

and services, there can be many UN terminal groups. UN needs to implement a unified management, 

and a unified resource allocation to these terminal groups. Therefore, it is necessary for UN to 

implement group authentication for these terminal groups. 

Group authentication of objects shall be supported. For group authentication, a group of objects may 

have a common UN group identity (ID) for authentication and authorization. The ubiquitous network 

or the UN application domain may authenticate and authorize the whole group of objects with this 

group ID, or may authenticate and authorize them individually. 

The authentication of group objects may be performed by an authentication agent or gateway, or by 

a master object within the group. 

An authentication gateway may act as a broker to assist objects and the ubiquitous network perform 

mutual authentication. The procedure of group authentication with gateway could be: Firstly, the 

gateway and the ubiquitous network shall perform mutual authentication, and calculate their key 

materials respectively. Secondly, the gateway shall mutually authenticate with each object and, if 

successful, it shall send the above calculated key materials to the objects. In the meantime, the 

gateway shall inform the ubiquitous network of the authenticated objects. Thirdly, each object shall 

generate authenticated encryption traffic key based on the hash of its root key and the received key 

material from the gateway, meanwhile the ubiquitous network shall also generate the authenticated 

encryption traffic keys based on the hash of key materials and the root keys of the authenticated 

objects. In this way, the communication security between the UN object group and the ubiquitous 

network is guaranteed. 
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