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INTERNATIONAL STANDARD ISO/IEC 29180
RECOMMENDATION ITU-T X.1311

Information technology — Security framework for ubiquitous sensor networks

Technical Corrigendum 1

Summary

This Technical Corrigendum 1 to Rec. ITU-T X.1311 (2011) | ISO/IEC 29180:2012 corrects references to withdrawn
standards.

History
Edition Recommendation Approval  Study Group Unique ID*
1.0 ITU-T X.1311 2011-02-13 17 11.1002/1000/11058
1.1 ITU-T X.1311 (2011) Cor. 1  2014-11-29 17 11.1002/1000/12344

To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web browser, followed by the
Recommendation's unique ID. For example, http://handle.itu.int/11.1002/1000/11830-en.

Rec. ITU-T X.1311 (2011)/Cor.1 (11/2014) [


http://handle.itu.int/11.1002/1000/11058
http://handle.itu.int/11.1002/1000/12344
http://handle.itu.int/11.1002/1000/11830-en

FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1ISO and IEC.

NOTE

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must" and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents, which may be required to implement this Recommendation. However, implementers are
cautioned that this may not represent the latest information and are therefore strongly urged to consult the TSB
patent database at http://www.itu.int/ITU-T/ipr/.

© ITU 2015

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology — Security framework for ubiquitous sensor networks

Technical Corrigendum 1

Conventions used in this corrigendum: Original, unchanged, text is in normal font. Deleted text is struck-through, thus:
deletedtext. Inserted text is underlined, thus: inserted text.

1 Clause 2.2

Modify clause 2.2 as follows:

2.2 Paired Recommendations | International Standards equivalent in technical content
—  Recommendation ITU-T X.800 (1991), Security architecture for Open Systems Interconnection for CCITT
applications.

ISO/IEC 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic Reference
Model — Part 2: Security Architecture.

2 Clause 2.3

Add the following reference to clause 2.3:

— Recommendation ITU-T X.805 (2003), Security architecture for systems providing end-to-end
communications.

3 Clause 6
Modify the 10th paragraph as follows:

There are three components in the SN: the application server communicating with the sink node; the sink node called the
base station, which interfaces the sensor network and the application server, and the collection of sensor nodes using
wireless communication to communicate with each other. The sink may communicate with the application server via the
Internet or a satellite. Security architecture in the IP-based network is very similar to that in Rec. ITU-T X.805HSOHEC
18028-2. Therefore, this Recommendation | International Standard focuses on the security of the wireless sensor network
(SN) consisting of a set of sensor nodes using wireless transmission.

4 Clause 7.1.1
Modify the first sentence of the first paragraph as follows:

Rec. ITU-T X.800 | ISO/IEC 7498-2 and Rec. ITU-T X.805 HSOHEC-18028-2cite the following security threats to the
networks (note that these are also security threats applicable to the SN):

5 Clause 7.1.2
Modify the first sentence of the first paragraph as follows:

Rec. ITU-T X.800 | ISO/IEC 7498-2 and Rec. ITU-T X.805 -HSOHEC-18028-2-identify five threats that are applicable
to routing-related message exchange in the SN. In addition to these, seven threats are identified in (see Karlrof et al. in
the Bibliography) with regard to the routing messages exchanged between sensor nodes.
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6 Clause 7.2
Modify the first sentence of the first paragraph as follows:

The threat models developed in Rec. ITU-T X.805-HSOHEC-18028-2 can be applied to the IP network. Therefore, refer
to Rec. ITU-T X.805-HSOHEC-18028-2-for the details of those threats.

7 Clause 8
Modify the second paragraph as follows:

To counter the aforesaid threats in both the SN and the IP networks, the following security dimensions in

Rec. ITU-T X.805HSOHEC-18028-2are applicable:

8 Clause 9.1.1
Modify the first paragraph as follows:

Table 1 lists the security requirements and describes the relationship between the security dimensions and the security
threats identified in Rec. ITU-T X.805-HSOAEC-18028-2. The letter "Y™ in a cell formed by the intersection of the table's
columns and rows suggests that a particular security threat is opposed by the corresponding security dimension.

9 Clause 9.2
Modify the first paragraph as follows:

The security threats and security dimensions developed in Rec. ITU-T X.805 -HSOAEC-18028-2-can directly be applied
to a secure message exchange through the IP network. Therefore, refer to Rec. ITU-T X.805 HSOGHEC-18028-2-for
related details.

10 Clause 10.7
Modify the first paragraph as follows:

The IP network security technologies in Rec. ITU-T X.805 -HSOHEC-180628-2-can directly be applied to secure message
exchange through the IP network. Therefore, related details can be omitted.
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