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>> H. Williams: Jody, can you hear us?

>> J. Westby: I can hear you.

We're going to start now.

>> H. Williams: Steve, over to you.

>> S. Santorelli: Ladies and gentlemen, good afternoon.

And welcome to the cybersecurity session this afternoon.

My name is Steve Santorelli, the Director of Global Outreach for Team Cymru.

I'm possibly one of the most paranoid people you'll ever meet which is why you won't see my image on the screen for the broadcast.

I apologize if that's disconcerting.

I'm not particularly good looking anyway but you won't be seeing me on the TV screens.

Thank you to the ITU for putting this together.

They've managed to put together an amazing panel of speakers, the great and the good from the ITU security world, and I look down the tables here and it's apparent to me that not only am I the most paranoid person in the room, but I'm clearly by order of magnitude the least intelligent person in the room.

If you know Team Cymru, that's fine.

We keep a very low profile.

I've handed out a couple of newsletters and fliers and business cards that are yours to keep.

Team Cymru is a small Internet research company based in Chicago.

We have offices all over the world.

I won't bore you with what we do.

It's in the leaflets.

If you're interested seem me afterwards.

It's pronounced Team Cymru.

I'm an investigator by trade.

I have 10 years of experience doing investigations into botnet and computer viruses all over the world.

In that decade I've seen the landscape for cybersecurity change fundamentally.

We're seeing peer to peer based botnets.

A botnet is a network of computers that have all been infected with the same virus and they all call home to the same single point of contact which the arch criminal the bot master or bot pimp, whatever term you use, can issue commands to infect the machines from a central location.

There's no easy legal way of stopping them.

They essentially can't be stopped.

We've seen StuxNet a new bit of malware which targets critical infrastructure.

We've seen a much shorter window between vulnerabilities being discovered and published and abuse of those vulnerabilities by criminals.

Cybercrime has become a multibillion dollar a year business.

There's one group in Russia alone that made last year $50 million from Cybercrime.

If we can very briefly move to the slide up here now, I'm going to explain to you a little bit of the anchor around which we're going to have some of our discussions.

So if we can have the slide up on the screen, that would be very helpful.

As they're putting the slide up essentially what you have here is the five pillars of the ITU's global cybersecurity agenda.

Legal measures, technical and procedural measures, organizational structures, capacity building, and international cooperation.

At the top you have the three main key groups of stakeholders:  Government, business and the economy, and citizens.

And down at the bottom in beige you have three key areas during our discussions as we were preparing for session we realized the nation states innovation and cloud computing are key topics that will be shaping the future of the community's reaction to the issue of cybersecurity.

The format is that I'm now going to very briefly introduce all of the panelists.

Then after I've given their short biographies, they each have 5 minutes to outline key areas they feel are relevant to discussion.

After everybody's taken their 5 minutes to introduce themselves, we're going to have a 40‑minute panel discussion around some of the topics we've discussed in our preparation.

And then hopefully, we have plenty of time to open the discussion to the floor.

Please speak slowly for the interpreters.

That's one of my major failings as a moderator.

I tend to speak very fast.

I apologize to the interpreters for making their life more difficult.

After we've had hopefully an animated articulate discussion with you the Delegates, there will be a final summing up by each panelist.

So first of all it's my great honor to introduce His Excellency Hassam Baryalai.

For 8 years he's been a Deputy Minister in the Ministry of Communication and Information Technology in Afghanistan.

He's been with that group more than 20 years.

He specializes in the rehabilitation of telecommunication networks in Afghanistan for the last 8 years.

He's a Board member of the ICT Institute of Afghanistan and also a member of the Media High Council for Afghanistan.

We also have one panelist who actually can't be with us.

She'll be joining us remotely from Washington, and I've just put her picture up there.

Jody Westby, the Chief Executive Officer for Global Cyber Risk.

She's got 20 years of technical, legal and policy and business experience.

She consults worldwide to the public and the private sector alike about cybersecurity issues.

She's also an adjunct distinguished fellow at Carnegie Mellon, and she's previously worked for Price Waterhouse Coopers.

She's launched companies, she's worked with the U.S. Chamber of Commerce.

She's co‑chaired the World Federation of Scientists' Permanent Monitoring Panel on Information Security.

She's a member of the United Nations High Level Experts Group on Cybersecurity, and she even led the development of the ITU on Cybercrime legislation.

She's written no less than 4 books on this exact topic, so we're privileged to have her with us from Washington.

She literally wrote the book on the topic we'll be discussing this afternoon.

Next is the legendary Eugene Kaspersky, founder and Chief Executive Officer of Kaspersky Labs.

He graduated from the Institute of Cryptography, Telecommunications and Computer Science.

Began studying computer viruses in 1989.

In 2007 he was named the CEO of Kaspersky Labs.

A laureate of the State Prize for Science and Technology for the Russian Federation, and in 2010 he received the CEO of the year award from SC Magazine in Europe, as well as the Virus Bulletin 2010 Lifetime Achievement Award.

Next, Cheri McGuire, Vice President of Global Government Affairs and Cybersecurity Policy for Symantec Corporation, where she manages a global team focused on data integrity and privacy issues.

She's been Chair of the U.S. Government I.T. Sector Coordinating Council. 

Previously held positions as Director for Critical Infrastructure and Cybersecurity at Microsoft, as well as being previously acting Director and Deputy Director of the National Cybersecurity Division in the US‑CERT. 

She also led the implementation of CyberCom 2.

Andrew Cushman, the Senior Director of Strategy at Microsoft.

He's previously managed the Microsoft Security Response Center, which leads emergency response to security threats worldwide.

He's credited with helping change the entire approach to security at Microsoft and having worked three years at Microsoft I can certainly verify that firsthand.

He's a leading light in all things security at Microsoft, and he's also been instrumental in developing their unique blue hat conferences.

Next, Mohn Noor Amin is Chairman of the IMPACT Management Board.  

IMPACT is the International Multilateral Partnership Against Cyber‑Terrorism, the world's largest U.N. backed public‑private partnership against cyberthreats with 191 partner countries.

He guides them enhancing their capacity to detect, prevent against and respond to cyberthreats.

He's also Chairman of a leading managed security services organization.

He's been appointed by the President of the Republic of Guatemala to serve as the honorary envoy to Malaysia.

He's served as legal counsel to two previous Malaysian  Ministers and as general counsel to Malaysia's ruling party.

He's a trained English barrister.

I think in theory that makes him my arch enemy.

If I'm a trained English Cybercrime investigator then barristers are always our sworn enemies but we'll have agree to put our differences to one side for a few hours this afternoon.

And finally Dr. Bilel Jamoussi, Chief, Study Groups Department Telecommunication Standardization Bureau at the ITU, and our leading expert on Telecom standards, holding no less than 22 patents.

He's responsible for the management of the ITU‑T Study Groups, the Global Standardization Initiatives, the Joint Coordination Activities Focus Groups and Secretariat there.

Previously he worked at Nortel, where he held several leadership roles.

He led Nortel's involvement in more than 90 standards and groups.

He works with boards, Governments, committees in liaison roles.

That is the panelists.

It now gives me great pleasure to ask the first panelist, His Excellency Hassam, to speak for five minutes on topics he feels is of interest.

>> H. Baryalai: Chairman, respected Delegates and distinguished guests, just I briefly speak a few words on cybersecurity.

I think it would be safe to say that cybersecurity is one of the most important elements of a comprehensive strategy for securing a nation.

In today's world our dependence on technology is so great that any interruption to any continuity of cyberspace would have enduring and devastating effects on our well being.

Cybersecurity is not only important to individuals because the need to guard against entity ‑‑ identity theft, but also businesses that have a need for the security because they need to protect their trade secrets, proprietary information, and so forth.

Similarly, the Government also has the need to secure their information.

This is particularly critical since some terrorist acts are organized and facilitated by using the Internet.

The battle to protect our cyberspace is in many ways like best practice strategies establishing awareness, programs in the country but without any doubt, international cooperation is the key for this battle.

The success of digital inclusion requires prospective users of bandwidth, broadband being confident that their information and identities are secured and protected.

Our critical National information infrastructure is the fiber optic ring of Afghanistan which is recently connected with our neighboring countries.

The establishment of Afghanistan National Data Center, where all the critical information will be hosted with both physical and logical security available there.

The networks and the facility of National I.D. cards where all the National I.D. cards will be printed in a secure platform.

The establishment of Afghanistan Cyberemergency Response Team so we can have cybersecurity awareness program for all our ministries and Government organizations within the five years of current plan.

The awareness program will be available in most of our Provinces.

AfCERT will be connected directly to the global response center at IMPACT where all threats will be broadcasted.

To members.

AfCERT is following the communication from ITU IMPACT advisers who conducted an assessment for Afghanistan.

We received some news and other cybersecurity related information through the portal access.

They have given to us at global response center impact.

Working on making of the strategic Master plan for e‑government is in process.

Our public infrastructure, Electronic Certificate Authority will be established in may 2011.

Its main contribution will be with National I.D. card project.

We're using Smartcard for our National I.D. card project, and to ensure data security, we need ECA.

Our reading is for the National strategy is the ICT policy including National broadband policy establishment of National cybersecurity strategy and framework, National emergency telecommunication plan and ICT law of Afghanistan.

We're so grateful from ITU impact for their kind assistance in conducting a very strong and realistic assessment for Afghanistan Cyberemergency Response Team, establishment in Kabul.

Generally both public and private sector appreciated the establishment AfCERT in Afghanistan.

We hope ITU IMPACT will continue their cooperation with us so we can have more initiative in the field of cybersecurity or in general establishing a reliable e‑government in Afghanistan.

Thank you.

>> S. Santorelli: Thank you.

The next 5 minutes we move to Jody in Washington.

If you can hear us, the slide that you sent through is currently being displayed.

Over to you, you have 5 minutes.

>> J. Westby: Thank you very much.

There are technical issues with investigating cybercrimes but primarily investigations and prosecutions are plagued with legal and policy problems.

Successfully investigating, charging and convicting cybercriminal is a complicated and difficult process.

If the cyberactivity is to be tracked and traced to its point of origin, and this requires communicating with contact points along the communication path on a 24/7 basis.

It usually involves tracing communications backward from point to point, and this requires the cooperation of each provider and may well involve multiple requests of assistance from Governments and/or law enforcement, and these people have to be available and skilled in assisting with the cyberinvestigations and understanding the legal frame works.

If we are lucky to track and trace and can identify the person conducting the activity, then it may be difficult to get assistance from local law enforcement if the crime is not illegal in that country, or even if it is illegal, the search and seizure of the evidence may not occur if local law enforcement is not skilled in the investigation.

And even if the digital evidence is seized, the capture may have been conducted in such a manner that the evidence is tainted or is inadmissible in the courts of the country pursuing the investigation.

But even then, if the evidence is gather and it is admissible and the suspect is located, it may be impossible to extradite the person due to treaty provisions or the laws of the country where the suspect lives.

So cybercriminals have been able to advance very dramatically, because it's the near‑perfect crime, and turning the tide on Cybercrime will require us to address these central problems.

And those are mainly legal problems.

I list at the top of the slide the main problems that countries have no laws about Cybercrime, or else they're very inconsistent in what is a Cybercrime within a country.

The procedural rules for investigations and collection and preservation of evidence and cooperation again are nonexistent or inconsistent, and this causes the evidentiary issues I mentioned.

And few law enforcement personnel are really trained to assist and to conduct search and seizure in a way that would be consistently applied or consistent with what we say are best practices.

That there aren't ‑‑ there's not a global 24/7 point of contact with someone for the 233 countries and territories connected to the Internet so we can have assistance in investigations no matter where the packets go.

That information‑sharing is inadequate inside and outside of countries, and this is often driven bylaws.

That judges, prosecutors and attorneys are not experienced in Cybercrime cases.

And then the jurisdictional and extradition problems that we face due to lack of a harmonized approach.

So the ITU toolkit for Cybercrime legislation was developed to be used as sample legislative language that is consistent with laws in the developing countries and with the Council of Europe Cybercrime Convention.

It is simply sample language that any country in the world can look at and say, is our law consistent with this sample language?

Or can we use this language and we can adapt it to our own legal framework?

It contains explanatory comments where necessary to explain areas that we think needs additional information.

And it was developed and is presented in a same or similar format as the United Nations UNCITRAL model laws for electronic commerce and electronic signatures.

The toolkit is available to all developing countries on the ITU website to help them establish their own Cybercrime rules and laws.

With the overall goal of promoting global harmonization of Cybercrime laws and assisting developing countries in establishing their legal frame works both substantive and procedural that address Cybercrime to help solve the problems that I outlined above.

>> S. Santorelli: Thank you very much, Jody, I appreciate your time.

And for your efforts in joining us from Washington.

A general plea from the interpreters if we can all please slow down a little bit.

Now I hand the floor to Eugene for the next five minutes.

>> E. Kaspersky: Thank you very much.

During the introduction of everyone here at the table you said you may be the most paranoid person here but I'm working for 21 years with the computer, malware is Cybercrime investigation so I think I am the most paranoid here maybe in the room.

And from my paranoid side, watching the computer or digital systems, watching the networks, watching all this new reality ‑‑ actually, it's a new world, and this world was developed and designed 10, 15, 20 years back.

Still we're a generation which remembers what's that, having no computer, no Internet, no mobile phones.

Do you remember?

Yes, I think yes.

So we live in a very new world.

And unfortunately, this new world, it depends on information systems.

It depends on computers, computer systems, on the networks, but we don't really control that.

And I think this is the main reason why we are here discussing Cybercrime and cyberweapon, new worms, new malware is a real warfare.

It's not just cybercriminals, they're even worse than that.

To stop it, to get the control back, to control the Internet, to be more protected against all these different types of attacks, I think there have to be some very basic things have to be changed.

I think we have to introduce or start to think about introducing their new regulation in the digital networks.

Maybe on the Internet they're all computer systems, they're so new that they're not designed in the right way.

Maybe we have to think of to build it from scratch once again, to have more security by design in the computer system because, well, sooner or later, we have to do that, because we depend on computer systems.

Everything ‑‑ well, even in this hotel, this place and exhibition, everything depends on the computer systems and without it, well, it could not happen.

And let's just imagine that some system is responsible for transportation, for example, is broken.

The system in the airport, the system in the factory.

Well, I think I don't need to explain that.

The problem is that all these computer systems, they are directly or indirectly connected to the same network, and cybercriminals and cybergangsters or even worse than that, they're also connected to the same network from the other side, and we don't really know what is the next target of the attack.

We don't really know what's the next surprise.

And I think that it's time to start talking about that, starting to think how to redesign the digital world.

Of course, I think that if it's started, the project will take 10, 20, 50 years, so maybe it's not for our lifetime, but maybe this will be a very good gift to the next generations.

Secure digital world.

So I'm the most paranoid person here in the room, I'm talking about that.

>> S. Santorelli: Eugene, thank you very much, Cheri?

>> C. McGuire: Thank you, Steve.

I think, Eugene, we're probably a panel of paranoids, right?

It's my pleasure to be here with you all today to speak with this auspicious panel at this very, very important ITU Plenipotentiary.

I'm going to talk a little bit about partnering to address the threat, and specifically focused oven the pillar of technical and procedural measures.

First I want to start by giving you a couple of statistics about a particular situation we're in today.

Symantec as many of you know is a very large security company, and we conducted recently under our Norton consumer brand a Cybercrime study and what we found after we interviewed more than 7,000 adults across 14 countries was more than 65% of those that we surveyed indicated that they themselves had been a victim of Cybercrime.

This was really astonishing to us.

This includes credit card fraud, phishing schemes, social network hacking, identity theft, and any number of other types of criminal activities.

We also found that there is a real feeling of powerlessness out there amongst the citizens.

And interestingly enough, only 3% of those that we surveyed indicated that they themselves would not ‑‑ they did not expect to be victims of Cybercrime.

That means that 97% of our population across the globe thinks that they are at one point in their life going to be attacked through cybermeans by a cybercriminal.

This is a pretty astonishing figure, and what are we going to do about that over time, and immediately, to address these very complex security issues?

And this evolving threat landscape.

So malware is sky rocketing.

We're seeing more targeted attacks on the enterprise.

And the critical infrastructures, as we all know.

We're also seeing criminal underground activity that is making it easier and easier for criminals to launch attacks by buying and selling attack methods across the Internet.

And we also at Symantec, we conduct what's called the Internet security threat report and we publish this.

Both these reports are available on our website.

And we saw that from 2007 to 2008, we saw a 265% increase in the number of signatures that we released ourselves alone to deal with these kinds of attacks.

And more astonishing was that in ‑‑ that over 50% of the signatures that we as a company in 25 years of business ever released, more than 50%, we released in 2009 alone.

This again is a really dramatic increase.

So as Steve mentioned, we have the StuxNet virus that is out there recently attacking our critical infrastructure, particularly industrial control systems, and this truly is a new type of threat.

It went after 4 vulnerabilities in the Microsoft platform at one time, something a sophistication level that we have not generally seen in the past, and we expect to see that continue to evolve and increase.

So what do we do to address this increasing threat?

And particularly those targeting our confidential information?

We have to evolve our security solutions.

We need to move towards reputation‑based security that will allow us to better follow and understand the technological genesis of the attacks and the attackers.

We need improved interoperability between systems.

We need automated mechanisms for response and improved automation to scale our defenses to meet these threats.

And of course vendors, we as vendors must built more secure hardware and software to stop these attacks at the beginning.

And we also need to move towards facilitated adoption of trusted identities and authentication regimes for improved attribution so that we can actually bring cybercriminals to justice more efficiently and effectively.

And that leads me to public‑private partnership.

We cannot, as industry, do this by ourselves.

Governments alone cannot do this by themselves.

And we need to really look at rethinking how we partner across Governments and across industries, and with each other.

This requires a refocusing on the integration of people, process and technology, looking at managing risk through our policies and our plans.

We're talking about risk mitigation here, not risk elimination.

But we can significantly reduce our risk exposure.

We also need to enhance our resiliency through preparedness and plans and exercises such as working collaboratively in those and we also need to collaborate more effectively recognizes this is a shared responsibility between industry and Government and that we have to respond together to increase our awareness and education and lastly, my last point is that we need to have more effective and better hygiene at the enterprise and the network level.

Simple things like keeping our products most up to date, keeping proper configuration and password management, implementing encryption, identity management, and data protection across the various enterprises.

These are simple things that the enterprise and Governments and general consumers can do, but we have to be looking at this holistically and we have to recognize that this is a shared responsibility that we all work towards a solution over the long term.

Thank you.

>> S. Santorelli: Thank you, Cheri.

Andrew?

>> A. Cushman: Good afternoon.

Thank you very much.

It's an honor to attend.

This is my first ITU meeting, so thank you very much.

Cheri and Eugene didn't really leave me a lot to ‑‑ that hasn't been said already.

The threats continue to evolve.

It's a problem that's too big for a single organization.

There aren't any silver bullets.

There's no solution, magic solution, here.

So I thought I'd tell you a little bit about my background by way of telling you about Microsoft's maturing when it comes to cybersecurity.

My first ‑‑ I've been at Microsoft 20 years.

I've had 3 different careers.

I've worked in consumer software, taking ‑‑ and then I moved over to server software and I worked on Internet information server, IIS, the Web server in windows server.

I worked on version 4, 5, and 6.

Any of you who are familiar with Internet worms might remember names like Nimda and Code Red.

That was an introduction for me to the other side of security.

I knew all about S‑channel and authentication, but the side of security that's really about breaking into things and worms.

And that was a trial by fire.

And then I joined the trustworthy computing group within Microsoft.

It's a single division inside Microsoft that is responsible for the security engineering policy and the security response policy for the whole company.

This again was a ‑‑ was quite the education for me.

I started doing hacker outreach.

I traveled around the world to China, to Malaysia, to Argentina, Brazil, Germany, Brussels, the United States, to attend hacker conferences.

The first hacker conference that Microsoft sponsored co‑sponsored, we got questions internally, how is that in line with your promise to trustworthy computing?

And the answer is that we're establishing a dialogue.

We also ‑‑ this is where cutting‑edge research happens.

And in order to actually understand the challenges, you need to also understand the threats.

Particularly important in the cyberworld, because this is an asymmetric battle.

When we develop products at Microsoft, we need to find and fix every vulnerability.

The bad guys only need to find one.

Similarly, as defenders, as providers of infrastructure, at the nation or at the international level, we need to find and fix every issue, prevent every attack, and yet actually preventing every attack is not possible.

The lesson I learned as the manager of the Microsoft security response center, that's the center that publishes security updates on the second Tuesday of every month.

And within 3 days, 600 million customers around the world have downloaded security updates from Microsoft.

I realize that my job was two key things:  It was about security risk analysis, and security Risk Management.

Because as Cheri said, it's not about risk elimination, and it's not about risk avoidance.

It's about Risk Management, and Risk Management, for every individual, just like retirement planning for every individual, every individual's going to have slightly different risk tolerance for certain set of investments.

Every organization, every individual, every country is going to have different risk tolerance or come to different risk decisions in terms of what's acceptable.

And this is complicated, because each country or each organization brings different capabilities to that analysis and that management.

Some companies are very sophisticated at managing and analyzing their risk, and others, other countries, other companies, are still quite new to this.

One of the reasons that I like the 5 pillars, and I would just add to that at each stage, let's figure out what capability and what are the appropriate areas of focus?

>> S. Santorelli: Thank you, Andrew.

Mohd?

>> M. Amin: Distinguished panelists, ladies and gentlemen, it's a pleasure to be here and I would like to start by first of all saying that much has been said in global Forums like this one about the impossibility if you like of dealing with cyberthreats.

And chief among the reason why cited to be such an impossible task is that it's far too big a task for any organization, any Government, no matter how big, no matter how developed or how powerful to handle on its own.

And while that may very well be true, there are many parallels between bodiless threats that face the world.

Cyberthreats isn't the only one.

If you look at the spread of infectious diseases it's also a type of threat that many time faces fairly bodiless.

People travel all around the world and yet today whenever there is an outbreak of infectious diseases like Ebola in Africa avian flu in Asia, you find that the global community reacts far better in a more coordinated way.

For instance if there's an incoming flight from a hot zone, the airports in certain countries will put in procedures how to scan passengers for symptoms.

This type of coordination if you like did not come by accident.

It came because there is concerted effort throughout the decades that's been put in by organizations like the CDC, the centers for disease control, organizations like W.H.O., the world health organization, in putting in processes and also involving the different stakeholders.

Not just Governments but also large research institutions, pharmaceutical companies, we have yet to do that when it comes to cyberthreat.

And this is why I applaud the ITU two years ago, a couple of years ago, when they convened the high level experts group to look into this threat holistically.

The high level experts group comprises 100 of the world's leading experts and they came up with the recommendations that eventually became the global cybersecurity agenda the GCA, the five pillars whom you've just seen, which we've just seen earlier during the session.

Impact, working together with ITU has been tasked with operationalizing these recommendations across all the ITU Member States and I would like to say that one of the things that we would like to do is really to play the role, if you like, of a body that can help the global community at large.

A body like the CDC or W.H.O. or the cyberequivalent is very much needed in this world today and ITU is playing a very key role in this respect.

And that is why also the Deputy Minister from Afghanistan for instance had made reference in his opening remarks about the role which ITU and impact has played in his country and I'm glad to say that the ‑‑ some of these services are beginning to be rolled out through the ITU impact partnership, has started not just?

Afghanistan but also in different parts of the world, in Asia and Africa, and this involves not reinventing the wheel.

This involves harnessing on the knowledge, wisdom and capabilities of each of the partners.

We're looking around the table, I see Microsoft, Symantec, Kaspersky Labs, these are all key partners to impact.

The people who have helped to build capabilities and processes for us to assist member governments.

And this is some of the practical steps we actually undertake to implement some of these recommendations and again, one of the greatest challenges that impact faces when implementing or operationalizing the GCA across the different countries is that Member States come in different shapes and colors and they're also development levels of development.

There are countries where everything is sophisticated and very connected and there's countries with very little infrastructure so there's no cookie cutter approach in dealing with this issue and we're happy to say within in partnership with leading members of industry and academia, the ITU and at impact has been able to roll out basic things starting from capacity building to help to train some of the officials within Government and infrastructure, provide certain countries how to deal with information security.

We've also been involved in the development of National ‑‑ helping Governments set up a National set where there isn't one.

We help consolidate tracking information that may be relevant to certain countries.

These are the information we receive from partners like Kaspersky Labs, Microsoft and Symantec.

What we're trying to do and is the vision if you like of ITU is to be able to operationalize some of those recommendations and harness the collective power, the check I've knowledge, of the global community be it in Governments, in academia or industry and translate that into actual action and benefits to Member States.

And this is some of the key role we've been playing and I hope that throughout this Forum, I'll be able to talk a little bit more on that.

>> S. Santorelli: Thank you very much.

And Bilel. 

>> B. Jamoussi: It's a real pleasure to be among this panel.

I'd like to give you a bit of an overview of the work that the ITU is doing to address the members' needs in terms of cybersecurity.

And this work is really being done under the umbrella of the cybersecurity ‑‑ global cybersecurity agenda.

We talked about the five pillars.

The legal measures I think Jody talked a bit about that.

The technical and procedural measures and I'll try to address that in a bit more detail in terms of the standards activities that we do in that space.

Organizational structures, the capacity building that was touched upon and the international operation that is becoming more and more critical as the cybersecurity and cybercrime is going beyond the borders of a single nation and will require international cooperation to address.

In terms of the standardization activity, that is the facilitating in harmonization role and specifications that we are developing in study group 17 of the ITU‑T.

To address the network security, in various aspects and other pillar that we are developing is really identity management which is a key component of the whole cybersecurity agenda.

In terms of the standards activity, it's as you know cybersecurity and security as a topic is a fairly complex and getting more complicated.

The ITU‑T plays a critical role in not only developing specifications that address telecommunication ICT security but also collaborating with a number of other leading standards organizations to provide a common framework for members.

So, for example, some of the projects that aggregate some of this information that we are doing include the security compendium which includes a catalog of the approved security related recommendations and security definitions extracted from the approved recommendations.

A security standards road map that includes searchable database of approved ICT security standards from the ITU and other organizations such as the ISO, IATF, IEEE and ATIS.

Then we developed an ITU security manual and this manual aggregates all of the available information on the development of existing ITU‑T recommendations for secure telecommunications.

It aims to act as a guide for technologists, middle level managers, regulators, to assist in the practical implementation of security functions.

The other work that we're doing under the label of Cybex is a cybersecurity information exchange.

We're doing it as a technology neutral framework so that we can address all aspects of security specifications.

The final point I want to touch upon is the work that the ITU‑T has been doing on identity management and identity management underpins a number of aspects in terms of security.

If you cannot identify the person, if you cannot trust that the person is who he or she says she is many of the security components cannot be trusted and fall through.

And so there are a number of prestandard identity management techniques that came as the need was developing in the industry and the ITU for the past four years has been taking an active role in trying to harmonize the identity management standards and it is one of the key thrusts for the standards development that we are doing.

And the trust model in the identity management space is a critical one, how do you trust that the person who says who he is, and this database of identity may have to be exchanged in an open fashion between various entities and governments so that you can have an international identity management scheme.

>> S. Santorelli: Thank you very.

Thank you to the panelists for their remarks.

We move to a short session where we are going to hopefully have more of an interactive discussion amongst the panelists.

We'll start off with the discussion of legal measures.

I'm going to probably virtually turn to Jody to kick us off with a question in a moment.

Essentially cloud computing and its impact on nation states is something that we as a set of panelists had a long discussion about during our preparation for this event.

For example, how this cloud computing is going to impact on nation states' ability to do lawful intercept.

So Jody, if you are still with us, what are some of the obstacles to legal measures?

Before you answer, just to remind the panelist, is that you are free to cut in at any point you feel is appropriate.

Jody.

>> J. Westby: Thank you.

I'm glad that we could arrange this remote participation, I thought the panelists' remarks were excellent I'm so happy I can be part of the presentation and technology conquered the plane that couldn't fly.

A couple of the ‑‑ biggest obstacles are that when you're investigating cybercrime you have to understand the native language of the country that you're communicating with, their cybercrime laws, the government agreements that makes this between the countries and so from the very moment that an act begins, the biggest obstacle becomes the legal framework.

And the second biggest obstacle becomes finding the people to communicate with in those countries and to communicate with in a language in terms that they understand or that translate equivalently in to what you're trying to ask for and to seek assistance.

So, I would say the first obstacle is the legal framework in the various countries.

Simply because they're either nonexistent or have different definitions and meanings are highly inconsistent.

And the second is actually having people within those countries that can operate in a harmonized way, who can investigate in a similar method all around the world.

Who can do forensic and search and seizure in a similar method all around the world.

Connecting with those people, having them on the ground in those countries and then dealing with having harmonized legal framework, those are the two biggest obstacles I see.

>> S. Santorelli: Thank you, Jody.

Anyone from the panel like to step in?

Eugene?

>> A. Cushman: Well, there are talking about the legal issues I think we have to keep in mind that we live in the Internet world.

And my experience is that there are laws and regulation, they have maximum ten years lifetime.

So I think some kind of Internet government which produce and distributes a law of dates like Symantec, we do like Microsoft does.

Sometimes.

Legal patches, because there are so many things, there are so many new services and new cybercrime businesses in the Internet which are criminal by ‑‑ they are criminal, but by law they are not so criminal.

They're somewhere in the gray zone.

So I'm afraid that we have to talk not just about their legal regulation but also have to update this regulation in realtime.

That's it.

So we have to ‑‑ it's a new world.

It's very different with the world we live in ten years, 20 years back.

So even the laws must be updated on a regular basis.

>> C. McGuire: Clearly we live in a globally connected world of systems of systems.

And as Eugene said, how do we address that.

We have laws that each one of our nations abides by, but there is a new complexity associated with cloud computing, certainly.

With, where does data reside.

Who owns the data.

How is it accessed.

What are the legal authorities.

If data is held on a crowd in a server that is based in one country, but it's actually owned by an entity in a different country.

These are issues that all of us as security technology companies and cloud computing companies, certainly a business that we're in and Microsoft is in as well, is something that we're grappling with.

I don't have the answer to those questions.

I think they need to be addressed on country by country basis.

But it's certainly an issue that is not going to go away and in fact is only going to become more complex as these kinds of new services and technologies are adopted and in more widespread distribution.

>> S. Santorelli: Thank you.

Andrew, earlier today you mentioned something called community‑based defense.

Could you expand a little bit on that?

What is community‑based defense?

>> A. Cushman: Community‑based is one of the ways that Microsoft talks about problem as being so large that it's too big for single organization.

I think maybe you've heard that expression, it takes a village to raise a child.

Well, it takes the global village to actually contribute to the solution of solving cybercrime and the cybersecurity challenges.

I see that as ‑‑ I'll expand upon that a little bit.

The cybersecurity challenges that we have today are kind of like a balloon filled with air.

If you squeeze that balloon in one place, the air just goes somewhere else.

And if you go and focus just on one area of security whether it's the legal framework or whether it's capability building or whatever else, then the problem, the security problem doesn't get any smaller, you just have ‑‑ it just goes to different places.

So one of the biggest challenges, that we need coordinated progress on all fronts.

You need all the hands together.

>> S. Santorelli: I think that's a very valid point.

Certainly in my experience there is light at the end of the tunnel, but I just this question to Mohd, who coordinates this global village.  

Who coordinates the ability of us to react to try to counter, you do more than anyone else I know in that regard.

>> M. Amin: One of the key concerns many governments has is sovereignty.

That is a very real concern.

Governments around the world want to retain and have got their sovereignty, rightly so.

Increasing acceptance that there is a need sometimes to trade off this whole sovereignty in order to address very big global issue which is cybersecurity.

I see that one of the ways, at least from legal framework point of view, is to give choices to countries that have not got adequate or appropriate cyberlaws in place to be able to choose what is best in the National interest and at the same time, guide them so that whatever laws that they eventually enact in their own countries will be interoperable with the other countries.

It is no use having a very effective law that's only effective within your jurisdiction, because as we have clearly seen, cybercrime occurs in multiple jurisdictions.

So, there is a necessity to harmonize these laws.

And when it comes to offering choices to countries, I think Jody will be probably the better person to speak on this topic than me, but I think ITU toolkit is a very good start because it offers sample legislative languages that countries can choose and select themselves, at the same time it guides them in a way to make the laws consistent and harmonized with the other laws out there.

That is one of the ways that as far as legal framework challenges can be addressed.

>> S. Santorelli: Thank you.

Deputy Minister, I know you've done some extensive work with IMPACT on the same topic of coordination and capacity building, are there any opportunities for developing nations to leapfrog over where they could otherwise be and not repeat the mistakes that some of the more developed nations have made over time?

>> H. Baryalai: I think to coordinate such issues, I think to have coordinate legal issues and ‑‑ legal issues and also use best practices among the countries such as our country, one of the developing countries we have to use the issues which is experienced and used in a developed countries and that case we can build the capacity in our country to defend our cyber from the security threats.

>> S. Santorelli: Thank you.

>> J. Westby: May I add to that?

>> S. Santorelli: Please do.

>> J. Westby: I think there is a real opportunity on leapfrogging especially in the development of the legal framework.

If you look at the U.S. law, for example, it is extremely difficult to read and to understand and to piece the different parts together.

It's just been cobbled up.

And so this is a chance for countries to, one, avoid that process because they can learn from what we all have learned moving through the process of the Internet and dealing with cybercrime.

So they can immediately learn about some of the provisions that we have had trouble with, for example, we had a damage provision in our law that required at least $5,000 damage, that was a problem.

And so there is a way for them to avoid some of the issues that we've had to deal with by looking at the lessons learned of what developed nations have gone through in dealing with cybercrime.

So they have chance to actually have a better legal framework than some of the developed nations who have had to modify theirs as we learned and went along.

And the second area is in the establishment of CERTS.

There is a dire need for there to be multi‑disciplinary CERTS, where people have CERTS have legal people and law enforcement and private sector people so that it can actually ‑‑ real response center that is multidisciplinary.

And I think they have real opportunity to establish that kind of an advance CERT that could really help jumpstart their country and make it very pro‑active against cybercrime.

>> S. Santorelli: Thank you.

Cheri?

>> C. McGuire: I'll add from the technical and capability building perspective there's a real opportunity for developing nations to build, who are in fact building out their infrastructure right now to use the most current security technology and hardware and software to build those networks so that they're secure or more secure from the start.

Certainly taking the lessons learned that some of us in the developed nations where we are now trying to retrofit security and back end that kind of technology on to our networks and systems is very, very difficult and very, very costly.

To the extent that the most current security solutions are being adopted as those networks are being built out is certainly more effective and efficient in the long run.

It also when we look at the adoption of mobile technologies in the developing world, there are more people on the globe today who use mobile devices to connect to the Internet than there are those much us who are traditional PC or Mac users, that is a real new threat vector out there.

And we are certainly seeing a high growth in the threats against mobile devices.

So, how are we going to protect those at the perimeter, as well as at the device level moving forward.

Again, another opportunity from a capability standpoint to build those networks and technologies with security at the front end.

>> S. Santorelli: Andrew.

>> A. Cushman: I have one comment, I do agree that there are many lessons that can be learned.

And there are some shortcomings that can be avoided.

I would just add a caution, that make sure that as you adopt the most current or the most recent or the newest and the best that that's actually the appropriate investment for you.

I know for myself just out of personal experience, that trying to reach for ‑‑ trying for something for which you're actually not yet trained for.

I run, if I were to go try to run a marathon but I was still only at five miles or at 10 kilometers that would be a problem.

So, make sure that you're not trying for the extreme.

>> S. Santorelli: Bilel, you have more experience than anyone in the room in regards to standardization.

From the perspective of nations and companies there are obviously a lot of technical and procedural challenges, what is it that makes ITSO hard to come up with solutions that are effective and actually work?

>> B. Jamoussi: The issue that there is proliferation of standards development organizations.

And one of the issues that the ITU has been trying to address is to provide an International platform so that all these communities come together and that has been really effective through a number of workshops when we invite the key industry experts and the key standards organizations developing standards in that space.

And we've been approaching it through a concept of global village, where we have the governments and the users of the technology.

We have the vendors that are producing technology elements.

And then the service providers that are deploying it.

And so by having this global village of the three key stakeholders, the current development of the standards especially, for example, in identity management, is an area that we've been trying to address on a global basis.

When faced with a cybercrime, for example, the response has to be in realtime.

And the last thing that you want to have is the law enforcement agency from one country to another having to translate the records, for example.

Phone records or data access records and so on.

So there is a lot of emphasis on using common data models so that the data can be exchanged seamlessly between various agency.

And the transmission of the data is also being addressed in a standard fashion.

>> S. Santorelli: Eugene, could you comment on the unique technological pace, it seems to me that in my limited ten years in the business, things are ‑‑ the speed of change is really accelerating.

Do you think that's the case?

>> E. Kaspersky: Most difficult part of our job is not to develop their technology or protect against existing threats.

But to go to, what's next.

Well, I have my colleagues this Symantec, they agree.

Microsoft, the dimension is to know which is their next zero day when they have a new product, right?

Or maybe Symantec or we have.

I think that ‑‑ talking about technologists, that's a difficult task.

But I think the most difficult is to explain to others, to explain to nontechnical people, to explain to governments our view on their I.T. security, our view on their right global village design.

And actually I have my own view on that.

And I think that the village must be redesigned from the scratch.

First of all, to plan that main square.

Second, to build the government building.

Then introduce regulation, standards, laws, penalties, and then build the village.

If someone doesn't like this village, you are free not to join the project.

That's it.

>> S. Santorelli: Andrew, did you want to comment?

>> A. Cushman: I was just going to comment that it's ‑‑ 

>> E. Kaspersky: I hope that the village is based not some unknown technologist but based on the Microsoft technologies, of course.

>> A. Cushman: Eugene, you're very kind, thank you.

I was ‑‑ the comment that I was going to make was around focus.

That it's critically important to make sure that you're clear on what your focus is and what your objective is.

The example here is as we were talking about legal earlier, we were actually talking about two different things and moving backwards between them very easily.

One we're talking about, there's a lack of definition, of legal definition that actually allows enterprises or consumers to know what they should do or what they must do.

And then there's ‑‑ there are other issues around law enforcement that once you actually have a set of laws that are standardized how do you actually go and optimize the performance of that.

So that's one comment.

The other comment just back to Eugene is, what you're talking about is redesigning the airplane in flight.

I don't know how you rebuild an airplane, the global village ‑‑

>> E. Kaspersky: Not talking about airplane, one of us still in Mexico city awaiting for their plane.

And the thing that we have to ‑‑ we can't design the new plane still using the previous one.

>> S. Santorelli: Jody, would you care to comment on Andrew's point about lack of legal definition complicating matters.

What should be our priorities in trying to work out what the legal definition should be?

>> J. Westby: You're an excellent moderator because you could read my mind through the miles that separate us because I was about to ask, could I cement.

Could I comment.

I think that Cheri hit on a good point as well as this last comment about the definition for consumers.

One is, yes.

We must secure when we deploy.

That is a huge opportunity.

But the second going to the consumer definition of what they should do.

I believe that most consumers understand and people as they connect understand they need to have virus protection on their computers.

But what they don't understand is what to do when they have a problem.

And we have to do better in developed and developing countries.

And teaching people how to be cybermechanics.

And we have to do better in creating technologies that are simple.

That don't require such complicated knowledge in how to keep your appliance going or how to keep your system operating.

Because people basically may think they have some bug in their computer and they continue to operate until the thing finally just shuts down.

And they then they say "I lost a whole day because my computer crashed."

It's only when it crashes this they stop because they just want to put up with it because they don't know what to do or they don't have the money to go to someone to have them help get it fixed.

So I think securing when we deploy technology and then around the globe helping develop cybermechanics and teaching the consumer what to do when they have a problem or suspect they have a problem.

Are very important and rounding out what that definition is.

>> C. McGuire: Jody, I would agree that we do need much, much better education and awareness about what the issue is and how individuals respond.

I will take issue a little bit, that I don't agree that we need people to be cybermechanics and that we need more of them to be cybermechanics.

I know that my mother is not going to be a cybermechanic.

She just wants when she plugs in her computer to work.

She's going to call me, that's right.

And I'm going to spend half a day trying to talk her through over the telephone how she should fix her computer.

We have to get to a point where it is second nature, it is built in to the security products that we're providing and in fact it is in most security products today, it's very simple.

But the awareness that individuals have to have that they have got to keep those systems up to date has to be broadened.

Because I don't think there is a great recognition today of the actual threat and damage that can be done to individuals if their personal data is lost.

Or critical infrastructures are accessed or any number of bad things that can happen out there.

We have got to broaden that awareness.

But let's make it easier for the end user to use those security tools to keep their systems up to date.

>> A. Cushman: I would just echo that from a Microsoft perspective, I know that when I worked on IIS it was very clear to us that if the security gets in the way of what people want to do, they will turn it off.

And so what you need to do is you need to actually solve the problem of easy to use and secure.

And that is ‑‑ that's the goal for us.

So that users should not need to be cybermechanics.

It should just happen automatically.

One other interesting thing for me is that I was in Brazil last month.

I was presenting at a cybercrime conference there, and I asked the audience, do people care?

Why don't people run with up to date anti‑virus, why don't ‑‑ the answer I got back was, people simply don't care.

And that's maybe a generalization.

I'm sure there are parts of the population that do.

But that was quite surprising to me.

Maybe I've been in security too long, but at the airport on the way out of town, it came to me.

Because there's a massive public service awareness campaign in Brazil right now for people to wear seatbelts.

And in the United States, you don't need an awareness campaign to get people to wear seatbelts.

In Europe I don't think you need an awareness campaign.

In Brazil you need an awareness campaign that this is a good thing to actually highlight the value of wearing a seatbelt.

And I think that in some places it's very similar to highlight the value of good hygiene on your PC.

>> S. Santorelli: You are shaking your head, Eugene, care to comment?

>> E. Kaspersky: About seatbelts it's knotted because of awareness of security it's because of penalties.

Talk about ‑‑ I agree that we need to pay more attention to the user education, security awareness issues.

That was an incident with me that was very funny, there was security conference in Kuala Lumpur.

I had add presentation there at the security conference I had a presentation there.

And they asked me about corporate rep takes.

I give USB with my presentation to people.

And I got it back and someone from IMPACT asked me that was ‑‑ the owners of this conference, host of The Conference asked me about the presentation I gave the USB they got it back with message, Eugene, your USB is infected.

That was awareness there.

That was on security conference.

You are talking about seatbelts...

>> S. Santorelli: My next question is for Bilel.

You've got 22 different patents, I ask this question of you for this reason.

There seems to be a dichotomy between innovation for the benefit of the citizens also in a way assist the criminals.

What is the role of innovation in the solution that we're talking about?

>> B. Jamoussi: It's a race, really.

It's a race between the innovators that are trying to solve the security challenges and the criminals that are trying to break the security systems.

And as the systems get more and more interconnected that problem gets more complicated to solve.

And so, the ‑‑ one of the critical aspects here is that we have to address it as a community.

I think someone touched on it earlier in the panel, is that the innovation has to go not only from the system developer, to the service provider offering the service, to innovation in the government structures that help secure the nation's network to the International agreements and procedures that would allow us to address these threats in a realtime fashion.

>> J. Westby: May I add to that, Steve?

One of the things that I think is really important in innovation is that we need more cross‑border and collaborative cybersecurity research.

The research teams that I work with are funded by usually the U.S. government or National Science Foundation and their funding can only go for U.S. researchers.

The same with European funding, for example.

Yet it would be very helpful if there could be more collaborative R&D projects.

I think this would really help advance some of the chasms that we have in investigating and tracking and tracing cybersecurity issues that it would be very helpful if we had more international cybersecurity R&D projects and teams working on innovation in those case ways. 

>> B. Jamoussi: You kicked off a key program that we had in place called Kaleidoscope.

Which engages the universities in the leading edge standards issues that we have to address.

So we had the number of kaleidoscopes over the past few years, which led us to now having ‑‑ one of the proposals being discussed at this Plenipotentiary Conference, related to academic membership in the ITU.

So today the membership in the ITU consists of Member States, the governments.

And the Sector Members, the private sector.

And the current proposal being discussed is to have academia as a new membership category.

And the logic behind it, and the proposals that are being discussed is that it's critical for the research on an international level and academics within the universities to be members of the ITU community so that exchange of the leading issues that have an international perspective be discussed within the ITU framework.

And so hopefully this will go through and we will have new academic members that would help us in addressing some of the innovation that cuts across the borders.

>> S. Santorelli: Thank you.

My next question goes to the Deputy Minister, but it's a more open question to the entire panel.

Sir, what are some of the easy fixes, what are some of the low hanging fruit that we can be going after to solve some of the problems?

>> H. Baryalai: I think that the biggest goal for innovation, innovation as our colleagues said that will not stop the crime.

But it will help to reduce the crime and the innovation ‑‑ the innovation will help to reduce the crime.

However, in a developing country the crime is not too big because the networks are not so wide, they are like a country like Afghanistan and for a country like Afghanistan should use the most experienced technology and most latest technology to make secure their cyber.

And also in a country like Afghanistan we should have one common gateway and also if we could have Internet exchange point.

Then it will help for a country, developing country like Afghanistan to more secure their network.

I think those are the things that can secure the cyber of our Internet. 

>> S. Santorelli: Thank you very much.

Jody, any easy fixes, any quick fixes?

What are the low hanging fruit especially from the perspective of organizational structures and legal aspects?

>> J. Westby: One of the low hanging fruits is just to grab the ITU toolkit and to get a law in place that is harmonized with the Council of Europe and the other developed nations that have comprehensive cybercrime laws.

I think that is the simplest thing to do.

We have made it as easy as possible and we're ready to assist as countries need assistance.

>> S. Santorelli: Thank you.

>> J. Westby: The seconds is to name people to a 24/7 point of contact even if realistically they aren't available 24/7 start getting someone's name on the list and try to have a capability.

If countries want to be connected to the Internet I think those are the two pieces of low hanging fruit, easiest to grab.

>> S. Santorelli: So, to the panel now, the question, what are the easy fixes?

What have we missed?

What haven't we covered especially when it comes to capacity building?

Anyone?

>> J. Westby: I don't think we've covered how to connect the Dots globally very well.

I think that's one of the things that IMPACT is trying to do, each country can have their CERT but I  we have not advanced the ball as far as we need to in enabling us to communicate country to country.

And track.

>> M. Amin:  One of the things that we have developed at IMPACT is secure platform for countries to nominate their law enforcement to regulate us.

Be part of a global community.

Internally we call it the fifth local cybersecurity.

The reason being is that one of the challenges we have seen when it came to mass cyberattacks on countries.

The one that happened in Estonia.

It was mass distributed denial of attack.

Estonia faced it will take time for them to seek the cooperation of the counterpart from other countries.

And that is because some of them are strangers to each other.

You need to build a level of trust.

By having a 24/7 contact database on a secure platform, whose membership is strictly by nomination, by their respective governments you build the trust.

Where there is a crisis that occurs, it is possible to get the cooperation of your counterparts far more swiftly than just picking up the phone on a fresh contact.

So this is some of the things which IMPACT is currently doing. 

But at a lower level, if you like, we have talked about the need for users to some amount of responsibility, I don't know about whether we need to be cybermechanics.

But certainly I think users at very young age needs to be educated on the dos and don'ts   on the Internet.

This can be done through schools, it's not a sexy subject but essential part of education.

The problem that we have is that in a way, when we're young our parents tell us, avoid dark allies, avoid quiet areas, don't talk to strangers.

So over time we built our own 6th sense.

But we do not teach children the sixth sense of the Internet.

What to do and what not to do.

And this is a very, very low hanging fruit.

It can be cultivated or it can be incorporated in the existing curriculum as you start exposing school children, for instance, to the.

It helps to be able to incorporate in those curriculum set of dos and don'ts so that they can carry it with them as they grow older.

>> S. Santorelli: Thank you very much.

Let's up to the floor now.

Questions or comments for the panel if you could do me the courtesy of putting your hand up this.

Gentleman here with the lights on.

>> M. Bessi:  Thank you very much.

I want just to inform you about question 22 in study group number one.

I am a supporter of this other part of the ITU because we have study group 17 but also on study group 1, question 22‑1.

Before I was the leader of the group of organizational structure in ‑‑ I work on this issue.

After that ‑‑ excuse me.

I am from Morocco.

After that we suggest to ITU a new model with the name National Cybersecurity Management System, looks like information security management system for country.

Because when we look ISO 27‑002 it's very clear for organization.

But with our looking at the same mirror for countries without founded, we have lot of document, we have a lot of things in ITU but we don't have the framework.

And for this reason as we suggest, Morocco suggests the new model ‑‑ the first one is framework with five domains and 34 processes.

Looks like ISO 002 but for country.

The second thing, we suggest the National cybersecurity model, to help a lot of countries to make self assessment.

To do self assessment.

Because it's very sensitive issue.

And third thing, in the chart for defining stakeholders in each country, responsibility, information and consultation.

And for the another level we suggest implementation guide.

Implementation guide to assist developing country to implement strategy, because a lot of time we're talking about malware, about viruses, about CERT enough.

We need comprehensive strategy for cybersecurity.

We need to aware our decision makers in the countries before.

And after that we can implement a lot of things, laws, CERTS capacity building, and so‑and‑so.

For this reason, the question 22, we decide to use this model as basis for our discussion for next year.

Thank you very much.

>> S. Santorelli: Thank you, Sir.

Let's take a couple more questions before we go back to the panel.

Over there.

>> S. Nzima:  Good afternoon, thank you for the opportunity.

My name is Sechwayo Nzima from the Ministry of Communications and Transport in Zambia.

Mine is more of a comment in agreement with what panelists from Microsoft, Andrew I believe is his name, had to say on couple of issues.

First issue being that of the importance of risk assessment and management rather than trying to avoid the risk altogether.

As it stands, as regards cybersecurity because of the nature of the industry in that any innovation or any security measure being put in place attracts even more ingenuity by cybercriminals.

Just now I was reading about how even Mac operating systems are becoming more and more vulnerable because the new technologies that have been put in place in the ‑‑ encouraging cybercriminals to be more ‑‑ have more ingenuity.

The second issue was, that of not trying to put in place coming from a developing country myself, trying to implement measures, non‑commensurate to what you have as a country.

Basically not going to overkill.

When you talk about risk assessment and management where that all comes from is that the basic principle is that you look at the risk, the cost of the risk being carried out of the threat being carried out is a lot more than the measure going to put in place.

Then you put in place a measure.

If not then for developing countries it's more about just avoiding it.

So on those two issues, I wanted to agree with Andrew and think that those are possibly very good areas to follow, to examine as regard especially developing countries that might not have a lot of resources to pump into cybersecurity measures.

Thank you very much, Sir.

Question here.

>> E. Lucero:  Thank you.

My name is Everton Lucero with the Brazilian government.

First I'd like to say that wearing seatbelts in Brazil is mandatory for at least 30 years.

That is proof that in spite of having a legislation in place, that is not ‑‑ that does not preclude having awareness campaigns.

Both things have to occur in parallel even if you have resolution, awareness campaign is an important aspect that has not ‑‑ that has to continue, anyway.

The complaint that Mr. Cushman referred to is raise awareness about wearing seatbelts on the rear seats, but it has been detected lately that there are many casualties in traffic accidents because people were not observing that just by feeling that being in the rear seat it would be safer than being in the front seat.

But anyway, this is just one aspect.

I don't think that it is bigger campaign in Brazil than anywhere else in the world, I am now living in the United States and I know that in many states just by crossing the border to the state there is a big plate saying, buckle up, something like that.

But my comment was more related to the panel which was wonderful, it was excellent, congratulations to all of you for the information that you presented.

I just would like to add one aspect that I think was not adequately emphasized which is the other side of the coin.

Related to privacy and human rights.

Because there has to be a balance.

In Brazil we engaged in a discussion at National discussion at our parliament related to creating a cybercrime law.

And in the beginning, in the middle of this discussion we realized that it could be ‑‑ it could not prove the best way to proceed before we understood clearly what were the rights of the users and the citizens.

So, we kind of stepped back and started a open consultative process related to a civil framework for users and for all those that are related to online activities.

The civil framework is about to be presented to the National congress after a wide National consultation process.

And it may be a first step before engaging then in filling up the holes towards looking for the criminal activities.

So, this is in order to safeguard privacy and human rights which is an important and ‑‑ as important as the aspect of cybersecurity itself.

>> S. Santorelli: Thank you.

Excellent point.

We turn back to the panel briefly now.

Any response to any of those three delegates at all.

>> B. Jamoussi: I want to resonate with the awareness, importance of awareness.

In the ITU‑D the development sector of the ITU, there is a strong campaign and lot of request and interest from various nations especially developing nations in terms of the cybersecurity training at various levels.

In terms of policy, national policies that we need to puts in place and the gentleman mentioned some of that the work that IMPACT is doing in that space.

Training the security experts that are in the CERT various data centers.

Also helping in the pushing the security awareness to the level, citizens' level.

I think the awareness is something that we have seen a lot of demand for.

Any workshop that the ITU launches on cybersecurity is very well attended by government, by private sector and by various NGOs.

>> S. Santorelli: Jody, if you are still with us, any comments at all?

>> J. Westby: I think that the point that the last gentleman made about respecting civil liberties and human rights is very important.

That any time we're looking at countering cybercrime I think we have to be mindful of the international legal framework that includes freedom of expression and the internationally accepted law on human rights.

Because it is very easy to forget about those things or trample over them when we are chasing cybercriminals or setting up programs within countries to do that.

And I think it's an especially important point that is a difficult one for governments to struggle with.

But it's one that has to be kept on the table and it is one of the hardest problems to address when we look at cybercrimes.

So I thank that gentleman for bringing that up.

>> S. Santorelli: Thank you, Jody.

Cheri?

>> C. McGuire: I just want to go back to the awareness piece.

One last time.

I think we all can agree awareness is a great thing.

I just wanted to highlight that October is National Cybersecurity Awareness Month.

Not only in the U.S. but many, many countries around the globe have signed on to this as a National campaign within their own nations where they are running public service ads and speaking about cybersecurity in the schools and in the enterprise.

It's a great way to really shine the light on this issue for one month out of the year.

But also of course security doesn't stop at that one time but try to promote it over time.

I would say that programs and efforts like that should be looked at and expanded because they are quieted valuable at shining a light on these issues.

>> A. Cushman: I had one other comment I wanted to make sure that the delegates and members here realize that I am very fond of Brazil.

And that this is what happens when you have a ‑‑ just a little bit of Portuguese.

You don't always get the full context.

It does actually lead me to one other comment, though.

That is that I remember a friend from China told me, China has laws for just about everything.

That having the law is not always the same, so having the law hasn't necessarily changed the behavior.

And I bring this back to the context of legal agreements or treaties or whatever else it is.

Also back to the low hanging fruit.

Just because you have a memorandum of understanding or law in place doesn't mean that you're actually going to get people to take the action that you hope would come.

The low hanging fruit here, although it's not easy, is to go and do the personal interactions.

And this is particularly important in the security domain where you're dealing with relatively sensitive information.

Someone mentioned earlier, it's not like you're just going to pick up the phone and call someone who you've never spoken to before and get them to tell you all the information that you think is necessary.

That's only going to come after some personal relationship has been established.

Some kind of trust has already been established.

Independent of whatever other agreements might be in place.

So the low hanging fruit here is there is already a community of security professionals.

If you're not part of that, whether it's IMPACT or whether it's the first organization or whether it's a collection of CERTS it's just within your own government making sure that there is a virtual team that's focused on cybersecurity.

Start to participate in that community.

That's the low hanging fruit.

>> S. Santorelli: Okay.

Back to the floor.

Question?

>> V. Markovski:  I thank you.

My name is Veni Markovski.

I am fascinated by the whole ‑‑ whatever you guys are saying here and jotting on the phone.

But there are so many things that are happening worldwide.

It's all different in different cultures.

We can talk about Russia, for example, because there was a lot there.

The fact that they have an issue with one only clause of the convention in cybercrime that's good enough not to sign it.

We can go to the fact that at ITU we are arguing whether this is called Budapest convention or European convention people put different attributes to it.

I was really surprised that we only heard one ‑‑ Jody supported this, it seems like we're trying to scare a lot of people and policy and community here who are not technical but more of a political kind.

That cybersecurity or the proper term at ITU that's being discussed right now.

We forget that in many countries including in the European Union, I'm from Bulgaria, many countries including Bulgaria.

Legislation is being drafted and accepted which limits the rights of the users.

To the extent where the police can actually control offering or you can get your Internet shut down after three attempts to download music which somebody will claim is illegal.

So, do you think that there is a way, any of the panelists can respond, do you think that there is a way to find a balance between security and freedom because we totally have forgotten that Benjamin Franklin said once that, "If you sacrifice your freedoms for the illusion of security, you will lose both and you probably don't deserve any."

Thank you.

>> S. Santorelli: Excellent question.

We'll put that to the panelists in a moment.

Any other questions?

We'll put that to the panelists now then.

Anyone care to respond?

Sorry, go ahead.

>> Thank you.

I'm also from the Brazilian government.

I work with regulator authority.

We're here at the ITU at a specific moment on the signing and finding out what the role of ITU and whole cybersecurity context.

One thing that I still ‑‑ I believe we lack information on is on the traditional Telecom environment.

My question is very straight forward.

What is the role, what maybe even if there is a role of the regulator of the Ministry of Regulator, Ministry of Telecommunications, the telecommunication regulator on cybersecurity?

Thank you.

>> S. Santorelli: Any other questions before we hand back to the panel?

Yes, sir.

>> S. Nzima:  Thank you.

Sorry for taking the floor again.

I just wanted to inquire from the panel.

Seeing that in the developed world, E‑government is already an established institution and in the developing world there's strong push towards e‑governance.

What measures are being put in place to secure the whole process of e‑governance in terms of applying cybersecurity measures to the services that governments are trying to provide electronically.

Thank you.

>> S. Santorelli: So, back to the panel for five minutes.

Anybody care to address any of the last three speakers?

>> J. Westby: I could weigh in on a couple of the points.

One in response to Veni Markovski.

When countries are establishing their legal framework there's the law then there's also the substantive and procedural aspects.

But as developing countries are establishing these and working through their own internal processes and procedures for how they will handle all of the different aspects involved, whether it's interception or collection of stored information or search and seizure.

That is very important to have stakeholder input and involvement.

Because when you do that, you do get the input from the privacy community. 

Do you get input from the citizen and consumer.

And if necessary I think that's a role that NGOs play in sort of serving as a collection point because in some countries people don't feel comfortable contributing to that.

But I think that ‑‑ this is an issue that needs to be looked at carefully and it's easy to get caught up in saying, we'll go have the strongest law in the world then there for we'll be the best country.

But that may actually snap back.

So I think one of the solutions, Veni, is to have stakeholder involvement as countries work through this process and for multinationals and NGO step up and take a leadership role in that regard as well.

For the cyberregulator, I think that in developing countries there are ‑‑ can be ways that the regulators can become a bottleneck and problem because they're used to being very much a choke point on what happens with communications.

But I think they also have a very legitimate role to play and certainly in the U.S. now our Federal Communications Commission is struggling with how far does it go with the Internet and with regulations so it's not an answer that is solved.

But one that needs to be looked at very carefully and I think that getting performance data from providers and looking at how they're responding to threats is something that is valuable as a collection point and as a monitoring point not necessarily a regulation point.

But there's a lot of give and take and good interaction that can go on between a regulator and a provider if there's the right communication.

>> S. Santorelli: Thank I.

Eugene.

You had a point?

>> E. Kaspersky: Yes, I'd like to have a question on my country neighbor Bulgaria.

First about this article about this convention of cybercrime which Russia refused to sign.

Actually not just Russia, but many other countries as well because in this convention there is, I call it lethal article 32 about cross border access and I don't believe that Russia will open I.T. system from access to United States even in case of cybercrime investigation.

I don't believe United States will open their networks for Chinese police.

China will never open it for India and, et cetera.

So there is cybercrime investigation and there is National security.

I was explaining that to their government guys from Europe many times.

But they still want to make that convention alive.

No way.

Second, about scaring.

Actually, we are scared by ourselves.

We don't scare you, we just explain what we do feel about that.

And actually this is the only way how to make you stop and listen.

And to be serious, we are not first to scare you about I.T. disasters and computer catastrophes.

We're second after Hollywood.
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Then about a sense of security and a sense of freedom.

We have security guys, they are over there.

It's also a little bit false sense of security.

It's also not freedom but I never saw security and freedom combined in the same thing.

In the airport, you're secure but you're not free.

On the street, you're free but you're not secure.

And commenting on this, there's a sentence about freedom and security.

Actually there were times that they had to make people aware of freedom.

In present time.

We have to make people be aware of security.

>> S. Santorelli: An excellent point.

Thank you, Eugene.

Very briefly?

>> B. Jamoussi: Very briefly I think the role of the regulator is critical in this aspect because if the security regulations are too strict, it could stifle the ICT penetration in the country, and will have significant impact on the economy of the country.

And so what we do is we invite the regulators to a yearly global symposium for regulators so they're up to date on the various regulations in various countries and they're able to write the appropriate legislation that would enable the safe penetration of broadband for example, in the country, and therefore we invite all the members to continue to actively participate, because as we said earlier, this cybertechnology and cybersecurity is an ever evolving technology, and we have to keep up to speed with it.

And therefore, we have to make sure that we're involved and the regulator plays a key role by staying involved using the ITU toolkit, using UNCITRAL framework of laws for e‑commerce so the knowledge and staying on top of that knowledge is critical for the regulator to actually be an enabler instead of a hindrance.

>> S. Santorelli: Thank you very much.

Ladies and gentlemen, by way of a wrap‑up for the last few moments of this session, we're going to through each of the panelists for their 60 seconds.

One major point they would like to leave us with starting with Eugene.

>> E. Kaspersky: My major point is that I want my kids, my grandkids, to live in a safe computer world.

So I'd like to have digital Internet Government, cyberpolice, international cyberpolice, international regulation.

I'm afraid the regulation on the operation system design ‑‑ I'm sorry to Microsoft ‑‑ may be to have all other international institutes to control and to assist our digital life.

I think that will be a good idea.

The better idea is maybe we'll need to have Internet taxation as well.

That's the bad news.

But I believe sooner or later we'll have this kind of Internet Government, well the Internet‑land already exists.

It's a new world, and there most of us out there, so next step is to build Internet Government.

Maybe it's as the Department of The United Nations, maybe as an independent organization, I don't know.

But I believe that sooner or lighter we'll have an Internet Government.

Thank you.

>> S. Santorelli: Jody, over to you.

>> J. Westby: I would like to just close by pointing out that when we developed the ITU toolkit, we took into consideration member country input, not only that was provided to draft of the toolkit, but as I said in meet ‑‑ sat in meetings and listened to countries and specifically the Russian example, I thank you Eugene for bringing that up.

We have crafted the toolkit in a way that addresses that very concern with not only that provision but with others, so we've tried to come up with a tool that actually can be a sample language that will move us toward harmonization and away from the contentious points.

So I would just close by encouraging countries around the world to put the development of their cybercrime laws high on their agenda so they can be one of the more advanced countries in using the Internet.

>> S. Santorelli: Thank you, Jody.

Cheri?

>> C. McGuire: I think what we've heard from the panel today is that this is a multilayer problem, requires multilayer solutions, requires education and awareness.

It requires technology solutions, requires global standards.

It also requires public‑private partnership and trust amongst industry and Government and citizens.

But in order to achieve all of that, we have to have focus and a strategic vision, and I'm delighted that the ITU is looking at this issue, and I hope that we can continue to work together to find common solutions to address this very difficult challenge.

Thank you.

>> S. Santorelli: Thank you.

Andrew?

>> A. Cushman: Thank you.

This has been an exceedingly interesting panel, lots of wonderful points made.

I would ‑‑ the last comment that I have, I have two last comments.

One is that challenges that we've outlined here require balance.

There isn't a single answer that's going to be right or wrong.

You're going to get some good, and you're going to have to trade that off against some conditions that you might not exactly want.

So it's a balance on how do you get the best, what's best?

I think that's the role of the regulator, is to go figure out what's best for the country and then outline:  How do you deliver that balance?

I would echo Cheri's comments, that Microsoft is very pleased to be a participant in this.

We have we have 10 years already experience in dealing with cybersecurity challenges.

We've learned an exceptional amount, and we believe that it is about community‑based events, and we're a willing partner with the ITU in helping build a more security Internet.

>> S. Santorelli: Thank you.

Mohd?

>> M. Amin: Thank you, Steve.

Listening to the discussions around the table, I think we will conclude that cybersecurity is indeed a very daunting challenge for most countries around the world.

That's the bad news.

But the good news is that organizations like ITU and also industry, people like the ones you have around the table, Microsoft, Kaspersky, Symantec, have all played a great role in helping ITU and IMPACT in helping countries to mitigate some of the risk.

And I would encourage the countries who are members of ITU to make available the various initiatives that are currently being rolled out either by the BDT or by the ITU‑T or even by the Secretariat, because I think that these are all pieces of a big puzzle that could really help to close and mitigate some of the steps.

These may be small or large steps but they're necessary steps and I once again would like to encourage first of all, to be aware of some of the assistance and help that's available to Member States, and we're here to help.

And I would like to thank you all for being very attentive listeners today.

Thank you.

>> S. Santorelli: Bilel.

>> B. Jamoussi: Thank you, Steve.

I think in conclusion, what I would do is invite everyone to get involved.

I think that's the critical aspect, get involved in using what the ITU has developed so far in terms of global cybersecurity agenda, the toolkits that have been developed, the various standards and recommendations that are in place, get involved to use them.

That's the low‑hanging fruit.

Make use of it.

The program the IMPACT, the various training seminars and workshops and also get involved in contribution.

Contribute new ideas, new issues, problems that have to be solved, so that's really my concluding remark is to get involved.

>> S. Santorelli: Thank you.

And next His Excellency, the Deputy Minister.

>> H. Baryalai: Thank you.

I think this session was very good, and we have discussed different ways.

Cybersecurity involves protecting the information by preventing, detecting and responding to attacks.

Why is it important to remember that the Internet is public, because the Internet is so accessible and contains a world of information.

It has become a popular resource for communicating, for researching topics and for finding information about people.

That's why to keeping our cybersecurity is very important but all this is not possible without international cooperation and best practice strategies, establishing awareness programs, and so on.

Thank you very much.

>> S. Santorelli: Thank you, Sir.

And thank you to the A/V staff, the audio‑visual staff who have done a fantastic job.

Thank you to the interpreters and the captioner.

Thank you to the ITU, thank you in particular to the panelists including Jody and also thank you to you, the Delegates, that have taken time to come here, spend time away from your in boxes and families.

I hope generations of Internet users to come appreciate the efforts that have been put in in 2010.

Finally, we would love to meet you.

Feel free to come up at the end of the session, shake our hands, meet us and exchange business cards.

With that I'd ask for a round of applause for everybody, including the panelists.

[ Applause ]

[ End of Session ‑ 16:30 ]
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