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THE SPAM PROBLEM
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i-mode SPAM

Two major types of spam to i-mode subscribers are:

Advertising Demanding payment for
dubious dating sites fictitious invoices
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DUBIOUS DATING SITE
BUSINESS MODEL/ PROFIT STRUCTURE

Site operators make huge profits by using “decoys” to deceive
subscribers to become paying members.
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SPAM IS THE MOST COST-EFFECTIVE
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INDUSTRY STRUCTURE
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COUNTERMEASURES AGAINST ADDRESS LIST DEVELOPERS

DoCoMo constantly develops measures against progressive technology of
address list developers.

2001 ' 2002 ' 2003

' 2004  (Year)

Address
List
Developers

DoCoMo

Collected address info

Bulk mail via Internet from Web sites, etc.

Resumed bulk mail

Generated I Developed I Collected addresses from Web I
telephone I software for | sites, etc., automatically and |
number | generating short | manually. I
addresses with | addresses. I I
MS Excel. I

-Developed software generating

long, complicated addresses.

*Improved transmission capacity.

(Transmission engine capable of
2 million mail-outs per hour)

Blocked bulk mail to invalid
addresses (Nov. 2001)

« Claimed for damage compensation of (since Dec. 2003)

approximately 50K € (Jun. 2002)

- Encouraged users to change from telephone
number to alphanumeric address (Apr.2001)

* Provided default address using 20 characters
(Jul. 2001)

- Filed the first lawsuit in Japan to seek suspension
of mail transmission (Oct. 2001)

on Web sites, catalogs and etc.

- Alerted users of the risk of listing their addresses



COUNTERMEASURES AGAINST TRANSMITTERS

DoCoMo continues to take effective actions against transmitters who are
trying all possible means.

Up to 2002 (Year)
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* Provided filtering by * Deactivated mobiles phones used - Deactivated mobile phones
specifying domains for e-mail spam (since Jul. 2003) used for SMS spam
(Jan. 2002) * Set the limit of transmission to (since May 2004)
1,000 messages per day/phone * Increased the number of
- Provided rejection/receipt (Oct. 2003) specifiable domains for
DoCoMo features by specifying - Provided rejection of mobile- filtering (May 2004)
addresses (Nov. 2000) generated bulk mail exceeding the
limit of 200 messages (Jan. 2004)
* Introduced selective receipt - Provided filtering by specifying
feature for 3G (May 2001) carriers other than DoCoMo (Dec. 2003)

- Offered selective receipt feature for
2G (May 2003)




PROMOTING SPAM PREVENTIVE PROGRAMS FOR
i-mode USERS

€ Advertising filtering/rejection features

v" Provide preventive information on DoCoMo’s home page.
v" Describe preventive features on product pamphlets and catalogs.

v' Prepare anti-spam pamphlets focusing on preventive measures to be delivered
at mobile phone shops.

€ Support activities for anti-spam promotion

v Give “mobile phones lessons” to show how to use preventive features
(at approximately 1,300 DoCoMo shops).

v' Offer support activities, such as setting for rejection, at mobile phone shops.
v Send DMs to users who have not used preventive features.

€ Reducing users’ costs

v Introduced free packet services (since Aug. 2001).
* No packet charge for setting rejection and changing address
- No packet charge for receiving 100 messages per month (applicable to 2G)



FUTURE ISSUES

International cooperation is essential for self regulations and
legal actions against spam.

* |ISPs’ greater effort to suspend transmitters’ lines
» Continued pursuit of legal remedies (e.g. the claim for damage made by DoCoMo)
- Establish effective legal frameworks
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