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1 Introduction

As the Internet becomes increasingly accessible from all parts of the world, recent studies have revealed that
more than half of all e-mail communications are constituted by spam messages.! Spam activities are now
spreading to mobile phone multi-media messaging services and instant messaging services. Spam is not only
growing, but also evolving in its nature: the emergence of fraudulent spam raises issues for individuals and
businesses alike, including invasion of privacy, exposure to illegal or offensive content, misleading trade
practices and expense, menacing the effectiveness of electronic communication and legitimate online
business. Spam that carries dangerous computer viruses also constitutes a threat to security of the
information infrastructure.

As is often stated, there is no “silver bullet” solution to the problem. Technical solutions may be capable of
eliminating a good percentage of spam, but only after it has been sent. Industry self-regulation, in terms of
policies and guidelines to educate and monitor the practices of end-users, can also have some effect in
stemming the tide of spam. However, there is a clear need to prevent spam from being sent in the first place.
Legislation is seen as playing a crucial role in stopping spam at the source. In the United States and the
European Union (EU), legislative measures have recently been updated and/or implemented specifically to
combat spam. The initial impact of such legislation, however, appears to be moderate and enforcement
mechanisms are insufficient. Furthermore, it is apparent that spam is a cross-border issue that requires
international solutions.

During the Geneva phase of the World Summit on the Information Society (WSIS) in December 2003, the
issue of spam—or unsolicited commercial communications—was discussed extensively, in particular in
relation to the need for a secure Internet environment, in which the potential of new communication
technologies can be fully exploited by users.2 Summit participants recognized that spam is a “significant and
growing problem for users, networks and the Internet as a whole” (WSIS Declaration, paragraph 37). During
the Summit, the issue could not be discussed in further detail. However participants agreed that, in order to
build confidence and security in the use of ICTs, there is a need to “take appropriate action at national and
international levels” (WSIS Plan of Action, paragraph C5, d).3

This concept was supported not only during the Summit, but also during various meetings at national,
regional and international levels that have dealt with the issue of spam.# The WSIS Plan of Action reinforces
these views and calls for further action by all stakeholders.

2 Spam basics

The problem of unsolicited commercial e-mail or spam, as it is usually known, has been growing during the
last ten years. An analysis of the current statistics on unsolicited commercial e-mail provides an overview of
the problem and serves as a starting point in identifying some of the issues associated with this phenomenon,
its impact and the possible solutions (Figures 1 and 2).

According to MessageLabs, a US consultancy firm, spam now accounts for around 76 per cent of all e-mail
traffic.> The European Commission (EC) estimates the cost of spam to Internet users worldwide to be around
10 billion Euros per year, and a recent study has estimated the loss of productivity due to spam messages at
USD 1’930 per employee, per annum.® This does not include the cost of damage caused by viruses,
consumer fraud and identity theft; crimes that are increasingly perpetrated through unsolicited e-mail sent to
users.” Spam has clearly become a new security threat. The major “spammer” source countries are currently
the United States, followed by China, South Korea, Brazil and Canada.?



Figure 1: Spam growth worldwide from June 2001 to June 2004
Spam as a percentage of global e-mail, worldwide.
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Source: Brightmail statistics, online at http://www.brightmail.com/spamstats.html,

There is little mystery to the burgeoning expansion of spamming activity: if it has become such a widespread
problem, it is because it is financially profitable.® This is due to the low start-up costs for spammers, and the
marginal cost of sending spam, which is virtually zero (it has been estimated that it costs, on average, 0.05
US cents to send each e-mail). Furthermore, the basic Internet architecture, based on Simple Mail Transfer
Protocol (SMTP),10 is intrinsically insecure, allowing spammers to operate anonymously and to evade law
enforcement. Last, but not least, despite widespread consumer awareness about the risks involved in
responding to unsolicited e-mail marketing offers over the Internet, it is estimated that about one third of
users click on a link provided in a spam e-mail, and about 7 per cent respond and lose money to spammers,
proving that it can be an effective marketing tool.11

While unsolicited commercial messages were quickly recognized as a problem, it has typically been deemed
beyond the realms of government interference as it has been considered exclusively the role of the Internet
community to deal with Internet matters. This has led to the elaboration of codes of conduct and the
emergence of “netiquette”, a set of behavioural norms of the Internet. Netiquette is typically based on
“moral” pressure, where the loss of reputation and the contempt of other members was enough to isolate
eventual violators and act as a deterrent. However, it only really worked in the context of a relatively small
user community.

Self-regulation reached its limits with the mass-diffusion of electronic communications. Users no longer
have the feeling of belonging to a community, and simply use the Internet as a tool to communicate for
professional, commercial or personal reasons. Furthermore, the majority of spam advertising proposes goods
or services that are of dubious quality—pornographic material, gambling, etc.—the kind of marketing
sources and products against which social pressure tends to be ineffective.

A further step to regulate this phenomenon was taken by the most directly affected entities, Internet service
providers (ISPs), which can undertake measures to regulate the utilization of their resources by their clients
through an appropriate clause in their contractual user policy, by banning, for example, the sending of bulk
mail over their networks. Furthermore, attempts are being made to standardize business practices or at least
to harmonize ISPs’ approach in countering spam.12 This constitutes indeed a first step to curb spam, but this
alone will not be sufficient. As long as companies are allowed to market software which facilitates spammers
to conceal or forge mail-origin data, or to facilitate the unauthorized use of resources (such as using third
party mail server relays), the problem of unsolicited e-mail will continue to grow at the expense of ISPs and
consumers.
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ISPs have also deployed filtering solutions to block spam before it reaches their users’ inboxes: AOL has
reported that it blocks over 2 billion e-mails a day. Similarly, Hotmail and MSN servers block about
2.4 billion messages a day.13 Blocking is, however, insufficient to combat the problem, and advanced
filtering techniques are soon outpaced by new methods of sending spam.

Some groups, such as the Coalition Against Unsolicited Commercial Email (CAUCE), offer legal and
technical advice on how to combat spam and engage in lobbying activities, while the Mail Abuse Prevention
System (MAPS) maintains a list of servers that allow spam to originate from their systems along with the
organization responsible for sending spam. Spamhaus, with its Spamhaus Block List (SBL) follows similar
procedures.}* ISPs worldwide subscribe to these lists and block all e-mail from servers included on the
blacklist. The utilization of such lists, however, is controversial. First, inclusion on a blacklist is based on
criteria that are entirely dependent on the definition that is given of illegitimate spam. This leaves a
significant margin of uncertainty as to the reliability of the lists.1®

A number of proposals have been put forward by the Direct Marketing Association,16 which has adopted a
code of conduct for their members. However, even if a few larger enterprises agree to adhere to the DMA’s
code, the large majority of generators of unsolicited e-mails does not feel bound by “legitimate” marketing
procedures and have no incentive to follow such policies.

In the late nineties, governments began to intervene in the field by establishing appropriate legislation to deal
with the proliferation of spam.1” The first governmental initiative to implement such legislation was taken in
the State of Nevada, in the United States of America. Since then, a number of countries have established
their own anti-spam legislation. The United States has recently enacted a federal anti-spam law, the CAN-
SPAM act,1® while the European Union—after having already issued several Directives that deal with
privacy and consumer protection in the electronic environment—issued its Directive 2002/5819 dealing
specifically with unsolicited electronic communications. This legislation is currently being implemented in
EU member countries. In Australia, an anti-spam law came into effect at the beginning of 2004, and the
Republic of Korea relies heavily on legislation and effective enforcement to deal with the growing amount of
spam affecting the country.20

Notwithstanding the different views and approaches, all players agree that there is no easy solution to the
spam problem, and that a multi-pronged and cooperative approach is necessary. As stated by an Internet
group addressing the problem of spam, “spam is the number one problem of the Internet and it affects all of
us [...]. The solution is not technical, not legal, not standardization, but a combination of all of them and it
requires cooperation.”21 Cooperation, between public and private stakeholders, and at the international level,
is a key element for a comprehensive and effective strategy against spam.

2.1 What is spam?

The term “spam” was applied for the first time to articles posted to online message boards, which were of no
relevance to the their discussions and violated their forum policies. Such articles were sent to several
newsgroups, and quickly became a nuisance to other users.22 The term was then applied to describe junk e-
mail messages, usually advertisements for product and services often of a dubious nature. Today the term is
used as a synonym for unsolicited commercial e-mail.

Several stakeholders have given definitions of spam, and although there are common points, there is still no
universally accepted definition. Broadly speaking, spam includes all electronic messages that are unsolicited
or unwanted, sent to a large number of users (bulk)2® without regard to the identity of the individual user,
usually having commercial purposes, and that can include viruses that propagate via e-mail, or fraud and
scam mechanisms. The Commission Nationale de L'Informatique et des Libertés (CNIL), an independent
French authority dealing with data protection, defines spam as:

“The practice of sending unsolicited e-mails, most frequently of a commercial nature, in
large numbers and repeatedly to individuals with whom the sender has no previous contact,
and whose e-mail address may be found in a public place on the Internet, such as
newsgroups, mailing lists, directory or website.” 24

From a technological point of view, spam is not limited to unsolicited e-mail messages. The European Union
in its Directive 2002/58 took a technology-neutral approach, and used the term “unsolicited commercial
communications” or “electronic mail for the purposes of direct marketing”. “Electronic mail” includes “any



text, voice, sound or image message sent over a public communications network which can be stored in the
network or in the recipient’s terminal equipment until it is collected by the recipient”. This is in an attempt to
regulate spam sent via e-mail, but also covers spam sent by mobile messaging and instant messaging, etc.25

It is probably unwise to attempt to define “unsolicited” precisely or to quantify “bulk”,26 as such a definition
could be too rigid to withstand the evolution of the phenomenon.

Spam was quickly transformed into a vehicle for fraud and deceptive market practices (see Figure 2). As a
nineteenth century police inspector in Chicago is reported to have said: “no other section of the population
avail themselves more readily and speedily of the latest triumphs of science than the criminal class". Indeed,
in the open and free environment of the Internet, it was not long before the potential of this new technology
was (mis)used for illegal purposes.

Figure 2: Evolution in the spam nature

Spam is not only growing in quantity, but also evolving in its nature. It went from simple text advertising to HTML
messages, containing links to spam web pages, and is increasingly carrying viruses, worms and sophisticated
frauds, such as phishing (see below paragraph2.2).
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The last aspect, phishing, is probably the mostly likely to cause major concerns for operators, online
companies and users, as it has the potential to undermine not only the utilization of e-mail services, but also
the image of the Internet in general as a reliable and secure tool for commerce, communication and services.
This could ultimately affect the right to communicate or trade.2’

211  Wireless spam
Spam activities are now spreading to mobile phone multi-media messaging and instant messaging services.

The use of messaging—from simple SMS to MMS to Internet e-mail—has become one of the most
successful mobile applications, and the combination of mobile with Internet and IP-based technologies (such
as third-generation mobile services and wireless Internet) raises a host of possibilities for innovative
applications and new modes of interaction.28 However, these opportunities have also been promptly spotted
by spammers, who have begun to target mobile users. Considering that the number of mobile users
worldwide has passed one billion,2® outnumbering fixed-line subscribers and making mobile the dominant
communication technology of today, it is easy to imagine the potential impact of spam on mobile devices.

As the so-called third generation of wireless networks emerges, wireless advertisement, in the form of e-
mails delivered to cellular phones, can offer consumers time- and location-relevant information.30 While this
has the potential to provide attractive services to users and open the way for online mobile commerce, it is
also likely to raise privacy concerns, affect efficiency and reliability of services, and diminish consumer
trust.
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Some mobile operators consider that mobile spam will not have the same diffusion as e-mail spam, as mobile
technologies—in contrast to the Internet—were not deployed on open networks, and the costs of sending
messages are usually borne by the sender.3! This certainly affects two of the attractions for spammers, i.e. the
low cost of sending thousands of e-mails and the difficulty of tracing communications (practically
guaranteeing anonymity of the sender). But two further factors must also be considered: first, in some
countries, the receiving as well as the sending party pays for the message. Second, the convergence of
technologies and increased interaction between the Internet and mobile technologies mean that some of the
problems that hitherto only affected the Internet now may also increasingly affect mobile networks.

In Japan, where a “receiving party pays”3? system is used, it has been estimated that some 90 per cent of
spam is sent to mobile phones, for the most part consisting of advertising for dating websites. NTT
DoCoMo, one of the main mobile operators, has experienced significant problems with spam since mobile
messaging was established with an open e-mail approach. The company is currently studying several
solutions to help its customers, providing tools and filters to block unsolicited incoming messages, warning
users about use of addresses, and even handing out free messages to compensate for unwanted messages
received, in order to encourage customers to continue using the services.33 The issue is also being addressed
by the legislator, and specific measures are foreseen for unsolicited messages sent to mobile devices.34

Problems with mobile spam are also being encountered in the United States, where—again—the receiver
pays for SMS messages. The potential for such an uncontrollable expense has caused a certain reluctance
among corporations and consumers to take-up wireless data services. During a recent conference on
Messaging Anti-Abuse, which was held in London at the beginning of June 2004, it was reported the US
operator Sprint was already blocking up to three million messages a day.3> The US Federal Communications
Commission (FCC) is currently soliciting public opinion about the possibility of establishing appropriate
regulation to deal with wireless spam. A decision could be taken by the end of 2004.

Direct marketeers consider that advertising on mobile devices could be even more effective and successful
than e-mail marketing. Aware of the dangers of mobile spam, some marketing associations are already
developing codes of conduct, and hope that the fear of spam will not hamper the potential of m-marketing
and m-commerce.38 The Mobile Marketing Association (MMA) established privacy guidelines for its
members in 2001. The guidelines are based on the premise that wireless advertising should only be sent to
customers who have asked for it (following an “opt-in” approach).

It can be argued that consumers are more sensitive to mobile spam because mobile devices are more
personal, with the invasion of privacy entering a more private sphere. The effect of mobile spam can
therefore be seen as being even more disruptive than computer spamming. For these reasons, despite the
availability of new technologies, some mobile operators have hesitated to launch services that have increased
interactivity with the Internet, for fear that they might bring more spam to mobiles.

To address these concerns and to avoid being outpaced by the rapid evolution of services, legislation should
be “technology-neutral” and able to withstand new means of electronic communication. Mobile operators are
particularly active, some of them adopting self-regulation to try to coordinate their actions and address the
problem in a timely and effective manner.

The content of mobile spam can vary, and definitions have still to be established. As mentioned above, some
80 per cent of unsolicited commercial messages, received in Japan, advertise dating websites. In the United
Kingdom, a typical SMS spam message announces to the recipient that he or she has won a prize and invites
them to call a Premium Rate Service number (which may cost USD 3-4 per minute). These promises are
rarely fulfilled, and the numbers are often set up purely as a scam.3’

Messages from companies advertising promotions and prizes for games are also common in other European
countries, with some being sent by mobile operators themselves. On a different note, in Italy citizens
received a message from the Presidency reminding them to vote for European elections. While this kind of
message cannot be deemed as “commercial”, some users felt that they had been spammed nonetheless.

It is also important to realise that the gathering of mobile phone numbers is not as difficult as it may seem.
Many websites offering ringtones and logo downloads are a rich source of mobile phone harvesting. Again,
the principal concern here is privacy, immediately followed by loss in efficiency of messaging services, the
very success of which is founded on simplicity and moderate costs—advantages which are now under threat
from spam.38



2.1.2  Spam over instant messaging—or “Spim”

“Spim” is to chat users what spam is to e-mail users. Spim is usually constitutes a one-line message with a
link to a website. In most instances, these messages link to pornographic sites, but links to instant messaging
(IM) games or software, which contain spyware, are also becoming more common. Spyware sent in this
manner sends IM messages to other contacts in the user's buddy list, rapidly propagating the unwanted
message and making it appear to originate from a known contact. Such “worm spam” does not, as yet,
contain malicious codes or viruses, but operators are concerned that damage could be caused in the future.

Spam over IM may seem a minor problem compared to e-mail spam, but it is nonetheless a problem,
particularly for corporate users. Because of the pop-up nature of 1M, for instance, this kind of message can
be more disruptive for users. Moreover, as spim worms propagate via IM buddy lists, spam may appear to
originate from the company itself, to the detriment of the company image. AOL, one of the first targets of
spim, is already trying to take counter-measures to block the spread of the phenomenon, for example by
including spyware detection features in its latest version of AIM (AOL Instant Messaging).

Today, according to IMLogic figures, Spim accounts for five to eight per cent of all business IM
communications, but can reach up to 17 per cent. In 2003, about 400 million spim messages were sent. It has
been estimated that this number is likely to grow to 1.5 billion by the end of 2004, representing a growth rate
which is triple that of traditional e-mail spam.39

2.2 Spam, viruses and fraud

Spam did not remain merely an annoying marketing method for long, and quickly evolved into a vehicle for
scams, misleading trade practices, offensive content and dangerous viruses. In addition to cost and wasted
time, unsolicited commercial e-mail also poses security risks, including:

o Violation of privacy: Collection of e-mail addresses is often carried out without users’ knowledge, and
is used indiscriminately. Most spammers harvest addresses from websites by hacking into private
databases, or buying e-mail lists in violation of laws on privacy and data protection.*® Furthermore,
spam (and mobile spam in particular) constitutes a significant intrusion into the user’s personal sphere.

o ldentity theft: “Phishing”(see Box 1) and scams are distributed as spam, directly leading to identity
theft and fraud. According to the Anti-Phishing Working Group, phishing spam increased by 52 per
cent in January 2004. Also on the basis of the Working Group statistics, the response rate to these
frauds is around five per cent. This phenomenon has, until now, been mainly limited to Anglophone
countries, but it is only a question of time before it spreads to other countries (see Figure 2).4

o Viruses: New viruses, worms, and “malware”, such as Melissa, Love Bug, and MyDoom use spam
techniques to propagate after being triggered by the user.

e Combining viruses and spam: Spammers are always discovering new techniques for sending spam
without being traced. One of them consists of spreading viruses and worms which install open proxies
that can be used to relay spam, or that install software which transforms a computer into a “zombie”,
i.e. a computer owned by an unwitting user, through which spam is sent. As spam becomes more
prevalent, the use of spyware is likely to increase.

e Advertising illicit/offensive content such as pornography, which is sent indiscriminately to all users,
regardless of age.

As well as violating anti-spam laws--where these exist--either because of it content, or the way in which is
has been sent, spam also breaches privacy laws, constitutes fraudulent behaviour, and its often offensive or
disturbing content creates problems relating to the protection of minors from pornographic material.

A 2004 report by the US Federal Trade Commission has listed the top ten Internet frauds, several of which
are typically perpetrated through spam messages.*2 For example, foreign money offers (the “Nigerian letter”
scam, created more than 100 years ago, has taken on a new life online)43, false or deceptive business
opportunities, and, more recently, ID theft (with the method known as “phishing”).



Box 1: “Phishing” in the Internet sea

The word “phishing”, recalls the sound of fishing, and well represents the activities of these scammers, using email
lures to “fish” for passwords and financial data from the sea of Internet users. The particular spelling "Ph" is a
common hacker replacement for "f*, and is a nod to the original form of hacking, known as "phreaking".

Phishing is a scam attempting to trick recipients into divulging personal financial data such as credit card numbers,
account usernames and passwords, social security numbers, etc. by sending messages that direct them to legitimate-
looking websites masquerading as the site of a trusted financial institution or online merchant. The information is
then used to access their accounts and drain money.
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Spam frauds are having a huge impact on users and online operators, who are facing new risks and costs. Recently,
it was estimated that phishing attacks cost about 1.2 USD billion to banks and credit card institutes. The number of
users falling in to the phishers net is also quite high: the anti-phishing working group estimate that about the 5 per
cent of phishing emails are successful. In the US Gartner research revealed that 3.4 per cent of the US population
have already been the victim of ID theft (see figure below).

For the moment phishing attacks have targeted US based companies, such as Citibank, Paypal or AOL, and are in
English. However, these kind of scams will quickly spread to other countries (and languages): the anti-phishing
working group affirmed that in 2004 a phishing attack took place on Swiss banks.
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It has been estimated that about 90 per cent of “phished” emails have a spoofed FROM line. The suggestions given
by online operators and the anti-phishing working group include, of course, the necessity to raise consumer
awareness on this problem, and to provide more accurate information. Legal measures are usually already in place,
as fraud is considered a crime in all countries. The problem again is the identification of phishers. For this reason
the utlization of authentication standards could greatly contribute to curbing the phenomenon.

Sources: “The Scope of the Spam Problem”, E. Salem, Symanthec and “The Rise of Phishing” D. Brunswick, Anti-
Phishing Working Group online at http://www.itu.int/osg/spu/spam/background.html. See also Anti-phishing
Working Group, at http://www.antiphishing.org/.

Fraudulent schemes—which can prove highly lucrative—are becoming more complex. In particular
“phishing” is a rapidly growing phenomenon that has come to the attention of authorities, users and online
operators. Phishing is used to trick recipients into divulging personal financial data such as credit card
numbers, account usernames and passwords, social security numbers by sending messages that direct them to
legitimate-looking websites masquerading as the sites of a trusted financial institution or online merchant.
The information is then used to access and drain money from their accounts.44

In the United States, phishing is now the fastest growing form of consumer theft. Recently- published

research concluded that some 57 million consumers in the United States had received a phishing e-mail
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during the last year. The most-targeted businesses have typically been the Web auction giant eBay and its
PayPal payment-services division, with the financial institution Citibank serving as another popular target
(see Figure 2).

2.3 The impact of spam

One of the problems surrounding the issue of spam is that there is a contradiction between the nature of the
Internet, which has generally been open and free, and the desire of e-mail users to be free from unwanted
commercial solicitations. Furthermore, a contradiction exists between the business interests of commercial
enterprises that are looking for new avenues for marketing their products, and the interests of private
individuals who do not always want to receive advertising or offers. What is at stake is the right to
communicate and trade.

The shifting of the cost involved in sending spam away from the advertiser and onto the consumer and other
parties is one of the major causes of the proliferation of spam. The fact that the cost of sending e-mails does
not increase in proportion to the number of messages sent only encourages marketeers to send out as many
copies of their e-mail as possible, with numbers that run into billions sent per day.

Internet users incur the material cost of the time spent consulting, identifying and deleting unwanted
messages. From the point of view of professional and business users, spam is therefore costly in terms of
productivity loss, increased need for technical support and software solutions such as filters, and the
consequent impact on the reliability of e-mail as a communication tool (legitimate messages can be blocked
by filters or be lost among a large number of unsolicited e-mails). As spam may contain attached files with
hostile viruses, it also threatens the security of a company’s internal network.

While commercial users are more worried about the reliability of communications, security and cost, private
users are rather concerned about the content of these messages. With the rise of broadband, families and
private users today have the possibility of an ‘always-on’ fast Internet connection. The development of
e-commerce allows them to buy books, organize their trips online, book plane tickets and hotels. However,
the new possibilities offered by this enabled environment are hampered by spam and its content. The goods
or services offered for sale are often of a dubious nature. Some messages are misleading and fraudulent, such
as those trying to steal a credit card number, or which install spyware on their machines, while others are
offensive. As shown in Figure 2, about one message in every ten is recognized as fraudulent, intentionally
misguiding, or known to result in fraudulent activity on the part of the sender. Added to this should be
phishing and brand-spoofing type messages. The fact that sexually explicit material—which constitutes
around 16 per cent of spam—may be sent to minors and children is also a major cause of alarm for many
parents.

Figure 3: Spam content

Usually spam emails advertise anti-spam products, mortgages, or get-rich-quick schemes, but also try to sell
deceptive products or to perpetrate scams and frauds. The largest part of spam emails is still in English (as they
often come from the US).
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Source: Brightmail statistics 2003-2004 online at http://www.brightmail.com/spamstats.html.
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Apart from end-users, the other major victims are the ISPs that must process e-mails. Servers become
congested when inundated with the large volume of spam messages, and large amounts of bandwidth and
storage space, together with processing capacity, are consumed. Immaterial damages can include loss of
reputation, and therefore of business. Furthermore, the cost of increasing bandwidth and storage capacity to
deal with spam is inevitably subsequently passed on to the consumer in the form of higher access fees. Some
ISPs are also predicting the end of free e-mail, or at least the creation of two-speed mail boxes: those for
which it will be necessary to pay, protected by filtering and other techniques to limit spam,#> and those that
remain free of charge, which will be probably invaded by unsolicited messages, which could make them
unusable.

Unsolicited messages are causing even more radical problems in both developing and least developed
countries, taking up a valuable part of their already limited international Internet bandwidth. These countries
often have only a few Mbit/s of connectivity, provided via satellite links, and are, therefore, particularly
expensive. The consumption of part of this capacity by the bulk of unwanted emails therefore increases the
cost of Internet access, reduces the quality of service (which will be even slower) and may even result in a
denial of services on the networks.46

As is clear from the above, in addition to cost, time, and wasted effort, spam is also disrupting e-commerce
and other businesses to an incalculable degree, lowering user confidence and threatening network integrity
and security, therefore discouraging the development and utilization of the Internet as a whole.

3 Technical solutions and legal environment: cross-border issues

3.1 Technical solutions

Technically speaking, there are three different stages in the e-mail system where measures to curb spam
could be implemented: at source, where the e-mail is being sent out, at the destination, where the e-mail is
received, and finally at the end-user point. At each stage, various technical measures are available (see
Figure 4).47

Technical solutions often represent the user’s first line of defence against spam. Anti-spam technology is in a
status of continuous flux, due to the continual adaptation by spammers attempting to circumvent it, engaging
in a sort of “arms race” with operators.

Spam filtering software remains the most popular tool, and several different methods are combined to
provide the best service to users. Filters, used at the ISP level or directly at the user level, can block a high
percentage of spam. However there is the inconvenience of blocking also legitimate e-mail (false positive),
diminishing the reliability of electronic communications. In addition, filters are quickly outpaced, as
spammers have also become increasingly sophisticated in their attempts to evade filtering techniques, and
their constant updating involves a significant extra cost for users and providers.

Rather than blocking single messages, several ISPs are using blacklists to block e-mails coming from ISPs
which are considered spam sources. This system could be an efficient system as it blocks the service
provider, which can then decide to stop the delivery of spam messages in order to be ‘accepted’ again.
However, there are certain disadvantages, particularly, to the innocent customers of the blocked ISP. Several
companies have sued the groups maintaining these lists for defamation or unfair business practices. Lawsuits
have obtained mixed results, and on several occasions the courts have ordered the removal of the name of the
plaintiff from the blacklist.48

The purpose of filtering techniques is not to eliminate the problem at its source, but merely to contain it,
creating obstacles to average spammers who do not dispose of the tools and knowledge to circumvent them.
Considering the huge profits that can be generated by spam, these disincentives will not be enough to
dissuade them from spamming.
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Figure 4: Technical approaches to countering spam
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Source: “Curbing spam via Technical Measures: An Overview”, online at http://www.itu.int/spam
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Considering the limits of this approach, alternative technical solutions have started to emerge in the last few
months. In particular, the current Internet protocol (SMTP), which allows any e-mail client to assert any
identity in the header of the message, is one of the major causes of spam — as it makes it possible for the
sender to disguise his or her identity and remain anonymous. The development of authentication systems is
seen as key to solving this problem.

Spammers use a wide variety of techniques to hide their IP addresses, including the forging of e-mail
addresses, spoofing, open relays and open proxies. The FTC has reported that today about 60 per cent of
spam messages have some element of falsification.#® Furthermore, the utilization of zombie drones is
increasing, and some authors estimate that already about the 80 per cent of spam emanates from
contaminated computers.50

Authentication mechanisms provide a method of authenticating a sender’s IP address, and can therefore
block e-mails with spoofed addresses or unidentified origin.> Several solutions have been proposed by
private ISPs, such as Yahoo’s Domain Keys, AOL’s Sender Policy Framework, Microsoft Caller ID or the
newer Sender 1D.52 The Internet Engineering Task Force (IETF) has established a working group to develop
an authentication standard to eliminate spam that uses a spoofed sender address®3 However, to date, all
proposed methods embrace different approaches and so far there is no convergence toward a unique
authentication standard.>*

Technical measures should therefore be combined with an effective legal framework. Such a combination
has the potential to drive up the cost of spamming until it is too risky or no longer profitable for spammers.5®
At the same time, this is not going to be enough since spam is only a small part of the Internet's larger
security problem. Some players are affirming the need to work directly on the Internet architecture, rather
than simply trying to patch holes as they appear.56

Some commentators have suggested that the solution lies in charging for sending e-mail. This solution seems
difficult to implement, both for technical reasons (how to set a price for e-mail, which payment mechanism
should be used, etc) and for an important social reason: users have been accustomed to sending out e-mails
for free since the early days of the Internet and it would be an uphill challenge to go against this tradition,
embedded as it is in the concept of the Internet as a freely accessible network. As one commentator has said,
charging for e-mail would “change the whole complexion of the net”.57

In addition, when thinking about technical solutions, the needs and constraints of both developing and least
developed countries should be taken into consideration. These countries, often flooded by spam messages
coming from developed regions, are already struggling to extend the utilization of Internet and email, and
often have neither the know-how nor the financial means to make use of updated filters or the latest anti-
spam measures. Also, the e-stamp sort of solution would pose huge problems to users from less developed
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areas, where the utilization of credit cards or other electronic means of payment is still very limited, and the
spread of Internet utilization is already particularly expensive in proportion to the average GDP per capita.>8

3.2 Legislation

Spam is a “horizontal” issue, touching different aspects of telecommunications, trade, privacy and consumer
protection. Accordingly, the legal framework that has been put in place in order to fight spam is complex,
owing in particular to the multitude of different laws that have been enacted in recent years, and the several
national authorities that are dealing with this topic. The legal definition of what constitutes illegal spam
varies depending on jurisdiction, and non-spam-specific legislative measures such as legislation on privacy
protection or on fair commercial practices are used to address issues arising from spam. Furthermore,
legislation needs to be completed by effective enforcement measures, which should be administered by an
appropriate national enforcement agency. As has been affirmed in several instances in recent months, the list
of potential offences that spammers could commit is extensive, and tracking down spammers in cyberspace
is more difficult than developing legal theories under which to charge them.>9

3.21  Spam laws

Anti-spam laws vary considerably in their approach to tackling the problem. However, unsolicited
commercial e-mails are generally considered illegal when they:

e Conceal the sender’s identity, for example with the falsification of the point of origin and
transmission path of unsolicited e-mail advertisements;

e Use of a third party’s domain name without consent;
¢ Provide misleading information on the subject line.
Also, for e-mail to be legitimate, many anti-spam legal instruments require:

e The prior authorization of the recipient (opt-in approach) or the existence of a prior business
relationship before the sending of any commercial e-mail (“soft” opt-in approach). In some countries,
where this approach is considered too severe and limiting for commercial initiative and freedom of
speech, unsolicited emails, in themselves, are not considered illegal, but they must include opt-out
information allowing a recipient to no longer receive commercial communications from a certain
sender (opt-out approach).

e Senders to clearly indicate their true name, geographical location and e-mail address of the sender;

e A procedure for address gathering which respects the right of privacy in the processing of personal
data in the electronic communication sector;0

e Insome countries, the use of a label to warn about the content of a message.

While a comprehensive analysis of world anti-spam laws is beyond the scope of this paper, a short review of
some commonly used legal requirements are discussed below.

- Sender identification

The first two requirements mentioned above are included in most of the legal instruments currently in force,
as one of the main problems relating to spam is the anonymity of spammers and the technical difficulty of
tracing them, which in turn has an impact on the enforceability of laws.

The falsification of sender identity in the header of the message, besides rendering law enforcement more
difficult, adds further costs to users, especially those whose addresses are often spoofed by spammers,
“borrowing” valid addresses to create an appearance of legitimacy for their messages (an email coming from
a valid address as a higher possibility to receive attention), and avoid to be inundated by bounced messages
and complaints, which are directed to an innocent third party.61

Governments are now becoming more involved in the matter, as they increasingly recognize the necessity of
developing and applying such standards and of ensuring that they are internationally accepted. Although it
would appear that technical solutions to spam and the problems of jurisdiction and enforcement in the
Internet environment are unconnected national and international regulation of technical measures adopted to
limit spam may prove to be the only efficient method to control spam.52
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- Labelling

The use of labels for e-mails having a specific content is a requirement in several countries. Often this
condition is imposed only for messages having a sexually explicit content, to warn the recipient about the
content of the e-mail, and in particular to avoid spamming children, who are often the unintended recipients
of adult spam. Labels for commercial messages have also been imposed in countries such as the Republic of
Korea. The use of a specific tag in the subject line of an e-mail allows users to identify commercial messages
more easily, to set their filters—for example by redirecting the messages to a specific folder—or to avoid
their children receiving e-mail messages with pornographic content. The problem, once again, is that the rule
is difficult to enforce in respect of anonymous spammers.

A second possible problem arises even in the case of legitimate marketeers who operate within the law.
These labels are decided at the national level and vary from country to country, leaving the way open to
messages originating from another country that does not use the same labelling system, causing an inevitable
lack of uniformity.

For example, in April 2004 the FTC announced that spam containing sexually-oriented material must include
the warning “Sexually explicit” in the subject line.63 About one year previously, in June 2003, Korea
implemented similar rules establishing that adult-oriented content must be stipulated with the subject field
“Adult advertisement”.84 In this case it is easy to see how the creation of a sort of international “Internet
standard”85> might be needed, as initiatives against spam will not be effective if every nation implements
different approaches, based on different criteria and different strings in the e-mail subject field.

- Opt-in versus opt-out

Much debate has surrounded the adoption of the opt-in approach for spam messages in Europe. Opt-in was
considered as potentially threatening to the development of e-commerce and the Internet, and generally
contradictory to overall EU e-strategy. What the EU framework tries to achieve however, is not to outlaw
direct marketing altogether, but simply to establish a fair and clear environment for legitimate marketing that
is permission-based, while also reducing unwanted spam.

The opt-in approach has been adopted mainly in European countries, in line with EU Directive 2002/58,
which started implementation in 2003. This Directive is based on an earlier one on data protection in the
electronic environment (EU Dir 95/46/EC).%6In the Asia-Pacific region, to date, only Australia has adopted a
similar opt-in approach. This trend can be better understood when one considers that it is perhaps more in
line with the traditional European values of privacy, to which the EU Directive refers.

Directive 95/46/EC—implemented by most European countries in 1998—was conceived to enable
individuals to control the dissemination of their personal information, and applies to personal data wholly or
partially processed by automatic systems. In particular, the data must be “collected fairly” (excluding
harvesting techniques or violation of private databases) and used for “specified, explicit and legitimate
purposes” and not “in a manner inconsistent with those purposes” (art. 6b). This rule is then recalled by
Acrticle 2 of Directive 2002/58, which foresees an exception to its opt-in approach, allowing the sending of
unsolicited commercial messages to users with whom the sender has a pre-existing business relationship.
This exception, however, is applicable only for the advertisement of “similar” products and services, and the
addresses must be used by the same person who legally collected the original data. (soft opt-in).

A further exception to the opt-in approach is foreseen where the recipient is not a physical person but a legal
entity. In this case, member countries have the possibility of choosing between the opt-in and opt-out
approaches, provided that they respect the legitimate interest of subscribers with regard to unsolicited
communications. This exception is, however, subject to criticism, as business-to-business spam could have
the same nature as spam sent to private users.5”

The second approach, opt-out, considers direct marketing—and therefore unsolicited commercial
communication as a legitimate activity, unless certain conditions are not respected. Opt-out has been
preferred in the United States, which adopted it at the federal level with the CAN-SPAM act, but also in
Asian countries, such as Japan and the Republic of Korea. With this system, marketing companies are
allowed to send messages to users without the need for prior authorization or relation, provided that explicit
opt-out language is included in every message.
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This approach has been criticised as it can actually contribute to legitimate spam, condemning only
unsolicited e-mails that have an illegitimate content, while letting bulk e-mailing proliferate.58 Most users,
however, already have strong preconceptions regarding spam, and have been widely advised not to open or
reply to any spam messages, to avoid confirming that the e-mail address is active.

The harmonization of legislative approaches to spam between different jurisdictions from which an e-mail
user is likely to receive spam would be crucial in order to properly tackle the problem.®® Notwithstanding the
long debate surrounding these two different approaches, many experts consider that it would be more
important to develop effective enforcement measures that empower enforcement agencies to act against
spam, and to promote cooperation among the different jurisdictions from which an e-mail user is likely to
receive spam.

As mentioned above, the majority of spam received by users is not sent by legitimate marketeers, but by
individuals concealing their identity or exploiting third-party relays, who are therefore not concerned by any
legal requirements to request prior consent.

3.2.2  Non-specific spam laws

Spammers usually violate more than one legal provision against spam, in addition to other related laws—for
example—to privacy and data protection, contract law, private property, image and trademarks.’® Depending
on the content of the e-mail—their activity can also constitute fraudulent behaviour, violate laws on fair
competition, and so on.

Tired of bearing the increased processing costs of bandwidth and storage, the wrath of customers and loss of
reputation, 1SPs have been among the first to have decided to initiate litigation against spammers. As most
ISPs have contractual agreements with their clients, service providers have, for example, sued spammers for
breach of contract. One such case is that of Hotmail Corp. versus Van Money Pie Inc. In this case, the court
found that the defendant had breached the Hotmail subscriber’s service agreement, which explicitly prohibits
the sending of unsolicited bulk e-mail. Other ISPs however, have less clear policies, referring in general to
respect of Netiquette or of codes of conduct.”®

In another case, that of CompuServe versus Cyberpromotions, the ISP claimed that sending e-mails through
its computer equipment could be considered a trespass of personal property. In that case, the judge retained
that violation of personal property can be committed by “intentionally using or intentionally bringing about a
physical contact with the chattel in possession of another”.”2 The application of the trespass doctrine can
however prove ineffective, as many spammers are using different accounts or network providers for each
unsolicited advertisement sent, and tracking down a spammer is becoming more complex—Cyberpromotions
was an identifiable company, while most of today’s spammers remain anonymous.”

Other than the trespass claim, false designation of origin has also been used. In the ‘AOL versus IMS’ case,
it was considered that the defendant falsely designated the origin of his e-mail as coming from AOL and
therefore deceived recipients and had caused damage. Trademark violation has also been used in cases of
e-mail header forging. AOL successfully claimed that the unauthorized use of the AOL trademark within the
e-mail header constituted trademark infringement, reducing the distinctive quality of a well-known service
mark through the negative association with the defendant’s use.’#

Claims based on violation of privacy and data protection are more common in European countries. As
mentioned above, protection mechanisms for the treatment of personal data in the electronic environment
were already in place in 1995, and are based on a “right to privacy”, which is considered fundamental in
Europe. An e-mail address is unique to an individual user and therefore is considered as personal data. The
collection of e-mail addresses through harvesting techniques, or their utilization for reasons other than the
purposes for which they were initially collected, is considered a violation of the directive (and of the national
laws implementing it) and is therefore illegitimate.”> The same is applicable in Argentina, where there is no
specific anti-spam legislation as yet. The data protection law has recently been at the base of a claim against
a company that is using illegally gathered e-mail addresses, which the court considered as “personal data
which deserve protection”.”6

Other legal reasons for pursuing spammers can be found in the content of the unsolicited message. As
mentioned above, spam can be the vehicle for deceptive market practices, misleading advertising or frauds’’
and may therefore be covered by the relevant national laws. Usually, penalties are stiffer for more serious

16



cases, and include criminal sanctions.”® The Federal Trade Commission (FTC) has often used deceptive
practice legislation to bring action against spamming organizations, on the basis of the deceptive content of
the message.’®

The above examples give some idea of the multiplicity of channels that can be used to legally sue spammers,
and of the multitude of authorities involved, including data protection authorities, telecommunication
regulatory agencies and consumer protection authorities. This brings us to the topic of enforcement.

3.3 Enforcement

Together with jurisdictional barriers, practical issues relating to enforcement are the most significant barriers
to developing legal responses to spam. E-mail is generally unaffected by national boundaries because of the
borderless nature of the Internet. Many e-mail addresses provide no indication of the addressee’s (e.g. .com,
.org) physical location and an e-mail address that includes a geographic identifier (such as .fr, .us, .it) can be
used from anywhere in the world. Even if a State is able to exercise long-arm jurisdiction over a foreign
defendant, it may be difficult to locate and subsequently enforce a judgment on someone who is in another
State or country

In addition, enforcement of the provisions regarding unsolicited commercial communications is not
performed by the same authority in all countries. In most cases, it is the Data Protection Authority (DPA) in
a particular country that deals with spam as a breach of privacy and is therefore in charge of taking decisions
on the application of the law, and on enforcing the rules in the first place. This is the case, for example, of
most European countries, such as Italy and France, but also of Argentina and New Zealand. The National
Regulatory Authority (NRA) for telecommunication may also be involved in the spam battle, as is the case
of the Australian Communication Authority, which is very active in the field of spam, but also in Ireland and
Singapore. In some cases it is the consumer protection authority (CPA) which takes the lead in the
enforcement of anti-spam laws, as is the case for the FTC in the United States.

As is often the case with Internet matters, most countries do not have a single “Internet authority” dealing
with spam, creating some confusion at the implementation level, but also for the eventual development of
international cooperation. In the United States, while the FTC is in overall charge of issues relating to spam,
as a subject relating to consumer protection, wireless spam is under the responsibility of the
telecommunication regulator, the FCC. In the United Kingdom, the Information Commissioner is in charge
of spam matters, although other governmental bodies are also involved, such as the UK office of Fair
Trading and Her Majesty’s Secretary of State for Trade and Industry in the UK, which are also signatories of
the recent MoU on Mutual Enforcement Assistance in Commercial Email signed among enforcement
agencies from the United Kingdom, United States and Australia.80

While more and more countries are currently developing anti-spam legislation in an effort to limit the
phenomenon, the spam cases brought to court are still very limited in number. This is due in particular to the
fact that spammers are using increasingly sophisticated techniques to hide their identity and the origin of
their e-mail, so that prosecution becomes a long, time-consuming and expensive task.81 One commentator, in
a recent paper, considers that to draft an effective anti-spam law it is not sufficient to include all the elements
that make a message “spam”, but also action-oriented rules and empowering enforcement mechanisms.82

The difficulty of identifying spammers, and enforcing laws against them, adds to the reasons why spamming
is so easy and considered a low-risk profitable business. Not only do spammers not have to bear high
operational costs, but also the barriers to law enforcement and anonymity render the threat of punishment an
ineffective means to ensure compliance with anti-spam laws.

Spamhaus claims that 80 per cent or so of all spam e-mails sent globally are sent by a handful of spammers,
and that stopping those individuals would dramatically reduce the problem. This view has been taken on
board by some of the largest ISPs in the world, Yahoo!, EarthLink, AOL, and Microsoft, which in 2004
decided to join forces to track down and sue the biggest spammers in the United States. The court trials can
be particularly expensive also for spammers, creating additional costs and directly cutting their revenues. If
the risks and costs of spamming were raised, one of the main drivers of spam would be eliminated.83

Even when good and effective legislation is implemented in one country, it cannot stop unsolicited e-mail
coming from other countries. In the United Kingdom, users consulting the “Information Commissioner”
(authority for data protection) website can find a page where the Government explains what it is doing to
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eliminate spam, but after a short overview of the law requirements (opt-in), it is clearly stated that this law is
applicable only to messages coming from United Kingdom, and that as most of the spam received in the
country is from the United States, there is not much that can be done, legally speaking.84

Conscious of the limits of the national approach, governments are today trying to create a framework for
international cooperation on technical and legal issues to curb the proliferation of spam.

4 International initiatives in the field of spam

The jurisdictional problems created by the proliferation of trans-border unsolicited commercial
communications represent what may prove to be an insurmountable hurdle. As spam touches on so many
aspects of the law — such as commerce, advertising, criminal law, freedom of speech, and intellectual
property — the differences associated with the laws of the jurisdictions of the world may prove greater than
their similarities.

While it is important to act at the local level—by creating, for example, an appropriate legal anti-spam
framework, building awareness, educating consumers and establishing dialogue and partnership with the
private sector—any anti-spam measure should be considered at the international level.

International cooperation has two objectives in the case of spam: to promote the adoption of effective
legislation and common standards in countries that do not yet have them, and to encourage countries to
cooperate with others to ensure effective enforcement of applicable rules. While several initiatives have been
undertaken in the past few years to fight spam, a multilateral coordinated international framework is still
lacking.

e Multilateral cooperation: The Australia, United Kingdom, United States Memorandum of
Understanding (MoU) on mutual enforcement assistance in commercial e-mail matters

On 2 July 2004, a Memorandum of Understanding (MoU) was concluded between the US Federal Trade
Commission, the UK Office of Fair Trading, the UK Information Commissioner, Her Majesty’s Secretary of
State for Trade and Industry in the United Kingdom, the Australian Competition and Consumer Commission,
and the Australian Communications Authority. The MoU provides for the agencies to share information,
cooperate in detecting and investigating spam violations, cooperate in tracking spammers, exchange
evidence, facilitate law enforcement against spam violators, and coordinate enforcement against cross-border
spam violations.

This MoU constitutes an important step to help law enforcers on three continents leverage resources to
combat illegal spam, and provides a framework for cooperation in fighting cross-border spam affecting all
three countries.8> Although it does not include types of spam other than e-mail spam, this MoU should
constitute a good start towards more extensive cooperation on the subject.

The agreement is in line with the policy towards improved international cooperation in the field of spam
promoted by Australia in recent months. The role of collaboration between agencies in different countries,
and exchange of information is stressed in this instrument, which, being concluded by players already very
active in the field of the anti-spam battle, could go further, establishing cooperation between national
agencies in enforcement actions. This is part of two-layered international approach. A first layer focusing
onto the sharing of information about workable anti-spam legislation and complementary measures, the
second one more oriented towards cooperation and joint enforcement.86

To follow up to this Memorandum, a meeting is planned to take place in London in October, gathering all
national agencies members of the ICPEN. This could be the first step towards an enlargement of the
cooperation on enforcement for these countries already having implemented an anti-spam legislation.

e Bilateral cooperation: The Australia-Republic of Korea Memorandum of Understanding (MoU)
concerning the regulation of spam

In October 2003, an MoU on the regulation of spam was signed between the Korea Information Security
Agency (KISA) and the Australian Communication Authority and National Office for Information and
Economy of Australia.
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The agreement was concluded to encourage cooperation between the agencies in minimizing spam that
originates and is sent to end-users in Australia and Korea. Within the terms of the MoU, the agencies of the
two countries will work closely together, exchange information relating to spam and will try to develop
cooperative mechanisms to combat the rapidly growing spam problem. This collaboration could be extended
in the future to include joint enforcement actions.

With this MoU, Australia and Korea are leading the international effort to address spam, also encouraging
other national communications regulators to work to develop a multilateral MoU in this field. A standard
MoU could be used for a multilateral approach to agreements, simplifying the establishment of international
cooperation principles for locating and dealing with spammers.8”

e European Union

The European Union, by Directive 2002/58, was one of the first players to try to create harmonized
international regulation dealing with spam at the European level. The Directive is, however, considered just a
small step in the general EU e-strategy, and only a first step in the fight against spam.

The implementation of the Directive in the different EU countries has been a lengthy process. The
differences in implementation and the confusion that is still present at the national level regarding
identification of the responsible authority, adds even more difficulties.

In its communication on unsolicited commercial communications,® the European Commission recognized
effective law enforcement as one of the most important elements in the fight against spam, and still one of its
weakest points. The Commission then decided to continue its investigations in order to understand which
would be the best mechanisms to put in place to ensure efficient enforcement of anti-spam legislation.
Furthermore, it is encouraging improved collaboration among members and has proposed the creation of
national liaison offices under the national regulators, in order to establish a network to support cooperation.

The Commission realized that actual enforcement could be particularly difficult in relation to third countries,
notwithstanding the opt-in rule for all unsolicited commercial communications which are sent from and
received on networks in the Union. Nevertheless, the Commission still deemed it essential, considering that
most of the spam received in European countries comes from outside EU borders.

The lack of appropriate international cooperation mechanisms is evident therefore, and is also seen by
European authorities as one of the major obstacles to enforcement. For this reason, the EU is promoting the
development of international initiatives in this field, and is inviting its members to engage in bilateral
cooperation with third countries, not only for the promotion of effective legislation, but also for cooperation
on enforcement, including police and judicial cooperation, where appropriate.89

The fight against spam has a place in the larger EU e-strategy framework, as one of the elements which
could hamper the diffusion of broadband in the European territories. In a recently held roundtable
comprising European telecommunication ministries and industry CEOs from the telecommunication media
and technology sector, a list of six strategic actions to stimulate the growth of broadband was presented by
the industry to governments. The first point on this list indicated the need for “timely implementation of
effective anti-spam, privacy and security regulatory frameworks”.90 Two specific initiatives were suggested:
one regarding effective enforcement mechanisms, the other stressing the necessity to develop a joint EU-US
action plan to address spam originating in both territories.%1

e International Telecommunication Union (ITU)

During the 2003 Global Symposium for Regulators a recommendation was made that the ITU launch a
discussion on frameworks for international cooperation on countering spam. Following this recommendation
a virtual conference on regulatory cooperation on spam was held at the end of March.92 In addition, ITU
decided to hold a WSIS Thematic Meeting on Countering Spam, to gather all interested stakeholders and
discuss possible international cooperative solutions to this scourge.9® The meeting gathered representatives
from about 60 governments, and allowed, for the first time, participants from less developed economies to
express their concerns and their needs in this field. Among the several contributions made to the meeting, a
special note should be made of the intervention of a group of developing countries, who affirmed the
importance of raising awareness on the problems they are encountering with spam and the need to have fora
in which they could exchange information and experiences.
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Developing countries called for more support from developed countries and the international community in
facing the problem of spam in particular, and Internet security in general, recognizing that, while legislation
in itself is not the solution, it could indeed help in fighting this phenomenon. Their suggestion for the
creation of an effective framework for international cooperation and coordination--with the active
participation of developing countries, was warmly supported.

Following the conclusion of the meeting, ITU is continuing its work on countering spam, elaborating a
database gathering laws, information and contact details of enforcement authorities dealing with spam
worldwide,%* cooperating with other international organizations in areas of common interest,% and
promoting the creation of a suitable framework for international cooperation, which could lead to the
adoption of a global agreement on the subject.%

= Organisation for Economic Co-operation and Development (OECD)

The Organisation for Economic Co-operation and Development (OECD) has recently taken action on the
issue of spam, organizing a workshop on the subject at the beginning of 2004. This workshop was organized
in collaboration with the European Commission, and represents just the first step of a longer process aiming
at fostering international cooperation in the fight against spam.97

The OECD is currently continuing its work focusing on five main elements: effective anti-spam legislation,
international cooperation and enforcement, self-regulation by industry, innovative technical solutions and
increasing awareness and education. In the coming months, the organization is willing to build on the
achievements of the first meeting and begin to develop an “OECD Anti-spam Toolkit”, which could help
countries in dealing with the problem in a more organized and cooperative manner. To help with the
elaboration of this Toolkit and to further cooperation among different players, in July 2004 OECD Members
set up a Task Force on spam.

= Asia Pacific Economic Cooperation (APEC)

In the framework of its activities relating to electronic commerce, the APEC Electronic Commerce Steering
Group recently agreed to undertake specific activities on spam as part of its 2004 work agenda.®8 This will
include the development and of a survey on the laws of APEC economies, and spam-related self-regulatory
and educational efforts undertaken by economies.

The group aims in a first instance to identify damage caused by spamming practices, and to promote the
exchange of information on the cost of spam to businesses and users. Furthermore, the group will try to
identify areas where domestic policies and laws could assist in preventing and respond to the damage caused
by spam, and to encourage the development of cross-border cooperation among members, further
implementing the APEC Consumer Protection Guidelines. In addition, during the last APEC workshop held
in Santiago, Chile, the necessity to undertake cooperative activities with other organizations addressing the
problem of spam was underlined.%°

= Operation “Secure Your Server”

The United States recently recognized the importance of international cooperation in the anti-spam battle—
cooperation that should involve not only government or private stakeholders, but “everyone with an Internet
connection”.100 Accordingly, the US Federal Trade Commission launched an initiative at the beginning of
2004, in order to close off indirect sources of spam such as the so-called “open relays” and “open proxies”,
which can be used by spammers to pass unsolicited commercial e-mail through the system of an unwitting
user, thereby hiding the real origin of the message.

The Commission is working to identify owners of these potentially open servers and proxies, to warn them
about the risks they are incurring, and therefore urging them to protect their system from misuse. To do so in
a more effective way, the Commission is seeking the cooperation of authorities in foreign countries.
Currently, agencies from about 28 countries are participating in the US-led initiative.101

= International Consumer Protection and Enforcement Network (ICPEN)

The International Consumer Protection and Enforcement Network (ICPEN)02 is a network of governmental
authorities involved in the enforcement of fair trade practice laws and other consumer protection activities.
Membership in the Network includes organizations from 29 countries, most of which are members of the
Organisation for Economic Co-operation and Development (OECD). The mandate of the Network is to share
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information about cross-border commercial activities that may affect consumer interests, and to encourage
international cooperation among law enforcement agencies.

In 2001, the ICPEN announced an Internet-based project to gather and share cross-border e-commerce
complaints. National agencies from 17 countries are currently participating in this initiative, which provides
consumers with an online form through which they can lodge complaints with a Consumer Sentinel, a
database maintained by the US FTC. The information will be accessible to certified government law
enforcement and regulatory agencies in ICPEN-member countries, and may be used to investigate suspect
companies and individuals, uncover new scams, and spot trends in fraud.193 Following the ICPEN meetings
held in 2004, the UK’s Office of Fair Trading (OFT) and the US Federal Trade Commission (FTC) are
organizing a Spam Enforcement workshop, which will take place in London on October 11", 2004. This
meeting will gather enforcement authorities from about 30 countries with the aim of sharing experiences and
techniques of enforcing anti-spam laws, and to discuss how to enhance working-level collaboration among
regulators in different countries in the fight against spam.

It is interesting to note that although all of these initiatives and projects deal with the anti-spam battle, they
are implemented by different organizations, often dealing with different aspects of the problem. Looking at
the agencies participating in the projects reveals that, for any given country, there may be as many as three or
four different entities involved in different aspects of combating spam. Also striking is the fact that only a
limited number of countries have so far become active in setting up initiatives, which usually exclude
developing regions such as Africa.104

5 Conclusions: Act locally, think globally

This report has shown in brief how the many approaches currently planned to fight spam will need to be
coordinated, and their impact extended through international cooperation and collaboration between private
and public entities.

The information society is for all, and all stakeholders have a role to play in it, and this also applies to the
problem of spam. This means that each and every government, operator, company and user has a part to

play.
51 The role of users

Internet users, whether at the business or individual user level, need to recognize that the Internet is not a
simple commaodity, but a tool which is increasingly becoming part of our lives. Just as individuals protect
their houses from undesired visitors, they should learn to protect their computers from intrusion and
unsolicited content.

In the short term, awareness-raising and education will have a fundamental role to play. User groups may
work together to develop and implement best practices, share information and learn about secure practices
that could limit the damage caused by spam. If the number of spam e-mails opened by unaware users is
reduced, it is likely to have an impact on spam.

As the Internet has been developed by technologist users, they also have an important role in the long-term
evolution of the Internet architecture, and should participate in the debate at national and international levels,
to put forward their views and influence the creation of new solutions to combat the problem of spam.

5.2 The role of industry

Although market solutions have been unable to fully address the problem of spam to date, private sector has
a fundamental role to play.

In the short term, private sector is fundamental for the development and application of technological
solutions which can help alleviate the spam problem by imposing costs and other disincentives on spammers,
and filtering the bulk of spam before it reaches users’ inboxes. In this sense, the use of filters, blacklists, ISPs
cooperation in legal pursuits, and the establishment of codes of conduct, are fundamental.

Several companies are already working for the elaboration of possible long-term solutions, creating consortia
to exchange information and experience to develop a coordinated response to counter spam and set up
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common standards for sender authentication. In this area, industry is also asking for the support of
governments, which are responsible for providing an appropriate legislative framework.

5.3 The role of governments

With regard to consumers, government has a duty to improve users’ education, promote the diffusion of
information on secure use of the Internet and e-mails, and raise awareness of the dangers connected to the
increased interaction between telecommunication devices and Internet appliances, which leave room for even
greater possibility of misuse. Several governments have web pages dedicated to Internet fraud, viruses and
spam. This information should also be made available through the mass media, and not only in the
specialized press.

= Governments have the primary responsibility for setting up an appropriate legislative environment
for cyberspace, in particular regarding unsolicited commercial communications.

Legislation should be complemented by effective application and enforcement mechanisms, to provide
prosecutors with the necessary instruments to operate. The problem which has been often remarked upon in
the prosecution of spammers, is that notwithstanding the multitude of different laws which can be applied,
enforcement is still complex and expensive, so that judicial action against spammers can often be afforded
only by larger companies which invest substantial resources in investigations. Indeed, deeper involvement
and action by governments is required at this level, to increase cooperation among the national authorities
responsible for administering laws that can be applied to spam, and to enforce those laws.

This kind of legislation, however, has its limits. Whichever method is used, anti-spam laws aim at punishing
illegal conduct ex-post, and may work as a deterrent for future violations. Nevertheless, as happens with
some “first line” technical solutions—such as filtering—they only intervene in a situation after the fact.
Filters avoid spam cluttering up users’ inboxes, decreasing the efficacy of the message; laws punish the
individual infringing the rules, increasing the risk and cost related to spamming. In both cases, disincentives,
such as additional costs or reduced profits, are imposed on spammers. This will help in reducing the
problem, but it is unlikely to eradicate it.

= Depending on the necessity of intervention, government legislation could also be effectuated at a
higher level, regulating the structure rather than the individual.

For example, it has been recognized in recent studies that, because of the simplicity of the current Internet
Protocol, one of the main hurdles in the fight against spam is the possibility for senders to remain
anonymous. For this reason, the development of authentication mechanisms is considered a possible
solution.

While it is usually the market which influences the creation and diffusion of technical norms, in the case of
authentication standards or secure Internet protocols, the market approach has not been successful to date.
This is because a simpler—and less expensive—solution has been used. Recently, private companies have
begun developing authentication methods. There is still not, however, a common accepted standard, and it is
perhaps time for governments, in collaboration with private sector, to get involved.

The role of governments can be fundamental in encouraging the development of standards, mandating their
adoption at the national level, and fostering further international cooperation and agreement for their global
utilization.

While each government should act against spammers operating from within their jurisdiction, in the
borderless cyberspace exchange of information, international harmonization of legislation and enforcement
are crucial, and governments can actively support the trend towards multilateral and bilateral international
cooperation. Australia and Korea are already providing a good example of basic cooperation in the field of
spam, and several international and regional organizations are moving towards a coordinated approach to the
problem. Once again, the real issue is not only to have a formal agreement, but the political will to take
action and tackle this problem.
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54 A final word

It is widely recognized that spam is a complex problem which is heavily affecting society, and it has been
convincingly argued by many commentators that any single solution, however targeted and efficient, will not
be enough to solve it. Trans-border unsolicited e-mail cannot be dealt with using traditional legal solutions.
Moreover, self-regulatory approaches have a number of shortcomings, and technical solutions to date are
only partially successful. As outlined above, a coordinated legal and technical approach, harmonized at the
international level, would seem to constitute a particularly promising approach.

Although at this stage it is beyond the realms of possibility that spam will not exist anymore, if all players
were to seize the opportunity to be proactive, rather than simply reactive, unsolicited commercial e-mail
could be effectively tackled. Spam could then probably continue to exist in cyberspace, much as unsolicited
marketing calls and postal advertising exist in the real world, but would be a mere annoyance, rather than a
threat to the future of our global information society.
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Hhttp://www.ftc.gov/opa/2004/01/opsecure.htmH.

102 Hhttp://www.icpen.org/H.

103 Hhttp://www.econsumer.gov/H.

104 See the ITU WSIS Thematic Meeting on Countering Spam webpage on international cooperation at:
Hhttp://www.itu.int/osg/spu/spam/intcoop.htmlH.
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