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Network Security Activities

Communications Security Office



Communications Security Office

MISSION

To ensure the execution of ANACOM’s powers and responsibilities
with regard to the security of communications networks and
services, namely the access to emergency services, as well as to 
plan and implement an internal security policy and the
coordination of communications standardisation.



Communications Security Projects

• Evaluation of the Telecommunications Public Service Concession in
what regards communications security

• Evaluation and analysis of the interdependences between Civil 
Protection Policies and Communicatons Public Policies

• Evaluation and analysis of the main network nodes for international and
for interregional traffic exchange

• Evaluation and analysis of the interdependences between State Private
Networks and Public Electronic Communications Networks

• Develop a National Communications Security Plan



Fighting SPAM

• Develop a Plan for the Fight against SPAM

• Questionnaire to ISP’s

• Increase the use of ANACOM’s web site to interact with the
public in general

• Develop ANACOM’s cooperation effort both on internal and
international perspectives



Questionnaire

• What are the measures (technical, organisational) you
adopt to improve your services security? 

• Regarding these measures, do you work in cooperation with
a public communications network provider?

• How do you take into account state of the art and cost of the
implementation to ensure na appropriate level of security?

• How do you keep aware of security or spam problems?

• What do you do if you become aware of a particular risk of a 
breach of the security of your network?



Questionnaire

• What do you do if the risk lies outside the scope of the
measures that you as a provider can take?

• What measures did you put in place to prevent your
customers from sending (and from receiving) unsolicited
communications (spam)?

• How do you prevent senders of electronic mail from
disguising or concealing their identity?

• What sort of measures do you take if you detected spam 
coming from na ISP based in a non-EU country?



External Cooperation

• National Level

• State Electronic Certification System - National PKI
• Accreditation Technical Council - Digital signatures
• Communications Emergency Planning Commission

• European Level

• ENISA Management Board
• Contact Network of Spam Authorities
• IRG NIS

• International Level

• OECD – ICCP and WPISP
• ITU-T and -D and HLEG
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