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PREAMBLE 

CONSIDERING that Cybersecurity is an intrinsic part of human security and is inalienable 

from sustainable development and daily human progress; 

 

POINTING OUT that Cybercrimes are on the rise and have increased exponentially over the 

past few years; 

 

UNDERSTANDING that security of cyberspace has become a multifaceted issue and mere 

unilateral action will not suffice to meet cybersecurity needs of various stakeholders; 

 

ACKNOWLEDGING the surge of new National Cybersecurity legislations around the globe 

and the inconsistencies therein, 

 

REITERATING the need of a global approach to Cyberlaw, Cybercrime & Cybersecurity; 

 

RECOGNIZING the value and worth of newly emerging technologies, if used responsibly, to 

mankind; 

ACCEPTING that in order to prevent the use of such newly emerging technologies, 

particularly Artificial Intelligence, against humanity, there is an urgent need to be proactive 

and not responsive; 

OBSERVING the importance of Cyber ethics, which means values-driven decisions based on 

core values such as freedom, justice, equality, inclusivity, security and peace as they are 

globally agreed by the community of states in the Sustainable Development Goals of the 

United Nations; 

 

AFFIRMING that an international legal framework integrating the varied features and 

nuances of the interconnected fields of Cyberlaw, Cybercrime and Cybersecurity needs to be 

established which shall promote the development of the Internet and technologies and also 

aid in the development of trust and peace building amongst the world community; 

 

APPRECIATING that the International Conference on Cyberlaw, Cybercrime and 

Cybersecurity addresses a wide variety of distinctive and diverse issues, being faced by the 
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world community in Cyberspace and brings forth recommendations for potential and/or 

possible solutions for the same; 

 

WARMLY THANKING the supporters and participants of this Conference, because of whose 

support, International Conference on Cyberlaw, Cybercrime and Cybersecurity, 2018 could 

be successful, eventful and prolific; 

 

PROMISING that the International Conference on Cyberlaw, Cybercrime and Cybersecurity 

will continue to provide an international platform for fruitful dialogue amongst various 

stakeholders in the cyberspace and endeavoring to devise a legal model for the development 

of cyberspace and to address cybercrimes and cyber terrorism therein. 

 

KEY RECOMMENDATIONS 

 

THE PARTICIPANTS OF THE INTERNATIONAL CONFERENCE ON 

CYBERLAW, CYBERCRIME AND CYBERSECURITY HEREBY CALL UPON THE 

INTERNATIONAL CONFERENCE ON CYBERLAW, CYBERCRIME AND 

CYBERSECURITY 

 

1. To become a catalyst for discussions on the key aspects of Cyberspace,and its future 

trends and impacts, including legal, policy and regulatory issues thereof and present an 

integrated, holistic and strategic view of the issues therein whilst recognizing that there 

is an urgent need for effective global cooperation on cyber issues amongst all 

stakeholders; 

 

2. To map out key developments in Cybersecurity and Cyberlaws with a view to collate 

principles of cyber security law jurisprudence, in collaboration with distinct thought 

leaders and international stakeholders and chalk out minimum levels for best practices 

that can be followed in real world by states and their Ministries and agencies; 

3. To strengthen the cooperation on Cybersecurity law by creating more opportunities 

for governments, private sector, civil society, the technical community and academia 

from various regions of the world to engage and develop innovative and effective 

legal frameworks to address the truly global challenge of Cybersecurity and 

cybercrimes.  
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4. To conduct Round Tables on Cyberlaw, Cybercrime & Cybersecurity in different 

countries and jurisdictions across the world. These would be necessary to encourage 

discussions, debates, deliberations and perspectives at regional and national levels in 

different parts of the globe so that the emerging challenges concerning Cyberlaw, 

Cybercrime & Cybersecurity could be appropriately discussed by the respective 

governments, national stakeholders, corporates, academic and civil society and their 

inputs appropriately collated.  These Round Tables shall not only understand the level 

of national developments of various nations on the subjects under discussion but shall 

also come up with distinctive inputs and diverse recommendations on various topics, 

strategies and approaches that need to inform the deliberations of the subsequent 

editions of International Conference on Cyberlaw, Cybercrime & Cybersecurity; 

 

5. To help identify the common minimum denominators of legal principles governing 

the regulation of cyber security and cybercrimes at a global  level; 

 

6. To identify rights and obligations of nation countries in cyber sphere vis-à-vis common 

cyber security threats and challenges by facilitating international cooperation: 

7. To collaborate with various international, regional and national stakeholders to work 

together in the development of legal jurisprudence on cyber security law; 

8. To identify the cause of rise in cyber terrorism in the world and its impact on the 

consumers and the vulnerable sections of the society and the existing legal and policy 

norms to curtail the same; 

9. To identify though an interdisciplinary approach the future possibilities, scope and 

impacts of emerging technologies such as IoT, Artificial Intelligence and Machine 

Learning vis-à-vis cyber security regulations; 

10. To recognize and work on the legal principles for the basis of regulation of Artificial 

Intelligence and its varied applications and to explore legal routes and mechanisms to 

regulate the malafide uses of Artificial Intelligence impacting the interests of humanity 

and human civilization; 

11. To explore the impact of various regional and national  legislations on data protection 

such as GDPR on other nations, non state actors and corporate stakeholders as well as 
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to discuss the challenges posed by the rise in popularity of Darknet and the approaches 

of law enforcement agencies to address cyber threats; 

12. To discuss the legalities involved in use of social media and spread of fake news by 

various social media platforms in order to identify the culprits and to identify the 

liabilities and obligations of Intermediaries under International and National laws in this 

regard; 

THE PARTICIPANTS OF THE INTERNATIONAL CONFERENCE ON 

CYBERLAW, CYBERCRIME AND CYBERSECURITY HEREBY FURTHER CALL 

UPON UNITED NATIONS AND ITS VARIOUS AGENCIES INCLUDING ITU, 

UNESCO, WIPO AS WELL AS ALL INTER-GOVERNMENTAL ORGANIZATIONS 

(IGOs) & NGOs 

1. To enable countries to agree to common/uniform minimum international 

standards on attribution for defined cyber incidents such as cyber terrorism, data 

breaches and other specified cyber crimes; 

2. To encourage the implementation of reports of the UN Group of Government 

Experts (UNGGE) concerning acceptable cyberspace norms and behaviours in 

order to protect, promote and ensure Cybersecurity; 

3. To foster the culture of cyber security and awareness on cyber related risks 

through aimed actions addressing citizens from kids to seniors.  

4. To ensure the compliance with Cyber ethics principles, values-driven decisions 

based on core values such as freedom, justice, equality, inclusivity, security and 

peace as they are globally agreed by the community of states in the Universal 

Declaration of Human Rights and Sustainable Development Goals; 

5. To actively encourage having international coordination and relations to analyze 

how multiple sovereign governments can and should address questions of 

Internet Governance that cannot be solved by or within a single state; 

6. To explore the need for a new international cooperation mechanism to deal with 

rise in complex cybercrimes and data breaches; 
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7. To cooperate on the emerging challenges and understand the impact and 

significance of newly emerging technologies like Artificial Intelligence, 

Blockchain, IoT, Machine Learning and Quantum Computing on legislative 

frameworks and appropriately encourage dealing with the same in an enabling 

manner, in the legislative framework of various States; 

8. To define minimum elements involved in cyber-terror and cyber-war on 

international level in order to ensure uniformity in approach in dealing with the 

same and maintaining transparency in cyberspace. 

9. To identify the threats involved with machine learning and Artificial Intelligence 

and their commercial usage vis-à-vis military usage and the need to regulate the 

same; 

10. To work together towards evolving international policy solutions to deal with the 

legal challenges presented by multiplicity of cybersecurity legislations covering 

various sectors; 

11. To draft more futuristic legal frameworks to deal with new emerging technologies 

in order to safeguard the interests of consumers/users of Internet and Cyberspace; 

12. To identify the various emerging challenges in Internet of Things(IoT) and how can 

they be regulated by various governmental agencies; 

13. To regulate the commercial use of IoT, and other emerging technologies in order 

to ensure consumer-safety; 

14. To explore ways, mechanisms and processes as to how emerging technologies 

including Artificial Intelligence , Internet of Things , Blockchains and Quantum 

Computing could be used constructively to enhance a cyber secure ecosystem, 

whether through legal, policy, process approaches or otherwise; 

15. To work together towards evolving international cooperation to deal with the 

legal challenges presented by cyberspace in a time-bound manner; 

16. To work towards international policy and regulatory approaches and responses to 

the legal challenges presented by emergence of Cryptocurrencies; 
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17. To provide for protection of Intellectual Property in cyberspace and curb digital 

piracy; 

18. To identify and map out specific and comprehensive frameworks and policies 

to combat  various cyber crimes and breaches and chalk out a blueprint for 

enforcement agencies to curtail the same; 

 

19. To identify new variants of Cybercrimes and Cyberattacks that have emerged 

over time in order to encourage the enforcement of stricter regime to curb 

them; 

 

20. To agree upon common minimum international standards pertaining to 

Cybersecurity regulations at the international level and the need for 

international cooperation in terms of exchange of information concerning the 

security, stability and resilience of the Internet and connected best practices; 

 

21. To recognize the disruptive role of new technologies like Blockchain, Artificial 

Intelligence which could potentially disrupt large number of any human 

activities and operations; 

 

THE PARTICIPANTS OF THE INTERNATIONAL CONFERENCE ON 

CYBERLAW, CYBERCRIME AND CYBERSECURITY HEREBY CALL UPON 

NATION STATES, EDUCATION & RESEARCH INSTITUTIONS, PROFESSIONAL 

ASSOCIATIONS, MEDIA INSTITUTIONS, CULTURAL & SOCIAL INSTITUTIONS 

AND ORGANIZATIONS, NETWORKS, BUSINESS, CORPORATE & INDUSTRY 

SECTORS AS WELL AS ALL RELEVANT STAKEHOLDERS: 

 

1. To implement the various bilateral agreements between different countries 

concerning acceptable cyberspace norms and behaviours in order to protect, promote 

and ensure Cybersecurity; 

2. To implement bipartite and multipartite agreements on international level between 

different nations, non state actors, relevant stakeholders on relevant cyber issues, 

cyber security norms in order to ensure peaceful cooperation and transparency 

mechanisms between nations; 
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3. To safeguard countries’ critical information infrastructure from cyber-attacks by 

strengthening their cybersecurity policies, practices and procedures; 

4. To minimise the frequency and impact of cyber breaches on elections of government 

bodies and other local/subordinate bodies and their affected electorate; 

5. To formulate national level standards that caters to global best practices and to 

legally address the various challenges thrown by IoT and cybercrime by creating 

effective enforcement capacity; 

6. To draft out legislations dealing with consumer protection for promoting electronic 

commerce (e-commerce); 

7. To consider making data as the basis of data sovereignty in cyberspace; 

8. To make such multipartite agreements which ensure peaceful relations and 

international cooperation amongst nations in order to have maximum transparency 

and cooperation, when it comes to dealing with cyber crimes and acts of cyber terror; 

9. To ensure compliance with minimum standards of regulations and best practices at 

international, regional and national level and concerning the security, resilience and 

reliability of cyberspace; 

10. To give legal recognition of IoT based contracts and blockchain based contracts, as 

part of contractual law frameworks in different countries, including, the national laws 

on contracts; 

11. To ensure focus on resilience, protection, preservation, and  Cybersecurity of  

Critical Information Infrastructures including their core resources; 

12. To acknowledge and appropriately deal with the impact and significance of newly 

emerging technologies like Artificial Intelligence, Blockchain, IoT, Machine 

Learning and Quantum Computing in an enabling manner, in the legislative 

framework of various States; 

13. To enforce the mandatory obligation of data breach notifications on Intermediaries 

including internet service providers within a specific time frame; 
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14. To make cloud computing more cyber-secure by enforcing mandatory legislative 

regulations upon the intermediaries; 

15. To introduce legal, policy, administrative changes on a priority basis towards 

establishing a safe and secure cyberspace by enforcing cyber deterrence and aid in its 

further development; 

16.  To build up and expand the legal principles on cyber cooperation; 

17. To formulate policies and strategies basing on the principles enshrined in UN 

Charter, for the evolution and development of more universal international principles 

concerning acceptable norms and behaviour in cyberspace; 

18. To introduce legal, policy, administrative changes on a priority basis towards 

establishing a safe and secure cyberspace and use of ICTs for sustainable 

development. 

We, ICCC participants, urge that a joint effort needs to be taken by all relevant 

stakeholders to maintain the intrinsic character of cyberspace which is safer, more 

resilient, and remains the major driver of sustainable economic development and 

growth for years to come. 

 

We reiterate that stepping forward in a new era of Internet 3.0, we all need to be safe, 

secure and diligent while encouraging further advancement in cyberspace as well as 

information and communication technologies (ICTs). 

 

We, the participants from the following countries, approve and adopt the above Outcome 

Document: 

Algeria Iran Senegal 

Australia Israel Seychelles 

Azerbaijan Italy Sierra Leone 

Bangladesh Jamaica Singapore 

Belarus Japan Spain 

Bhutan Jordan Somalia 
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Brazil Laos South Africa 

Botswana Lesotho South Korea 

Bulgaria Liberia Sri Lanka 

Cambodia Lithuania St. Lucia 

Chile Luxembourg Swaziland 

China Malawi Sweden 

Czech Republic Malaysia Switzerland 

Democratic 

Republic of Congo 

Malta Syria 

Ecuador Mauritius Tanzania 

Egypt Myanmar Thailand 

Estonia Namibia Tunisia 

Ethiopia Nepal Turkmenistan 

France Norway Uganda 

Fiji Niger United Kingdom 

Gambia Nigeria United States of 

America 

Germany Oman Uzbekistan 

Georgia Portugal Venezuela 

Ghana Romania Vietnam 

Guyana Russia Yemen 

Hungary Samoa Zambia 

India Scotland Zimbabwe 

 

 


