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:W8.,  What is Automotive Cybersecurity

- Ensuring safety & privacy of driver and passenger against vehicle hack
- Security technology for areas from vehicles to external environments

Automotive Security Area IT industry Security Area

Security Target Type of Security Connection Target Services

ECU n' @ N

Entertainment E-CALL

Control

Logic automotive

cybersecurity n i_l-gﬁ

Maintenance Charging

Communication

Remote P
Vehicle Data Control

Navigation

— Requires overall vehicle security including ECUs, networks, E/E platforms, etc.
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- Automotive functional requirements and hacking threats continue to increase
- Advanced security solution and its implementation are required

Wiring Era Communication Era Future Mobility Era
(1990s ~) (2010s ~) (2020s ~)

wiring complexity 1 Infortainment Service Connected—car
introduce CAN protocol (using 3G / 4G, etc.) Autonomous Driving

Simultaneous security

Security Concept physical access restriction Guarantee S/W integrity (for multiple vehicles)

Typical HSM

Locking, Access Control

Securlty Anti-theft S/W modification verification Intrusion detection
Solution OTA update
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- Automotive functional requirements and hacking threats continue to increase
- Advanced security solution and its implementation are required

complexity of

functional req. hacking demonstration =/~~~

_ - security patch
In wired condition ("13)- =
first recall
due to hack ("15
(1.4M vehicle)

nnected technology

ECE R-155

expansion of regulation ('21)

electronlc contro data communication Vi |
. . "/ cybersecurity

_ guidance from
- NHTSA ('16)
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W2 In-vehicle cybersecurity solution trends

Before Present near Future
(2010 ~ 2018) (2019 ~ 2023) (2023 ~)

Network Separation Domain Security concept
Access Control

_ Secure Flashing
Typical
Solution

Cloud-based Security

ITU-T X.edrsec
SG17 Q13 X.;.317337r5ev X.eivnsec

Recommandation X.ipscv
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e, Related SG17 Q13 recommendation

m X.1374 : Security requirements for external devices with vehicle access capability

- Define security requirements for external devices
- Address the identified threats

Wireless-
capable Smart key
devices

Scanning tool

Wireless
dongle

EV Supply
Equipment

< X.1374 - Interfaces and external devices >
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m X.1374 : Security requirements for external devices with vehicle access capability

Rl Related SG17 Q13 recommendation

- Require 4 security functions for devices connected to OBD-II port

OEM/supplier
certification Server

Extemal devices
(diagnostic tools)

Flash tools
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external

interface ona
vehicle

External device

< X. 1374 - Secure Flash >

Booting sequence
S/W integrity Trusted chain
Check

S/W mtegrity
of ASW

Check
S/W integrity
by itself

< X. 1374 - Secure Debug >

Booting sequence

S/W integrity Trusted chain

Check
S/W tegrity
of ASW

Check
S/W integrity
by itself

< X. 1374 - Secure Boot >
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Related SG17 Q13 recommendation

m X.1375 : Methodologies for intrusion detection system on in-vehicle system

- Focuses on aspect detecting intrusion and malicious activities in IVNs

- ldentifies threats to IVNs such as CAN

Pre-process i Detection process i Post process

I
I P
! Receiving

I
| message i -
IDS reset ! Message queue ‘ Execute action
I
I
I

' CAN bus

|
! |
! |
Check rule set version ! . . ! :
and update detection tree ! Static detection } Send detection log and alarm
! |
! |
: |
! |
|
|
|
|
|
|
|
|

Sending

message
Message queue

I
]
I
I
Decrypt and load | Misuse detection
detection tree !
]
I
I
:
i
Start ! i
detection loop i Anomaly detection
I
I
I

X.1375(20)_F02

< X. 1375 - Overall procedure in the rule engine >
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Rule engine
Storage

Received Pre- Detection Post
rule set process process process Encrypted

detection log

Crypto module Interface manager Encrypted
rule set

Message queue

IVN (e.g., CAN bus) X.1375(20)_F01

< X. 1375 - Architecture of an in-vehicle IDS >
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m X.1375 : Methodologies for intrusion detection system on in-vehicle system

- Classify the intrusion detection methodologies
. Static detection
. Misuse detection
. Anomaly detection
. Hybrid detection

- Classify the detection rule set
- Define a detection rule set structure
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m X.edrsec : Security guidelines for cloud-base data recorder in automotive environment
Technical consideration on data recording system for connected vehicle

Security requirements for EDR (Event Data Recorder) and DSSAD (Data Storage System for
Automated Driving)

m X.elvnsec : Security guidelines for the Ethernet-based in-vehicle networks
Studying security threat analysis, security requirements and use cases for the Ethernet-based
In-vehicle network

m X.ipscv : Methodologies for intrusion prevention systems for connected vehicles

Studying intrusion prevention system for connected vehicle focusing on
active response capability for intrusion, implementation guidance and use cases
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