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Background

Increasing Connectivity => Increasing Risks
. —
-

CAR HACKING JUST GUT REAL

@

Attack connected car Lives Personal assets

German Industry: estimated Euro 50B annual Damage from Hacking

China Development Commission: Annually increase 10 million connected cars by 2020
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More Hacking Cases

i IGEE Hackers Remotely Kill a Jeep on the Highway—With Me in It

i i " GOSe

Tesla Patches Vulnerabilities that
International Business \Y:Igeli A

BMW ConnectedDrive h:
cars exposed to remote t

/3

Hackers can control I

tte brakes TESLA RESPONDS TO CHINESE
- insurance IACK WITH A MAJOR SECURITY

1 i
Mercedes-Benz and 360 Group to join forces: dw l PGRI\DE

Mercedes-Benz and 360 Group with its Cyber
Security Brain work together to strengthen car IT
security for industry
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What We Are

« 360

* The Biggest Security Company in China \+/ 5 6 O

« 360 Sky-Go Car Security Team

+ 82% market share on Cybersecurity of Connected Cars in China A
* Many Security Research Cases on Smart Cars SKY- E D
360 VEHICLE CYBER SECURITY

« Vulnerability Discovery on Android, Linux, QNX, etc.

« The Largest Malware Sample and Attack Behaviour Database
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What We Have Done (D) sovoteson

ATT:
i we will anonymous). You may a Dear Mr. Yan,
an a re the rmed vulnerabilities in a calendar quarter. ¥ .
i o il e e Dear colleagues from Sky-Go team,
With this letter, we would like to thank you for the excellent cooperation and
2018 UnicornTeam un Li (@bravo_fighter), Qing Yang (@IronSmith), Yingtao Zeng, Chaoran Wana o Diaasfive X of s
2017 Keen Security Lab Tencent for C essential to protect our customers and their vehicles. Therefore, Mercedes-Benz has
T — always attached great importance to the relevant work, and values the support and
een Security Lat encen : A :
i collaboration from industry experts such as Qihoo 360 with the Sky-Go team.
Skygo Team. Qihco360, ) . .
i i RS During our cooperation, we have always experienced your company as a valusble and
inspiring partner. This applies especially to the field of vehicle cyber security led by your
2014 Eusebiu Blindu @t Sky-Go team
Muhammed Ga: @gazly . : % : 5
Taking this opportunity, we would like to emphasize that we highly appreciate your
anha Gihco 360 Adiat expertise and the effort you have put to help further secure our vehicles and we look

forward to our joint workshop and further discussions.
Jiaheng Wang zh

ang University

With my warmest regards,

Wenyuan X. 2 Untwersity ,‘/’A\;}:}(’?K
{

Adi Ofek

JULY 22— E'.? 2017
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.Securlty Research oh Mgrcedes' Benz! From miHarc ware foCar.Co ntrol-s. "
e T e 21 hdn? %
Minrui Yan | Head of Security Research of Sky-Go Team, 360 Group. T -
Jiahao Li | Researcher, 360 Group < ‘ .
ok | Head of Product Security, Mercedes-Benz R&D Tel-Aviv, Daimier
te: Thursda‘{ August 6 | 10:00am-10:40am
Format; 40-Minute Briefings
Track: @ Hardwireyimbedded

o

Nowadays, more and more intelligent functionalities have been introduced to modern cars, which also brings more

attack surfaces to the cars. As a car security research team, we like to learn more about the luxury cars' design and

October 18,2019
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What We Think The Attack Surfaces of Smart Car

. Cloud Side
. Car Backend Services
. Communication Channel

. Vehicle Side

. GNSS
. Charging System L
Smart ECUs @_ | , L am oo
. Infotainment System |
. Telematics Control Unit _— o ivaHicie Nelwork

CAN-bus, Ethernet

Autonomous driving
. Sensors

. V2X
. OBU
. Road Side
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What We Researched — Near Field Car Control

Near Field Car Control

as To gain access to the In-vehicle intranet by wireless
> % methods, such as Wi-Fi, Bluetooth, then compromise
“ the Infotainment System and bypass the gateway to

send arbitrary messages to other domains.

1. Wireless Connected Car )
Access

Infotainment Domain Body Domain

Infotainment System ECU for Door ECU for Window
\ ’_)( Gain Root |/ CAN 3. Control the Door
ECU for Light ECU for Keyless

"\ Privilege
Gateway —I
ADAS Domain L J Powertrain Domain

[ ACU j [mmWave Radarj [ECU for Engine ECU for

ansmission
4. Start engine
[ Camera j [ LiDar j [ECU for Steering ECU for Brake

. 2
[ wiFi

B PAN
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What We Researched - Far Field Car Control

e-SIM in the Car

e () .
&

Far Field Car Control

Get access to the OEM intranet via e-SIM in the
Car, and attacking the back—end services, attackers
could use its own OTA service to install malicious
software to car side end—point.

7

Back—end Services A

2.Penetration Test

AP| Gateway |-)| Core Database )—)i Locate Cars})[Wakeup Service OTA Service j

J

Connected Car )

Body Domain

Infotainment Domain

[ ECU for Door }

{ECU for Windowsj Telematics Control Unit

ECU for Light

{ECU for Keylessj \Transceiver, '\ Software / "\ _Moudle !

T T T N
[ CAN A Malicious1 LTE

4. Send arbitrary command
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How To Find Misbehaviour — Far Field Car Control

User Mobile App. Back-end In-vehicle network

Normal Chain:

Far Field Car Control

e-SIM in the Car

Get access to the OEM intranet via e-SIM in the

1. Connect ((( ))) — 7% Car, and attacking the back-end services, attackers
to Intranet “

could use its own OTA service to install malicious
software to car side end—point.

N Back-end Services

API| Gateway I—)i Core Database I—)i Locate Cars)—)[Wakeup Service OTA Servicej
Attack Chain: ’
~

Connected Car

Body Domain Infotainment Domain
[ ECU for Door }-EECU for Windowsj o _'I'eilematics_C_oitrol U’f‘_\!_
([ CAN A Maliciou§| LTE
ECU for Light {ECU for Keylessj \Transcelver/ \ Software ! Moudle !

4. Send arbitrary command | 3. Re-flash firmware
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What We Have Built - VSOC

]

« Smart Car Security Operations Center (VSOC)

« Data Collection Module

« Event Handling Module

« Threat Intelligence Module = v

« Misbehaviour Detection Module e
. SOAR Y e

4 1,229

* Response Center
« Experts Team
« Secure OTA

*According to ITU-T X.1376, WP.29 CSMS
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ITU-T X.1376

ITU-T X.1376

TELECOMMUNICATION (01/2021)
STANDARDIZATION SECTOR

Security-related misbehaviour detection mechanism using
big data for connected vehicles

—

m

SERIES X: DATA NETWORKS, OPEN SYSTEM
COMMUNICATIONS AND SECURITY

Secure applications and services (2) — Intelligent
transportation system (ITS) security

* Write this standard base on

il

— Security-related misbehaviour detection
° O u r Resea rches _t c‘::;zlael:sm using big data for connected

e Our Evaluation Cases
 OQOur Attack Data

*  Our Virus Samples

Recommendation ITU-T X.1376

il

e Our Solution and Services

"
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What We Contributed - International Standards

« [TU-T
 |TU-T X.1376 Security-related misbehaviour detection

mechanism for connected vehicles

+ ISO/SAE 21434

» PWI 5888 Evaluation criteria for connected vehicle
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What We Are Doing

« Still Working on New Technique Research
« Contribute Our Knowledge to the Industry
« Lower the Threshold of Car Security Research

« Help Industry to Improve Their Security Capability
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Thanks for Your Listening

Email: minruiyan@gmail.com
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