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Background

Increasing Connectivity => Increasing Risks 

Lives Personal assets Attack connected car

German Industry: estimated Euro 50B annual Damage from Hacking

China Development Commission：Annually increase 10 million connected cars by 2020



More Hacking Cases



What We Are

• 360

• The Biggest Security Company in China

• 360 Sky-Go Car Security Team

• 82% market share on Cybersecurity of Connected Cars in China

• Many Security Research Cases on Smart Cars

• Vulnerability Discovery on Android, Linux, QNX, etc.

• The Largest Malware Sample and Attack Behaviour Database



What We Have Done



What We Think The Attack Surfaces of Smart Car
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What We Researched – Near Field Car Control



What We Researched – Far Field Car Control



How To Find Misbehaviour – Far Field Car Control

Normal Chain:

Attack Chain:



What We Have Built - VSOC

• Smart Car Security Operations Center (VSOC)
• Data Collection Module

• Event Handling Module

• Threat Intelligence Module

• Misbehaviour Detection Module

• SOAR

• Response Center
• Experts Team

• Secure OTA

*According to ITU-T X.1376, WP.29 CSMS



ITU-T X.1376

Security-related misbehaviour detection mechanism using 
big data for connected vehicles

• Write this standard base on 

• Our Researches

• Our Evaluation Cases

• Our Attack Data

• Our Virus Samples

• Our Solution and Services



What We Contributed – International Standards

• ITU-T

• ITU-T X.1376  Security-related misbehaviour detection 

mechanism for connected vehicles

• ISO

• ISO/SAE 21434

• PWI 5888 Evaluation criteria for connected vehicle



What We Are Doing
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Thanks for Your Listening

Email: minruiyan@gmail.com




