Integrated Capability Management for Improved Cyber Safety and Security

Abstract

The cyberspace transcends across various logical and physical domains including critical information
infrastructure, financial systems, military systems, health systems, automotive and transport systems,
education systems, and personal information and privacy. It is also apparent that various domains are
converging because of increased connectedness of “everything” through the Internet of Things (loTs),
leading to even greater security problems that cannot be addressed by technology alone. For example: the
electromagnetic space and cyberspace convergence presents positive developments, but at the same time
involves serious repercussions with regards to physical and logically cyber Safety and security. Current
solutions to cybersecurity challenges are strongly ICT or technology focused, mostly dealing with protecting
information and systems rather than people’s safety and security. It has been demonstrated through various
cyber incidents that cybersecurity has huge social, environment, financial, and physical impacts affecting
systems, but also users’ safety and security. It has also been shown through various research studies, that
technology on its own is not adequate to address the myriad cybersecurity incidents that threatens people’s
safety and security in the cyberspace. As such, it is very important that novel approaches are considered
when initiating cybersecurity solutions or technologies such that these solutions take into consideration the
integrated capabilities that are affected by cybersecurity challenges in order to create a positive security
posture for nations and individuals. In this talk, we will share a well-researched and tested ICM (integrated
capability management) approach on defining, building, deploying, and sustaining cybersecurity capabilities
that consider both physical and logical cyber safety and security challenges affecting technological solutions,
people, and processes.
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