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• ICT has changed our life in good ways 

• But seriously venerable to Cybercrimes, Terrors, and Privacy Infringement 

Side Effects of ICT  

 

  378m Users      
(41%) per year 

 38% of mobile 
users 

 US$ 400 billion 

 

Symantec, 2013 

 Cyber Bulling,  

 Harsh Reply 

 

 

Terrors Cybercrimes 
Privacy 

Infringement 
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AIS Grand Vision of the ICT-enabled Bright Society 

□ Jae Kyu Lee (AIS President-Elect): Chair 

□ Helmut Krcmar (AIS President, Technische Universität München) 

□ Nils Bjorn-Anderson (AIS Past President) 

□ Jane Fedorowicz (AIS Immediate Past President, Bentley University) 

□ Ramayya Krishnan (Dean, Heinz, Carnegie Mellon university ) 

□ Joey George (Past President) 

□ Allen Lee (AMCIS EC, Chair) 

 

 

   

Task Force of Bright ICT Initiative 
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Bright Internet as a core of Bright ICT 

*** Addiction Security Privacy Others 

Fundamental and Disruptive Platform  

Bright Internet 

Bright ICT 
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Current Internet: Who should prevent the attacks?  

Current Status:  
 The responsibility of security risk is born by the users and destination server 

Principle of Destination Responsibility 

Internet Origin 

Destination 

Deliverer 

Deliverer 
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Corporate Security Systems: High Cost and Vulnerable 

7 

IPS : Intrusion Prevention System 

APT : Advanced Persistent Threat 

DLP : Data Loss Prevention 

DRM : Digital Rights Management 

TMS : Threat Management System 
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Principle Driven Bright Internet as the Next Generation Internet 

 Solution 

Technology and  

Architecture 

Origin 

Responsibility 

Bright ICT Index 

- Security Index 

- Privacy Index 

Principles  

Deliverer 

Responsibility 

Rule-based 

Digital Search 

Warrant 

Traceable 

Anonymity 

Policy 

International 

Agreement 

Business 

Models 

Bright Internet 

Global 

Governance 

Index & 

Governance 

Framework of Bright Internet 
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Bright Internet – Principles 

Current Status: The responsibility of security risk is born by the users at destination server 

Approach: Refer to the principle of individual producer’s responsibility that is adopted for the management of 

electronic and electric equipment waste 

Benchmark: Extended producer responsibility 

Principle 1: Origin Responsibility 

Internet Origin 

Destination 

Deliverer 

Deliverer 

BIGG Center 
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Principle of Individual Producers Responsibility: 

 Model for e-Waste Take-back:  
 

 

The pan-Europe recycling organization created in response to the WEEE 

Directive to promote e-waste collection and recycling. 

Business model of the company” for ERP 

–Cost effective implementation of WEEE for IPR 

–In 2007 (2009) 

•1100 (1300) members in 8 countries 

– In 2014 

•Collected 2 Million tons across 17 countries 
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Current Status:  90 % of mail from Compromised  Servers; Router and Carriers Responsibility 

Approach: Delivers have the responsibility of willful negligence of delivering wicked contents  

Benchmark: Drug runner who delivered strangers’ bags 

 

2) Principle 2: Deliverer Responsibility 

Internet Origin 

Destination 

Deliverer 

Deliverer 

Bright Internet – Principles 

BIGG Center 
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Current Status: The execution of current search warrant collects more bundled information system than the 

authorized relevant information 

Approach: Rule-based software agents issued by judge identifies whether a packet is suitable to execute the 

warrant or not 

3) Principle 3: Real-time Rule-based Digital Search Warrant 

Packet Level Rule-based  
       Surveillance 

Issue a search warrant only if 
illegal statement detected 

Bright Internet – Principles (Protect Privacy while Maintaining National Security) 
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Current Status: Anonymous criminals are abusing the internet Protocol 

Approach: Protect anonymity when the privacy should be protected. If the anonymous user turned out to be a 

criminal or has a potential to commit crime, the traceability of real name should be guaranteed 

4) Principle 4: Traceable Anonymity 

PRIVACY SECURITY 

Bright Internet – Principles 

Anonymous 

Traceable 

Real Users 

Freedom of Expression 

Layer 

National Security 

Layer 
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Current Status: There is no agreement and dedicated mechanism for the countries to reduce the cross 
border side effects and conflicts 
Approach: The Global Bright ICT Summit in cooperation with ITU will be an appropriate mechanism 

Mechanism of International agreement 

Solutions for the Bright Internet 

Current Status: Current security research are dealing with fragment issues of technology development or 

regulation 

Approach: To implement the principles, we need holistic solution of architecture, technologies, policy, and 

business models 

Holistic Solution of Architecture, Technology, and Policy 

http://www.google.co.kr/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=http://gpsworld.com/gnss-system-mandates-would-violate-international-trade-agreements/&ei=RDKFVPbiGIPq8gXj-YGYDg&bvm=bv.80642063,d.dGc&psig=AFQjCNFVIqDnKk5Q46uJDCh0c5xHV-LCVQ&ust=1418100126870206
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Bright Internet Global Governance 

Current Status: At the moment, there is no measurement about the 

ICT brightness 

Approach: National measurement of ICT Brightness and its 

comparison with other countries will motivate the country to 

recognize its status of ICT Brightness and to seek solutions to 

reduce side effects 

Corporate and National Indices of Bright ICT  

Bright Internet – Index & Governance 

http://www.google.co.kr/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=http://www.investopedia.com/terms/p/priceweightedindex.asp&ei=CCuFVJC_Gojo8gXaqIGIAg&bvm=bv.80642063,d.dGc&psig=AFQjCNGiN4k8SANbcOMNAPOgkurzh75nPA&ust=1418099774118303
http://www.google.co.kr/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=http://mergeralpha.com/articles/2014/07/page/2/&ei=1imFVPqDKMnV8gXD_IKADg&bvm=bv.80642063,d.dGc&psig=AFQjCNH880q_lkEyXfYNgETTDZL3q7yliA&ust=1418098785213156
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18 

Trust Infrastructure Bright Internet 
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Bright Internet 

Protocol  

Bright Internet 

Policy 

Bright ICT 

Index 

Bright Internet 

Technologies 

19 

Bright Internet 

Global Governance 

Bright Internet 

Global Summit 

Bright Internet 

Standards and 

Test Bed 

 

Establish 

BIGG Center 

 

Bright Internet Research Implementation 
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The Bright Internet will drastically reengineer the 

security and privacy issues on the Internet 

 The Bright Internet will open the next generation of 

Internet 

 Collaboration of the Bright Internet Initiative with 

ITU Trust Infrastructure Project are complementary 

with the same goal 

Collaboration of ITU and AIS will create the trustful 

society with bright future. 
 


