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Draft New Resolution [UAE-1]
Protection, resilience and continuity of critical telecommunication/information and communication technology infrastructure
The Plenipotentiary Conference of the International Telecommunication Union (Doha, 2026),
recalling
a)	Article 1 of the Constitution of the International Telecommunication Union and, in particular, the purposes of the Union to maintain and extend international cooperation among all Member States for the improvement and rational use of telecommunications of all kinds, to promote the extension of the benefits of the new telecommunication technologies to all the world's inhabitants, and to promote the adoption of measures for ensuring the safety of life through the cooperation of telecommunication services;
b)	Article 38 of the Constitution, on the establishment, operation and protection of telecommunication channels and installations, under which Member States shall take such steps as may be necessary to ensure the establishment, under the best technical conditions, of the channels and installations necessary to carry on the rapid and uninterrupted exchange of international telecommunications, and shall safeguard those channels and installations within their jurisdiction;
c)	Article 40 of the Constitution, on the priority of telecommunications concerning safety of life, and Article 46 of the Constitution, on distress calls and messages;
d)	Resolution 130 (Rev. Bucharest, 2022) of the Plenipotentiary Conference, on strengthening the role of ITU in building confidence and security in the use of information and communication technologies;
e)	Resolution 136 (Rev. Bucharest, 2022) of the Plenipotentiary Conference, on the use of telecommunications/information and communication technologies (ICTs) for humanitarian assistance and for monitoring and management in emergency and disaster situations, including health-related emergencies, for early warning, prevention, mitigation and relief, and the relevant work undertaken pursuant to that Resolution on infrastructure resilience and continuity of essential services;
f)	Resolution 182 (Rev. Bucharest, 2022) of the Plenipotentiary Conference, on the role of telecommunications/ICTs in regard to climate change and the protection of the environment;
g)	Resolution 34 (Rev. Baku, 2025) of the World Telecommunication Development Conference, on the role of telecommunications/ICTs in disaster preparedness, early warning, rescue, mitigation, relief and response;
recognizing
a)	that telecommunication/ICT infrastructure supports the continuity of essential services, including health care, emergency and early-warning services, water and energy systems, financial settlement, transport, food supply, public administration and education;
b)	that this infrastructure comprises interdependent domains – terrestrial transmission and access networks, submarine cable systems and their landing stations, satellite systems and earth stations, data centers and cloud infrastructure, and Internet exchange points – whose operation may depend upon one another and upon supporting infrastructure, including reliable electrical power;
c)	that the concentration of computing, routing and traffic-exchange functions in a limited number of facilities and geographical locations, and the passage of a substantial share of international traffic through a limited number of maritime corridors and chokepoints, may create systemic vulnerabilities that can be difficult to assess and address in aggregate;
d)	the continued growth and concentration of data-center and computing infrastructure increases the importance of understanding energy, connectivity and geographical dependencies relevant to the continuity of telecommunication/ICT services;
e)	that the resilience of telecommunication/ICT infrastructure is a matter of common interest to the entire membership of the Union, and that a disruption originating in the territory of one Member State may propagate across borders and affect the connectivity of many others,
considering
a)	that disruptions of telecommunication/ICT infrastructure arise from a spectrum of causes including natural hazards, extreme weather and climate-related events, space weather and geomagnetic disturbance, accidental damage from maritime and terrestrial activity, technical and cascading failure, malicious cyber activity, sabotage and physical attack, and that the engineering and many measures for preparedness, resilience, continuity and restoration are relevant across different causes of disruption;
b)	that studies indicate that a large share of digital service disruptions associated with natural hazards result from secondary cascading effects rather than from the initial physical damage, and that the number of persons ultimately affected may greatly exceed the number initially exposed;
c)	that such disruptions are frequently invisible at their onset, producing no observable physical signal, which delays the recognition of severity and postpones the activation of response mechanisms at the moment when timely action is most consequential;
d)	that the capacity of societies and institutions to operate without digital systems has diminished, that non-digital fallback arrangements have in many sectors been decommissioned or are no longer exercised, and that this loss of redundancy is itself a component of systemic risk;
e)	that small island developing States, least developed countries, landlocked developing countries and other underserved regions frequently depend upon a single submarine cable system or a single international route, and therefore face distinct and in some cases more acute vulnerabilities;
f)	that existing resolutions and ongoing work address important aspects of emergency telecommunications, network resilience, cybersecurity and submarine cable protection, while guidance on the interdependencies among telecommunication/ICT infrastructure systems and their implications for service continuity would complement that work;
noting
a)	the work of the International Advisory Body on Submarine Cable Resilience, established jointly by ITU and the International Cable Protection Committee, the Abuja Declaration of 26 February 2025, the Porto Declaration of 3 February 2026, and the Report of the Working Groups of the Advisory Body published in 2026;
b)	the outcomes of the seventh World Telecommunication/ICT Policy Forum (Nassau, 2026), in particular, its Opinion on the resilience of telecommunications/ICTs;
c)	the report “When digital systems fail: the hidden risks of our digital world” (2026), prepared by ITU together with the United Nations Office for Disaster Risk Reduction and the Paris School of International Affairs of Sciences;
d)	the relevant work of the study groups of the three Sectors of the Union, including on network resilience, disaster relief systems, emergency telecommunications, submarine cable technologies, satellite systems and security standardization, and the work of the ITU Global Forum on Emergency Telecommunications;
e)	the Science Monitoring and Reliable Telecommunications (SMART) submarine cable initiative, referred to in Resolution 182 (Rev. Bucharest, 2022) and Resolution 34 (Rev. Baku, 2025), through which submarine cable systems may additionally serve environmental and hazard monitoring purposes;
f)	the relevant work of other international organizations, including the International Maritime Organization, the International Hydrographic Organization, the United Nations Office for Disaster Risk Reduction and the World Meteorological Organization, and, as applicable, the provisions of the United Nations Convention on the Law of the Sea concerning submarine cables,
resolves
1	to strengthen the protection, resilience and continuity of critical telecommunication/ICT infrastructure through a coordinated approach to identifying shared infrastructure dependencies and maintaining service continuity, consistent with the purposes and relevant provisions of the Constitution;
2	that the Union shall, within its mandate, address the resilience of telecommunication/ICT infrastructure in a manner that reflects its interconnected and interdependent nature, comprising terrestrial networks, submarine cable systems and landing stations, satellite systems and earth stations, data centers and cloud infrastructure, and Internet exchange points, in so far as relevant to the continuity of telecommunication/ICT services, while taking into account dependencies upon electrical power and other supporting infrastructure relevant to the continuity of telecommunication/ICT services;
3	that the activities undertaken pursuant to this Resolution shall address infrastructure dependencies and service continuity across different causes of disruption, including natural hazards, climate-related events, space weather, accidental damage, technical failures, malicious cyber activity and physical damage, without prejudice to the mandates of relevant ITU bodies and existing work;
4	to promote redundancy, infrastructure resilience and the availability of energy supply, together with geographical diversity, route diversity and, where appropriate, other forms of infrastructure and technological diversity, and the maintenance of tested fallback arrangements, as foundational principles of infrastructure planning, and that resilience should be built into all stages of telecommunication/ICT design, development and deployment;
5	to take into account the circumstances and needs of developing countries, particularly least developed countries, small island developing States and landlocked developing countries, when developing and applying the guidance under this Resolution;
6	that the accessibility requirements of persons with disabilities and persons with specific needs shall be taken into account in the design of resilient infrastructure and of emergency alerting arrangements,
instructs the Secretary-General
1	to coordinate, within existing budgetary resources and in accordance with Resolution 191 (Rev. Bucharest, 2022), the activities of the three Sectors and the General Secretariat relating to the protection, resilience and continuity of critical telecommunication/ICT infrastructure, and to avoid duplication of effort;
2	to report biennially to the Council on progress and developments relating to telecommunication/ICT infrastructure resilience and the implementation of this Resolution, drawing upon information voluntarily provided by Member States, Sector Members and relevant international organizations, and addressing, as appropriate, significant infrastructure disruptions, restoration and repair experience, identified concentration and dependency risks, good practices and remaining resilience gaps;
3	to cooperate with the relevant organizations of the United Nations system and other competent international organizations, including the International Maritime Organization, the International Hydrographic Organization, the United Nations Office for Disaster Risk Reduction and the World Meteorological Organization, on matters relating to infrastructure resilience, early warning and space weather;
4	to submit a report to the next plenipotentiary conference on the implementation of this Resolution,
instructs the Directors of the Bureaux
1	to consolidate relevant existing work and, where gaps are identified, to develop, within their respective mandates, within existing budgetary resources and in coordination with one another, complementary guidelines and best practices on the resilience of critical telecommunication/ICT infrastructure, addressing in particular:
i)	cross-sector dependency mapping, including the identification of dependencies upon electrical power supply, cooling, transport and other infrastructure;
ii)	the resilience of data centres, cloud infrastructure and Internet exchange points, including geographical concentration risk, energy and cooling dependency, and the effect of extreme heat and flooding, in so far as relevant to the continuity and resilience of telecommunication/ICT services;
iii)	the resilience of submarine cable systems, including route diversity, landing-station security and protection, repair capacity and restoration planning, drawing upon the recommendations of the International Advisory Body on Submarine Cable Resilience;
iv)	the resilience of satellite systems and earth stations, including preparedness for space weather and geomagnetic disturbance, and the dependency of terrestrial services upon satellite-derived positioning, navigation and timing;
v)	the resilience of terrestrial networks, including power autonomy at network sites, transmission diversity and the continuity of emergency alerting and cell-broadcast systems during degraded operation;
vi)	preparedness for compound events, in which two or more disruptions occur simultaneously or in close succession;
vii)	the maintenance and periodic exercise of non-digital and degraded-mode fallback arrangements;
2	to support Member States, upon request, and taking into account their national circumstances, in the preparation of national telecommunication/ICT infrastructure resilience strategies and in the conduct of resilience audits, stress tests and cross-sector exercises;
3	to continue and to strengthen, within the study groups of the three Sectors, the study of technical measures for infrastructure resilience, including in relation to emerging technologies and evolving network architectures, such as non-terrestrial networks and direct-to-device satellite connectivity, edge computing, and advanced monitoring techniques for the detection of threats to submarine and terrestrial cables;
4	to assist Member States, upon request, in the restoration of telecommunication services following significant infrastructure disruption, and to facilitate the sharing of experience and lessons learned;
5	to support capacity building and training, with particular attention to developing countries, in particular small island developing States, least developed countries and landlocked developing countries, including through regional workshops and the ITU Academy;
invites Member States
1	to consider, as appropriate and in accordance with their national legal and policy frameworks, recognizing critical telecommunication/ICT infrastructure as critical national infrastructure;
2	to consider developing or strengthening national strategies for the resilience of telecommunication/ICT infrastructure, informed by evidence and by the mapping of cross-sector dependencies, and to review those strategies periodically;
3	to consider strengthening coordination between competent national authorities and relevant infrastructure operators for the identification of shared dependencies and the conduct of continuity exercises, in accordance with national circumstances;
4	to share, on a voluntary basis, relevant experiences and good practices concerning infrastructure dependencies and continuity exercises, in accordance with national law and without prejudice to national security or commercial confidentiality;
5	to cooperate regionally and internationally on infrastructure resilience, including through regional and bilateral arrangements for mutual assistance, shared repair capacity and spare-equipment stockpiles for restoration and repair,
invites Sector Members, Associates and Academia
1	to contribute technical expertise, operational experience and research to the work of the Union on infrastructure resilience;
2	to share, on a voluntary basis and consistent with commercial confidentiality and applicable national law, information on infrastructure disruptions, restoration practices and effective mitigation measures;
3	to participate in the development of standards, guidelines and best practices for resilient infrastructure design, deployment, monitoring and restoration;
invites the Council
to consider the biennial reports of the Secretary-General referred to in instructs the Secretary-General 2 above, and to make such recommendations as it considers appropriate regarding the continued implementation of this Resolution.
