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С5. Building confidence and security in the use of ICTs

1.
Vision
[Access, confidence and security in the use of ICTs are among the main pillars and prerequisites for building  the information society.  We should all collectively strive not only to make ICTs safer for everyone, especially the vulnerable, but also endeavor to build an information society that enables equitable access and ensures protection for universally accepted fundamental human rights
[as enshrined in the Universal Declaration of Human Rights, the International Covenant for Civil and Political Rights, and the International Covenant on Economic, Cultural, and Political Rights.] 

2.
Pillars
a) Encourage greater cooperation at the national, regional and international levels among all stakeholders in building confidence and security in the use of ICTs.

b) Use, promote and dDevelop international frameworks for cooperation, and regulation focused on the elaboration of norms and principles that promote both greater security and the protection of universal human rights in the use of ICTs. 

c) Support greater development and implementation of international standards for security; encourage their adoption and to their adherence.  Assist developing and least devloped countries to participate in global standards development bodies and processes.

d) Encourage and strengthen support for the establishment of national and regional Computer Incident Response Teams (CIRTs
) for incident management and promote  coordination among them at the regional and global level. 
e) Continue to encourage tcapacity building for and implementation of security measures at the national, regional and international levels through awareness raising and training, especially for the general public - providing assistance to developing and least developed countries in this regard.

f) 
Ensure special emphasis for protection and empowerment of the vulnerable people, especially children, online.  In this regard, governments and other stakeholders, [especially civil society], should work together to help all the vulnerable to enjoy the benefits of ICTs in a safe and secure environment.

g) Recognize the importance of the concept of “security and privacy by design”both at private and public sectorswhen providing products and services.


h) Promote the development of assessment criteria to measure and monitor the, and related monitoring for the confidence and security aspects in the use of ICTs.  

i) 
j) 
l)  S]
m) [Promote confidence and trust in electronic environments/[cyberspace] globally by encouraging secure cross border flows of information, including electronic documents.]
3.
Targets
a) [Overall readiness in the field of confidence and security in the use of ICTs in all countries should be improved by 40% by 2020 – with specific focus on developing countries, including least developed countries, small island developing states, landlocked developing countries and countries with economies in transition. The assessment of readiness in the field of confidence and security in the use of ICTs should take into account the current level of penetration of ICTs.  

b) Building transborder space of confidence and security in the Internet at the international and regional levels by 2020.

c) Ensuring [maximum] level of child on-line protection by 2020.]
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