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3.
Public policy issues relevant to Internet Governance

3b)
Public policy issues related to the use of the Internet

49.
We seek to build confidence and security in the use of ICTs by strengthening the trust framework.. We reaffirm the necessity to promote, develope and implement in cooperation with all stakeholders a global culture of cyber-security. This culture requires national action and increased international cooperation to strengthen security while enhancing the protection of personal information and privacy.  Development of the culture of cyber-security should enhance access and trade and must take into account the level of social and economic development of each country and respect the development-oriented aspects of the Information Society.

50.
We underline the importance of effective instruments and efficient mechanisms for the prosecution of crimes posed by the misuse, malicious use and criminal use of the online environment, including those that are committed in one jurisdiction but have effects in another. We recognize existing international frameworks such as the Convention on Cybercrime that allows for effective investigation and prosecution of cybercrime.  We call upon governments, in cooperation with other stakeholders, to build upon existing international frameworks in the development of international cooperation in the investigation and prosecution of cybercrime. We encourage the creation of national legislation on cybercrime where such instruments do not exist. 
51.
We resolve to deal effectively with the significant and growing problem posed by spam. We take note of current frameworks for international cooperation on spam that include existing multi-lateral memoranda of understanding as the London Action Plan.  We call upon all stakeholders, to adopt a multi-pronged approach to counter spam




 that includes consumer and business education; effective law enforcement authorities and tools; the continued development of technical measures and best practices, and international cooperation.  
53.
We encourage all stakeholders to adopt strong protective policies and measures that safeguard privacy and personal information and to coordinate internationally, as appropriate.
