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I. Executive Summary

LINX thanks the Working Group on Internet Governance (“WGIG”) for the work done in producing its Report and the Background Report and welcomes the opportunity to comment in advance of PrepCom 3 and the conclusion of Phase 2 of the World Summit on the Information Society (“WSIS”).

We have found it useful to divide the issues under consideration into four categories, which are similar to but not exactly the same as the WGIG categories, and make our recommendations for each category of issue.

We have found that with regard to the management of globally unique common resources such as IP address allocation policy and the management of the DNS, there does need to be a unified global policy; and we believe that the current system works well and should not be fundamentally altered.

With regard to infrastructure and engineering issues, in which we include operational and commercial issues such as interconnection as well as design issues such as protocol design, we find that there is no need for a unified global policy, and furthermore a diversity of policies is actively preferable to unified policy. Accordingly, we believe that there is no useful role for an intergovernmental institution in this area.

With regard to issues relating to the use of Internet services by end users as well as issues such the business practices that touch upon the economic and social policies of nations, we believe that this is a complex area of legitimate national sovereignty. We do not believe that the Internet is a reason why this area needs to be transferred wholesale to a single intergovernmental institution. We note that there are multifarious existing relationships both between intergovernmental and between industry, civil society and governments. We support building upon these relationships, with increasing participation by industry and civil society.

With regard to the development of less developed regions and nations, we consider that the existing approach and framework of intergovernmental institutions is broadly appropriate.

II. ABOUT LINX

The London Internet Exchange (“LINX”) submits these comments concerning the report of the Working Group on Internet Governance (“WGIG”) to the World Summit of the Information Society (“WSIS”) Executive Secretariat. LINX welcomes the opportunity provided by the WSIS Executive Secretariat to submit this contribution concerning the issue of Internet Governance and, in particular, the WGIG Report. LINX has a substantial interest in the progress and outcome of the WGIG and its parent United Nations’ activity, the WSIS. This interest emanates from:

· LINX’s participation in the provision of Internet infrastructure, being either the largest or second largest Internet Exchange in Europe depending on the measurement criteria chosen; and

· LINX’s role as a representative body for its 180 members, who are Internet Service Providers (“ISPs”) operating networks and exchanging Internet traffic at LINX’s exchange.

LINX is a mutual, not-for-profit organisation whose members include almost all the major UK ISPs and content delivery service providers that operate networks, plus many from the USA, mainland Europe, the Far East and Africa.  Every member of LINX has an equal vote in the management of the organisation's affairs and in the election of its board of directors (formally the “LINX Council”).
At the time of writing peak traffic flows across LINX equipment totals around 80 gigabits per second; this represents approximately 30% of the traffic passed between ISPs at Internet Exchange Points throughout Europe.
III. CATEGORIES OF ISSUE

In its report and in its detailed and helpful background report WGIG identified four key public policy areas:

· Issues relating to infrastructure and the management of critical Internet resources

· Issues relating to the use of the Internet

· Issues that are relevant to the Internet but have an impact much wider than the Internet and for which existing organizations are responsible

· Issues relating to the developmental aspects of Internet governance, in particular capacity-building in developing countries

Although some form of categorisation can simplify a complex area, the WGIG did not make clear why it chose these particular categories rather than any other. This is unfortunate as the mode of categorisation chosen influences the assumptions underlying the recommendations. 

We propose an alternative set of key public policy areas, with reasons.

1. Issues relating to the management of globally unique common resources;

2. Issues relating to infrastructure and engineering other than globally unique common resources;

3. Issues relating to economic and social policy within nations;

4. Issues relating to the development of less developed nations and regions.

1. Issues relating to the management of globally unique common resources

We specify this category as covering those issues, and only those issues, that must be administered under a single authority because it is necessary to achieve a globally unified outcome.

We identify the following issues in this category:

· protocol development of the Internet protocol

· co-ordination of IP address allocation;

· management of the DNS root zone file;

· operation of the DNS top level domain servers

Internet protocol (IP) addresses have the property that they are globally unique; this is an inherent feature of the Internet protocol
. If global uniqueness of Internet addresses is not preserved the Internet Protocol, and hence the Internet, would not function properly. We therefore consider that adequate co-ordination of the global uniqueness of Internet addresses is a critical function failure of which would lead to fragmentation of the Internet.

Internet domain names in the Domain Name System are also a globally unique resource
. Although DNS is not literally crucial to continued Internet operation in the same way that Internet protocol addressing is crucial, almost all existing protocols and services currently rely on it and its failure would cause massive technical and economic disruption until the disruption was repaired or a replacement was deployed. Accordingly, we include the management of the DNS root zone file and the operation of the root name servers in this category.

2. Issues relating to infrastructure and engineering other than globally unique common resources

We specify this category as covering those issues on which different actors may adopt different policies without fundamentally destroying the integrity of the Internet. 

We identify the following issues as coming within this category:

· interconnection

· network architecture

· protocol development and deployment, with the exception of the Internet protocol

· protocols to support applications and services

· new protocols for new applications and services

· improvements to existing protcols

· aspects of protocol design to support availability, scalability, security, and other desirable features

· certain aspects of IT and network security

· development, deployment, management and promotion of applications and services e.g.

· e-mail

· web

· distributed computing and web services

· VoIP

· Data services

· Business services

· Presence management

· Identity management

· Authentication, authorisation and other security services

· Etc.

We have specified this category to cover issues on which it is at least arguable that individual actors may go their own way. We further believe that wherever possible it is appropriate to allow innovation and diversity. 

Dealing with issue in this category are many actors who fulfil co-ordinating functions without mandatory powers or exclusivity. For example:

· Technical standards bodies (e.g. the IETF, W3C) sometimes create new standards and sometimes document or standardise existing protocols and specifications. They are not empowered to compel use of their work product, nor to prohibit use of alternatives. However their work product has considerable persuasive force, and frequently users choose to adopt standards published by such bodies so as to gain the benefit of widespread adoption while simultaneously participating in such adoption.

· Suppliers of services (whether private sector or publicly owned corporations and agencies) have considerable persuasive force in the adoption of particular technologies and standards. In all cases when considered on an international level, and in most cases within individual nations, it is not mandatory for a user to accept services (and hence technologies and standards) from a particular supplier. This does not disregard the fact that a user, being persuaded that the overall sum of benefits outweigh perceived dis-benefits, may adopt a technology or standard that they would otherwise prefer to avoid.

· Owners of infrastructure decide with whom they will interconnect. Their decisions as to with whom they will interconnect and on what terms are as multifarious as their particular circumstances. 

3. Issues relating to economic and social policy within nations

We specify this category as pertaining to those issues regarding the use of the Internet by end users (individuals and organisations). As with all fields of human action, these uses are subject to the laws set by national governments to promote economic, social, cultural and other collective objectives. This category is therefore defined to cover those areas where national governments already determine policy within their respective jurisdictions.

Issues that we have identified as coming within this category include:

· Spam

· Cybercrime, including fraud and hacking

· Competition policy

· Intellectual property rights

· Data protection and privacy rights

· Freedom of expression and content control

· Consumer rights

· Linguistic and cultural diversity on a national level

4. Issues relating to the development of less developed nations and regions

We specify this category as pertaining the support for the development of less developed nations and regions by more developed nations and by the global community as a whole.

We identify within this category the following issues:

· the promotion of global linguistic diversity

· the “digital divide” and access to modern communications networks from remote areas and areas with low population density

IV Comments and recommendations by issue category

1. The management of globally unique common resources

We refer back to the definitions of issue categories above, and with respect to this category submit the following comments and recommendations.

i) We have deliberately defined this category as narrowly as possible so as to enable the maximum freedom of policy options in other categories while recognising that a single, co-ordinated policy is inherently necessary in this area.

ii) We note that the WGIG and almost all participants in the WSIS process express broad satisfaction with ICANN’s discharge of its function in the management of operations of the DNS root and the IANA function. We note that any dissatisfaction with ICANN is usually based on its governance structures and the supervision of its policy rather than its historical maintenance of continuous, effective and efficient operational service, which is widely praised.

iii) We note the legitimate concerns of sovereign governments that the current arrangements create the impression that they need the permission of the US government to redelegate the domain servers for their country-code top level domain (ccTLD).

a. We also note that the US government has never sought to exploit this.

b. We understand that any delays countries have experienced with redelegation to date have been derived from delays in providing appropriate accreditation to ICANN rather than interference from the US government for reasons of policy. We believe that checking accreditation thoroughly is an important and necessary function of ICANN that would continue no matter what its supervisory structure.

c. We believe that a public recognition from the US government that sovereign governments have the right to determine the domain servers for their ccTLD should satisfy any lingering legitimate concerns in this area.

iv) We note that national governments, being concerned for the resilience of their critical infrastructure, have an increasing awareness of the importance of a stable and resilient internet infrastructure.

a. We do not believe that this concern translates automatically into a right or necessity that decision-making by ICANN be controlled by an intergovernmental institution.

b. We do believe that their general responsibility to the world community places an obligation on ICANN, the Regional Internet Registries, and the root server operators, to communicate to governments and other stakeholders appropriate insight into their business continuity plans so as to provide reassurance of continuing resilience. We urge these parties to extend their communications plans so as to provide further and better reassurance to governments other than the United States.

v) We note and welcome that ICANN and the Regional Internet Registries have made considerable steps to embrace participation in policy development from the global community, as exemplified by (amongst other initiatives):

a. The recent establishment of AfriNIC

b. Greater use of regional meetings and the location of key meetings in a wider diversity of locations

vi) We note that ICANN and the Regional Internet Registries have achieved an exemplary degree of transparency in the development of technical policy, through open meetings and especially through open publication on their web sites. Although greater awareness of the information and opportunities to participate would further enhance the process, the current standard already surpasses all but the best national and intergovernmental consultation in its transparency and accessibility to all parties.

vii) We assess the historical role of the US Department of Commerce as having had a benign influence: we find no evidence that its unique position has been abused so as to prefer US interests or to undermine the interests of any other nation. We find concerns about the possibilities for abuse of this position to be purely hypothetical.

viii) We note that any change in the supervision of the governance of ICANN from the US Department of Commerce to an intergovernmental institution would carry its own risks that the successor institution might not be able to react to any future changed circumstances promptly and effectively.

ix) We are concerned that any successor institution charged with supervising ICANN, claiming the legitimacy of a mandate from the community of nations, might develop ambitions to constrain appropriate technical policy choices for addressing and DNS in order to further policies in other areas (including both other aspects of “Internet governance” and unrelated fields). We are concerned that this might seriously threaten the success that ICANN and its predecessors have achieved.

x) Having regard to all the foregoing we respectively disagree with all four options posed by the WGIG with respect to the supervision of ICANN

a. We recommend that ICANN continues, with its current functions and no more, to operate under the supervisory oversight of the US Department of Commerce;

b. We recommend that no intergovernmental institution be established nor existing intergovernmental charged, with responsibility for determining policy in this area;

c. In the event that an intergovernmental institution is established with responsibility for determining policy in this area, we strongly recommend that it be an independent institution with tightly constrained terms of reference that preclude the consideration of broader social, economic and political goals such as other aspects of Internet governance.

2. Infrastructure and engineering other than globally unique common resources

We refer back to the definitions of issue categories above, and with respect to this category submit the following comments and recommendations.

i) We note that there has been to date no institution public or private that, on a global level, attempts to require users to seek authorisation for the development or deployment of new protocols, applications or services, or seeks to exert mandatory control over the policies of service providers, be they networks or services running over networks. 

ii) We note that this lack of global policy has been accompanied by a period of unprecedented innovation in communications technology at all levels from the physical materials of which networks are wrought, through the network and application protocols, through applications and services, to business models, and user benefits.

iii) We note that there are numerous technical innovations that have not gained widespread adoption. In some cases these might have hampered development and progress or posed a risk to security, stability and resilience, had they been the subject of universal mandatory adoption. Because universal mandatory adoption was never in question, experimental developments have been free to progress without fear of harm to others. 

iv) We note that the creators and providers of networks, services and applications have a wide variety of business models and terms of service, including commercial proprietary, non-profit and charitable, governmental and public service. Some models are proprietary, other open source; some are directly charged and other are indirectly remunerated or publicly financed.

v) In particular, we note that this diversity of approach applies not just to application and protocol design, but also (subject to national economic and social policies, for example competition policy) to operational and commercial issues such as access to networks and interconnection. 

vi) We note that there are a multiplicity of forums, conferences, congresses, standards and accreditation bodies operating according their own rules on a voluntary basis, with no mandatory control other than over their own voluntary members. We note that these organisations often compete with each other, and that any individual is free to form their own bodies or proclaim their own standards.

vii) We note that these circumstances have been accompanied by massive growth in the Internet, its connectedness, the number of users, the number and variety of applications and services that are provided over it, and an ever-increasing importance in the lives of the world community.

viii) We note that this growth exceeds the change in almost any other field of human endeavour in the same period, truly qualifying as a technological revolution.

ix) We conclude that the conditions of the absence of global policy and freedom to innovate and to provide new services have prompted growth and success of the Internet from which we all benefit.

x) We are concerned that the establishment of an intergovernmental institution with a mandate in this area would inevitably tend to act as a unifying force to the detriment of this creative diversity.

xi) Having regard to all the above: 

a. We recommend that this absence of global policy for engineering and infrastructure be allowed to continue;

b. We respectfully reject the case for an intergovernmental institution to co-ordinate a unified or exclusive global policy with regard to these issues;

c. We are therefore not persuaded that there is any necessity for an intergovernmental institution in this area

3. Economic and social policy within nations

We refer back to the definitions of issue categories above, and with respect to this category submit the following comments and recommendations.

i) We note that questions of how the Internet is used, for what purpose and with what outcome are inevitably intertwined with matters of the social and economic policies of nations.

ii) We note and welcome the Geneva acquis on freedom of expression; we agree with the many participants who have said that this question should be considered settled within the WSIS process and should not be reopened 

iii) We note that some of the issues in this area have a close relationship with the issue of freedom of expression and its proper boundaries. 

iv) We note that many of the issues in this area relate to policies that are the subject of legitimate differences between sovereign nations, often containing a high degree of complexity with regard to differing conceptions of the good.

v) We note that many issues in this area have little in common with each other, either with regard to the relevance of expertise in one field for another, or with regard to commonality or clustering of policy preferences. 

vi) We note that persons using the Internet still physically lie within a particularly jurisdiction at any particular moment. The law of that jurisdiction continues to apply to them with regard to their actions on the Internet as it does to their other actions.

vii) We doubt that sovereign nations would wish to yield their sovereignty over complex and multifarious matters of national interest and culture to an intergovernmental body, merely because those matters concern actions that may be done using the particular technological medium of the Internet.

viii) We note that there are many bilateral and multilateral exchanges between government bodies, at many levels including the practitioner level, some of which include participation or consultation with industry and civil society groups. 

ix) We welcome intergovernmental co-operation on individual issues on an as-needed basis. We encourage consultation with industry and civil society, and their participation in intergovernmental meetings when appropriate.

x) We recommend that governments increase the participation of industry and civil society within the development of policy regarding use of the Internet so as to utilise all available expertise and avoid unintended consequences.

4. The development of less developed nations and regions

We refer back to the definitions of issue categories above, and with respect to this category submit the following comments and recommendations.

i) We note and acknowledge the role of intergovernmental institutions, including the United Nations, and bilateral and multilateral relationships in providing assistance for development

ii) We note that assistance for development may take many forms, including aid, trade agreements, provision of technical assistance and the encouragement of appropriate policies in the locality likely to result in development.

iii) We note the role of industry and civil society groups in fostering development.

iv) We believe that industry’s best contribution is through the provision of goods and services and technical support. 

v) We counsel caution with regard to the financial consequences of any recommendation that industry provide support for less developed nations and regions, as an adverse financial impact on business impedes investment and so may be significantly counter-productive.

vi) We therefore recommend that financial assistance for less developed nations and regions is the proper role of governments and intergovernmental institutions.

vii) We further believe that recommendations for action by industry in this area must be voluntary if unintended adverse consequences are to be avoided.

viii) This being substantially the current condition, we make no recommendation for fundamental change in this area.

� The term “Internet Protocol” is sometimes used to refer to IPv4, sometimes to both IPv4 and its putative successor IPv6 collectively. References to the Internet Protocol in this paper apply to both.


� Independent roots do exist but seek to avoid clashes with the main DNS. Independent roots have so far failed to achieve substantial traction. We consider that their greatest current significance is to show the possibility of change, and to help quantify the likelihood of such change by demonstrating the hurdles. Were independent roots to gain significant traction we would still expect the main root to continue to have primacy with respect to namespace clashes. Accordingly, we do not consider the existence of independent roots to significantly undermine our classification of the DNS root as a globally unique common resource.
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