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Crime and punishment
The “good old days”

Punishment was swift 
and severe

Now
U.S.A. 1995-2000
Kevin Mitnik, superhacker:
Arrested and sentenced to 5 years in jail
Fined US $4,200

The Philippines, 2000: 
Author of the “I Love You”  virus
Arrested,  released without charges

The Netherlands, 2001
Author of the “Anna Kournikova” virus
Arrested, tried, sentenced to 150 days 
community service
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The legal challenges

If cyberspace is the world of data and software,
it is transnational and seemingly borderless

Whatever boundaries it has are porous and ill defined

Traditional law is based on territorial boundaries

Cyberspace enables transactions between people who do not
know or cannot know the physical location of the other party
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Major areas for cyberlegislation
Human Rights related

Workplace related

E-commerce and
Intellectual Property

Regulatory issues

Criminal matters

National Security

Military use of cyberspace

Cyber-terrorism

Civil law

Information Security Law
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Criminal matters
Fraud, sabotage, extorsion, blackmail

Interception, modification and misuse of data and systems

Attempting, Aiding and Abetting cybercrime

Use of cyberspace by Organised Crime
Money laundering
Drugs, arms, slavery trade
Offshore unregulated gambling
Pornography
Anonymous networks and IDs
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National Security

Telecommunications interception and analysis

Event monitoring in cyberspace

Roles and responsibilities of vendors and service providers

Encryption software 

Search, seizure and rules of evidence
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Military use of cyberspace

What constitutes an act
of war in cyberspace?

Can “information technology”
be used as a weapon?

Rules of engagement?

Wait until it happens?

Beyond the gathering of intelligence
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Cyber-terrorism

Ease of establishing global networks
Ease of hiding in cyberspace
Lack of legislation and jurisdiction

Richness of opportunity
Availability and low cost of resources needed
Impact of successful attacks
Visibility

WHEN, not IF
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International Legislation

OECD: 1983-1985 - Criminalization of computer abuse

Council of Europe (COE): 1985 - Work begins towards a
convention on cyber-crime

United Nations – Congress on the Prevention of Crime

COE Convention on Cybercrime 
Signed in 2001 by 33 countries – not yet ratified
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First issued in 1994
Updated in 1997
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The COE Convention

Unauthorized computer intrusion, malicious code, the use
of computers to commit acts which are already a crime

Procedures to capture and retrieve on-line and other
information by issuing “Retention Orders”

Cooperation between signatory states to share e-evidence

Additional protocols are being developed

Three primary groups of provisions
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Reactions to the Convention
33 States (29 Council Members) plus Canada, Japan, South
Africa and the United States of America signed it.

It will enter into force once ratified by 5 States (perhaps in 2003?)
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Possible conflicts with existing national legislation

Non-signatory States where cybercriminals may act with impunity

Inidividual rights to privacy vs. extended surveillance powers 
granted to signatory countries

Possibility of personal data being transferred outside Europe to
countries without comparable Data Protection legislation

Issuance of warrants seeking evidence and extradition


