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Introduction
Early warning system described here in a generic sense as a combination of:

intrusion detection,

business continuity plans, and 

sharing of incident information and its analysis

so better assessments can be made which in turn improve preventive measures. 

Given that many problems and solutions are not yet agreed upon, security incidents among electronic information networks will occur, thus early warning mechanisms as part of an IT security policy can be put into place to try to limit damage of these incidents.
What is of Concern?

· Information

· Information Infrastructure

· Services of Critical (Information) Infrastructure

Each has different requirements for protection (coordinate w physical and personnel)
What is of concern to one individual, organisation, company or country may not be for another, thus relative 
Security is a management process, not an end in itself

Defining Systems and Incidents
System:  one PC, a business or local network, or international 

infrastructure?


Public or private ownership: may determine who pays for 
information/IT security?

When is an “incident” (neutral) significant or reportable? 

Motivations for incident response (responsible entity for response)


Safety






(International Organisations; Business)


Liability; Reputation


(Manufacturers; Business; Government)


Public order; national security
(Government) 

Types of networks to monitor “incidents”
1. Dedicated to vulnerabilities of IT/information specific incidents
2. Specialised systems within sectors

3. Cross-sector monitoring and information sharing

1. Dedicated to IT/Information Incidents
CERT Coordination Center (Carnegie Mellon, US) and other national 

“CERTs” and CSIRTS (computer security incident response teams)

ISACs (Information Sharing and Analysis Centers - generic)

FIRST (Forum of Incident Response and Security Teams; www.first.org)

United Nations:  International Y2K Cooperation Center (IYCC); temporary 

centre now closed (http://207.233.128.31)

Regional “CERTS”, for example,

ASEAN

EU Network and Information Security Agency

2. Sector Specific
International Organisations and Trade Associations with regulatory role for safety had early warning mechanisms adapted also to monitor Year 2000 (Y2K) incidents:
to what degree are these processes institutionalised further to deal with other types of disruptions regarding information/infrastructure security?  
ICAO (International Civil Aviation Organization) and
IATA (International Air Transport Association)

IAEA (International Atomic Energy Agency) and 

WANO (World Association of Nuclear Operators)
ITU (International Telecommunication Union)

(sector specific continued)
In the US:

Utilities
Oil – gas sector

Chemical industry

Other networks rely on secure transmission of information, e.g.:
To monitor disease outbreaks
To monitor banking and related systems for fraud, etc, 

International Financial Institutions have monitoring systems less for safety than to assess impact on financial stability and accountability: to what degree are these systems adapted for IT security incidents 

3. Cross-Sector Networks

Neighbourhood watch (“crime stoppers”) approach

InfraGard - local business/academic networks with links to local/state/federal 
government levels as appropriate 

Multinational companies and businesses



*Best practices for IT security can be spread via companies which
depend on many other sectors (incl. utilities, comms) for business operations

ISO 17799 standard for management of information security processes
 Responses to “Incidents”
Vary according to cause, situation and change from baseline monitoring

Commercial sectors have most of the “incidents” and resources to mitigate

Law enforcement agencies have tended to react more than be proactive to
incident reports
State and defence ministries deal with national security risks yet perception to 

date is that “strategic information attacks” have yet to occur

More examination required of potential institutionalisation of new avenues for sharing IT security information not only within sectors but also between sectors and different governmental agencies at varying levels as needed
Information/IT security is a management process, not an end in itself.
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