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1
Goals of the meeting

The group met to progress the work on the following subjects.

· Prepare and approve agenda for working group’s fourth meeting

· Review input documents (both contributions and liaison statements)

· Prepare and review output working document(s)
· Discuss E-Meeting arrangement
· Prepare meeting report and draft agenda for next meeting

2
Summary of the results

· Input documents were presented, discussed, and materials excerpted for incorporation into output documents, with significant results being:
· Review of Requirements pertaining to Service Security and Content Protection Aspects on IPTV Service Requirements as drafted by WG1 and documented in FG IPTV-DOC-60. It was accepted in plenary meeting (joint meeting)  to merge, remove and replace prior WG1 security related requirements with IPTV security requirements identified and reorganized in WG3 Working Document on IPTV security aspects, with results recorded in Annex A below.
· Working document to represent WG output was drafted and populated with material from input documents; review of content commenced and partial results obtained and noted in document.
· Discussing for Electronic Discussion for the June was initiated.
· Planning for next meeting agenda was initiated.
3
Detailed results

3.1 Review of Input Documents 

Incoming Liaisons

The following incoming liaison statements were reviewed and output liaison documents prepared as required:
FG IPTV-IL-0052: ITU-T SG 17 provides report from Lead Study Group on telecommunication security, which contains useful information on security activities and available security resources. WG3 solicits volunteers to review SG17 material vis-à-vis WG3’s work. No action required.

FG IPTV-IL-0056: Consumer Electronics Association (CEA) presents work which contains DRM and security requirements from AT&T in annex G. No action required.

FG IPTV-IL-0061: ATIS IIF presents work on ATIS IIF Default Scrambling Algorithm (IDSA) – IPTV Interoperability Specification, which is for information and evaluation. A consensus of WG3 is that FG IPTV may define framework for use of a scrambling algorithm, but would not define specific algorithms. No action required.
FG IPTV-IL-0062: ITU-R Working Party 6M replies to ITU-T FG-IPTV on Retransmission of free-to-air broadcast content over IPTV. No action required. 
FG IPTV-IL-0067: TISPAN presents work that does not directly address security. No action required.
Contribution
The following contributions were reviewed, characterized, and, in some cases, portions extracted for use in the Working Group’s Living List and t Working Documents:

FG IPTV-C-0427: The contribution includes some security requirements which were not accepted by WG3 but included by WG1. All requirements contained therein that pertain or cite service security or content protection aspects were reviewed and commented by WG3 again, and some requirements were thought as duplicated and/or non-specific on security requirements. WG3 proposed to merge, remove and replace them with IPTV security requirements which are identified and reorganized in WG3 Working Document on IPTV security aspects. And the proposal on deletion of these requirements from WG1 working document on Service Requirement was accepted in plenary meeting (joint meeting) also.

FG IPTV-C-0451: The contribution provides some comments, editor notes and editorial changes on WG1 Working Document on Security Aspects. And it was reviewed and commented by WG3, and some proposals were accepted, and the requirements will be replaced with IPTV security requirements which are identified and reorganized in WG3 Working Document on IPTV security aspects.
FG IPTV-C-0456: The contribution provides some metadata discussion for content management and protection. And it proposes usage rules/labels for CPCM metadata and proposes 9 requirements. The requirements 1-5 are adopted and 7-8 are edited to change as needed.

FG IPTV-C-0460: The contribution proposes some modifications on IPTV service requirements pertaining security and/or content protection aspects. And the proposals had been considered and some of them were accepted.
FG IPTV-C-0483: The contribution proposes merger of CPCM and DRM terminology; it considers "Content Protection" to be more generic term than DRM.  This idea was accepted in principle and will incorporate into output document. And the contribution also proposes a description about Content Protection Function, which was not be considered as requirements this meeting, but it is useful for IPTV security architecture and was accepted in principle.WG3 requests contributor to re-submit contributions in next meeting which is focus on security architecture .
FG IPTV-C-0485: The contribution presents DRM model and the service flow on issuing right object in DRM system. And it seems to have some problems with terms "content issuer", "drm agent” and seems to assume NGN architecture. WG3 accept it as input material for consideration in IPTV security architecture discussion. WG3 requests contributor to re-submit contributions in next meeting which is focus on security architecture and clarify the existing issues.
FG IPTV-C-0490: The contribution proposes 4 requirements on specific KMS (hierarchical), general characteristics of KMA, group key management protocol features, short term key distribution. The proposed requirements are accepted with some modification
FG IPTV-C-0491: The contribution presents security consideration of IPTV Intermediate Devices. And after discussing, four requirements are accepted with some modifications as network security requirement, and the term of Intermediate System need to be defined. 
FG IPTV-C-0498: The contribution proposes to reorganize the Functional Requirements of IPTV Multicast Availability and Security. No new requirements are identified. WG3 requests contributors to unique identify multicast specific security requirements that are not already covered by existing requirements.
FG IPTV-C-0499: The contribution is just further details regarding C-0498. And no new requirements are identified and no action is required pertaining security aspects.
FG IPTV-C-0515: The contribution presents some comments, proposed action and some editorial changes to security requirements. And it was reviewed and commented by WG3, and some proposals were accepted, and the requirements will be replaced with IPTV security requirements which are identified and reorganized in WG3 Working Document on IPTV security aspects.

FG IPTV-C-0516: The contribution proposes WG3 work process. And it is accepted in principle, but change "Adhoc Group Leaders" to "Discussion Champions".

FG IPTV-C-0519: The contribution proposes adding conventions, introduction, and objectives sections to FG IPTV-DOC-0067. It is accepted in principle, but subject to editorial change. 
FG IPTV-C-0520: The contribution provides a proposal on Security Objectives and General Security Requirements. It is accepted "Objectives" as "Goals" with editorial rewrite to be included in OD and accepted 7 requirements as general security requirements.
FG IPTV-C-0521: The contribution proposes review and changes to threats section of FG IPTV-DOC-0067, specifically related to X.800 and X.805 and SG13 NGN security requirements. It is accepted in principle, but subject to editorial change.
FG IPTV-C-0541: The contribution provides Web-based IPTV Portal service scenario, and no requirements proposed. No contributor to present it.
FG IPTV-C-0542: The contribution proposes 3 requirements, which are, respectively, overly general, duplicate, implementation specific, or an implied by existing requirement. No new requirements were adopted.
FG IPTV-C-0543: The contribution provides a service scenario for channel-based IPTV services, and no requirements proposed. No contributor was available to present.
FG IPTV-C-0544: The contribution provides a service scenario for on demand-based IPTV services, and no requirements proposed. No contributor was available to present.

FG IPTV-C-0548: The contribution provides a service scenario for personal IPTV broadcast service, and no requirements proposed. No contributor was available to present.
FG IPTV-C-0559: The contribution proposes new language for FG IPTV-DOC-0067; seems reasonable, but is general in nature. It is accepted as input material for purpose of drafting updated pertinent sections of output document.
FG IPTV-C-0565: The contribution provides some editorial changes on Living List that updates tracking of past decision from 1st meeting to 3rd meeting. It is accepted as editorial changes.
FG IPTV-C-0568: The contribution proposes general security architecture. It is accepted in principle for incorporation into OD modulo editorial changes.
FG IPTV-C-0571: The contribution proposes a requirement for profiling DRM, but it doesn't provide rationale. WG3 does not define profiles at this time and may consider this as input material for future discussion of profiles.
FG IPTV-C-0574: The contribution proposes a requirement that service authorization be service and subscriber independent, and it proposes authorization procedures also.  After discussion, in general, WG3 consider to need to review and potentially replace DOC-0067 8.2.2 with more general (less solution specific) framework; at minimum, need to review 0067 8.2.2, w.r.t. terminology "IPTV Application" - not well defined, and probably bad term. It is accepted as input material for further drafting activity on Section 8.2.2 (Service Authorization), and two new requirements are accept with modifications.
FG IPTV-C-0591: The contribution proposes some requirements regarding watermarking. The proposed requirements are accepted in principle as new requirements, but to be edited in order to incorporate WG3 comments and make coherent with existing requirements SEC_C_[113-116]. This work will be done offline or by e-meeting until next (5th) meeting.
4
Joint meeting with other Working Groups

No special joint meetings with other FG IPTV Working Groups were held at this 4th meeting of WG3. 
5
Outgoing liaisons 

None.
6
Output documents

The following output documents were prepared:

	Document number 
	Title

	FG IPTV-DOC-0090
	Working document: IPTV Security Aspects

	FG IPTV-DOC-0108
	Living List: IPTV Security Aspects


7
Plan for next meeting activities

7.1 E-Meeting

An E-Meeting of Working Group is expected to occur from June 11-21. 

7.1.1 Terms of Reference 

The following items are to appear on the agenda for that meeting:

· Review and prepare update Security Aspects part of WG1 “Working Document: IPTV Service Requirement”

· Review and update of  WG3 “Working Document: IPTV Security Aspects”

Information regarding the e-meeting will be provided through the FG IPTV exploder list.

7.2 July 2007 Meeting 

The next meeting of the Working Group is expected to occur at Fifth Focus Group IPTV Meeting from July 23-31, 2007, to be held in Geneva, Switzerland. The following items are to appear on the agenda for that meeting:

· Review new Input Documents and Liaison Statements

· Review and Update of “Working Document: IPTV Security Aspects”

8
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Annex A – Comments on Security Aspects of IPTV Service Requirements 
WG3 has performed a thorough review of Security Aspects of IPTV Service Requirements, which include FG IPTV-DOC-0060, Working Document: IPTV Service Requirements and FG IPTV-DOC-0067, Working Document: IPTV Security Aspects, and proposes specific changes as described below.

Input Material

In its review, and in proposing specific changes, WG3 has taken into full consideration the following material as well as other material not listed here (but reviewed and discussed in prior FG IPTV meetings):

· FG IPTV-DOC-0060

· FG IPTV-DOC-0067

· FG IPTV-C-0427, Section 3.2

· FG IPTV-C-0451

· FG IPTV-C-0456

· FG IPTV-C-0460

· FG IPTV-C-0515

· FG IPTV-C-0542

Security Requirement Sub-Categories

It is proposed that all Security related requirements (including DRM) be assigned (and labelled) according to the following sub-categories:

· Content Security Requirements

· Service Security Requirements

· Network Security Requirements

· Terminal Device Security Requirements

· Subscriber Security Requirements

Add Requirements

The following requirements were submitted to the Joint Plenary meeting and were discussed and were incorporated into the Requirement Document with some modifications.
 Table 1 - Content Security Requirements

	Number
	Requirement
	Source

	IPTV_SEC_C_001
	The IPTV security solution shall enable Content Protection, which is defined as “Ensuring that a User can only use Content they have previously acquired in accordance with the rights that they have been granted by the rights holder.”
	IPTV_SEC_007

	IPTV_SEC_C_101
	The IPTV security solution shall be scalable to support protection of content that is distributed simultaneously to a very high number of subscribers.
	IIF.DRM.General.0100

	IPTV_SEC_C_102
	The IPTV security solution shall support protection of content that is transferred over multicast channels and/or over unicast streams.
	IIF.DRM.General.0200

	IPTV_SEC_C_103
	The IPTV security solution shall make possible rights specifications and protect content for multiple common existing content formats (e.g., MP-3, MPEG-4, etc.) and/or common computing platforms.
	IIF.DRM.General.0300

	IPTV_SEC_C_104
	For certain content types (such as movies that are stored on a PVR) the IPTV security solution may provide stronger cryptographic measures to protect against theft.
	IIF.DRM.General.0400

	IPTV_SEC_C_105
	The IPTV Security Solution shall support the securing of DVR content.
	IIF.DRM.General.1600

	IPTV_SEC_C_106
	The IPTV security solution shall enable the operator to apply robust content tracing to content in real-time (e.g., broadcast content).
	IIF.DRM.Operator.1000

	IPTV_SEC_C_107
	The IPTV security solution shall enable the operator to apply robust content tracing to content in an offline manner (e.g., VOD Content).
	IIF.DRM.Operator.1100

	IPTV_SEC_C_108
	The entropy of the key used with the IPTV common scrambling algorithm shall be sufficiently large to protect the content fully from plausible threats (e.g., at least 128 bits for the AES symmetric algorithms).
	IIF.DRM.Scrambling.0100-0400

	IPTV_SEC_C_109
	The IPTV common scrambling algorithm shall be built using publicly-available cryptographic algorithms that have been standardized by other appropriate organizations and that have been openly vetted by competent cryptographic experts e.g., the Advanced Encryption Standard (AES).
	IIF.DRM.Scrambling.0100-0500

	IPTV_SEC_C_110
	The specification of the IPTV common scrambling algorithm shall be publicly available.
	IIF.DRM.Scrambling.0100-0600

	IPTV_SEC_C_111
	The IPTV scrambling algorithm shall not preclude support for either Simulcrypt or Multicrypt approaches. The purpose is to enable multiple DRM vendors within a single network platform when required by the content distributor.
	IIF.DRM.Scrambling.0100-0700

	IPTV_SEC_C_112
	The scrambling algorithm shall be designed to last a minimum of 10 years with suitable, variable key lengths defined by the appropriate experts. The technical solution shall allow configurable, variable parameters (such as key length, crypto periods, etc.) allowing for scalable and future proof levels of security in the same stream. Given the current rate of technology advances in processor, storage, etc., the designers of a secure scrambling algorithm must consider the capabilities of offline descramblers to eventually decrypt the content within a reasonable amount of time, using “brute force” attacks. The rationale for the scrambling algorithm designers must be a cost/benefit analysis of the cost of implementing a solution for today that will still be valid at least 10 years out in time.
	IIF.DRM.Scrambling.0400-0200

	IPTV_SEC_C_113
	The IPTV security solution shall pass through and not interfere with the distribution of any content tracing technology encoded within the content. Such content tracing technology may be designed to uniquely identify the supplier of content.
	IIF.DRM.Tracing.0100

	IPTV_SEC_C_114
	The IPTV security solution shall enable the application of content tracing technology within the output of an IPTV Receiving Device for the purpose of uniquely identifying a session (e.g., channel, time/date), IPTV Receiving Device and/or network operator. Examples of such content tracing technology may include visible and invisible information.
	IIF.DRM.Tracing.0200

	IPTV_SEC_C_115
	The IPTV security solution shall allow the retrieval of all the content tracing information from the content.
	IIF.DRM.Tracing.0400

	IPTV_SEC_C_116
	The content tracing information may contain the operator ID, content owner ID, IPTV Receiving Device ID, and other information.
	IIF.DRM.Tracing.0500-0100


Table 2 - Service Security Requirements

	Number
	Requirement
	Source

	IPTV_SEC_S_001
	The IPTV security solution shall enable Service Protection, which is defined as “Ensuring that a User can only acquire Content that they are entitled to receive.”
	IPTV_ARC_007, IPTV_ARC_015

	IPTV_SEC_S_101
	The IPTV security solution shall provide a mechanism to signal the IPTV Receiving Device to utilize a specified scrambling algorithm based on a standardized framework.
	IIF.DRM.General.0600-0300

	IPTV_SEC_S_102
	The IPTV security solution shall have the ability to use standard key management systems (e.g., MIKE, EMM/ECM), to the extent that this is required for interoperability.
	IIF.DRM.General.0600-0400

	IPTV_SEC_S_103
	The server side DRM interfaces shall provide the capability to update and query the DRM System concerning the IPTV Scrambling Algorithm and any other operator-selected scrambling algorithms.
	IIF.DRM.General.0700-0600

	IPTV_SEC_S_104
	The IPTV Security Solution shall support rights management that is independent of specific content formats or standards.
	IIF.DRM.General.1400

	IPTV_SEC_S_105
	The IPTV solution shall provide a mechanism for secure delivery of entitlements to the IPTV Receiving Devices.
	IIF.DRM.General.1400-0100

	IPTV_SEC_S_106
	The IPTV Security Solution shall support content usage control (e.g., re-play entitlements).
	IIF.DRM.General.1700

	IPTV_SEC_S_107
	The IPTV Security Solution shall support different modes of re-play entitlements, e.g., limit on number of plays, time limit on plays, restriction of Fast Forward or Rewind, etc.
	IIF.DRM.General.1700-0100

	IPTV_SEC_S_108
	The IPTV Security Solution shall support impulse transactions.
	IIF.DRM.General.1700-0200

	IPTV_SEC_S_109
	The IPTV security solution shall support a mechanism for transmitting signalling messages between the DRM Server and the IPTV Receiving Device DRM Component.
	IIF.DRM.General.2100

	IPTV_SEC_S_110
	The IPTV security solution shall support a mechanism to allow for the confidentiality of signalling messages.
	IIF.DRM.General.2100-0100

	IPTV_SEC_S_111
	The IPTV security solution shall support a mechanism to allow for the authenticity of signalling messages.
	IIF.DRM.General.2100-0200

	IPTV_SEC_S_112
	The IPTV security solution shall support a mechanism to allow for the integrity of signalling messages.
	IIF.DRM.General.2100-0300

	IPTV_SEC_S_113
	In order to provide content confidentiality, the headend may support multiple scrambling algorithms; in that case, the IPTV operator shall be able to select and/or enable/disable any of the supported scrambling algorithms at the headend.
	IIF.DRM.Operator.0100

	IPTV_SEC_S_114
	The IPTV security solution should provide a “blackout mechanism”: a mechanism for limiting viewing-rights of certain programs to certain groups of subscribers e.g., block viewing by residents of a specific area (for example, this may be useful for sporting events).
	IIF.DRM.Operator.0200

	IPTV_SEC_S_115
	The IPTV security solution shall provide a mechanism to allow the IPTV operator to securely retrieve the parameters (e.g., configuration, status) of an IPTV Receiving Device DRM Component.
	IIF.DRM.Operator.0500

	IPTV_SEC_S_116
	The IPTV security solution shall provide a mechanism to allow IPTV operator to securely update the parameters (e.g., configuration) of IPTV Receiving Device DRM Components.
	IIF.DRM.Operator.0600

	IPTV_SEC_S_117
	The IPTV security solution shall enable the operator to turn on and off content tracing function with flexibility (e.g., based on time, an Event, Asset, or Channel).
	IIF.DRM.Operator.0900


Table 3 - Network Security Requirements

	Number
	Requirement
	Source

	IPTV_SEC_N_101
	The IPTV security solution shall work well, even in the presence of the following: NAT/NAPT, Firewalls, DHCP.
	IIF.DRM.General.2800


Table 4 - Terminal Security Requirements

	Number
	Requirement
	Source

	IPTV_SEC_T_001
	The IPTV security solution shall enable Terminal Device Protection, which is defined as “Ensuring that a Device employed by a User in the reception of a Service can reliably and securely use Content while enforcing the rights of use granted for that Content, and while physically and electronically protecting the integrity of the Device.”
	IPTV_ESI_{136,138,139}

	IPTV_SEC_T_101
	The IPTV Security Solution shall support a method to authenticate IPTV Receiving Devices.
	IIF.DRM.General.1000

	IPTV_SEC_T_102
	The IPTV Security Solution shall support physical tamper-resistance.
	IIF.DRM.General.1800

	IPTV_SEC_T_103
	The IPTV Security Solution shall support physical tamper-detection.
	IIF.DRM.General.1900

	IPTV_SEC_T_104
	The IPTV Security Solution shall support secure download and install of the DRM operating code to IPTV Receiving Devices.
	IIF.DRM.General.2300

	IPTV_SEC_T_105
	The IPTV scrambling algorithm shall be efficiently implementable for both hardware and software implementations.
	IIF.DRM.Scrambling.0200-0100


Table 5 - Subscriber Security Requirements

	Number
	Requirement
	Source

	IPTV_SEC_E_001
	The IPTV security solution shall enable User Privacy Protection, which is defined as “Ensuring that information considered to be private (or confidential) by a User be maintained in confidence, while remaining subject to mandatory disclosure due to legal processes.”
	IPTV_ARC_106

	IPTV_SEC_E_101
	As rights allow, the IPTV security solution should allow the end user to change an IPTV Receiving Device without inherently affecting his/her rights to consume content.
	IIF.DRM.General.0500

	IPTV_SEC_E_102
	The IPTV security solution shall support a mechanism to allow an IPTV Receiving Device DRM Component to authenticate the DRM Servers.
	IIF.DRM.General.2000

	IPTV_SEC_E_103
	The IPTV security solution should not significantly degrade the performance of the IPTV services.
	IIF.DRM.General.2700

	IPTV_SEC_E_104
	The IPTV security solution shall provide a mechanism for restricting access to programs/system by allowing the subscriber to set an access code (password).
	IIF.DRM.Subscriber.0100

	IPTV_SEC_E_105
	The IPTV security solution shall provide a mechanism for parental rating i.e., facilities for rating programs according to content.
	IIF.DRM.Subscriber.0200

	IPTV_SEC_E_106
	The IPTV security solution shall provide subscribers flexible usage controls to limit access to content by content type (such as VOD, TV, WWW, etc.).
	IIF.DRM.Subscriber.0300

	IPTV_SEC_E_107
	The IPTV security solution shall be capable of indicating why access to content has been denied to the user.
	IIF.DRM.Subscriber.0700

	IPTV_SEC_E_108
	The IPTV security solution shall allow for a mechanism for a Subscriber to obtain extensions (e.g., more plays, more play-time) to digital rights associated with specific content instances.
	IIF.DRM.Subscriber.0800


Replace Requirements

It is proposed that the following requirements be removed and (logically) replaced by the indicated new requirements (to which these older expression of requirements are mapped).

Table 6 – Requirements to be Replaced

	Number
	Requirement
	Mapped To

	IPTV_ARC_006
	Supporting service authentication and authorization
	SEC_S_001

	IPTV_ARC_007
	The IPTV architecture should provide capability supporting service/content protection.
	SEC_C_001, SEC_S_001

	IPTV_ARC_015
	The IPTV Architecture shall not preclude mechanisms for the service provider to restrict the end-user shared content per business rules [IIF.ARCH.SERVICE.27].
	SEC_C_001, SEC_S_001

	IPTV_ARC_050
	The IPTV Architecture shall make it possible for the user to restrict purchases and access to services and content through the use of appropriate controls -- e.g., PIN number, login [IIF.ARCH.SERVICE.11].
	SEC_E_104

	IPTV_ARC_090
	The service provider shall be able to authenticate the end-user device.
	SEC_T_001

	IPTV_ARC_106
	The IPTV Architecture should support user’s privacy.
	SEC_E_001

	IPTV_ESI_128
	The IPTV Architecture shall be capable of verifying the digitally signed response to the discovery query from the ITF device so as to prevent spoofing [IIF.ARCH.OPERATOR.35].
	SEC_S_001

	IPTV_ESI_134
	Content protection.
	SEC_C_001

	IPTV_ESI_135
	Content key protection.
	SEC_C_001

	IPTV_ESI_136
	Device secret protection.
	SEC_T_001

	IPTV_ESI_137
	User information protection.
	SEC_E_001

	IPTV_ESI_138
	Software protection.
	SEC_T_001

	IPTV_ESI_139
	Hardware tamper resistance.
	SEC_T_001

	IPTV_ESI_140
	Providing secure communication method and authentication. Protection from malicious code
	SEC_T_001

	IPTV_ESI_141
	Interoperability and renewability support for content protection system.
	SEC_T_001, SEC_C_001

	IPTV_ESI_150
	The IPTV terminal should have a renewable security system to perform the functions of Conditional Access, including decryption, authorization, authentication, entitlement, and key generation.
	SEC_C_001, SEC_S_001, SEC_T_001

	IPTV_ESI_151
	The IPTV terminal should include copy protection and redistribution control.
	SEC_T_001, SEC_C_001

	IPTV_ESI_152
	The IPTV terminal should implement a secure software download mechanism from the network.
	SEC_T_001, SEC_T_104

	IPTV_ESI_163
	The IPTV Terminal Device should provide secure provisioning and configuration mechanisms.
	SEC_T_001, SEC_T_101

	IPTV_ESI_164
	The IPTV Terminal Device should be protected from unauthorized configuration.
	SEC_T_001, SEC_T_102

	IPTV_ESI_250
	The IPTV architecture should support the capability to secure the communications used to support billing.
	SEC_T_[110-112]

	IPTV_SEC_003
	The IPTV Architecture shall be compliant with the service and content protection requirements found in ATIS-0800001, IPTV DRM Interoperability Requirements.
	various

	IPTV_SEC_009
	The IPTV Architecture shall provide one or more mechanisms to establish authorization before service delivery [IIF.ARCH.OPERATOR.39].
	SEC_S_001

	IPTV_SEC_010
	The IPTV Architecture shall provide mechanisms to support secure storage for the pre-positioned content [IIF.ARCH.OPERATOR.40].
	SEC_C_001

	IPTV_SEC_011
	The IPTV Architecture shall support the secure provisioning of equipment in the end-user network [IIF.ARCH.OPERATOR.41].
	SEC_S_001, SEC_T_001; possibly SEC_C_001

	IPTV_SEC_012
	The IPTV Architecture shall provide mechanisms to enable the application of appropriate DRM on content [IIF.ARCH.OPERATOR.08].
	SEC_C_001

	IPTV_SEC_014
	The IPTV architecture should provide the capability for controlling access to service or content.
	SEC_C_001, SEC_S_001

	IPTV_SEC_021
	IPTV applications shall support copy protection and authentication.
	SEC_C_001

	IPTV_SEC_022
	The IPTV Architecture shall provide a mechanism to allow the service provider to force users of the service to participate in an authentication and authorization procedure with the network, before granting access to the service [IIF.ARCH.OPERATOR.13].
	SEC_S_001

	IPTV_SEC_023
	The IPTV Architecture shall provide mechanisms to control unauthorized access by unsubscribed end-users to the service. It may redirect unsubscribed end-users to a mechanism where they may subscribe [IIF.ARCH.CONTEXT.18].
	SEC_S_001

	IPTV_SEC_990
	The IPTV architecture shall provide mechanisms to allow the authentication of a device in the provisioning and operation of the IPTV service
	SEC_S_001, SEC_T_001


Clarify Requirements

It is believed that the following requirements may or do reflect security related requirements and should be expressed as such. However, it was not possible to determine what security related requirement is being expressed (if any) due to lack of clarity of the expressed intent. Therefore, WG3 requests that WG1 provide clarifications as to the intent of these requirements with respect to security aspects.

Table 7 – Requirements to be Clarified

	Number
	Requirement
	Comments

	IPTV_ARC_016
	The IPTV Architecture may support DRM of end-user shared content [IIF.ARCH.SERVICE.28].
	Does this mean SP (service provider) performs DRM on end-user shared content or does it mean EU (end user) performs DRM, then redistributes back to SP?

	IPTV_ARC_052
	The IPTV Architecture may provide mechanisms to capture and utilize user profiles and preferences to target/restrict content items [IIF.ARCH.SERVICE.14].
	Needs to be qualified by adding "according to User Privacy considerations"; is it expected that restriction of content is accomplished by security mechanisms?

	IPTV_ARC_064
	The IPTV Architecture shall provide mechanisms to block transmission of content to specified zones whenever blackout requirements are applicable [IIF.ARCH.OPERATOR.03].
	Is there an implied (or explicit) security requirement involved here? e.g., is it expected (or required) that the Service Protection mechanisms will be used to implement this requirement?

	IPTV_ARC_066
	IPTV architecture should support mechanisms for the exchange of information related to capabilities such as access condition user profile.
	What does "access condition user profile" mean?

	IPTV_ARC_098
	The service provider shall be able to insert contents in content played from the end-user PVR.
	accept, but needs refinement: subject to applicable rights

	IPTV_ESI_071
	The IPTV architecture shall provide the end-user ability to record, through PDR, elements of content (such as games) from trusted content providers and be told the best order in which to consume this content
	What is meant by "trusted"? Does this mean non-authenticated content is not recordable? may just be a use case, in which case, should remove

	IPTV_MID_006
	IPTV middleware shall provide API for DRM function to communicate with DRM system
	Needs clarification; what functions are to be exposed?

	IPTV_NET_018
	The IPTV Architecture shall provide mechanisms to support the enforcement of parental controls [IIF.ARCH.SERVICE.45].
	not clear whether this is a network or terminal device requirement;

	IPTV_NET_024
	The IPTV Architecture shall provide mechanisms to support the enforcement of parental controls in a manner consistent with ratings defined by recognized content advisory boards [IIF.ARCH.SERVICE.59].
	not clear whether this is a network or terminal device requirement;

	IPTV_NET_025
	The IPTV Architecture shall provide mechanisms for the service provider to support the enforcement of parental controls on a user profile basis or a policy basis -- e.g., time limit [IIF.ARCH.SERVICE.60].
	not clear whether this is a network or terminal device requirement;

	IPTV_NET_036
	The IPTV Architecture shall provide a mechanism for the service provider to authenticate the source of content [IIF.ARCH.OPERATOR.22].
	if CP - SP, then a B2B issue only; if EU - SP, then probably; not clear which is meant here;

	IPTV_NET_042
	The IPTV Architecture shall be robust in the presence of Denial of Service (DoS) attacks on or initiated by other devices in the home network [IIF.ARCH.OPERATOR.36].
	not clear whether this is a network or terminal device requirement;

	IPTV_NET_043
	The IPTV Architecture shall be resistant to DoS attacks targeting the IPTV service infrastructure [IIF.ARCH.OPERATOR.37].
	not clear whether this is a network or terminal device requirement;

	IPTV_NET_044
	The IPTV Architecture shall be hardened against attacks on any multicast capabilities [IIF.ARCH.OPERATOR.38].
	not clear whether this is a network or terminal device requirement;

	IPTV_NET_095
	The IPTV Architecture shall define mechanisms to support the authentication procedures required by the network and service providers for home network elements [IIF.ARCH.HOME.22].
	not clear whether this is a content protection, service protection, terminal protection, or subscriber protection requirement

	IPTV_NET_899
	The IPTV architecture should support security capabilities for multicast enabled networks to protect IPTV service from the unintended service forgery or abuse.
	not clear whether this is a network or service requirement

	IPTV_SEC_004
	The IPTV Architecture may include the ability for applications to interact with and be managed by the content management and protection capabilities.
	need to incorporate requirements with review of each req. from ATIS, not reference

	IPTV_SEC_007
	The IPTV architecture should provide the capability to service providers, content providers to present end-user content related information.
	no longer expressed as a security requirement; doesn't  appear to express original intent

	IPTV_SEC_013
	Middleware SHOULD support security management function, such as user authentication, network security, software download authentication, and etc, by interoperating with the IPTV system.
	What is scope of “security management function”? Does this mean APIs or intrinsic support?
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