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Introduction

Study Group 17 is the Lead Study Group (LSG) for Telecommunication Security activities for the study period 2005-2008. This effort is mainly carried out by Question 4/17 in close cooperation with other Study Groups in an effort to identify and develop security solutions.

Activities of the LSG for Telecommunication Security may be categorized as core activities centred on defining and maintaining overall security frameworks, and project management activities involving the coordination, assignment and prioritization of efforts that would lead to timely communication system security Recommendations.

This report summarizes activities related to the LSG for Telecommunication Security since the December 2006 SG 17 meeting.

SG 17 Security Recommendations approved/consented/determined
Recommendations approved since December 2006 SG 17 meeting
	No
	Title

	X.1035 (X.pak)
	Password-authenticated key exchange (PAK) protocol

	X.1081, Cor.1
	The telebiometric multimodal model – A framework for the specification of security and safety aspects of telebiometrics, Corrigendum 1

	X.1111 (X.homesec-1)
	Framework of security technologies for home network

	X.1303
	Common alerting protocol (CAP 1.1)


Recommendations determined at December 2006 SG 17 meeting

	No
	Title

	X.1205
	Overview of Security


NOTE – X.1205 received significant comments; approval is now planned for April 2008 SG 17 meeting.
Recommendations consented at September 2007 SG 17 meeting

	No
	Title

	X.1031 (X.805+)
	Security architecture aspects of end users and networks   in telecommunications

	X.1036 (X.spn)
	Framework for creation, storage, distribution and enforcement of policies for network security

	X.1082 (X.physiol)
	Telebiometrics related to human physiology 

	X.1083 (X.bip)
	Information Technology – BioAPI interworking protocol

	X.1112 (X.homesec-2)

	Device certificate profile for the home network

	X.1113 (X.homesec-3)
	Guideline on user authentication mechanism for home network services

	X.1123 (X.msec-3)
	Differentiated security service for secure mobile end-to-end data communication

	X.1124 (X.msec-4)
	Authentication architecture for mobile end-to-end communication

	X.1125 (X.crs)
	Correlative Reacting System in Mobile Data Communication 

	X.1151 (X.sap-1)
	Guideline on secure password-based authentication protocol with key exchange 

	X.1143 (X.websec-3)
	Security architecture for message security in mobile web services


Recommendations determined at September 2007 SG 17 meeting
	No
	Title

	X.1206 (X.vds)
	A vendor-neutral framework for automatic notification of security related information and dissemination of updates

	X.1207 (X.sds)
	Guidelines for telecommunication service providers for addressing the risk of spyware and potentially unwanted software


Supplement approved at September 2007 SG 17 meeting
	No
	Title

	X.800SerSup1
	Supplement 1 to X.800-X.849 series: Security baseline for network operators


Security Roadmap

An important tool for security coordination activity is the ICT Security Standards Roadmap. This on-line tool is publicly-accessible at http://www.itu.int/ITU-T/studygroups/com17/ict/index.html and captures network-related security work of not only ITU-T but also of ISO/IEC, IETF and other groups as part of our out-reach activities.

The Roadmap is now organized in five parts: 

· Part 1 contains summaries of the security standards work of organizations within the scope of the Roadmap (ITU-T, ISO/IEC, IETF, ATIS, IEEE, ETSI, OASIS, 3GPP & 3GPP2). This part of the Roadmap was updated at the September 2007 SG 17 meeting and the updated version will be available on-line no later than 31 October 2007.

· Part 2 contains a listing of security standards, organized under a fairly simple taxonomy, which includes general guidance documents, management standards, architectures and frameworks, security services and mechanisms, and sectoral security standards. Conversion of Part 2 to a searchable database was completed in April 2007. Updating of the Part 2 content is now under the direct control of SG 17 and selected Roadmap partners. This means that updating can be done on a continuing basis, rather than by scheduled, periodic update.

· Part 3 contains information about work in progress, rather than standards that have already been approved and published. This information is mostly provided by direct links to programs of work.
· Part 4 captures work that has either been identified as being needed or new work proposals that have been made. We have so far had few contributions to this section.

· Part 5 is a new section that holds information on standards-based and non-proprietary security best practices.

The searchable database format for Part 2 was implemented as planned in April 2007. Future plans for a free-form (parametric) search are currently pending due to heavy workload and limited resources on the part of TSB IT staff.

An important development in January 2007 was that the European Network and Information Security Agency (ENISA) and the Network and Information Security Steering Group (NISSG) joined SG 17 as partners in developing the Roadmap.

Coordination of Security Activities 

Question 4/17 continues to lead the ITU-T security coordination activities both within SG 17 and across other Study Groups plus ITU-D. A major issue going into the next Study Period will be to decide in the most effective approach to security coordination for the future. As security LSG, SG 17 has been able to engage some of the other SGs on a regular basis but others have been fairly quiet. Based on responses received so far on the question of future coordination, everyone agrees that security coordination is essential but there is no agreement as to how best to manage it. Suggested options include continuing to appoint a security LSG and establishing a JCA on security.

Current security contacts are listed in the following table:

	Study Group
	Contact Person

	SG 2
	Mr Luis Cardoso, Portugal Telecom:  luis-s-cardoso@telecom.pt (fraud control, services and network security)

	SG 3
	Mr Edmond Blausten, Future Technology:  eblausten@blacknose.com

	SG 4
	Mr Kam Lam, Alcatel-Lucent:  klam@alcatel-lucent.com

	SG 5
	Mr Darren Carpenter, BT:  darren.carpenter@bt.com

	SG 6
	Mr Francesco Montalti, Telecom Italia:  francesco.montalti@telecomitalia.it

	SG 9
	Mr Eric Rosenfield, CableLabs:  e.rosenfeld@cablelabs.com

	SG 11
	Mr Joe Zebarth, Nortel Canada:  zebarth@nortel.com

	SG 12
	Mr Jean-Yves Monfort, France Telecom :  jeanyves.monfort@orange-ftgroup.com

	SG 13
	Mr Igor Faynberg, Alcatel-Lucent:  faynberg@alcatel-lucent.com

	SG 15
	Mr Yoichi Maeda, NTT: yoichi.maeda@ntt-at.co.jp

	SG 16
	Mr Martin Euchner, Siemens:  martin.euchner@ties.itu.int

	SG 17
	Mr Mike Harrop, Industry Canada:  mharrop@bigfoot.com 

	SG 19
	Mr John Visser, Nortel:  jvisser@nortel.com 

	ITU-D Q22/1
	Mr. James Ennis, US Department of State:  ennisjg@state.gov 


Coordination of Security Activities outside ITU 
SG 17 leadership continues to be engaged in the activities of the joint ISO/IEC Strategic Advisory Group on Security (SAG/S). SG 17 provides leadership on behalf of ITU-T and also contributes as needed. The proposed Terms of Reference, to which we contributed, have now been accepted by all parties.

Outreach Activities on Security
Study Group 17 continues to be involved in many outreach activities on security, including the ISO/IEC/ITU-T Strategic Advisory Group on Security (SAG-S).

Presentations on the ITU-T security work have been made to:

· ETSI Security Workshop in January 2007
· WSIS, Geneva May 2007

· GSC-12 in July 2007

· Regional Workshop on Cybersecurity and CIIP, Hanoi, August 2007
Security Standards Exchange Network

The Security Standards Exchange Network (SSEN) (previously known and the Security Experts Network) was established in early 2007. This network is intended to facilitate informal exchanges between individual security practitioners on topics related to security standards and related issues of interest. The objectives of the network are to facilitate the informal exchange of information on security-standards-related matters and to increase overall awareness of issues of common interest with the intention of helping to advance the development of needed standards and to minimize overlap and duplication of effort in security standards development.

We have established an e-mail list of potential participants but, so far, we have had no volunteers to moderate or lead SSEN discussions and activity has been low.

WTSA-04 Resolution 50 Action Plan

Study Group 17 continues to address an obligation under WTSA-04 Resolution 50 instructing the Director of the Telecommunication Standardization Bureau:

“to develop, in consultation with the chairman of TSAG and the appropriate study group chairmen, a plan to undertake the above-mentioned evaluation of relevant Recommendations at the earliest possible time considering resources available and other priorities, and to provide updates of the progress regularly to TSAG.”

WSIS Facilitation Meeting
SG17’s security activities were the subject of a presentation to the 2nd Action Line C5 Facilitation Meeting (Building Confidence and Security in the use of ICTs) held in Geneva in May 2007. 

PP-06 Resolution 130
PP-06 Resolution 130 “Strengthening the role of ITU in building confidence and security in the use of information and communication technologies”

 instructs the Director of the Telecommunication Standardization Bureau 

1
to intensify work within existing ITU-T study groups in order to:
i)
address existing and future threats and vulnerabilities affecting efforts to build confidence and security in the use of ICTs by developing recommendations, as appropriate;

ii)
seek ways to enhance the exchange of technical information in these fields, promote implementation of emerging protocols and standards that further enhance security, and promote international cooperation among appropriate entities;

2 to continue collaboration with relevant organizations with a view to exchanging best practices and disseminating information through, for example, joint workshops and training sessions;

Study Group 17 highlights that Question 4/17 coordination efforts continue to be directly applicable to elements of items 1 ii) and 2.
Focus Group on Security baseline for Network Operators

The Focus Group completed its work at the September 2007 SG 17 meeting. The Security Baseline for Network Operators will be published as a Supplement to the X.800-X.849 series of Recommendations
Focus Group on Identity Management

The Focus Group on Identity Management was established at the December 2007 SG 17 meeting. The FG has drawn wide interest and participation. The FG has produced a substantial number of deliverables/reports and these were reviewed during the September 2007 SG17 meeting. Following extensive discussion about the future of the Identity Management (IDM) work during the SG17 meeting, it was agreed that SG 13 and 17 will work together on IDM through a Joint Rapporteurs Group. In addition, SG17 will recommend to TSAG that a JCA-IDM and an IdM-GSI be established.
SG 17 Resources Available on Security
Study Group 17 continues to develop and maintain several documents of interest:

· A website has been developed for the SG 17 Lead Study Group on Telecommunication Security at http://www.itu.int/ITU-T/studygroups/com17/tel-security.html.
· The Security Compendium including a “Catalogue of approved ITU-T Recommendations related to Telecommunication Security” available at http://www.itu.int/ITU-T/studygroups/com17/cat005.doc  and an “Extract of ITU-T approved security definitions” available at http://www.itu.int/ITU-T/studygroups/com17/tel-security.html.

The Compendium will be updated in April 2008
· The publication Security in Telecommunications and Information Technology (also known as the ITU-T Security Manual) is available in six ITU working languages on the SG 17 website as well as in printed and CD format.
The manual is expected to be updated in the second quarter of 2008.
· Summaries of all SG 17 Recommendations under development or revision. The latest draft summaries may be found at http://www.itu.int/ITU-T/studygroups/com17/SG 17final-summaries.doc.
· A document titled “Security Guidance for ITU-T Recommendations” to help them review Recommendations to ensure security considerations have been adequately addressed. The document is available at http://www.itu.int/ITU-T/studygroups/com17/tel-security.html.

· Information summarizing ITU-T security-related activities is available at http://www.itu.int/dms_pub/itu-t/oth/0A/0D/T0A0D0000050001MSWE.doc.
· Information summarizing other ITU security-related activities is available at http://www.itu.int/dms_pub/itu-t/oth/0A/0D/T0A0D0000070001MSWE.doc.
_____________________

