A Fine Balance:
Internet number resource distribution
and de-centralisation

Executive Summary
Internet number resources (IP addresses and AS numbers) are distributed to resource users
through processes that have evolved over time. Although initially centralised, the processes of
policy formation and resource distribution have more recently been devolved to regional
organisations. In addition, technology evolution has been embraced. IPv4 allocations have
successfully evolved to meet the needs of the global community and IPv6 allocations, starting
from a clean slate, are now able to leverage this successful global platform. This de-centralisation
is a direct consequence of the expansion of the Internet to cover all regions of the globe and it
serves a number of important functions. De-centralisation is not an end in itself however, and
experience shows us that a careful balance and coordination are needed to ensure that the overriding objectives of aggregation, conservation and registration continue to be met.
The commitment between the resource distributors and the resource users is bi-directional, and
resource distribution is essentially an operational engineering function that requires careful coordination and consensus building to succeed. Network operators have very strong incentives to
partner with operationally knowledgeable organisations when obtaining numbering resources and
will choose not to interconnect with networks that disregard this reality. As a consequence,
proposals either to further centralise or de-centralise the processes whereby Internet numbering
resources are distributed should be given very careful consideration indeed, with maintenance of
the fine balance that has served the community well to date uppermost in our minds.
Introduction
Debate about the appropriate models for the management of Internet-related resources continues
to be a feature of the policy landscape. Indeed, given the centrality of the Internet to modern life,
such debates are unlikely to cease. This short paper addresses one group of Internet resources,
namely number resources, and specifically addresses the question of whether more, or less,
centralisation of the number resource distribution function is desirable. Arguments for both more
centralisation and more de-centralisation are regularly heard in inter-governmental, business and
non-governmental fora and this paper is intended to provide some condensed guidance based on
the history of Internet number resource distribution to date. The intended audience for this paper
is anyone interested in how Internet number resource distribution is managed today, how the
current arrangements came into being, and the important considerations to be borne in mind
when contemplating amendments to current practice.
Distributing Internet numbering resources isn’t a ‘fire-and-forget’ operation. It requires
considerable associated administrative machinery and ongoing maintenance to ensure the
continued smooth operation of the network. This maintenance is critically informed by the
experiences of those operating the network themselves. For this reason, the bottom-up, inclusive
and consensus-driven processes that today’s resource distributors have developed are essential
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to the successful development and implementation of ongoing resource allocation procedures.
Those processes have evolved over time and it is informative to briefly review the historical
1
pathway that brought us to this point.
Internet number resource distribution, a brief history
Internet number resources are Internet Protocol (IP) addresses and Autonomous System (AS)
numbers. For a detailed explanation of the role of IP addresses, how they differ from phone
numbers, and many other important aspects of Internet number resource management, the reader
is referred to Stephen M. Ryan et al.’s excellent analysis [1]. Suffice to say here that IP addresses
are used to number Internet hosts and AS numbers are used to number the discrete networks that
when combined constitute the global Internet.
Initially, distribution of Internet number resources was handled by one man, Jon Postel.
The assignment of numbers is also handled by Jon. If you are developing a protocol or application
that will require the use of a link, socket, port, protocol, or network number please contact Jon to
receive a number assignment.
RFC790 [2]
Subsequently, in 1987, the responsibility for the assignment of IP numbers and ASNs was
assumed by the Hostmaster at the DDN Network Information Center (NIC) [3]. In 1991, the NIC
transitioned to Government Systems Inc., who subcontracted the work to Network Solutions, Inc.
[4]. Even before this however, it was recognised that decentralisation of the number resource
distribution function was desirable.
With the rapid escalation of the number of networks in the Internet and its concurrent
internationalization, it is timely to consider further delegation of assignment and registration
authority on an international basis. It is also essential to take into consideration that such
identifiers, particularly network identifiers of class A and B type, will become an increasingly
scarce commodity whose allocation must be handled with thoughtful care.
RFC1174 [5]
A later document enabling this recommendation also noted that, ‘The demand for network
numbers has grown significantly within the last two years and as a result the allocation of network
numbers must be approached in a more systematic fashion… The major reason to distribute the
registration function is that the Internet serves a more diverse global population than it did at its
inception. This means that registries which are located in distinct geographic areas may be better
able to serve the local community in terms of language and local customs.’ [6]
This document also set out the initial criteria for organisations desirous of qualification as Internet
number resource distributors, or ‘regional registries’:
It is important that the regional registry is unbiased and widely recognized by network providers
and subscribers within the geographic region. It is also important that there is just a single regional
registry per geographical region at this level to provide for efficient and fair sub-allocation of the
address space. To be selected as a distributed regional registry an organization should meet the
following criteria:
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Daniel Karrenberg et al. present this history in considerably more detail in [16].
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Figure 1 Number resource distribution organisational relationships

The brief history outlined above illustrates how the Internet number resource distribution function
has evolved over time. Today, the Internet number resource distribution is essentially an
engineering function co-ordinated between network operators and other stakeholders under
consensus agreements [10]. In addition, technology evolution has been embraced. IPv4
allocations have successfully evolved to meet the needs of the global community and IPv6
allocations, starting from a clean slate, are now able to leverage this successful global platform.
Internet number resource distribution requires careful stewardship
As described, the evolution of the present system was driven by a number of factors, namely:
•

growth in the number of networks and consequent demand for IP address space;

•

internationalisation of the internetwork leading to an increasingly diverse population of users,
and;

•

increasing scarcity of addresses leading to a need for careful allocation.

Building on these historical drivers, the three primary goals of the number resource distribution
function are as follows:
•

Conservation: to ensure efficient use of a finite resource and to avoid service instabilities due
to market distortions (such as stockpiling or other forms of manipulation);

•

Aggregation: to assist in maintenance of Internet routing tables at a manageable size, by
supporting techniques to ensure continued operational stability of the Internet, and;

•

Registration: to provide a public registry documenting address space allocations and
assignments, necessary to ensure uniqueness and provide information for Internet
troubleshooting at all levels [11].

It has long been recognized that the three primary goals can be in conflict with each other and
with the interests of individuals and organizations. Therefore number resource policies try to
balance the needs of the requestor with the needs of the Internet community as a whole. Within
the global framework it is also recognized that legitimate regional interests could justify varying
approaches in balancing these conflicts, therefore each regional community has always
developed its own specific policies and procedures. Nevertheless, the process by which IP
addresses are provisioned to resource users can be stated generically as that presented in Figure
2 below.
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Figure 2 Generic IP address provisioning process
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However, whereas the specific approaches may differ across the regions, all regional distributors
operate on a basic principle of open, transparent, consensus-based decision-making, following
self-regulatory practices that exist elsewhere in the Internet and other industries. The Internet is a
collaborative network-of-networks and, as such, necessitates these consensus-based processes
in order to obtain maximal community support for the institutions and policies that bind them
together. Furthermore, the resource registries all maintain not-for-profit cost-recovery systems and
organizational structures that seek to include all interested stakeholders. In the same way that
‘given enough eyeballs, all bugs are shallow’ [12], the inclusive, bottom-up approach to policy
formation adopted by the RIRs maximises the likelihood that adopted policies meet the needs of
the community in the widest sense, and simultaneously minimises the likelihood of conflict given
that we understand a priori the potential for conflict between the competing goals of the number
resource distribution function.
The activities and services of each of the registries are defined, performed, discussed, and
evaluated in open fora, whose participants are ultimately responsible for decision-making.
Ongoing discussions are carried out on the public mailing lists of each registry, which are open to
both the registry constituents and the broader community. This has the combined effect of
ensuring that everyone’s views can be heard, and their opinions will be considered. It
simultaneously ensures that the policy decisions that are made are widely supported by a
significant cross-section of the community. This is vital to ensure relevant policies that effect real
change on the network.
The staffs of the individual registries, representing their respective communities, also participate
actively in other Internet conferences and organizations and, importantly, each registry has a
strong tradition of participating in the public activities of the others.
De-centralisation: A fine balance
This last point is key. The current system works precisely because of the close co-ordination
between the regional registries that meet regularly as peer institutions operating collectively to
provide the global Internet number resource distribution function. Historically, as described above,
2
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Based on a slide in http://www.nro.net/documents/presentations/RIR-GAC-Vancouver1.ppt
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and security benefits required. Further de-centralisation is in conflict with the need to operate this
system reliably and effectively and is likely to erode the potential for improved Internet security in
the medium term. Concerns for a secure, stable and reliable network are best addressed by
continuing to provide for a well-coordinated, consensus-based resource distribution model. Indeed
the introduction of any resource distribution function that was not fundamentally part of the
existing global collaboration would severely undermine efforts to improve Internet security.
The open, bottom-up, consensus-driven processes that have served the Internet community so
well to date are also put at risk if de-centralisation of resource allocation policy control is made to
organisations with a restricted view of who is suitable to operate a network, and at what cost. This
could seriously harm the networks and the entrepreneurs that built them in many developing
regions of the global economy, for example [15].
Conclusions
Distributing Internet numbering resources isn’t a ‘fire-and-forget’ operation. It requires
considerable associated administrative machinery and ongoing maintenance to ensure the
continued smooth operation of the network. This maintenance is critically informed by the
experiences of those operating the network themselves. For this reason, the bottom-up, inclusive
and consensus-driven processes that today’s distributors have developed are essential to the
successful development and implementation of ongoing resource allocation procedures.
The commitment between the resource distributors and the resource users is bi-directional, and
resource distribution is essentially an operational engineering function that requires careful coordination and consensus building to succeed. Network operators have very strong incentives to
partner with operationally knowledgeable organisations when obtaining numbering resources and
will choose not to interconnect with networks that disregard this reality. As a consequence,
proposals either to further centralise or de-centralise the processes whereby Internet numbering
resources are distributed should be given very careful consideration indeed, with maintenance of
the fine balance that has served the community well to date uppermost in our minds.
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