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	Geneva, 4 April 2016

	Ref:
	TSB Circular 214
SG17/MEU
	-
To Administrations of Member States of the Union

	Tel:
	+41 22 730 5866
	

	Fax:
	+41 22 730 5853
	

	E-mail:
	tsbsg17@itu.int 
	Copy:
-
To ITU-T Sector Members;
-
To ITU-T Associates;
-
To ITU Academia;
-
To the Chairman and Vice-Chairmen of ITU-T Study Group 17;
-
To the Director of the Telecommunication Development Bureau;
-
To the Director of the Radiocommunication Bureau

	Subject:
	Meeting of ITU-T Study Group 17 with a view to approving draft Recommendations X.1258 (ex X.eaaa), X.1542 (ex X.simef) and X.1641 (ex X.CSCDataSec) in accordance with the provisions of Resolution 1, Section 9, of WTSA (Dubai 2012)
Geneva, 7 September 2016


Dear Sir/Madam,
1
At the request of the Chairman of ITU-T Study Group 17: Security, I have the honour to inform you that this Study Group, which will meet from 29 August to 7 September 2016, intends to apply the procedure described in Resolution 1, Section 9, of WTSA (Dubai, 2012) for the approval of the above-mentioned draft Recommendations.
2
The titles, summaries and locations of the draft ITU-T Recommendations proposed for approval will be found in Annex 1.
3
Any ITU Member State, Sector Member, Associate or Academic Institution aware of a patent held by itself or others which may fully or partly cover elements of the draft Recommendations proposed for approval is requested to disclose such information to TSB, in accordance with the Common Patent Policy for ITU-T/ITU-R/ISO/IEC.
Available patent information can be accessed on line via the ITU-T website (www.itu.int/ipr/).
4
Having regard to the provisions of Resolution 1, Section 9, I should be grateful if you would inform me by 2400 hours UTC on 17 August 2016 whether your Administration assigns authority to ITU-T Study Group 17 that these draft Recommendations should be considered for approval at the Study Group meeting.

Should any Member States be of the opinion that consideration for approval should not proceed, they should advise their reasons for disapproving and indicate the possible changes that would facilitate further consideration and approval of the draft Recommendations.
5
If 70% or more of the replies from Member States support consideration for approval of these draft Recommendations at the Study Group meeting, one Plenary session will be devoted on 7 September 2016 to apply the approval procedure.
I accordingly invite your Administration to send a representative to the meeting. The Administrations of Member States of the Union are invited to supply the name of the head of their delegation. If your Administration wishes to be represented at the meeting by a recognized operating agency, a scientific or industrial organization or another entity dealing with telecommunication matters, the Director should be duly informed, in accordance with Article 19, No. 239, of the ITU Convention.
6
The agenda and all relevant information concerning the ITU-T Study Group 17 meeting will be available from Collective letter 8/17.
7
After the meeting, the Director of TSB will notify, in a circular, the decision taken on these Recommendations. This information will also be published in the ITU Operational Bulletin.
Yours faithfully,

Chaesub Lee
Director of the Telecommunication
Standardization Bureau
Annex: 1
Annex 1
(to TSB Circular 214)
Summary and location of the texts
1
Draft new Recommendation ITU-T X.1258 (ex X.eaaa) (R 64)
Enhanced entity authentication based on aggregated attributes
Summary
Aggregating attributes from multiple attribute authorities may be needed in order to enable a relying party to enhance its trust in the identity of a party. The aggregation can be regarded as having to deal with a collection of globally unique identifiers, which is common across all attribute authorities. Practically, entities do not have a global identifier but have different entity identifiers and attributes assigned by their various identity service providers (IdSPs). To address the attribute aggregating problem in this scenario, the concept of identity federation is used. For example, if an e-book store plans to have a sale for seniors, the store has to be given the aggregated set of attributes (credit card and age bracket) from two IdSPs, but without the IdSPs knowing about each other's involvement. In standard federated identity management, an entity can only provide attributes from one identity, but this transaction requires attributes from two. There are several identity federation methods such as security assertion markup language (SAML), Shibboleth [b-Shibboleth], open identity (OpenID), and open authentication (OAuth), etc. Recommendation ITU-T X.1258 (X.eaaa) introduces the concept of attribute aggregation to allow an entity to aggregate attributes from multiple IdSPs. Attribute aggregation is the mechanism of collecting attributes of an entity retrieved from multiple identity service providers. Attribute aggregation is needed to aggregate the attributes dynamically on demand. IdSP can realize the aggregation request when an entity wants to get a service. Further on, an entity-centric attribute aggregation mechanism could also be applied to the authentication for mitigating privacy leakage.
2
Draft new Recommendation ITU-T X.1542 (ex X.simef) (R 61)
Session information message exchange format
Summary
In today's network environment, computer networks are vulnerable to threats from both inside and outside the organization. The firewall systems log session information about selected incoming and outgoing transmission control protocol/Internet protocol (TCP/IP) connections. However, those systems that are currently available are not generally interoperable because each system has its own special functionality, control mechanisms and session log formats. The need most security administrators face today is the maintaining of consistent session information exchange format across diverse firewall systems and even varied infrastructures. Recommendation ITU-T X.1542 (X.simef) describes the information model for the session information message exchange format (SIMEF) and provides an associated data model specified with extensible markup language (XML) schema. The SIMEF defines a data model representation for sharing the transport layer session log information regarding the centralized network security management and security information exchange system. The specification of any transport protocol is beyond the scope of this Recommendation. 
3
Draft new Recommendation ITU-T X.1641 (ex X.CSCDataSec) (R 63)
Guidelines for cloud service customer data security
Summary
Recommendation ITU-T X.1641 (X.CSCdataSec) provides generic security guidelines for the cloud service customer (CSC) data in cloud computing. It analyses the CSC data security lifecycle and proposes security requirements at each stage of the data lifecycle. Furthermore, the Recommendation provides guidelines on when each control should be used for best security practice.
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