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Dear Sir/Madam,

1.
Recommendation ITU-T E.156 outlines the procedures that the TSB Director should undertake when he has received reports of alleged misuse from members, including methods to address and counter any alleged misuse when such reports are brought to his attention.  According to that Recommendation “misuse of an E.164 international numbering resource occurs where the use of that numbering resource does not conform to the relevant ITU-T Recommendation(s) assignment criteria for which it was assigned or when an unassigned numbering resource is used in the provision of a telecommunication service.”
2.
The topic of numbering misuse was one of the topics discussed at the workshop on Origin Identification and Alternative Calling Procedures that was held in Geneva on 
19 and 20 March 2012, see:

http://www.itu.int/ITU-T/worksem/oi-acp/index.html 

3.
From 2006 through 2012, TSB received 21 reports of alleged misuse.  At its 
21-29 March 2012 meeting, ITU-T Study Group 2 (SG2) received a contribution from the GSM Association which stimulated discussions on Numbering Misuse.  The contribution contained 106 reports of alleged misuse from 14 mobile operators for the single month of February 2012 from the GSMA members.  The reports will be uploaded in due course to ITU-T web site on misuse of E.164 numbering resources and the information will be evaluated by SG2.  The web site in question is at:

http://www.itu.int/ITU-T/secured/misuse/index.html 

4.
The contribution from the GSM Association stated that numbering resource misuse is a key factor in fraud perpetrated against mobile networks and their customers.  The reports of alleged misuse identified international numbers or ranges used for fraudulent and artificial inflation of traffic incidents observed by mobile operator members of the Fraud Forum.  In most cases, the response of the network operator has been to block access to those numbers or ranges in order to prevent further fraud, and to inform other mobile operators via the Fraud Forum of the incident so that they can also consider blocking the numbers or ranges.
5.
The discussion in SG2 identified possible drivers for the misuse and led to the conclusion that further information on numbering misuse was required.  The possible drivers that were identified are:
a) Industry deregulation in many countries that has led to competition in providing international interconnectivity: what was once a service supplied by a single operator in each country is now provided by a number of competing operators. 

b) In addition, the routing of calls, which was previously based solely on the dialed country code, has evolved to allow operators to route calls based on number blocks within the country code and to use different transit routes based on number block rules.  This reflects the different structures that exist within national numbering plans and that have evolved over recent decades.  Further complexity occurs with the onset of number portability: additional signalling and routing details have been added such that there are additional complexities in determining valid telephone numbering details. 

c) Deregulation and evolution of national numbering plans has created a complex and variable charging structure associated with those plans, with the result that originating operators are continually seeking better commercial arrangements.  In such cases, the carrier receiving the call can be bypassed, even though their country code is being used.  From their perspective they are being defrauded of legitimate settlement revenues through the “misuse” of the number block drawn from their country code. 
6.
Independently of the nature of national numbering plans, the fundamental motivation for measures to counter numbering misuse is an intent to ameliorate an inevitable revenue leakage of international call accounting settlement payments where originating carriers base their pricing schedules on commercial arrangements using traffic routes that bypass traditional call accounting arrangements. 
7.
For many countries or operators that do not have significant competition the result is a financial blow.  They are seeing their foreign-sourced revenue stream disappear with the reduction in call termination minutes.  The opportunities available to operators to react to perceptions of misuse is limited, and the intention of this circular is to seek clarity on the issues associated with the perceived Numbering Misuse that may exist. 
8.
During the discussion in SG2, it was observed that the availability of up-to-date and authoritative information regarding the E.164 numbering plan was essential.  In particular the cases relative to misuse of unallocated number ranges might be easily avoided if up to date information regarding national numbering plans were available and maintained.
9.
Therefore, we request information from Member States and Sector Members on: 
a) Criteria to determine misuse.
b) Criteria to determine fraud.
c) What actions are taken by you to block telephone numbers – by individual telephone number, number range or country code?

d) What actions are taken by you when your telephone numbers are blocked for misuse?

e) What actions are taken by you when your telephone numbers are blocked for fraud?
f) What signalling information is sent by your network with the originating telephone number, and how is it passed to the next operator?

g) Do you assign telephone resources under your responsiblty outside of your geographic area of responsibility?  Note that needs to distinguish between Extra-territorial usage of numbering as opposed to numbering associated with mobile roaming.  Extra-territorial use is the use of numbers other than those assigned for mobile networks of the geographic area for which they are assigned/allocated.  See also the note published in Operational Bulletin 974 of 15.II.2011 which is attached as Annex 1.
h) At what frequency do you submit to the ITU information on your national numbering plans?  In this context, see Recommendation ITU-T E.129 and the web site at:
http://www.itu.int/oth/T0202.aspx?parent=T0202 

10.
Please note that there is no agreed definition of the term “fraud” in ITU-T: the matter is under study in ITU-T Study Group 3, pursuant to contribution COM 3 – C 97.  The GSMA Fraud Forum has definitions for specific types of “fraud”.  Therefore, when answering question (e) above, please use your own understanding of the term “fraud”. 
11.
We would appreciate your replying to this Circular by 1 November 2012, to the following address:
Telecommunication Standardization Bureau/ITU

Place des Nations

CH-1211 Geneva 20 (Switzerland)

Fax: +41 22 730 5853

Email: tsbsg2@itu.int
Yours faithfully,

Malcolm Johnson
Director of the Telecommunication
Standardization Bureau
Annex: 1

ANNEX 1
(to TSB Circular 296)
Note published in Operational Bulletin 974 of 15.II.2011
Source: TSB

It has come to our attention that certain organizations are offering the use of national E.164 numbers and/or shared E.164 network codes for international premium rate services.  In some cases, it would appear that calls to such numbers are “short-stopped” and do not terminate in the country or on the network to which the E.164 country code was assigned by the ITU.

In this context, please note that 6.2.6 of ITU-T Recommendation E.190 states: “E-Series numbering resources will only be utilized by the assignee for the specific application for which they have been assigned by the ITU-TSB.”  As a consequence, national numbering resources should be used only to provide national services.  Of course any party is free to advertise national numbers internationally, and indeed the very purpose of the international numbering scheme is to facilitate international calls.  However, any call placed to a national number should terminate in the country to which the number is assigned (except in the case of mobile roaming), because the national numbers were assigned for that purpose.  Thus, a national number should not be “short-stopped” outside of the country to which it has been assigned.  

Similarly, calls placed to shared E.164 network codes should be terminated on the network to which the code has been assigned, and should not be “short-stopped” outside of that network.

Operating agencies are hereby notified that any use of E.164 codes that is not consistent with the purpose for which the codes have been assigned may constitute misuse in the sense of Recommendation ITU-T E.156 and may be subject to action pursuant to the provisions of that Recommendation.

Furthermore, attention is drawn to TSB Circular 66 of the 2001 Study Period, regarding use of national numbers for international services.  That Circular is available at: http://www.itu.int/md/T01-TSB-CIR-0066/en .
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