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1, Introduction
NAT traversing management scheme has been proposed in clause 5 in the living list of working document – IPTV Architecture. This contribution addresses some requirements of middlebox traversal management from the service source to the end hosts. It is shown that using a middlebox traversal scheme not only enables applications to traverse middleboxes conveniently, but also guards the middlebox from malicious attack.
2, Discussion
A middlebox is any intermediate device performing functions other than the normal, standard functions of an IP router on the datagram path between a source host and destination host [IETF RFC3234]. The most common ones among these middlebox types may be network address translators (NAT), firewalls and VPN gateways.  NAT traversing management provides one approach of NAT traversing when there exists diversified NAT gateway device between terminal device and terminal management system, as previously addressed in the living list of working document-IPTV Architecture. Two remaining issues of middlebox traversal management are that there is no dynamic mechanism to modify middlebox rules, and there is no appropriate security mechanism to protect the middleboxes from exterior attack. Using a middlebox traversal management scheme not only satisfies the requirement of dynamic setup of connections from different applications, but also enhances the middlebox ‘s security  and reliability.
Using middle-box traversal management may help address this issue.
(1) Middlebox traversal management should support dynamic setup of middlebox’s rules and states. According to today’s application requirements, packet-filtering firewalls typically allow only traffic with certain port numbers or from/to certain addresses to pass. In addition, network address translators often need to create a binding for connections at the application level. In both cases, there is no standardized way to configure NATs and firewalls dynamically to open pinholes in the firewall and create address bindings in the NAT. Consequently, IP telephony, video conferencing, and multimedia applications, such as Microsoft NetMeeting, often suffer from the problem so that they cannot provide service across middleboxes. Their usage would be much wider, if the problem of dynamic configuring middlebox’s rules and states was solved already.
(2) Middlebox traversal management should support integration authentication and authorization mechanism with middleboxes. Firewall provides protection to network elements by enforcing access and filter policies used to monitor and control traffic to and from a network. NAT verifies the identity of the communication end points. But these current middleboxes only provide the form of filter based on five tuple of traffic, lacking authentication and encryption mechanism.
An exemplary solution of integration of authentication and encryption mechanisms with middlebox  is shown in Figure 1, where AAA infrastructure is introduced to provide middlebox with authentication and authorization mechanism and policy decision mechanism. Visited AAA server acts as a policy decision point, while the middlebox acts as a policy enforcement point. Upon intercepting a packet from end host, the middlebox requests authentication from AAA infrastructure. Once passing authentication, the middlebox may perform policy enforcement using local policy database stored in visited AAA, or home policy profile downloaded from home AAA. 

[image: image1]
Figure 1, an exemplary solution of AAA authentication based middlebox traversal
(3) Middlebox traversal management may support more efficient utilization of middleboxes with different capabilities, e.g. access control, filtering and modification, hiding, logging, etc. For example, verification of the identity of the communication end points on the basis of their port numbers and their IP addresses can be implemented based on access control capability, while a decision whether the data is forwarded or modified can be implemented based on filtering and modification capability.
3, Proposal
Proposal 1:

This document proposes to add new sub-clause 6.5.6 “middlebox traversal management” in Working document IPTV Services Requirements and add the following requirements in this clause.
IPTV_ARC_xxx: The IPTV Architecture is recommended to support mechanism to setup middlebox’s (middlebox may be NAT, firewall and VPN gateway) rules and policy dynamically.

IPTV_ARC_xxx: The IPTV Architecture is recommended to support a mechanism to enhance protection of  a middlebox by integrating authentication and authorization mechanisms with middleboxes.

Proposal 2:

We think the above discussion is helpful to enhance NAT traversing management. This document proposes to combine sub-clause 5.2.5 “NAT Traversing Management “ in T05-FG.IPTV-DOC-0102!!MSW-E with middlebox traversal management mentioned above and modify the text of sub-clause 5.2.5 to read as follows:

5.2.5 Middlebox traversal management

The northbound interface management function is responsible for resolving the middlebox traversing problem when if there exist diversified middlebox between terminal device and terminal management system. A middlebox is any intermediary device performing functions other than the normal, standard functions of an IP router on the datagram path between a source host and destination host that is defined in RFC3234. The most common ones among these middlebox types may be network address translators (NAT), firewalls and VPN gateways. Middlebox traversal management should support dynamic configuration middlebox’s rules and states and allow the integration of authentication and authorization mechanisms with middleboxes. It also may support more efficient utilization of middleboxes with different capabilities, e.g. access control, filtering and modification, hiding, logging, etc. The solution of middlebox traversing should not bring a burdensome load to the network management system and bearer network, whatever the technique is.
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