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Priority area

Place a tick against the area to which your proposal relates:

	Enabling environment
	

	Telecommunication/ICT policy and regulatory issues, including ICT economics (market analysis, cost modelling and tariffs) and statistics (indicators, measuring the information society).

	Infrastructure 
	

	Development of fixed, mobile and broadband networks, including broadcasting networks and spectrum management, next-generation networks, rural communications, emergency telecommunications and disaster relief.

	Applications
	(

	Specific applications for the use of ICTs, including, inter alia, e-government, e-health, e-ecology and climate change, etc., and fostering security and confidence in the use of ICTs, including protection of children and youth.

	Proposal within the framework of the programmes

Select the method of implementing the proposal:

	Establish tools
	

	Develop educational materials
	

	Information exchange (symposia, seminars, publications, research) 
	

	Direct assistance to countries, including projects
	(


Description of the proposal
Considering the increasing pace of IT penetration in secondary schools and other educational institutions at all levels, brought about by the implementation of a range of State and international programmes for the fitting out of educational establishments with computer equipment connected to the Internet, one of the most significant challenges is now to ensure efficient use of this technology and of the channels used to access the Internet.

In addition to the need to ensure that the resources invested are used to the best effect, another important consideration is maintaining an appropriate level of culture and morality in educational institutions, which is virtually impossible without establishing controls to ensure appropriate use of Internet access channels, namely by limiting access to entertainment content, including pornography and sites promoting violence. This issue is particularly relevant where school computer networks are concerned.

The Odessa National A.S. Popov Academy of Communications has considerable experience of implementing and running systems which restrict access to inappropriate content. In particular, thanks to a well-developed user environment (which includes operator participation) and a fairly lengthy period of using the system in its own corporate network, the academy has a database containing over 250 000 addresses of prohibited resources, which are used for the purpose of restricting access.
At the heart of the proposed system lies the principle of equipping every educational establishment with an in-house proxy server which periodically updates the database of prohibited content from the central server. For the purposes of its initial population and subsequent ongoing updating, the idea is to implement centralized processing of the log files from the said servers with subsequent regular (for example, weekly) elaboration of an updated version of the database of prohibited resources and automatic distribution of the new version to all of the proxy servers.

The availability of such a database, coupled with the experience gained in implementing similar systems, can be seen as the groundwork for its introduction as the basis of a unified system for restricting access to inappropriate Internet content in secondary schools and other educational establishments worldwide. The cost of implementing such a system in any given educational establishment will depend on the specific network setup (availability or otherwise of a dedicated hardware platform for the proxy server, availability or otherwise of technical personnel, Internet access configuration, etc.). However, given the possibility of using free software for this solution, the cost of implementing the system for restricting access to online entertainment content will depend solely on the cost of the hardware platforms (bearing in mind that in some cases existing workstations can accommodate the necessary software) and the labour costs involved in getting the system up and running.

The main requirement for an educational institution wishing to be connected to the system is that it have a dedicated Internet access channel.

Having regard to the message from the United Nations, delivered on the eve of World Telecommunication and Information Society Day, on protecting children from negative information on the Internet, and also the proposals made in the report of the ITU Secretary-General during the 2009 World Telecommunication Policy Forum aimed at protecting children from online exploitation, it is proposed that these goals be given practical validation through the implementation of a trial segment of the system for restricting access to inappropriate content, involving no fewer than 500 schools on the territory of CIS countries. In view of the support being given by the regional branches of the Ukrainian Ministry of Education and Science, the idea is for at least 250 of the 500 schools to be covered by the trial segment to be in Ukraine.

The estimated cost of implementing the project is USD 200 000, of which:

–
USD 100 000 for equipment (500 workstations at an estimated unit cost of USD 200);

–
USD 100 000 for the labour and travel involved in connecting the selected schools in CIS countries to the trial segment.

Expected duration of the project - one year.

Proposed funding arrangement:

· 50 per cent: ITU;

· 50 per cent: telecommunication administrations of countries with educational establishments to be connected to the system, each contributing in proportion to the number thereof.

Prerequisites for implementation of the project in any given country: support of the central authority responsible for education and science, and the requisite number of educational institutions connected to the Internet.      
Study group Questions

Place an "X" against any existing Questions under which studies are currently being carried out that relate to your proposal and which should be maintained. Otherwise, if necessary, add new Questions at the end of the list. 

	ICT strategies and policies

	Question 22/1:
	Securing information and communication networks: Best practices for developing a culture of cybersecurity
	X


______________[image: image2.png]


















Contact point:
Name/Organization/Entity:
Vadim Anatolevich Kaptur
Оdessa National A.S. Popov Academy of Communications
Phone number:
+380487317335

Email:
vadim.kaptur@onat.edu.ua
P:\ENG\ITU-D\CONF-D\RPM\RPM-CIS\000\022E.w11 (280058)
17/11/2009
17/11/2009

