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Geneva, 20 December 2004

	Ref:
	TSB Circular 9
COM 2/RH

	-
To Administrations of Member States of the Union

	Tel:
Fax:
E-mail:
	+41 22 730 5887
+41 22 730 5853
richard.hill@itu.int 
	Copy:
-
To ITU-T Sector Members;
-
To ITU-T Associates;

-
To the Chairman and Vice-Chairmen of Study Group 2;

-
To the Director of the Telecommunication Development Bureau;

-
To the Director of the Radiocommunication Bureau


	Subject:
	Reporting of possible misuse of numbering resources


Dear Sir/Madam,

1
This circular is a result of the discussions at the 18-20 May 2004 ITU T Study Group 2 (SG2) meeting in Geneva, and subsequent discussions at the 5-14 October 2004 World Telecommunication Standardization Assembly (WTSA-04), where Members’ contributions raised concerns over the established and/or possible misuses of numbering resources.  Part of the background for those discussions was provided by the responses to the 13 November 2003 Questionnaire on dissemination of information on E.164 numbering resources: see TSB Circular 195—the responses are tabulated in Addendum 1 and an analysis is given in SG2 TD 176 (WP 1/2) of the 2001-2004 Study Period.
2
Numbering resources are allocated, structured and their use defined by a series of ITU-T Recommendations.  In its Resolution 20, WTSA-04 has noted that it is in the common interest of ITU-T Member States and Sector Members that the Recommendations and guidelines for international telecommunication numbering, naming, addressing and identification resources should be known, recognized and applied by all and used to build and maintain the confidence of all in the related services.  However, it has come to the attention of SG2 that in some cases the use of numbers allocated by the ITU may not be in accordance with those Recommendations and decisions flowing from them (in particular but without limitation E.190, E.164, E.164.1, E.164.2, E.164.3, E.168.1, E.168, E.169, E.169.2, E.169.1, and E.169.3).  For example, SG2 has been made aware that such resources are being used in rogue software that accesses the Internet via international numbers without the full knowledge of customers (so-called web diallers).  As a consequence, dissatisfaction amongst Sector Members’ customers has increased and complaints have been sent to both operators and regulators. 

3
According to WTSA Resolution 20, “Procedures for allocation and management of international telecommunication numbering, naming, addressing and identification resources”, the assignment of international resources is a responsibility of the Director of TSB. The codes that are allocated by the Director of TSB should be used according to the purposes for which they have been allocated. In addition, WTSA-04 has instructed the Director of TSB, in close collaboration with Study Group 2, and any other relevant study groups, to follow up on the misuse of any numbering, naming, addressing and identification resources and inform the Council accordingly.

4
The conclusion of the discussions at the 18-28 May 2004 SG2 meeting was to invite the Director of the TSB to set up a mechanism that would facilitate further investigation of reported possible misuse of numbering resources.  Specifically, SG2 requested that the Director of TSB send a Circular, containing interim procedures regarding reporting of possible misuse of numbering resources, and publish a notice in the ITU Operational Bulletin (ref. 3.2.10 of the Report of the Study Group 2 Meeting, Geneva, 18 – 28 May 2004).  In this context, “misuse” of numbering resources means that they are not being used in accordance with the relevant ITU-T Recommendation(s).  Alternatively, the use of the numbering resource may not be in accordance with the conditions laid down when the resource was assigned: for example, where assignment was made to fulfil a particular stated service application and in reality the resource is being used for a quite different application.  In this respect, attention is drawn to 6.2.6 of ITU-T Recommendation E.190.

5
This Circular responds to the request by SG2 and the subsequent instructions of WTSA-04.  A set of interim procedures is described in Annex 1 of this Circular.  Those interim procedures are based on the interim procedures agreed by SG2, as modified (in accordance with the decision of SG2) on the basis of discussions with the Chairman of Study Group 2 and her designated advisors for this matter, and will form the basis of a future recommendation.

6
Member States and Sector Members are asked to use the interim procedures in Annex 1 of this Circular to notify the TSB of situations that they are aware of that indicate possible misuse of numbering resources and to explain why they believe that a misuse is occurring, for example use of non-assigned resources, or incorrect routing of assigned resources, or use of resources for purposes other than those for which they were assigned.  

7
Member States are also invited to publish in the ITU Operational Bulletin such communications as they think appropriate in connection with possible misuse of numbering resource that is their responsibility, for example pointing out that particular numbering ranges are not assigned and therefore should not be routed.

8
The attention of Member States is drawn to Council Resolution 262, Complaints from Members of the Union against other Members of the Union, which 
invites Members of the Union to abstain from calling upon the Secretary‑General to acquaint other Members with their disputes, either by publication in a Notification or by any other means; and instructs the Secretary-General to refer those Members submitting complaints against other Members to the terms of the present Resolution, and to advise them that, in consequence, he cannot comply with their request.  This is a generic resolution that also applies to the Director of TSB and to notices for the ITU Operational Bulletin.  The full text of this Resolution is reproduced as Annex 2 of this Circular.

9
General information on these activities, including this Circular, can be found at:


http://www.itu.int/ITU-T/secured/misuse/index.html 


That website contains a form to use to report possible misuse, as well as to access notifications received by TSB and follow-up replies or actions.

10
For your convenience, Resolution 20, as revised by WTSA-04, is reproduced as Annex 3 of this Circular.

Yours faithfully,

H. Zhao
Director of the Telecommunication
Standardization Bureau

Annexes: 3

ANNEX 1
(to TSB Circular 9)


Interim Procedures for reporting possible misuse of numbering resources

These procedures are intended to assist the TSB to gather and disseminate reports from Member States and Sector Member concerning possible misuse of numbering resources and to carry out the instructions of WTSA Resolution 20.  In this context, “misuse” of numbering resources means that they are not being used in accordance with the relevant ITU-T Recommendation(s).  Alternatively, the use of the numbering resource may not be in accordance with the conditions laid down when the resource was assigned: for example, where assignment was made to fulfil a particular stated service application and in reality the resource is being used for a quite different application.  In this respect, attention is drawn to 6.2.6 of ITU-T Recommendation E.190.

In order to achieve this goal, two different scenarios exist.

1
Shared network codes (881, 882, etc.), global service codes and country codes that have not been assigned; for all of which TSB is, in effect, the assignee at the country code level

1) On receipt of a report from a Member State or Sector Member of a possible misuse of a shared Network code, the TSB shall inform an assessment committee, comprised of the Chairman of SG2 and his designated advisors/representatives (experts drawn from SG2), who will reach an initial opinion of whether the complaint is valid.  Originators of reports may request to remain anonymous, in which case their name shall remain confidential within TSB.

2) On conclusion of the discussions of the assessment committee, that there is reason to suspect misuse of a Network code, the TSB shall write to the assignee, requesting clarification from the assignee.  

3) The letter shall identify the issue to the assignee, remind the assignee of the relevant conditions associated with assignment, and ask for a response within 45 days as to whether the assignee is aware of the reported possible misuse, or whether the assignee considers that there is no misuse, or how the assignee will proceed in rectifying the issue and in what timescales.

4) On receipt of a response from the assignee the TSB shall inform the assessment committee, and monitor any further responses as notified.

5) The assessment committee may make recommendations to the Numbering Coordination Team (NCT) regarding what remedial actions are appropriate.  Examples of remedial actions could be (but are not limited) to withdraw the assignment, to publicise the misuse via the Operational Bulletin, or to publicise measures as advised by the assignee that originating networks can take to avoid routeing calls to the numbers that are being misused.

6) The NCT shall make a recommendation to the Director of TSB with respect to what, if any, actions to take.

7) The TSB will notify the initiator of the report of the progress and outcome of the steps outlined above.

2
Geographic country codes 

1) On receipt of a report from a Member State or Sector Member of a possible misuse of a numbering resource, the TSB shall inform:

a) An assessment committee, comprised of the Chairman of SG2 and his designated advisors/representatives.  The committee may advise the Director regarding information that could be provided for consideration to the concerned Member States.

b) The Member State or other assignee of the concerned numbering resource (none if the resources is not assigned).

c) The Member State from whose jurisdiction the report is initiated.

3
Availability of reports and replies 

All reports, and any replies, will be posted by the TSB on a web site protected by the TIES password. Originators of reports may request to remain anonymous, in which case their name shall remain confidential within TSB. 

4
Submission of reports of possible misuse 

Member States and Sector Members are requested to report possible misuse by using the form on the web site at:


http://www.itu.int/ITU-T/secured/misuse/notification.asp 

Any reported case of possible misuse will be processed in accordance with 1 and 2 above.

Member States and Sector Members can consult the reported cases, and the actions taken in response, by accessing the website at:


http://www.itu.int/ITU-T/secured/misuse/tables.html 

5
Follow-up actions 

Member States are invited to publish in the ITU Operational Bulletin such communications as they think appropriate in connection with possible misuse of numbering resource that is their responsibility, for example pointing out that particular numbering ranges are not assigned and therefore should not be routed. 

ANNEX 2
(to TSB Circular 9)

ITU Council Resolution 262

Complaints from Members of the Union against other Members of the Union

(C-1952, last amended C-1984)
The Council,


considering
a)
that the Secretary‑General is requested to inform all Members of the Union of complaints made by certain Members, and of concern to a limited number of Members only;

b)
that the Secretary‑General is not competent to intervene in disputes arising between Members of the Union;

c)
that two procedures are laid down for the settlement of disputes:

a)
direct, friendly negotiations between the Members concerned;

b)
recourse to the provisions of article 50 of the Nairobi Convention, 1982,


invites Members of the Union to abstain from calling upon the Secretary‑General to acquaint other Members with their disputes, either by publication in a Notification or by any other means,


instructs the Secretary‑General  to refer those Members submitting complaints against other Members to the terms of the present Resolution, and to advise them that, in consequence, he cannot comply with their request.

ANNEX 1
(to TSB Circular 9)

WTSA Resolution 20

Procedures for allocation and management of international telecommunication numbering, naming, addressing and identification resources

(Helsinki, 1993; Geneva, 1996; Montreal, 2000 ; Florianópolis 2004)

The World Telecommunication Standardization Assembly (Florianópolis 2004),


recognizing

a)
the relevant rules of the International Telecommunication Regulations (ITR) regarding the integrity of numbering resources;

b)
the instructions in the resolutions adopted by plenipotentiary conferences relevant for the stability of the numbering plans, especially the E.164 plan, and in particular resolves to instruct 2 of Resolution 133 (Marrakesh, 2002) of the Plenipotentiary Conference: 

“to take any necessary action to ensure the sovereignty of ITU Member States with regard to country code numbering plans and addresses will be fully maintained, as enshrined in Recommendation E.164 of the ITU Telecommunication Standardization Sector, in whatever application they are used”,

noting

a)
that the procedures governing the allocation and management of international numbering, naming, addressing and identification resources and related codes (e.g. new telephone ISDN country codes, telex destination codes, signalling area/network codes, data country codes, mobile country codes) are laid down in the relevant E‑, F-, Q- and X-Series ITU-T Recommendations;

b)
that the principles concerning future numbering, naming, addressing and identification plans to deal with emerging services or applications and relevant number allocation procedures to meet international telecommunication needs will be studied in accordance with the ongoing work programme approved by this assembly for study groups of the ITU Telecommunication Standardization Sector (ITU-T); 

c)
that the national authorities responsible for allocation of numbering, naming, addressing and identification resources, including Q.708 signalling area/network codes and X.121 data country codes, normally participate in Study Group 2;

d)
that it is in the common interest of ITU-T Member States and Sector Members that the Recommendations and guidelines for international telecommunication numbering, naming, addressing and identification resources should be:

i) known, recognized and applied by all; 

ii) used to build and maintain confidence of all in the related services;

e)
Articles 14 and 15 of the ITU Convention concerning the activities of ITU-T study groups and the responsibilities of the Director of the Telecommunication Standardization Bureau (TSB), respectively,

considering

that the assignment of international numbering, naming, addressing and identification resources is a responsibility of the Director of TSB and the relevant administrations,

instructs

1
the Director of TSB, before assigning, reassigning and/or reclaiming international numbering, naming, addressing and identification resources, to consult:

i)
the chairman of Study Group 2, in liaison with the chairmen of the other relevant study groups, or if needed the chairman's delegated representative; and

ii)
the relevant administration(s); and/or

iii)
the authorized applicant/assignee when direct communication with TSB is required in order to perform its responsibilities.

In the Director's deliberations and consultations, the Director will consider the general principles for numbering, naming, addressing and identification resource allocation, and the provisions of the relevant E-, F-, Q- and X-Series of ITU-T Recommendations;

2
Study Group 2, in liaison with the chairmen of the other relevant study groups, to provide the Director of TSB:

i)
advice on technical, functional and operational aspects in the assignment, reassignment and/or reclamation of international numbering, naming, addressing and identification resources in accordance with the relevant Recommendations, taking into account the results of any ongoing studies; 

ii)
guidance in cases of reported complaints about misuses of an international telecommunication numbering resource;

3
the Director of TSB to take the appropriate measures where Study Group 2, in liaison with the other relevant study groups, has provided advice and guidance in accordance with instructs above; 

4
the Director of TSB, in close collaboration with Study Group 2, and any other relevant study groups, to follow up on the misuse of any numbering, naming, addressing and identification resources and inform the Council accordingly; 

5
Study Group 2 to study, urgently, necessary action to ensure that the sovereignty of ITU Member States with regard to country code numbering, naming, addressing and identification plans is fully maintained, as enshrined in Recommendation E.164 and other relevant Recommendations; this shall cover ways and means to address and counter any misuse of any numbering, naming, addressing and identification resources, and of call progress tones and signals, through proper development of a proposed resolution and/or the development and adoption of a Recommendation towards this aim.
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