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A Forensic Watermark is a message, robustly bound to content, that aids in tracing the content back to where it left the legitimate channel.  The requirements offered here are designed to ensure that IPTV designs are compatible with state-of-the-art watermark technology and architectures.  Cinea, Inc. a Dolby Company develops and markets technology for Forensic Watermarking applications, and owns Intellectual Property, licensable on RAND terms, pertaining thereto.
Watermark Quality
The watermark should be minimally perceptible, to the extent that it is highly unlikely to be noticed by a naïve consumer, and only a small portion of the watermark signal (<1.0%) is identifiable by an experienced observer.

Watermark Robustness
The watermark must survive manipulations that may occur if the content is pirated, as well as non-targeted methods intended to suppress the watermark.  Such manipulations include cropping; filtering; resampling of the analogue signal; changes to contrast, brightness, and gamma; frame rate changes; recompression; noise addition; and resolution changes.

In general, processing that suppresses the watermark should result in collateral damage to the content to a degree that its commercial value is greatly reduced.
Watermark metadata channel

Transport mechanisms used in IPTV systems shall provide a channel for watermark metadata
.

The channel shall preserve the temporal relationship between the metadata and the video content.  

The watermark metadata stream shall be provided the same level of protection (scrambling or encryption) as the content itself.

Systems using MPEG2 Transport shall make the User Private Data stream available for this purpose.  

Specifications for components of consumer equipment capable of receiving IPTV content (e.g. a descrambler) shall provide a means to decrypt and separate (Demux) the watermark metadata stream, and securely forward it to the forensic watermark function.

Secure channel for the forensic message

Specifications for IPTV DRM and CAS component interfaces and APIs shall provide a secure means of transmitting a forensic message to a forensic watermarking component.

Such means may be analogous to the mechanism by which descrambling keys or control words are conveyed to the descrambler.

Secure channel for embedding status

Specifications for IPTV equipment shall provide a mechanism for the forensic watermarking component to abort playback if deprived of the resources (e.g. by tampering) required to mark the content.

Unmarked plain text security

IPTV equipment designs and specifications shall provide a secure mechanism whereby a content provider can ensure that clear content (i.e. after descrambling) is protected from exposure on any user accessible bus, storage, or memory, prior to a watermark having been applied.   

� Watermark Metadata as described in the contribution entitled Forensic Marking for IPTV, 3rd FG IPTV, Mountain View CA. 
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