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1. Introduction
Device security issues of IPTV include protecting the secure information in the terminal devices and keeping the normal operation of the devices. There will be many kinds of threats that affect the device security. For example, there are attempts for unauthorized content access, secret information retrieval, and impersonation. The attempts can be performed in various ways. Malicious users can modify device hardware, tap system bus or interface, or use hacking tools to steal content key or clear contents. Attacks from network are also possible because IPTV devices are connected to Internet. Terminal devices must provide mechanisms to safely store secret information and resist various attacks that may cause damage to device operation. This contribution addresses possible threats in device security and requirements to resist the threats.
2. Device security threats
 Some security threats for IPTV terminal devices are listed as follows.
· Illegally accessing clear content by tampering device hardware or software. For example, clear contents can be copied by bus data interception or DRM software cracking.
· Illegally accessing keys or other secret information in devices using software cracking or hardware tampering. Attackers can tamper the device memory or analyze the data flow to obtain the keys and other secrets. Content key exposure results in content leakage and device key leakage leads to device impersonation. 
· Illegally accessing user private information stored in devices using hardware or software methods. Attackers can tap part of devices to get the users’ ID or other private information. 
· Device malfunctioning by hardware methods, such as control of the device clock system to disable the functions of the DRM/CAS systems, or by software methods, such as installation of viruses to exhaust the device resources.

· Accidental threats by users’ mistakes, such as unintentional deletion of system information or sudden power off during the operation.  
3. Device security requirements
Terminal devices shall satisfy following security requirements. 
· Content protection

The final goal of device hacking is to steal or copy clear contents. Although content protection systems such as CAS and DRM are used to protect the contents, they still have limitation. DRM/CAS systems protect contents by cryptographic techniques, and the contents must be decrypted for consumption. The contents are no more protected by DRM/CAS systems after decryption. Then, devices should protect the decrypted contents.
Terminal devices shall meet the following requirements.
· Clear contents shall not be transmitted through user accessible buses or stored into user accessible storage or memory.

· Devices shall not retransmit contents to output or display ports without the permission of content protection systems such as DRM/CAS systems.

· Content key protection
The leakage of content keys means the leakage of clear contents. Therefore, content keys should be safely stored in devices.
· Devices shall provide methods to protect content keys from unauthorized access. Only DRM/CAS systems shall access their contents keys.
· Device secret protection 
IPTV devices will contain some values such as device secret keys. In addition to secret keys, devices may have other secret or trust values such as secure clock state and device ID. Malicious users can copy or modify these values to use contents illegally. For example, they can use time expired contents by modifying clock state. Any secret values used in IPTV devices shall be protected from unauthorized access.
· Device secret keys shall be accessible only by a built-in device cryptographic module, and all cryptographic operation with the keys shall be done through the cryptographic module. Users and system components other than the cryptographic module shall not be able to access the device secret keys directly. The cryptographic module and keys shall be packaged into a tamper resistant hardware such as silicon chip so that the device key cannot be accessed from outside.

· Devices shall store secret or trust values securely so that they cannot be accessed and modified in unauthorized way.
· User information protection
Hackers can try to steal other users’ information such as ID and password. The stolen information can be used for impersonation.
· Devices shall store user information securely so that unauthorized users or software cannot access them. 

· Software protection
There are many kinds of software in IPTV devices from system software to application software. System software such as operating system, and content protection system software, such as DRM and CAS software, are important in security aspect. Tampering these software can cause device failure or contents leakage. 
· Devices shall be designed to frustrate attempts to tamper system software and content protection system software.

· Devices shall have methods to verify the integrity of system software and content protection system software.

· Hardware tamper resistance
Malicious users may replace or modify hardware components to steal clear contents, secret information or circumvent content protection systems.

· Attempts for removing, replacing, or modifying any hardware components shall cause system failure.

· Providing secure communication method and authentication
IPTV devices normally communicate with other components in the network such as content servers to use contents. During the communication, secure channels should be established between server and IPTV devices to exchange secure information. Mutual authentication between device and server is also required.
· Devices shall support secure communication protocols.

· Devices shall support mutual authentication method.

· Protection from malicious code
Malicious codes can be installed and cause various problems in the IPTV devices. Worms can reduce device performance by occupying system resources such as CPU and RAM. Trojan horse viruses can be installed so that hackers can manage the device or steal secret information. IPTV devices shall provide countermeasures against the malicious codes.

· During software installation, devices shall check the possibility of the danger of the software. For example, devices can perform software authentication process before installation.

· Devices shall provide hardware or software mechanisms to detect, isolate and remove malicious codes or viruses.

· Interoperability and renewability support for content protection system.
Content protection systems should be interoperable and renewable. Downloadable DRM/CAS can be a possible solution for both requirements. New DRM/CAS software can be downloaded from servers when it is required to use a new type of content or when existing DRM/CAS software is compromised. For this purpose, devices shall meet the following requirements. 
· Devices shall support secure download protocol for DRM/CAS software. 

· Devices shall have the ability to authenticate the DRM/CAS software and servers providing the software.
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