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Description of the proposal
The digital revolution has changed how business is transacted, how governments operate. Globalization and technology advancement have made critical infrastructure vulnerable and thus a potential terrorist target. Countries face real risks, and vulnerabilities in the critical information systems could be exploited by adversaries. They seek to incapacitate critical infrastructure and key resources to threaten national security, causing considerable mass casualties, weaken world economy, and damage public morale and confidence. Cyberspace is far from secure today. In the light of this changing environment, there is an urgent need to take action – at national as well as international levels – against all forms of cybercrime.

It is the role of governments to face computer security challenges. These challenges are serious in a context where there is an absence of appropriate organizational and institutional structures to deal with incidents. But more important than the question of which agency or agencies should be given the responsibility for computer security, is the point that some national leadership should be designated to ensure that computer security will receive government-wide attention. Therefore, sectors and lead agencies should assess the reliability, vulnerability, and threat environments of the infrastructures and employ appropriate protective measures and responses to safeguard them.

Governmental Cyber Security Policies are not enough. It becomes necessary to create and endorse a “Generic Policy Model” of Cyber Security, associated to “National Coordinated Strategies” against cybercrime. The need for appropriate national and regional organizational structures to deal with cybercrime, is more than any time.

The ITU has already proposed a whole process for developing and implementing a national cybersecurity plan [ICEGOV1]. But this process requires a comprehensive strategy that includes an initial broad review of the adequacy of current national practices. 

National CyberSecurity Management System, called “NCSecMS”, can be considered as a tool the goal of which is to facilitate the achievement of National Cybersecurity, at both the national and regional levels. It consists in 4 steps, containing the following components:

· Step 1: NCSecFR (Framework)

The best practice proposal for National Cybersecurity, called “NCSecFR”, is a global framework answering the needs expressed by the ITU in its Global CyberSecurity Agenda (GCA). Fully inspired from ISO 27002 standard, it is a code of practice for Organizational Structures and Policies on cybersecurity at the national level, consisting in 5 domains and 34 processes, in order to help building regional and international cooperation for watch, warning, and incident response.

· Step 2: NCSecMM (Maturity Model)

As long as a global national framework for cybersecurity is defined, the “NCSecMM” is associated to this best practice proposal for National Cybersecurity, called “NCSecFR”. Inspired from Cobit's maturity model, it will enforce national cybersecurity governance implementation, showing thus what has to be done to improve for each process, at the national and regional levels.

· Step 3: NCSecRR (Roles & Responsibilities)

Responsibility Charting is a technique for identifying functional areas where there are process ambiguities, bringing the differences out, and resolving them through a cross-functional collaborative effort. A “National RACI chart”, called “NCSecRR”, is provided, and defines, among the stakeholders, who are “Responsible”, “Accountable”, “Consulted” and “Informed” for each of the 34 NCSec processes. The “RACI chart” defines in detail what has to be delegated and to whom, and what kind of responsibility will be affected to one stakeholder instead of another.

· Step 4: NCSecIG (Implementation Guide)

The implementation guide associated to National CyberSecurity, called “NCSecIG”, offers an efficient process control mechanism, in order to guarantee a good comprehension of the interaction between these processes, using ISO 27001 and ISO 27003 approaches.
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