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Annex A

Proposed Changes

Summary: eDOCSIS (SLED) Clarifications

Change #1

NEW TEXT: Section 5.2.5.2.1  (New paragraph to be added after the third paragraph)
The SLED MIB values revert to power-on values when the CM de-registers or loses Operational state; the sledGlobalEnable will revert to ‘false’ and in-progress packet generation or loopback will be stopped.

Change #2

ORIGINAL TEXT: Section 5.2.5.2.2  (add footnote after step #5)

5. When operating in loopback mode, all Ethernet packets forwarded across the indicated LCI by the eCM will be processed as follows:

NEW TEXT: Section 5.2.5.2.2
5. When operating in loopback mode, all Ethernet packets forwarded across the indicated LCI by the eCM will be processed as follows:1
1 Note: The eCM MUST remove the Ethernet FCS/CRC32 before encapsulating and processing the packet for loopback.  Because the CRC32 may not be present,  may be incorrect, and is not relevant to the SLED loopback tests, it is omitted from the packet that is looped back.
Change #3

ORIGINAL: Section 5.2.5.2.2 - Figure 5-7
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NEW Figure:
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Annex B

Proposed Changes

Summary:  Minor corrections to Annex a - SLED MIB Definition
Revise Text as shown below (only changes indicated; red strikethrough is deleted text, blue double underline is inserted new text):

Annex A 

SLED MIB Definition
SLED-MIB DEFINITIONS ::= BEGIN

IMPORTS

    MODULE-IDENTITY,


       Integer32,


       OBJECT-TYPE

        FROM SNMPv2-SMI


       TruthValue,


       TimeStamp


          FROM SNMPv2-TC


       OBJECT-GROUP,


       MODULE-COMPLIANCE  
FROM SNMPv2-CONF 

    clabProjDocsis        
FROM CLAB-DEF-MIB

    InterfaceIndex        
FROM IF-MIB

    ;

sledMib MODULE-IDENTITY

    LAST-UPDATED    "200312300000Z" -- December 30, 2003       "200411240000Z" -- November 24, 2004
    ORGANIZATION       "CableLabs eDOCSIS Working Group"

    CONTACT-INFO 

            "John Eng

            Postal:    
Cable Television Laboratories, Inc 



400 Centennial Parkway
                       858 Coal Creek Circle



                       Louisville, CO 80027

                       

U.S.A.

            Phone:  +1 303-661-9100

            Fax:    +1 303-661-9199

            E-mail: mibs@cablelabs.com"

    DESCRIPTION

            "This MIB module provides the management objects necessary

            to configure and invoke the Software Loopback Application 

            for eDOCSIS (SLED) functionality."

    REVISION        "200312300000Z" -- December 30, 2003 "200411240000Z" -- November 24, 2004 
            DESCRIPTION 

               "InitialSecond version of the ITU-T eDOCSIS SLED MIB module 

                Acknowledgement:

                 Greg Nakanishi of Motorola, Inc." 
     ::=  { clabProjDocsis 1317 } 

-- Administrative assignments

sledNotifications             OBJECT IDENTIFIER ::= { sledMib 0 }

sledMibObjects                OBJECT IDENTIFIER ::= { sledMib 1 }

sledMibNotificationsObjects   OBJECT IDENTIFIER ::= { sledMib 2 }

sledMibConformance            OBJECT IDENTIFIER ::= { sledMib 3 }

-- Object Groups

sledGlobal

        OBJECT IDENTIFIER ::= { sledMibObjects 1 }

sledLoopback

      OBJECT IDENTIFIER ::= { sledMibObjects 2 }

sledPktGen

        OBJECT IDENTIFIER ::= { sledMibObjects 3 }

--

-- The following group describes the objects that apply to

-- both loopback and packet generator SLED functionality

-- 

sledGlobalEnable OBJECT-TYPE

    SYNTAX      TruthValue 

    MAX-ACCESS  read-write

    STATUS      current

    DESCRIPTION

            "This object allows the SLED functionality to be 

            enabled/disabled.

  
   This object may only be updated prior to

            device registration.  If
   the device has completed

            registration, any attempt to update
   the value of this

            object returns 'notWritable'.
   Prior to registration, if the

            value of this object is set to        'true', the SLED

            functionality is enabled and access to this MIB is        allowed.

              Prior to registration, if the value of this object is set

            to        'false', the SLED functionality is disabled and any

            attempt to         update other objects in this MIB returns

            'noAccess'.
  
  "


    DEFVAL { false }

    ::= { sledGlobal 1 } 

--

-- The following group describes the loopback objects 

--

sledLoopbackInterface OBJECT-TYPE


    SYNTAX

      InterfaceIndex


    MAX-ACCESS
  read-write


    STATUS

      current


    DESCRIPTION


              "The index of the logical CPE interface (LCI) that the SLED


               loopback function is attached to.  If the index does not


               correspond to a LCI supported by this device, 'wrongValue'


               is returned.

            Any attempt to set this object while sledLoopbackEnable is

            set to 'true' returns 'notWritable'."


    ::= { sledLoopback 1 }          

sledLoopbackEnable OBJECT-TYPE


    SYNTAX      TruthValue 

    MAX-ACCESS  read-write

    STATUS      current

    DESCRIPTION

            "Setting this object to 'true' enables the loopback

            function. Setting this object to 'false' disables the

            loopback function. When enabled, allthe eCM removes the
            Ethernet FCS/CRC32 from the original packets. All Ethernet
            packets received by the SLED from the LCI are then

            processed
            as follows:
            1. If the received Ethernet packet is greater than 1472

              octets, the Ethernet packet is split into two fragments,

              the first consisting of the first 1472 octets of the

              Ethernet packet and the second containing the remaining

              octets, resulting in two payloads that are processed as

              described below. If the received Ethernet packet is less

              than or equal to 1472 octets, the entire packet will be

              processed as a single payload.  

            2. For each payload generated in step 1, the payload is 

              appended to the contents of sledLoopbackPktHdr.

            3. The mutable fields within sledLoopbackPktHdr MUST be 

              recomputed. The mutable fields are IP Header Checksum, IP

              Total Length, UDP Checksum, and UDP  Length.

            4. If the Ethernet packet was fragmented in step 1, the 

              appropriate IP header fields (Flags and Fragment Offset)

              are updated to indicate IP fragmentation. These IP

              fragmentation header values will differ depending on

              if this is the first or second fragment being processed.

            5. The Ethernet FCS is computed and appended.

            6. The resulting Ethernet packet is transmitted to the

              LCI."


    DEFVAL { false }

    ::= { sledLoopback 2 }

sledLoopbackPktHdr OBJECT-TYPE


    SYNTAX      OCTET STRING (SIZE(42)) 

    MAX-ACCESS  read-write

    STATUS      current

    DESCRIPTION

            "A properly formatted Ethernet(DIX)+IP+UDP headers for use

            in SLED loopback processing as described in

            sledLoopbackEnable. The object value contains mutable

            fields that are recomputed: the IP Header Checksum,

            IP Total Length, UDP Length, and UDP Checksum. Any attempt

            to set this object while sledLoopbackEnable is set to

            'true' returns 'notWritable'."

    ::= { sledLoopback 3 }

--

-- The following group describes the packet generation objects 

--

sledPktGenInterface OBJECT-TYPE


    SYNTAX

      InterfaceIndex


    MAX-ACCESS
  read-write


    STATUS

      current


    DESCRIPTION


              "The index of the logical CPE interface (LCI) that the SLED


               packet generation function is attached to.  If the index

            does
    not correspond to a LCI supported by the device,

            'wrongValue'
    is returned. Any attempt to set this object

            while         sledPktGenTrigger is set to 'start' returns

            'notWritable'."


    ::= { sledPktGen 1 }
sledPktGenPayload OBJECT-TYPE


    SYNTAX      OCTET STRING (SIZE(64..1518)) 

    MAX-ACCESS  read-write

    STATUS      current

    DESCRIPTION

            "The properly formatted Ethernet packet payload to be

            generated.        Any attempt to set this object while

            sledPktGenTrigger  is set        to 'start' returns

            'notWritable'."

    ::= { sledPktGen 2 }

sledPktGenRate OBJECT-TYPE


    SYNTAX      IntegerUnsigned32 
    MAX-ACCESS  read-write

    STATUS      current

    DESCRIPTION

            "The packet rate (in packets per second) that the SLED is

            to        transmit the packet specified in the sledPktGenPayload.

            Any        attempt to set this object while sledPktGenTrigger is

            set to        'start' returns 'notWritable'."


    DEFVAL { 10 }

    ::= { sledPktGen 3 }

sledPktGenNumPkts OBJECT-TYPE


    SYNTAX      IntegerUnsigned32 
    MAX-ACCESS  read-write

    STATUS      current

    DESCRIPTION

            "Number of packets to be generated at the rate specified by 
            sledPktGenRate. Any attempt to set this object while 
            sledPktGenTrigger  has been set to 'start' will return 
            'notWritable'."


    DEFVAL { 1 }

    ::= { sledPktGen 4 }

sledPktGenTrigger OBJECT-TYPE


    SYNTAX      INTEGER {


          start(1),


          stop(2)


    } 

    MAX-ACCESS  read-write

    STATUS      current

    DESCRIPTION

            "This object controls the packet generation.  Setting this

            object to 'start' causes the packet generation to begin.

            Reading this  object will return 'start' if a packet

            generation is in progress, otherwise it will return 'stop'.

            Setting this object to 'stop' while packet generation is in

            progress aborts the packet  generation.  `

            to 'start' while packet  generation is in progress,

            'wrongValue' is returned."


    DEFVAL { stop }

    ::= { sledPktGen 5 }

sledPktGenLastTrigger OBJECT-TYPE


    SYNTAX      TimeStamp 

    MAX-ACCESS  read-only

    STATUS      current

    DESCRIPTION

            "Value of sysUptime when the  packet generation was

            last triggered."

    ::= { sledPktGen 6 }         

-- Conformance information *******************************************

sledMibCompliances  OBJECT IDENTIFIER ::= { sledMibConformance 1 }

sledMibGroups       OBJECT IDENTIFIER ::= { sledMibConformance 2 }

-- Compliance statements

sledMibCompliance MODULE-COMPLIANCE

    STATUS      current

    DESCRIPTION

            "The compliance statement for SLED."

    MODULE
-- unconditionally mandatory groups

    MANDATORY-GROUPS {

            sledMibBaseGroup

    }

    ::= { sledMibCompliances 1 }

sledMibBaseGroup OBJECT-GROUP

    OBJECTS {



           sledGlobalEnable,



           sledLoopbackInterface,



           sledLoopbackEnable,



           sledLoopbackPktHdr,



           sledPktGenInterface,



           sledPktGenPayload,



           sledPktGenRate,



           sledPktGenNumPkts, 



           sledPktGenTrigger,  



           sledPktGenLastTrigger 

    }

    STATUS      current

    DESCRIPTION

            
"Group of object in SLED MIB."

    ::= { sledMibGroups 1 } 

END
Annex C

Proposed Changes

Summary: eDOCSIS clarification on the effect of NACO state on eSAFE traffic
Change #1

ORIGINAL TEXT: Section 5.2.2, Interface Requirements
5.2.2 Interface Requirements

The bridging function between RF port and the CPE interfaces (logical or physical) MUST be equivalent to that of a multi-port learning bridge. Each CPE interface MUST comply with the CM Forwarding Rules defined in [DOCSISx-RFI]7. In particular:

· MAC addresses seen on the interface are learned or provisioned as defined in [DOCSISx-RFI] specification, and are counted toward the total allowed by the Maximum Number of CPEs configuration setting.

· Packet forwarding and filtering rules defined in [DOCSISx-RFI] specification apply to both logical and physical CPE interfaces as defined in this specification and in [DOCSISx-OSSI]8.

· Data forwarding through the interface will obey the Network Access Control Object as defined in [DOCSISx-RFI].

NEW TEXT: Section 5.2.2, Interface Requirements
5.2.2 Interface Requirements

The bridging function between RF port and the CPE interfaces (logical or physical) MUST be equivalent to that of a multi-port learning bridge. Each CPE interface MUST comply with the CM Forwarding Rules defined in [DOCSISx-RFI]7. In particular:

· MAC addresses of each eSAFE MUST be counted toward the total allowed by the Maximum Number of CPEs configuration setting.

· Packet forwarding and filtering rules defined in [DOCSISx-RFI] specification MUST apply to both logical and physical interfaces to eSAFEs as defined in this specification and in [DOCSISx-OSSI]8.

· Data forwarding through the interfaces to all eSAFEs - with the exception of the interface to the DSG Client (ifIndex 18) - MUST obey the Network Access Control Object as defined in [DOCSISx-RFI].  NACO state does not affect the forwarding of DSG traffic (through ifIndex 18) in an eDOCSIS device containing an eSTB.

 Annex D

Proposed Changes

Summary: eSAFE MIB definition for eDOCSIS
Change #1

NEW TEXT: Annex B, eSAFE MIB Definition as follows:
Annex B

eSAFE MIB Definition
An eCM in an eDOCSIS device implementing an embedded CableHome Portal Services logical element  (ePS) or/and embedded PacketCable Multimedia Terminal Adapter logical element (eMTA) as an eSAFE MUST implement the following eSAFE MIB.

eSAFE-MIB DEFINITIONS ::= BEGIN

IMPORTS

    MODULE-IDENTITY,

    Unsigned32,

    BITS,

    OBJECT-TYPE             FROM SNMPv2-SMI  --RFC 2578

    OBJECT-GROUP,

    MODULE-COMPLIANCE       FROM SNMPv2-CONF  -- RFC 2580

    TruthValue,

    DateAndTime

              FROM SNMPv2-TC  -- RFC 2579

    SnmpAdminString         FROM SNMP-FRAMEWORK-MIB --RFC 3411

    ifIndex                 FROM IF-MIB

    clabProjDocsis          FROM CLAB-DEF-MIB

;

esafeMib MODULE-IDENTITY

    LAST-UPDATED "200411240000Z" –- November 24, 2004

    ORGANIZATION "CableLabs eDOCSIS Working Group"

    CONTACT-INFO

            "John Eng

            Postal: Cable Television Laboratories, Inc

            858 Coal Creek Circle

            Louisville, CO 80027

            U.S.A.

            Phone: +1 303-661-9100

            Fax: +1 303-661-9199

            E-mail: mibs@cablelabs.com"

    DESCRIPTION

            "This MIB module provides the management objects necessary

            to configure functionality of eSAFE components of a device

            implementing an eDOCSIS compliant cable modem and one or 

            more eSAFE elements."

    REVISION "200411240000Z" -- November 24, 2004

    DESCRIPTION

            "Initial version of the eDOCSIS eSAFE MIB module."

    ::= { clabProjDocsis 14 }

-- Administrative assignments

-- esafeNotifications  OBJECT IDENTIFIER ::= { esafeMib 0 }

esafeMibObjects     OBJECT IDENTIFIER ::= { esafeMib 1 }

esafeBase           OBJECT IDENTIFIER ::= { esafeMibObjects 1 }

esafePsMibObjects   OBJECT IDENTIFIER ::= { esafeMibObjects 2 }

-- Placeholders

-- esafeMtaMibObjects  OBJECT IDENTIFIER ::= { esafeMibObjects 3 }

-- esafeStbMibObjects  OBJECT IDENTIFIER ::= { esafeMibObjects 4 }

-- Object Groups

--

-- eSAFE Base Objects

--

esafeProvisioningStatusTable OBJECT-TYPE

    SYNTAX      SEQUENCE OF EsafeProvisioningStatusEntry

    MAX-ACCESS  not-accessible

    STATUS      current

    DESCRIPTION

            "This table contains the current provisioning

            status of each implemented eSAFE, and information 

            about the last failure or exception condition in 

            the eSAFE provisioning process, if applicable."

    ::= { esafeBase 1 }

esafeProvisioningStatusEntry OBJECT-TYPE

    SYNTAX      EsafeProvisioningStatusEntry

    MAX-ACCESS  not-accessible

    STATUS      current

    DESCRIPTION

            "An entry in this table is created for

            each eSAFE implemented in the eDOCSIS

            compliant device."

    INDEX { ifIndex }

    ::= { esafeProvisioningStatusTable 1 }

EsafeProvisioningStatusEntry ::=SEQUENCE

    {

    esafeProvisioningStatusProgress          INTEGER,

    esafeProvisioningStatusFailureFound      TruthValue,

    esafeProvisioningStatusFailureFlow       SnmpAdminString,

    esafeProvisioningStatusFailureEventID    Unsigned32,

    esafeProvisioningStatusFailureErrorText  SnmpAdminString,

    esafeProvisioningStatusLastUpdate        DateAndTime

    }

esafeProvisioningStatusProgress OBJECT-TYPE

    SYNTAX      INTEGER {

                    notInitiated(1),

                    inProgress(2),

                    finished(3)

                    }

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

            "The current state of the eSAFE provisioning process.

            notInitiated(1) indicates that the eSAFE has not yet

            begun its provisioning process.

            inProgress(2) indicates that the eSAFE is in the process

            of provisioning, has not yet completed, and has not 

            encountered an error or exception condition.

            finished(3) indicates that the eSAFE completed

            its provisioning process. Provisioning success 

            or failure information is provided by other

            objects, including 

            esafeProvisioningStatusFailureFound and

            cabhPsDevProvState."

    ::={ esafeProvisioningStatusEntry 1 }

esafeProvisioningStatusFailureFound OBJECT-TYPE

    SYNTAX      TruthValue

    MAX-ACCESS  read-only

    STATUS      current

    DESCRIPTION

            "true(1) indicates that the eSAFE encountered

            an error condition during the provisioning

            process. An eSAFE could start a looping process

            from a previous flow step after a failure,

            therefore this value is retained until the 

            flow step that initially failed eventually

            passes or is updated with another error

            condition."

    REFERENCE

            "PacketCable Provisioning specification,

            Provisioning Overview section; CableHome

            specification, Provisioning Processes

            section."

    ::={ esafeProvisioningStatusEntry 2 }

esafeProvisioningStatusFailureFlow OBJECT-TYPE

    SYNTAX      SnmpAdminString

    MAX-ACCESS  read-only

    STATUS      current

    DESCRIPTION

            "If esafeProvisioningStatusFailureFound

            is true(1) this object contains the 

            label for the provisioning flow step

            in which the error condition was

            encountered, otherwise an empty value 

            is reported.

            The value of this object corresponds to

            the provisioning sequence 'Flow Step' 

            designator for the associated eSAFE, as

            defined in the eSAFE specification. For

            example, an ePS will report a value like

            CHPSWMD-1, and an eMTA will report a value

            such as MTA-1."

    REFERENCE

            "PacketCable Provisioning specification,

            Provisioning Overview section; CableHome

            specification, Provisioning Processes

            section."

    ::={ esafeProvisioningStatusEntry 3 }

esafeProvisioningStatusFailureEventID OBJECT-TYPE

    SYNTAX      Unsigned32 (0..4294967295)

    MAX-ACCESS  read-only

    STATUS      current

    DESCRIPTION

            "If esafeProvisioningStatusFailureFound

            is true(1) this object contains the 

            eSAFE log error Event Identifier defined

            in the eSAFE specification, otherwise

            it returns a value '0'. For an eMTA type

            eSAFE, this object reports the PacketCable

            EventID value from the Provisioning Events

            table, e.g., 65535. For an ePS type eSAFE, 

            this object reports the EventID value from 

            the Defined Events for CableHome table, e.g.,

            68000100."

    REFERENCE

            "PacketCable Provisioning specification,

            Appendix I Provisioning Events; CableHome

            specification, Appendix II Format and Content

            for Event, SYSLOG, and SNMP Trap."

    ::={ esafeProvisioningStatusEntry 4 }

esafeProvisioningStatusFailureErrorText OBJECT-TYPE

    SYNTAX      SnmpAdminString

    MAX-ACCESS  read-only

    STATUS      current

    DESCRIPTION

            "If esafeProvisioningStatusFailureFound

            is true(1) this object contains the eSAFE

            log error messages based on the eSAFE

            specification, otherwise it returns an

            empty value. For an eMTA type eSAFE, this

            object reports the value from the

            'Comments' column of the Provisioning

            Events table, e.g., 'DNS Srv request

            has been transmitted and no reply has

            yet been received.' For an ePS type

            eSAFE this object reports the value

            from the 'Event Text' column of the 

            Defined Events for CableHome table, 

            e.g., 'DHCP Failed - Discover sent, 

            no offer received."

    REFERENCE

            "PacketCable Provisioning specification,

            Appendix I Provisioning Events; CableHome

            specification, Appendix II Format and Content

            for Event, SYSLOG, and SNMP Trap."

    ::={ esafeProvisioningStatusEntry 5 }

esafeProvisioningStatusLastUpdate OBJECT-TYPE

    SYNTAX      DateAndTime

    MAX-ACCESS  read-only

    STATUS      current

    DESCRIPTION

            "The value of the eCM docsDevDateTime when

            this row entry was last updated."

    ::={ esafeProvisioningStatusEntry 6 }

esafeDevStatusTable OBJECT-TYPE

    SYNTAX      SEQUENCE OF EsafeDevStatusEntry

    MAX-ACCESS  not-accessible

    STATUS      current

    DESCRIPTION

            "This table contains entries that provide the SNMP manager

            with status information pertaining to each implemented

            eSAFE device. While this table MUST be implemented by all

            eDOCSIS devices, the support for reporting such information

            and the status conditions supported will be determined by

            the corresponding eSAFE specifications. It is highly 

            recommended that the eSAFE MIBs themselves have objects 

            to specify more detailed information."

    ::= { esafeBase 2 }

esafeDevStatusEntry OBJECT-TYPE

    SYNTAX      EsafeDevStatusEntry

    MAX-ACCESS  not-accessible

    STATUS      current

    DESCRIPTION

            "An entry in this table MUST be created for each eSAFE

            device behind the eCM. The index needs to be the

            corresponding index in the ifTable for the associated

            eSAFE device."

    INDEX { ifIndex }

    ::= { esafeDevStatusTable 1 }

esafeDevStatusEntry ::=SEQUENCE

    {

    esafeDevServiceIntImpact INTEGER,

    esafeDevServiceIntImpactInfo SnmpAdminString

    }

esafeDevServiceIntImpact OBJECT-TYPE

    SYNTAX      INTEGER {

                significant(1),

                none(2),

                unsupported(3)

                }

    MAX-ACCESS  read-only

    STATUS      current

    DESCRIPTION

            "The value of this MIB object indicates the service

            interruption impact assessment of the corresponding eSAFE

            device as determined by the current status of the eSAFE

            device, in accordance with the directives provided in the

            eSAFE specification. 

            If esafeDevServiceIntImpact is set to significant (1), it 

            indicates that the corresponding eSAFE device (as per the

            eSAFE specification) identifies a significant impact on the

            active services at the given point in time. This impact

            level is highly recommended for critical or real-time

            services, though the impact assesment is left to the

            directives provided by the associated eSAFE specification.

            If esafeDevServiceIntImpact is set to none (2), it

            indicates that the corresponding eSAFE device (as per the

            eSAFE specification) identifies no significant impact on

            the services offered at the given point in time.

            If esafeDevServiceIntImpact is unsupported(3), it indicates

            that the corresponding eSAFE device has no known interfaces

            to support this feature or the eSAFE specification does not

            recommend this feature. 

            If the eSAFE specification specifies the use of this

            mechanism then it MUST define definitive states for the

            impacts (significant or none) and the value of

            unsupported(3) MUST not be used by the eDOCSIS device 

            for that eSAFE interface. 

            However, if the corresponding eSAFE specification does not

            provide any directives then the value MUST be set to

            unsupported(3).

            If there exists multiple services being offered by an eSAFE

            device (Either multiple services or multiple instances of

            the same service), this MIB MUST indicate the highest

            possible impact and other impact information SHOULD be

            populated in the associated esafeDevServiceIntImpactInfo

            table."

    ::={ esafeDevStatusEntry 1 }

esafeDevServiceIntImpactInfo OBJECT-TYPE

    SYNTAX      SnmpAdminString

    MAX-ACCESS  read-only

    STATUS      current

    DESCRIPTION

            "This object provides more information to the SNMP Managers

            regarding the condition reported in

            esafeDevServiceIntImpact. The eSAFE device vendor could use

            this to fill in specific vendor strings or values that

            could add value or provide more information related to the

            status.

            Examples:

              For eMTA devices:

                Lines 1 and 3 have active connections, Line 2 is not 

                provisioned.

                <Value of the corresponding MIB object in the eMTA

                MIBs, if applicable>

              For other eSAFE devices:

                Critical video streaming in progress, please wait for

                5.30 minutes

                <Value of the corresponding MIB object in the eSAFE

                MIBs, if applicable>.

            The device MUST report 'No Additional Information' in case 

            the associated  eSAFE vendor cannot obtain information from

            the eSAFE device."

    ::={ esafeDevStatusEntry 2 }

--

-- Objects that apply to an eCM with an ePS type eSAFE.

--

esafePsCableHomeModeControl OBJECT-TYPE

    SYNTAX      INTEGER {

                    disabledMode(1),

                    provSystem(2),

                    dormantCHMode(3)

                    }

    MAX-ACCESS  read-write

    STATUS      current

    DESCRIPTION

            "This object provides control over the mode of 

            operation of the CableHome ePS eSAFE element 

            of the eDOCSIS compliant device. 

            When this object is set to disabledMode(1), the 

            ePS eSAFE element is instructed to switch to

            CableHome Disabled Mode operation. 

            When this object is set to provSystem(2), the ePS 

            eSAFE element restarts its provisioning process.

            When this object is set to dormantCHMode(3), the ePS

            eSAFE element is instructed to switch to CableHome

            Dormant Mode operation. In this mode the ePS restarts

            its provisioning process omitting CableHome-specific 

            DHCP Options 60 and 43 in the DHCP DISCOVER and 

            DHCP REQUEST messages, acquires an IP address lease from 

            the cable operator's DHCP server, and operates in unmanaged

            Dormant CableHome Mode regardless of the values of the file

            and siaddr fields or of the values of DHCP options that

            might otherwise configure the ePS to operate in DHCP

            Provisioning Mode or in SNMP Provisioning Mode.

            The value of this object MUST persist across cable modem

            resets."

    REFERENCE

           "CableHome specifications, CableHome Operational 

           Models section."

    DEFVAL { dormantCHMode }

    ::= { esafePsMibObjects 1 }

esafePsCableHomeModeStatus OBJECT-TYPE

    SYNTAX      INTEGER {

                    disabledMode(1),

                    dormantCHMode(2),

                    cableHomeMode(3)

                    }

    MAX-ACCESS  read-only

    STATUS      current

    DESCRIPTION

            "This object provides visibility to the current 

            mode of operation of the CableHome ePS eSAFE 

            element of the eDOCSIS compliant device. 

            If the value of this object is disabledMode(1), the 

            ePS eSAFE element is currently operating in CableHome

            Disabled Mode. 

            If the value of this object is dormantCHMode(2), the 

            ePS is currently operating in Dormant CableHome Mode.

            If the value of this object is cableHomeMode(3), the ePS 

            is currently operating in CableHome mode."

    REFERENCE

            "CableHome specification, CableHome Operational Models

            section."

    ::= { esafePsMibObjects 2 }

-- Conformance information *******************************************

esafeMibConformance     OBJECT IDENTIFIER ::= { esafeMib 2 }

esafeMibCompliances     OBJECT IDENTIFIER ::= { esafeMibConformance 1 }

esafeMibGroups          OBJECT IDENTIFIER ::= { esafeMibConformance 2 }

-- Compliance statements

esafeMibBasicCompliance MODULE-COMPLIANCE

    STATUS      current

    DESCRIPTION

            "The compliance statement for eSAFE MIB objects."

MODULE    -- eSAFE-MIB

-- unconditionally mandatory groups

MANDATORY-GROUPS {

    esafeBaseGroup

    }

-- conditionally mandatory groups

GROUP esafePsMibGroup

    DESCRIPTION

            "This group is implemented only by eDOCSIS devices

            that implement an embedded Portal Services logical 

            element (ePS) compliant with CableLabs

            CableHome specifications."

    ::= { esafeMibCompliances 1 }

-- eSAFE Base Group Declarations

esafeBaseGroup OBJECT-GROUP

    OBJECTS {

            esafeProvisioningStatusProgress,

            esafeProvisioningStatusFailureFound,

            esafeProvisioningStatusFailureFlow,

            esafeProvisioningStatusFailureEventID,

            esafeProvisioningStatusFailureErrorText,

            esafeProvisioningStatusLastUpdate,

            esafeDevServiceIntImpact,

            esafeDevServiceIntImpactInfo

            }

    STATUS      current

    DESCRIPTION

            "Group of eSAFE Base objects in the eSAFE MIB."

    ::= { esafeMibGroups 1 }

--  PS MIB Group

esafePsMibGroup OBJECT-GROUP

    OBJECTS {

            esafePsCableHomeModeControl,

            esafePsCableHomeModeStatus

            }

    STATUS      current

    DESCRIPTION

            "Group of embedded PS-specific objects

            in the eSAFE MIB."

    ::= { esafeMibGroups 2 }

END

Annex E 

Proposed Changes

Summary: Modify eDOCSIS firmware download requirements to account for eSTB
Change #1

ADD NEW TEXT: 

Appendix I - Bibliography (Informative)

[OC]
OpenCable Host Core Functional Requirements 2.0 Specification, OC-SP-HOST2.0-CFR-I02-041119, CableLabs.

[OC2]
OpenCable Common Download Specification, OC-SP-CD-IF-I07-040402”, April 2, 2004, CableLabs.

Change #2

NEW TEXT: (Add the following reference to Subclause 2.2 References - Informative)
[BPI+]
ITU-T Recommendation J.125 (04/2004), Link privacy for cable modem implementations

Change #3

NEW TEXT: (Add the following to Section 3, Glossary)
Embedded Security eSTB
An eSTB with integrated security functions

OpenCable Host eSTB

An eSTB device built to OpenCable Host specifications

Change #4

ORIGINAL TEXT: None

NEW TEXT: Section 5.2.6, Firmware Download
5.2.6 Firmware Download

All eDOCSIS devices  MUST support a single secured firmware image download that MUST be used for the entire eDOCSIS device.

With the exception of eDOCSIS devices that contain eSTBs, the download MUST be controlled by the eCM using the DOCSIS Secure Software Download (SSDL) mechanisms as specified in [BPI+].

Firmware download for eDOCSIS devices that contain eSTBs (referred to as a Set-top Device) is defined in the following subsection. 

5.2.6.1 Set-top Device Firmware Download

5.2.6.1.1 Firmware Download for OpenCable Advanced Host Set-top Devices

An OpenCable Advanced Host Set-top Device MUST support both or either one of the following firmware download methods:

1. OpenCable Common Download (OCCD) mechanisms as defined in the OpenCable Common Download specification [OC2],

2.

DOCSIS Secure Software Download (SSDL) mechanisms as defined in [BPI+].

5.2.6.1.2 OSS Requirements for OCCD

If the Set-top Device employs OCCD firmware download mechanisms, it’s eCM MUST set the docsDevSwOperStatus to “other” (5) and MUST respond to an attempt to trigger a TFTP upgrade (initiated through SNMP or Configuration File) as follows:

· The SNMP Set or Config File TLV MUST be ignored and the Device MUST remain capable of accepting new software through the non-DOCSIS firmware download mechanism.

· The eCM MUST report the attempt to trigger a TFTP firmware upgrade by logging the appropriate event (via an entry in the docsDevEvTable).  The text of this event MUST explicitly indicate that the TFTP upgrade is not applicable for this Set-top Device.

· The docsDevSwOperStatus MUST remain other (5).

If the Set-top Device employs the OCCD firmware download mechanism, then all the download-related requirements as specified in [BPI+] do not apply.  Additionally the eCM in this type of Set-top Device MUST support the BPI+ MIB docsBpi2CodeDownloadControl objects with the following constraints (other objects within docsBpi2CodeDownloadControl are as defined within the MIB):

· docsBpi2CodeDownloadStatusCode always reports other (7)

· docsBpi2CodeDownloadStatusString always returns the string “OpenCable Common Download”

If the Set-top Device employs the OCCD firmware download mechanism, its eCM MUST ignore any firmware upgrade related information in the CM Configuration File and MUST log the appropriate event (via an entry in the docsDevEvTable).  The text of this event MUST explicitly indicate that the firmware upgrade related information is not applicable. The message must be sent at level “4 Error”.

Annex F

Proposed Changes

Summary: Additional RFC 1493 Requirements for eDOCSIS devices
Change #1

ORIGINAL TEXT: Section 5.2.3.3 [RFC 1493] Requirements (entire subclause)
Ports associated with SAFEs MUST be added to dot1dBasePortTable.

The dot1dTpFdbTable MUST contain information about learned or provisioned CPEs through the logical CPE interfaces with learned(3) or mgmt(5) status accordingly.

All bridge statistics of dot1dTpPortTable MUST be supported for logical CPE interfaces.

NEW TEXT: Section 5.2.3.3 [RFC 1493] Requirements
The eCM MUST add ports associated with eSAFEs to its [RFC 1493] dot1dBasePortTable.

The eCM MUST support all bridge statistics of the [RFC 1493] dot1dTpPortTable for all ports associated with eSAFEs.

The eCM MUST create a row entry in its dot1dTpFdbTable for each active eSAFE MAC address within the eDOCSIS device.  

Within each dot1dTpFdbTable entry for an eSAFE, the dot1dTpFdbAddress value MUST be the eSAFE MAC address, the dot1dTpFdbPort value MUST be the port associated with the ifIndex of that eSAFE from the dot1dBasePortTable, and the dot1dTpFdbStatus value MUST be mgmt(5).  The eCM MUST prevent row entries for eSAFEs from being aged-out or overwritten.

An eDOCSIS device containing an eSTB MUST implement the objects from the [RFC 1493] dot1dStaticTable with a MAX-ACCESS of read-only.

In an eDOCSIS device containing an eSTB, the eCM will acquire the DSG MAC addresses from the eSTB in an implementation-dependant manner.  For each DSG MAC address acquired by the eCM, the eCM MUST create a corresponding row entry in the dot1dStaticTable.

For a dot1dStaticTable row entry for a DSG MAC address, the dot1dStaticAddress value MUST be the DSG MAC address, the dot1dStaticReceivePort value MUST be the port associated with ifIndex 2 (CATV-MAC interface) from the dot1dBasePortTable, the dot1dStaticAllowedToGoTo value MUST be the port associated with the ifIndex 18 (interface to the DSG Client of the eSTB) from the dot1dBasePortTable, and the dot1dStaticStatus value MUST be deleteOnReset(4).

Table 5-X
dot1dStaticTable Entries for DSG MAC Addresses

	MIB Object
	Value

	dot1dStaticAddress
	DSG MAC Address

	dot1dStaticReceivePort
	port associated with ifIndex 2 in dot1dBasePortTable 

	dot1dStaticAllowedToGoTo
	port associated with ifIndex 18 in dot1dBasePortTable

	dot1dStaticStatus
	deleteOnReset(4)


Each row entry in the dot1dStaticTable describes a bridging rule in which the eCM only bridges a frame with a destination address of the value of dot1dStaticAddress - that is received from the port represented by the value of dot1dStaticReceivePort - if the frame is to be bridged out a port included in the value of dot1dStaticAllowedToGoTo.  

An eCM MUST NOT bridge a frame having a destination address equal to an active DSG MAC address if that frame was received from any port other than the one associated with ifIndex 2 (CATV-MAC).

An eCM MUST NOT bridge a frame having a destination address equal to an active DSG MAC address to any port other than the one associated with ifIndex 18 (the interface to the DSG Client of the eSTB).

Annex G

Proposed Changes

Summary:  . Clarification of MaxCPE count for DSG tunnel MAC addresses
Change #1

ORIGINAL TEXT: None

NEW TEXT: Section 5.2.2 Interface Requirements
--add the following bullet after the 1st bullet--

· The DSG tunnel MAC addresses associated with ifIndex=18 MUST NOT be counted in the MaxCPE count of the eCM configuration file.

Change #2

ORIGINAL TEXT: None

NEW TEXT: Section 5.2.3, [RFC 1493] Requirements
--Insert the following after the last paragraph (these two paragraphs should be the last prior to subclause 5.2.4):

If a CPE MAC address is acquired by the eCM via the eCM Configuration  File or via the address learning process, and the eCM is later informed  that the same address is a DSG tunnel MAC address, the eCM SHOULD remove  the DSG tunnel MAC address from its list of acquired CPE MAC addresses.

Also, the eCM SHOULD NOT populate a CPE MAC address from the eCM Configuration File into its list of acquired CPE MAC addresses if that MAC address matches that of a DSG tunnel MAC addresses already established via DSG operation.

Annex H

Spec Change #1

Clause 5.2.4.1 - General Requirements  (both paragraphs)

ORIGINAL SPEC TEXT:

Each eCM DHCP DISCOVER MUST use Option 43 and its Sub-options 1 through 10 for Vendor Specific Information to identify embedded components as specified in Table 5-4.

Similarly, each eSAFE may issue its own DHCP DISCOVER with Option 43 after eCM has been successfully registered and operational; details are specified in each eSAFE’s specification.

NEW SPEC TEXT:

Each eCM DHCP DISCOVER and DHCP REQUEST MUST use Option 43 and its Sub-options 2 through 10 for Vendor Specific Information to identify embedded components as specified in Table 5-4.

Similarly, each eSAFE may issue its own DHCP DISCOVER and DHCP REQUEST with Option 43 after eCM has been

successfully registered and operational; details are specified in each eSAFE’s specification.

Spec Change #2

Clause 5.2.4.3 - DHCP Option 43 Sub-option Encoding - 2nd paragraph

ORIGINAL SPEC TEXT:

The eCM MUST encode DHCP Option 43 sub-option 1 by the number of octets equal to the value of the length octet of this sub-option, with each octet codifying a requested sub-option.

NEW SPEC TEXT:

The eCM MAY encode DHCP Option 43 sub-option 1 by the number of octets equal to the value of the length octet of this sub-option, with each octet codifying a requested sub-option.  If the length octet of this sub-option is 0 (because there are no requested sub-options), this sub-option SHOULD be omitted from DHCP Option 43.

Spec Change #3

Clause 5.2.4.3 - DHCP Option 43 Sub-option Encoding - 11th paragraph

ORIGINAL SPEC TEXT:

An eCM MUST send DHCP Option 43 sub-option 8 containing a 3-octet, hexidecimally-encoded, vendor specific Organization Unique Identifier (OUI) that uniquely identifies the eCM manufacturer. A vendor MAY use the same OUI as in the eCM’s MAC address, and MAY use a single OUI to identify all its eDOCSIS products.

NEW SPEC TEXT:

An eCM MUST send DHCP Option 43 sub-option 8 containing a 6-octet, hexidecimally-encoded, vendor specific Organization Unique Identifier (OUI) that uniquely identifies the eCM manufacturer. A vendor MAY use the same OUI as in the eCM’s MAC address, and MAY use a single OUI to identify all its eDOCSIS products.

Spec Change #4 - Clause 5.2.4.3 - DHCP Option 43 Sub-option Encoding

ORIGINAL SPEC TEXT in Table 5-4/J.126 – DHCP Option 43 syntax - (Row 8  - Description column):

	A 3-octet, hexidecimally-encoded, vendor-specific Organization Unique Identifier (OUI) that may match the OUI in eCM’s MAC address


.

NEW SPEC TEXT:

	A 6-octet, hexidecimally-encoded, vendor-specific Organization Unique Identifier (OUI) that may match the OUI in eCM’s MAC address.


Change #5  -  Section 5.2.4.3 - 2nd paragraph

ORIGINAL TEXT:

The eCM MAY encode DHCP Option 43 sub-option 1 by the number of octets equal to the value of the length octet of this sub-option, with each octet codifying a requested sub-option.  If the length octet of this sub-option is 0 (because there are no requested sub-options), this sub-option SHOULD be omitted from DHCP Option 43.

NEW TEXT:

The eCM MAY include Option 43 sub-option 1 in DHCPDISCOVER and DHCPREQUEST messages. If DHCP Option 43 sub-option 1 is included in these DHCP client messages, the eCM MUST encode this sub-option by the number of octets equal to the value of the length octet of this sub-option, with each octet codifying a requested sub-option.  If the length octet of this sub-option is 0 (because there are no requested sub-options), this sub-option SHOULD be omitted from DHCP 
Option 43.  

Appendix I

Proposed Changes

Summary: Miscellaneous Editorial Changes
Change #1

ORIGINAL TEXT: Section 3, Glossary
Logical CPE Interface (Logical CMCI)
A bi-directional, data-only 802.3/Ethernet MAC fram interface between eCM and an eSAFE

NEW TEXT: Section 3, Glossary

Logical CPE Interface
A bi-directional or unidirectional data-only logical 802.3/Ethernet MAC frame interface between eCM and an eSAFE

Change #2

NEW TEXT: Section 4, Abbreviations  (Add the following new abbreviations:)

LCI
Logical CPE Interface

SLED
Software Loopback for eDOCSIS 

eSTB
embedded Set-top Box

DSG
DOCSIS Set-top Gateway

Change #3

(Update title of subclause 5.2.3.2)

ORIGINAL TEXT: 

5.2.3.2 
IpNetToMedia Table Requirements
NEW TEXT: 

5.2.3.2 [RFC 2011] IpNetToMedia Table Requirements
Appendix II

Proposed Changes

Summary: Reserved DHCP 43 suboptions for eSAFEs  
Change #1

ORIGINAL TEXT: Section 5.2.4.3

In eDOCSIS, DHCP Option 43 sub-option 11-127 are reserved for future definitions and MUST NOT be used for other purpose.

NEW TEXT: 

In eDOCSIS, DHCP Option 43 sub-option 11-127 are reserved for eSAFEs and future definitions, and MUST NOT be used for other purpose. The partitions are as follows:

· Sub-options 11 to 30:

reserved for IPCable2Home use,

· Sub-options 31 to 50: 
reserved for IPCablecom use,

· Sub-options 51 to 127:
reserved for future definitions use.

_________
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