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Summary

This document is a compilation of reported defects identified in the versions of ITU-T
Recommendation H.350 and its related Recommendations currently in force. It must be read in
conjunction with the Recommendations to serve as an additional authoritative source of information
for implementers. The changes, clarifications and corrections defined herein are expected to be
included in future versions of affected H.350-series Recommendations.

This revision contains al updates submitted upto and including those at Study Group 16 meeting in
November, 2004, in Geneva. It supersedes the earlier version approved 2004-01.
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IMPLEMENTORS GUIDE FOR ITU-T H.350 SUB-SERIES OF RECOMMENDATIONS

1 Scope
This guide resolves defects in the following categories:
editorial errors
technical errors, such as omissions and inconsistencies
ambiguities
In addition, the Implementers Guide may include explanatory text found necessary as a result of
interpretation difficulties apparent from the defect reports.

This Guide will not address proposed additions, deletions, or modifications to the
Recommendations that are not strictly related to implementation difficulties in the above categories.
Proposals for new features should be made through contributions to the ITU-T.

2 I ntroduction

This document addresses implementation corncerns associated with white pages applications,
clarifies the use of H.225 partyNumber, and gives an ASN.1 representation of H.350 object classes
for use in X.500 series directories.

3 References
This document refers to the following H.350 series Recommendations:

- ITU-T Recommendation H.350 (2003), Directory Services Architecture for Multimedia
Conferencing.

- ITU-T Recommendation H.350.1 (2003), Directory Services Architecture for H.323.
- ITU-T Recommendation H.350.2 (2003), Directory Services Architecture for H.235.
- ITU-T Recommendation H.350.3 (2003), Directory Services Architecture for H.320.
- ITU-T Recommendation H.350.4 (2003), Directory Services Architecture for SIP.

- ITU-T Recommendation H.350.5 (2003), Directory Services Architecture for NonStandard
Protocols.

- ITU-T Recommendation H.350.6 (2004), Directory Services Architecture for Call
Forwarding and Preferences.

4 Nomenclature

In addition to traditional revision marks, the following marks and symbols are used to indicate to
the reader how changes to the text of a Recommendation should be applied:

Symbol Description
Identifies the start of revision marked text based
[Begin Correction] on extractions from the published
Recommendeations affected by the correction
being described.
Identifies the end of revision marked text based
[End Correction] on extractions from the published
Recommendeations affected by the correction
being described.
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Indicates that the portion of the
Recommendation between the text appearing
before and after this symbol has remained
unaffected by the correction being described and
has been omitted for brevity.

Indicates a set of special editing instructions to

--- SPECIAL INSTRUCTIONS --- {instructions} be followed

5 Technical and Editorial Correctionsto | TU-T Recommendation H.350

51 Authenticating Across Multiple Directories for Endpoint Automatic Configuration

Description: | This change adds additional non-normative discussion on the
implementation scenario in which the enterprise directory and H.350
directory are separate, but there is a need to authenticate across both. This
adds a new section to Appendix | of H.350.

[Begin Correction]

1.3 Authenticating Across Multiple Directories for Automatic Endpoint Configuration.

In some implementations the H.350 attributes are stored in the same enterprise directory as the
people, or owner, information. However, other implementations have separate H.350 and enterprise
directories. One application of H.350 is to enable a user to log onto the network using their single
sign on credentials, and have the endpoint download its configuration information from the H.350
directory. If the H.350 directory and enterprise directory are the same, then there is no problem. If
the H.350 directory and the enterprise directory are separate servers, then there is a security
concern.

When an endpoint attempts to bind to an H.350 directory, the H.350 directory is not aware of the
user's authentication credentials, because those are stored in a different directory, i.e. the enterprise
directory. There must be some way for the H.350 directory to determine the owner of a particular
H.350 entry and only allow access to that data to the owner. This can be accomplished by the use of
the owner attribute as described in IETF RFC 2256 section 5.33.

Example

An example of the use of owner is given below using specific information from the ViDeNet
system. Be sure to not use these sample OIDs, domain or other ViDe specific values listed in the
example.

Step one is to create an object class that would contain the attribute owner

objectclass ( 1.3.6.1.4.1.10411.3.1.1.4
NAME ' VI DEOaner'
AUXI LI ARY
SUP top
MAY ( owner )

)
Step two is to have this new object class part of the endpoint or SIP UA entry.

Here is an example of a complete entry showing how to also populate the owner entry.
dn: comrni quel d=30, ou=comni dentity, dc=vi de, dc=net

obj ectClass: top
obj ect Cl ass: comtbj ect
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obj ect Cl ass: h323ldentity

obj ectCl ass: h235ldentity

obj ect Cl ass: VI DEOwner

objectClass: SlIPldentity

obj ect Cl ass: h320ldentity

obj ect Cl ass: genericldentity

comini quel d: 30

h323l denti t yEndpoi nt Type: Term na

commOmer: | dap://videnet.unc. edu/ dc=vi de, dc=net ??sub?(ui d=el khoury)
owner : ui d=el khoury, ou=peopl e, dc=vi de, dc=net
h2351 denti t yEndpoi nt I D: Nadi nEl khoury

h323l dentitydi al edDi gits: 00112971208

h3231 dentityCGKDomai n: 152.2.17.189

h2351 dentityPassword: testingl23

This is the section that should be entered in the commObject server.

dat abase neta

suffix "ou=peopl e, dc=vi de, dc=net"

uri | dap: //videnet. unc. edu/ ou=peopl e, dc=vi de, dc=net "
| ast nod of f

On the Entreprise directory side thisis how you would protect the entry. Change the admin
information account and the domain name from the example.

access to attr=h235ldentityPassword
by dnattr="owner" wite
by self wite

by anonynous aut h
by dn="cn=Adm n, dc=vi de, dc=net" write
by * none

access to attr=SlIPldentityPassword
by dnattr="owner" wite
by self wite

by anonynous aut h
by dn="cn=Adm n, dc=vi de, dc=net" write
by * none

52 Potential Targets of commOwner

Description: | A need has been identified for clarification of the different types of objects
that can 'own' commObjects. This text updates H.350 Appendix 1.

[Begin Correction]

.4 Potential Targets of commOwner

Most H.350 attributes are by design auxiliary classes. This enables a commObject to be 'owned' by
many potential entries in a directory. For example, the most common scenario is that in which a
person has an endpoint. In this scerario, a user's inetOrgPerson entry has a commURI value which
points that the commObject endpoint that is associated with that person. Respectively, the endpoint
represented by the target commObject has a value for commOwner that points back to the person's
inetOrgPerson entry. This two way 'ownership' relationship connects the person (represented by a
‘person’ object class) to her endpoint. Note that this linkage is usual, but not mandatory.

While the most common scenario is that a user is associated with an endpoint, H.350 is by no
means limited to this. For example, it is possible that a conference room is represented in a
directory, and has a commURI/commOwner pair connecting that conference room with its
endpoint. In this case the linkage is not with a 'person’ object class, but a'conference room' object
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class. Further, it is possible to consider a zoological application in which video enabled endpoints
were placed in various cages. In this scenario, each cage would be represented in the directory with
a'cage’ object class and have a commURI/commOwner pair connecting the cage to its endpoint.

Thisflexibility enables many possible implementation scenarios, but also requires attention during
implementation, especially of white pages where lookups are generally performed on the owner of
an endpoint, rather than on endpoint attributes directly. In particular, the problem is to determine
the type of object class for which to search.

.41 Simple White Pages Scenario

In asimple single domain scenario, a white pages application is configured to search an enterprise
directory to find people, conference rooms, or other resources, and return their H.350 information.
The most common way that people are represented in a directory is with inetOrgPerson. However,
many ingtitutions have derived institution-specific people object classes. In those cases, a white
pages application searching for inetOrgPerson attributes will not return anything useful. Therefore,
the white pages application should be configurable as to what attribute type to be searched.

.4.2 Directory of Directories Scenario

A directory of directoriesis one in which a single search engine queries directories in many
different domains. For example, a national government may maintain a white pages application that
searches many provincia directories. Thisis an extension of the ssmple white pages scenario.
However, each provincia directory may use a different object class to represent people. The white
pages application must maintain a table of each directory that it searches, authentication credentials
if required for that directory, and the attributes to be searched for that directory. This means that a
registration process is required for target directories. Further, the white pages application should
publish the attribute type that it expects when it receives queries.

[End Correction]

6 Technical and Editorial Correctionsto | TU-T Recommendation H.350.1

6.1 h323I dentitypartyNumber Encoding Clarification

Description: | A need has been identified for clarification of the use of the
h323ldentitypartyNumber attribute defined in H.350.1 In particular,
partyNumber is defined in H.225 as having several elements associated with
it. In the initial version of H.350, interpretation of the datain

h323I dentitypartyN umber is |eft to the implementor. Normative clarification
of the use of thisfield is an aid to vendor interoperability.

--- SPECIAL INSTRUCTIONS ---

Thisrevision does not affect the definition of the attribute. It merely specifies how to encode the
value of the attribute. Thus, it revises the NOTES associated with H.350.1, section 6.8

[Begin Correction]

Notes

This LDAP attribute has three elements encoded together, and separated by a colon () delimiter.
The form of the encoding MUST be as follows:

part yNunber: nunmberi ngPl an: t ypeOf Nunber
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Valid values for these elements are enumerated in the following section.

6.8.1 partyNumber

The partyNumber element is the actual digit string of the alias. Example: 1234567890
6.8.2 numberingPlan

The numberingPlan element MUST be exactly one of the following string values as defined in
H.225 :

privat eNunber
el64Number

6.8.3 typeOfNumber

When numberingPlanis 'privateNumber’, typeOfNumber MUST be exactly one of the following
string values as defined in H.225:

| evel 2Regi onal Nurber

| evel 1Regi onal Nurber

pl SNSpeci fi cNunber

| ocal Nunber

When numberingPlanis 'el64Number’, typeOfNumber MUST be exactly one of the following
string values as defined in H.225:

Unknown

i nt er nati onal Nunber

net wor kSpeci fi cNunber

subscri ber Number

abbr evi at edNumber

Note that when encoding a private numbering plan of type 'unknown' (000) it is not necessary to
encode it in the h323l dentitypartyNumber attribute. Instead, use h323I dentitydialedDigits.

[End Correction]

7 X.500 Support for ITU-T Recommendations H.350 - H.350.5

Description: | The origina H.350 series provides LDIF definitions for use with LDAP
directories, but does not include ASN.1 definitions. This addition adds the
X.500 ASN.1 definitions for the entire series H.350 through H.350.5.

7.1 X.500 ASN.1 Definitionsfor H.350

Description: | This addition includes an overview of X.500 considerations, and the ASN.1
definitions of base data structures necessary to represent H.350 elementsin
ASN.1. This creates a new section 9 in H.350.

[Begin Correction]

9 Using H.350 With X.500 Directories

LDAP object classes are based upon the ITU's X.500 directory architecture. While H.350 specifies
use with LDAP, it is also possible to use H.350 with X.500 directories. To do so requires ASN.1
definitions of the object classes and attributes, rather than the LDAP definitions and LDIF files
included in the original H.350 series documents.
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Note that ASN.1 definitions found in H.350.x documents may rely on the ASN.1 definitions given
here for basic data structures.

9.1 X500.asn

I nformati onFramework {joint-iso-itu-t ds(5) nodul e(1) informationFramework(1l) 4}
DEFINITIONS :: =

BEG N

-- EXPORTS Al --

-- The types and values defined in this module are exported for use in the other
ASN. 1 nodul es cont ai ned

-- within the Directory Specifications, and for the use of other applications
which will use themto access

-- Directory services. Oher applications may use them for their own purposes,
but this will not constrain

-- extensions and nodifications needed to nmaintain or inprove the Directory
servi ce.

-- OBJECT-CLASS information object class specification --

OBJECT-CLASS ::= CLASS {
&Super cl asses OBJECT- CLASS OPTI ONAL,
&ki nd bj ect Cl assKi nd DEFAULT structural,
&vandat oryAttri butes ATTRI BUTE OPTI ONAL,
&0Optional Attri butes ATTRI BUTE OPTI ONAL,
& d OBJECT | DENTI FI ER UNI QUE }
W TH SYNTAX {
[ SUBCLASS OF &Super cl asses |
[ KIND &ki nd ]
[ MUST CONTAI N &\Vandat oryAttri butes ]
[ MAY CONTAI N &Optional Attributes ]
I D & d }
Obj ect Cl assKind ::= ENUMERATED {
abstract (0),
structural (1),

auxiliary(2) }

-- object classes --
top OBJECT-CLASS ::= {
Kl ND abstract

MUST CONTAIN { objectC ass }
I D {25601} }

-- ATTRIBUTE i nformation object class specification --
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ATTRIBUTE ::=
&derivation
&Type

required --
&equal ity-match
&or deri ng- mat ch
&substrings- match
&si ngl e-val ued
&col | ective

oper ational extensions --
&no- user-nodi fication
&usage
& d

W TH SYNTAX {

[ SUBTYPE OF
W TH SYNTAX
EQUALI TY MATCHI NG RULE
ORDERI NG MATCHI NG RULE
SUBSTRI NGS MATCHI NG RULE
SI NGLE VALUE
COLLECTI VE
NO USER MODI FI CATI ON
USAGE

D

CLASS {

—_——— — — ————

AttributeUsage ::=

user Appl i cati ons (0,

directoryQperation (1),

di stributedOperation (2),

dSAQper ati on (3) 1}
objectClass ATTRIBUTE ::= {

W TH SYNTAX

EQUALI TY MATCHI NG RULE

I D

obj ectldentifierMatch
SYNTAX OBJECT | DENTI FI ER
| D {25130} }

MATCHI NG RULE ::= CLASS {
&Par ent Vat chi ngRul es
&AssertionType
&uni queat chl ndi cat or

& d
W TH SYNTAX {
[ PARENT
[ SYNTAX
[ UNI QUE- MATCH- | NDI CATOR
| D
END
9.2 X509.asn

ENUMERATED {

ATTRI BUTE OPTI ONAL,
OPTI ONAL, -- either &Type or
MATCHI NG RULE OPTI ONAL,
MATCHI NG- RULE OPTI ONAL,
MATCHI NG- RULE OPTI ONAL,
BOOLEAN DEFAULT FALSE,
BOOLEAN DEFAULT FALSE,

BOOLEAN DEFAULT FALSE,

AttributeUsage DEFAULT user Applicati ons,

OBJECT | DENTI FI ER UNI QUE }

&derivation ]

&Type |

&equal ity-match ]
&ordering-match ]
&substrings-match ]

&si ngl e-val ued ]

&col l ective ]
&no-user-nodi fication ]
&usage |

& d }

OBJECT | DENTI FI ER
obj ectldentifierMtch

{25401} }

MATCHI NG RULE ::= {

MATCHI NG- RULE i nformati on object class specification --

MATCHI NG- RULE OPTI ONAL,
OPTI ONAL,
ATTRI BUTE OPTI ONAL,

OBJECT | DENTI FI ER UNI QUE }

&Par ent Mat chi ngRul es ]
&AssertionType ]

&uni queMat chl ndi cat or ]
& d }

Aut henti cati onFramework {joint-iso-itu-t ds(5) modul e(1)

aut henti cati onFranmewor k(7) 4}
DEFI NI TIONS :: =
BEG N

I MPORTS
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ATTRI BUTE
FROM | nf or mati onFranework {joint-iso-itu-t ds(5) nodul e(1)
i nformati onFramewor k(1) 4}

certificateExact Match, certificatePairExactMatch, certificatelistExactMatch
FROM CertificateExtensions {joint-iso-itu-t ds(5) nodul e(1)
certificateExtensions(26) 4} ;

-- public-key certificate definition --
Certificate . OCTET STRI NG
CertificatePair OCTET STRI NG
Certificatelist OCTET STRI NG

-- PKI directory attributes --

userCertificate ATTRI BUTE: : = {
W TH SYNTAX Certificate
EQUALI TY MATCHI NG RULE certificat eExact Match
ID { 25436} }
CcACertificate ATTRI BUTE : : = {
W TH SYNTAX Certificate
EQUALI TY MATCHI NG RULE certificateExact Match
I D { 25437} }
crossCertificatePair ATTRI BUTE: : = {
W TH SYNTAX CertificatePair
EQUALI TY MATCHI NG RULE certificatePairExact Match
I D { 254 40} }
certificateRevocationLi st ATTRI BUTE: : = {
W TH SYNTAX Certificatelist
EQUALI TY MATCHI NG RULE certificatelLi st ExactMatch
I D { 25439} }
aut horityRevocationLi st ATTRI BUTE: : = {
W TH SYNTAX Certificatelist
EQUALI TY MATCHI NG RULE certificatelLi st Exact Match
I D { 254381} }
END
CertificateExtensions {joint-iso-itu-t ds(5) nmodul e(1l) certificateExtensi ons(26)
4}
DEFINITIONS | MPLICIT TAGS :: =
BEG N
-- EXPORTS ALL --
| MPORTS

MATCHI NG RULE
FROM | nf or mati onFranmework {joint-iso-itu-t ds(5) nodul e(1)
i nformati onFramewor k(1) 4} ;

certificateExact Match MATCHI NG RULE :: = {
SYNTAX CertificateExact Assertion
I D { 2513 34} }

CertificateExact Assertion ::= SEQUENCE {
seri al Number | NTEGER,
i ssuer OCTET STRI NG }

certificatelList Exact Mat ch MATCHI NG RULE = |
SYNTAX CertificatelistExact Assertion
ID { 2513 381} }

CertificatelistExact Assertion ::= OCTET STRI NG
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certificatePairExact Vvat ch MATCH NG RULE = |
SYNTAX OCTET STRI NG
I D { 2513 36} }

END

9.3 X520.asn

Sel ectedAttri buteTypes {joint-iso-itu-t ds(5) nodul e(1)
sel ectedAttri buteTypes(5) 4}

DEFINITIONS :: =

BEG N

-- EXPORTS Al --

-- The types and values defined in this module are exported for use in the other
ASN. 1 nodul es cont ai ned

-- within the Directory Specifications, and for the use of other applications
which will use themto access

-- Directory services. Oher applications may use them for their own purposes,
but this will not constrain

-- extensions and nodifications needed to maintain or inprove the Directory
servi ce.

| MPORTS
-- fromITU- T Rec. X. 501 | ISOIEC 9594-2
MATCHI NG RULE

FROM | nf or mati onFranework {joint-iso-itu-t ds(5) nodul e(1)
i nformati onFramewor k(1) 4} ;

-- Directory string type --

DirectoryString { INTEGER : maxSize } ::= CHOCE {
teletexString TeletexString (SIZE (1..mxSize)),
printabl eString PrintableString (SIZE (1..mxSi ze)),

bmpStri ng BMPString (SIZE (1..nmaxSize)),
uni versal String Uni versal String (SIZE (1..mxSi ze)),
UTF8Stri ng UTF8String (SIZE (1..maxSize)) }

-- Matching rules --

casel gnoreMatch MATCHI NG RULE ::= {
SYNTAX DirectoryString {128}
I D {25132} }
casel gnoreOrderi ngvatch  MATCHI NG RULE = {
SYNTAX DirectoryString {128}
I D { 251331} }
casel gnoreSubstringsMatch MATCHI NG RULE ::= {
SYNTAX SubstringAssertion
I D { 25134} }
SubstringAssertion ::= SEQUENCE OF CHO CE {
initial [0] DirectoryString {128},
any [1] DirectoryString {128},
final [2] DirectoryString {128} }
casekExact Match MATCHI NG RULE ::= {
SYNTAX DirectoryString {128}
I D { 25135} }
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caseExact Orderi ngvatch MATCHI NG RULE ::= {
SYNTAX DirectoryString {128}

I D { 251361} }
caseExact Substri ngsMatch MATCHI NG RULE ::= {
SYNTAX SubstringAssertion -- only the PrintableString choice
I D { 251371} }
octet StringMatch MATCHI NG RULE ::= {
SYNTAX OCTET STRI NG
I D { 2513 17 } }
END -- Sel ectedAttributeTypes

94 commObjectASN1.asn

Commbject { itu-t(0) recomendation(0) h(8) 350 1 cr(1l) combject(2)
modul e(4) }

DEFI NI TIONS :: =

BEG N

-- Conmuni cati on Obj ect Schema

-- Schema for Representing Comruni cation Objects in an LDAP Directory
-- Abstract

-- This docunent defines the schema for representing Communi cation
-- objects in an LDAP directory [LDAPv3]. It defines schem el enents
-- to represent a conmunication object [combject].

Conmuni cation rel ated work
com®bj ect

attri butes

obj ect cl ass

synt ax

1

1
P RRP R
NNNN

.1
.2
.3

-- Attribute Type Definitions
- - The following attribute types are defined in this docunent:
- - comni quel d
-- comOawner
-- comPrivate
| MPORTS
-- fromITU T Rec. H. 350
h350-cr, casel gnorel AS5Mat ch, casel gnorel A5Substri ngsMat ch
FROM CommURI { itu-t(0) reconmendation(0) h(8) 350 1 cr(1) comlRI (1)
modul e(4) }
-- fromITU T Rec. X.501 | ISOIEC 9594-2
ATTRI BUTE, OBJECT- CLASS, top
FROM | nf ormati onFranmework {joint-iso-itu-t ds(5) nodul e(1)
i nformati onFramewor k(1) 4}
-- fromITU-T Rec. X.520 | SO I EC 9594-6
DirectoryString {}, caseExactMatch

FROM Sel ect edAttri buteTypes {joint-iso-itu-t ds(5) nodul e(1)
sel ectedAttri buteTypes(5) 4} ;
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comini quel d ATTRI BUTE :: = {
W TH SYNTAX | A5Stri ng
EQUALI TY MATCHI NG RULE casel gnor el A5Mat ch
SUBSTRI NGS MATCHI NG RULE casel gnor el A5Substri ngsiat ch
ID{ at 1} }

commOwner ATTRI BUTE :: = {
W TH SYNTAX DirectoryString {32768256}
EQUALI TY MATCHI NG RULE caseExact Mat ch
ID{ at 2 } }

comPrivate ATTRIBUTE :: = {
W TH SYNTAX | A5Stri ng
ID{ at 3} }
-- Object Class Definitions
-- The follow ng object classes are defined in this docunent:

- - com®bj ect

-- commbj ect

commObj ect OBJECT- CLASS :: = {
SUBCLASS OF { top }
MUST CONTAI N { comrni queld }
MAY CONTAIN { commDwner | conmPrivate }

ID{ oc 11} }
co OBJECT | DENTI FI ER = { h350-cr co(2) }
at OBJECT | DENTI FI ER = { co at(1) }
oc OBJECT | DENTI FI ER = { co oc(2) }

END -- end of ASN. 1

9.5 commURIASN1.asn

CommURI { itu-t(0) recomendation(0) h(8) 350 1 cr(1) conmURI (1) rodul e(4) }
DEFI NI TIONS :: =

BEG N

-- Conmuni cati on Obj ect Schema
-- Schema for Representing Comrunication Objects in an LDAP Directory
-- Abstract

-- This docunent defines the schema for representing Conmuni cation
-- objects in an LDAP directory [LDAPv3]. It defines schem el enents
-- to represent a conmunication object URI [comJRI Object].

Conmuni cation rel ated work
comRI Obj ect

attri butes

obj ect cl ass

synt ax

.
!

il

el

wWwN

I mnn

| MPORTS

-- fromITU-T Rec. X. 501 | I1SO|EC 9594-2
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ATTRI BUTE, OBJECT- CLASS, MATCHI NG RULE, top
FROM | nf ormati onFramework {joint-iso-itu-t ds(5) nodul e(1)
i nformati onFramewor k(1) 4}

-- fromITU- T Rec. X.520 | I SO I EC 9594-6
DirectoryString {}, caseExactMatch
FROM Sel ect edAttri buteTypes {joint-iso-itu-t ds(5) nodul e(1)
sel ectedAttri buteTypes(5) 4} ;
-- Attribute Type Definitions

- - The following attribute types are defined in this docunent:
-- comURI

commURI ATTRI BUTE :: = {
W TH SYNTAX DirectoryString {32768256}
EQUALI TY MATCHI NG RULE caseExact Mat ch
ID{ at 1} }

-- Object Class Definitions

- - The follow ng object classes are defined in this docunent:
-- comRI Obj ect

-- conmURI Obj ect

- - This auxiliary object class represents a URI attribute type
comRI Obj ect OBJECT- CLASS :: = {

SUBCLASS OF { top }
MAY CONTAIN { commRl }

ID{ oc 11} }
h350-cr OBJECT | DENTI FI ER = { itu-t(0) reconmendation(0) h(8) 350 1 cr(1) }
cu OBJECT | DENTI FI ER = { h350-cr cu(l) }
at OBJECT | DENTI FI ER = { cu at(1) }
oc OBJECT | DENTI FI ER = { cu oc(2) }
casel gnorel ASMat ch  MATCHI NG RULE ::= {
SYNTAX | A5String
I D { 136141 1466 109 114 2 } }

casel gnorel A5Substri ngsMatch MATCHI NG RULE
SYNTAX | A5String
I D { 136141 1466 109 114 3 } }

1
—~—

user SM MECertificate ATTRIBUTE ::= {
W TH SYNTAX OCTET STRI NG
ID{ 2 16 840 1 113730 3 1 40 } }

END -- end of ASN. 1

[End Correction]

7.2 X.500 ASN.1 Definitions for H.350.1

Description: | This addition includes the ASN.1 definitions of data structures necessary to
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| represent H.350.1 elementsin ASN.1. This creates a section 8 in H.350.1.

[Begin Correction]

8 h323l dentityASN1.asn

H323l dentity { itu-t(0) reconmendation(0) h(8) 350 1 cr(1) h323ldentity(3)
modul e(4) }

DEFI NI TIONS :: =

BEG N

-- h323ldentity Object Schema
-- Schema for representing h323ldentity Object in an LDAP Directory
-- Abstract

-- This docunent defines the schema for representing h323ldentity
-- object in an LDAP directory [LDAPv3]. It defines schema el enents
-- to represent an h323ldentity object [h323ldentity].

Conmuni cation rel ated work
h323l dentity

attributes

obj ect cl ass

synt ax

.
;
PR
wwwow i
WN P

I

| MPORTS
-- fromITU-T Rec. H. 350

h350-cr, casel gnorel AS5Mat ch, casel gnorel A5Substri ngsMat ch
FROM ComURI { itu-t(0) reconmmendation(0) h(8) 350 1 cr(1) comRI (1)
modul e(4) }

-- fromITU-T Rec. X. 501 | I1SO|EC 9594-2

ATTRI BUTE, OBJECT- CLASS, top
FROM | nf ormati onFramework {joint-iso-itu-t ds(5) nodul e(1)
i nformati onFramewor k(1) 4}

-- fromITU- T Rec. X.520 | I SO I EC 9594-6

DirectoryString {}, caseExactMatch, caseExact SubstringsMatch, casel gnoreiatch
casel gnoreSubstri ngsiat ch

FROM Sel ect edAttri buteTypes {joint-iso-itu-t ds(5) nodul e(1)
sel ect edAttri buteTypes(5) 4} ;

-- Attribute Type Definitions
- - The following attribute types are defined in this docunent:

- - h3231 denti t yGKDomai n

- - h3231 dentityh323-1D

- - h323l dentitydi al edDi gits
- - h323l dentityemail-1D

-- h323l dentityURL-1D

-- h323l dentitytransportl D
-- h323Il denti t ypartyNunber
- - h323l dentitynobil eU M

- - h3231 denti t yEndpoi nt Type
- - h323l dentityServi celLeve
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h3231 dentityCGKDomai n ATTRI BUTE :: = {
W TH SYNTAX | A5Stri ng
EQUALI TY MATCHI NG RULE casel gnor el A5Mat ch
ID{ at 1} }

h323l dentityh323-1D ATTRI BUTE :: = {
W TH SYNTAX | A5Stri ng
EQUALI TY MATCHI NG RULE casel gnor el A5Mvat ch
SUBSTRI NGS MATCHI NG RULE casel gnor el A5Substri ngshMat ch
ID{ at 2} }

h323l dentitydial edDigits ATTRIBUTE ::= {
W TH SYNTAX | A5Stri ng
EQUALI TY MATCHI NG RULE casel gnor el A5Mvat ch
SUBSTRI NGS MATCHI NG RULE casel gnor el A5Substri ngsMat ch
ID{ at 3} }

h323l dentityemil -1 D ATTRI BUTE :: = {
W TH SYNTAX | A5Stri ng
EQUALI TY MATCHI NG RULE casel gnor el A5Mat ch
SUBSTRI NGS MATCHI NG RULE casel gnor el A5Substri ngsiatch
ID{ at 4 } }

h323l dentityURL-1D ATTRI BUTE ::= {
W TH SYNTAX DirectoryString {32768256}
EQUALI TY MATCHI NG RULE caseExact Mat ch
SUBSTRI NGS MATCHI NG RULE caseExact Substri ngsiat ch
ID{ at 5} }

h323l dentitytransport! D ATTRI BUTE :: = {
W TH SYNTAX | A5Stri ng
EQUALI TY MATCHI NG RULE casel gnor el A5Mvat ch
SUBSTRI NGS MATCHI NG RULE casel gnor el A5Substri ngsMat ch
ID{ at 6 } }

h323I dentitypartyNunber ATTRIBUTE ::= {
W TH SYNTAX | A5Stri ng
EQUALI TY MATCHI NG RULE casel gnor el A5Mvat ch
SUBSTRI NGS MATCHI NG RULE casel gnor el A5Substri ngsiMat ch
ID{ at 7} }

h323l dentitynmobil eU M ATTRI BUTE :: = {
W TH SYNTAX | A5Stri ng
EQUALI TY MATCHI NG RULE casel gnor el A5Mat ch
SUBSTRI NGS MATCHI NG RULE casel gnor el A5Substri ngsMat ch
ID{ at 8 } }

h3231 denti t yEndpoi nt Type ATTRI BUTE :: = {
W TH SYNTAX DirectoryString {32768256}
EQUALI TY MATCHI NG RULE casel gnor eMat ch
SUBSTRI NGS MATCHI NG RULE casel gnoreSubstri ngsMat ch
ID{ at 9} }

h323l dentityServi ceLevel ATTRIBUTE ::= {
W TH SYNTAX DirectoryString {32768256}
EQUALI TY MATCHI NG RULE casel gnor eMat ch
SUBSTRI NGS MATCHI NG RULE casel gnoreSubstri ngsiat ch
ID{ at 10 } }

-- Object Class Definitions
-- The follow ng object class is defined in this docunent:

- - h323l dentity
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-- h323ldentity

h323l dentity OBJECT-CLASS ::= {
SUBCLASS OF { top }
MAY CONTAIN { h323ldentityCKDomain |

h323l dentityh323-1D

h3231 dentitydi al edDi gits
h323l dentityemail -1 D

h323l dentityURL-1D

h323l dentitytransportl D
h3231 denti t ypart yNunber
h323l dentitymobil eU M |
h3231 denti t yEndpoi nt Type
h323l dentityServi ceLevel }

ID{ oc 11} }

h323-1d OBJECT | DENTI FI ER
at OBJECT | DENTI FI ER
oc OBJECT | DENTI FI ER

{ h350-cr h323-1d(5) }
{ h323-1d at(1) }
{ h323-1d oc(2) }

END -- end of ASN. 1

[End Correction]

7.3 X.500 ASN.1 Definitionsfor H.350.2

Description: | This addition includes the ASN.1 definitions of data structures necessary to
represent H.350.2 elementsin ASN.1. This creates a section 8 in H.350.2.
[Begin Correction]
8 h235I dentityASN1.asn
H2351 dentity { itu-t(0) reconmendation(0) h(8) 350 1 cr(1) h235ldentity(4)
modul e(4) }
DEFINITIONS :: =
BEG N

-- h235ldentity Object Schema

-- Schema for representing h235ldentity Object in an LDAP Directory

-- Abstract

-- This docunent defines the schema for representing h235ldentity
-- object in an LDAP directory [LDAPv3]. It defines schema el enents
-- to represent an h235ldentity object [h235ldentity].

| MPORTS

Conmuni cation rel ated work
h235l dentity

attributes

obj ect cl ass

synt ax

il
N
W N
Il

-- fromITU-T Rec. H. 350

h350-cr
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FROM CommURI { itu-t(0) recommendation(0) h(8) 350 1 cr(1) comRI (1)
nmodul e(4) }

-- fromITU-T Rec. X. 501 | I1SOIEC 9594-2

ATTRI BUTE, OBJECT- CLASS, top
FROM | nf ormat i onFramework {joint-iso-itu-t ds(5) nodul e(1)
i nformati onFramewor k(1) 4}

-- fromITU-T Rec. X 509 | 1SO1EC 9594-8

userCertificate, cACertificate, authorityRevocationList,
certificateRevocationList, crossCertificatePair

FROM Aut henti cati onFramework {joint-iso-itu-t ds(5) nodul e(1)
aut henti cati onFramewor k(7) 4}

-- fromITU-T Rec. X.520 | I SO I EC 9594-6

DirectoryString {}, caselgnoreMatch, caselgnoreSubstringsMatch, octetStringhMatch
FROM Sel ect edAttri buteTypes {joint-iso-itu-t ds(5) nodul e(1)
sel ectedAttri buteTypes(5) 4} ;

-- Attribute Type Definitions
- - The following attribute types are defined in this docunent:

-- h235I denti t yEndpoi nt I D
- - h2351 denti t yPassword

h2351 denti t yEndpoi nt I D ATTRI BUTE :: = {
W TH SYNTAX DirectoryString {32768256}
EQUALI TY MATCHI NG RULE casel gnor eMat ch
SUBSTRI NGS MATCHI NG RULE casel gnoreSubstri ngsiat ch
ID{ at 1} }

h235I dentityPassword ATTRI BUTE ::= {
W TH SYNTAX CCTET STRI NG
EQUALI TY MATCHI NG RULE oct et Stri nghat ch
ID{ at 2} }

-- Object Class Definitions
- - The follow ng object class is defined in this docunent:
- - h2351 dentity

h235l dentity OBJECT-CLASS ::= {
SUBCLASS OF { top }
MAY CONTAIN { h235ldentityEndpointID | h235ldentityPassword |
userCertificate | cACertificate |
aut horityRevocationList | certificateRevocationList |
crossCertificatePair }
ID{ oc 11} }

h235-1d OBJECT | DENTI FI ER
at OBJECT | DENTI FI ER
oc OBJECT | DENTI FI ER

{ h350-cr h235-1d(4) }
{ h235-1d at(1) }
{ h235-1d oc(2) }

END -- end of ASN. 1

[End Correction]
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7.4 X.500 ASN.1 Definitions for H.350.3

Description: | This addition includes the ASN.1 definitions of data structures necessary to
represent H.350.3 elementsin ASN.1. This creates a section 8 in H.350.3

[Begin Correction]

8 h320I dentityASN1.asn

H320l dentity { itu-t(0) reconmendation(0) h(8) 350 1 cr(1) h320ldentity(5)
modul e(4) }

DEFI NI TIONS :: =

BEG N

-- h320ldentity Object Schemm
-- Schema for representing h320ldentity Object in an LDAP Directory
-- Abstract

-- This docunent defines the schema for representing h320ldentity
-- object in an LDAP directory [LDAPv3]. It defines schema el ements
-- to represent an h320ldentity object [h320ldentity].

Conmuni cation rel ated work
h320l dentity

attri butes

obj ect cl ass

synt ax

.
;

il

crooia

w Nl

I mnn

| MPORTS
-- fromITU T Rec. H. 350
h350-cr, casel gnorel A5Mat ch
FROM ComRI { itu-t(0) reconmendation(0) h(8) 350 1 cr(1) comRI (1)
modul e(4) }
-- fromITU- T Rec. X.501 | ISOIEC 9594-2
ATTRI BUTE, OBJECT- CLASS, top
FROM | nf ormati onFramework {joint-iso-itu-t ds(5) nodul e(1)
i nformati onFramewor k(1) 4}

-- fromITU-T Rec. X. 520 | 1SO | EC 9594-6

DirectoryString {}, caselgnoreMatch, casel gnoreSubstringshatch
FROM Sel ect edAttri buteTypes {joint-iso-itu-t ds(5) nodul e(1)
sel ectedAttri buteTypes(5) 4} ;

-- Attribute Type Definitions

- - The following attribute types are defined in this docunent:
- - h3201 dentityCC

- - h3201 denti t yNDC

-- h320I1 denti t ySN

- - h3201 dentityServi celLeve

- - h3201 denti t yExt ensi on

h3201 dentityCC ATTRI BUTE :: = {
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W TH SYNTAX I A5String (SIZE (1..3))
EQUALI TY MATCHI NG RULE casel gnor el A5Mat ch
ID{ at 1} }

h3201 dentit yNDC ATTRI BUTE :: = {
W TH SYNTAX | A5String (SIZE (1..15))
EQUALI TY MATCHI NG RULE casel gnor el A5Mvat ch
ID{ at 4} }

h3201 dentitySN ATTRI BUTE :: = {
W TH SYNTAX |1 A5String (SIZE (1..15))
EQUALI TY MATCHI NG RULE casel gnor el A5Mat ch
ID{ at 5} }

h3201 dentityServi ceLevel ATTRIBUTE ::= {
W TH SYNTAX DirectoryString {32768256}
EQUALI TY MATCHI NG RULE casel gnor eMat ch
SUBSTRI NGS MATCHI NG RULE casel gnoreSubstri ngsMat ch
ID{ at 2 } }

h3201 dentit yExt ensi on ATTRI BUTE :: = {
W TH SYNTAX DirectoryString {120}
EQUALI TY MATCHI NG RULE casel gnor eMat ch
SUBSTRI NGS MATCHI NG RULE casel gnoreSubstri ngsiat ch
ID{ at 3} }

-- Object Class Definitions

- - The follow ng object class is defined in this docunent:
- - h320l dentity

-- h320l dentity

h320l dentity OBJECT- CLASS ::= {
SUBCLASS OF { top }
MAY CONTAIN { h320l dentityCC |
h320I dent it yNDC |
h320l dent it ySN |
h3201 denti tyServi ceLevel |
h3201 denti t yExt ensi on }
ID{ oc 11} }

h320-1d OBJECT | DENTI FI ER
at OBJECT | DENTI FI ER
oc OBJECT | DENTI FI ER

{ h350-cr h320-1d(5) }
{ h320-1d at(1) }
{ h320-1d oc(2) }

END -- end of ASN. 1

[End Correction]

75 X.500 ASN.1 Definitions for H.350.4

Description: | This addition includes the ASN.1 definitions of data structures necessary to
represent H.350.4 elements in ASN.1. This creates a section 8 in H.350.4.

[Begin Correction]
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8 sipldentityASN1.asn

Sipldentity { itu-t(0) recomendation(0) h(8) 350 1 cr(1) sipldentity(6)
modul e(4) }

DEFI NI TIONS :: =

BEG N

-- SlPldentity Object Schema
-- Schema for representing SIPldentity Object in an LDAP Directory
-- Abstract

-- This docunent defines the schema for representing SlIPldentity
-- object in an LDAP directory [LDAPv3]. It defines schema el ements
-- to represent an SIPldentity object [SIPldentity].

Conmuni cation rel ated work
Sl Pldentity

attri butes

obj ect cl ass

synt ax

.
;
il
o0 ool
WN

I mn

| MPORTS
-- fromITU-T Rec. H. 350

h350-cr, casel gnorel ASMat ch, casel gnorel A5Substri ngsMatch, userSM MeECertificate
FROM CommRI { itu-t(0) reconmendation(0) h(8) 350 1 cr(1) comRI (1)
modul e(4) }

-- fromITU- T Rec. X. 501 | ISOIEC 9594-2

ATTRI BUTE, OBJECT- CLASS, top
FROM | nf ormati onFramework {joint-iso-itu-t ds(5) nodul e(1)
i nformati onFramewor k(1) 4}

-- fromITU-T Rec. X 520 | 1SO | EC 9594-6

DirectoryString {}, caseExactMatch, caseExact SubstringsMatch, casel gnoreMatch
casel gnoreSubstringsivatch, octetStringMatch

FROM Sel ect edAttri buteTypes {joint-iso-itu-t ds(5) nodul e(1)
sel ectedAttri buteTypes(5) 4} ;

-- Attribute Type Definitions
-- The following attribute types are defined in this docunent:

-- Sl Pl denti tySI PURI

-- SI Pl denti t yRegi st rar Addr ess
- - SI Pl dent i t yPr oxyAddr ess

- - SI Pl dent it yAddress

- - Sl Pl dentityPassword

- - SI Pl dent it yUser Nanme

- - SI Pl dentityServicelLeve

sl Pl dentitySI PURI ATTRI BUTE :: = {
W TH SYNTAX DirectoryString {32768256}
EQUALI TY MATCHI NG RULE caseExact Mat ch
SUBSTRI NGS MATCHI NG RULE caseExact Substri ngsMatch
ID{ at 1} }

sl PldentityRegi strarAddress ATTRI BUTE :: = {
W TH SYNTAX | A5Stri ng
EQUALI TY MATCHI NG RULE casel gnor el A5Mat ch
ID{ at 2} }
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sl PldentityProxyAddress ATTRI BUTE :: = {
W TH SYNTAX | A5Stri ng
EQUALI TY MATCHI NG RULE casel gnor el A5Mat ch
ID{ at 3} }

sl PldentityAddress ATTRIBUTE ::= {
W TH SYNTAX | A5Stri ng
EQUALI TY MATCHI NG RULE casel gnor el A5Mat ch
ID{ at 4 } }

sl PldentityPassword ATTRI BUTE :: = {
W TH SYNTAX CCTET STRI NG
EQUALI TY MATCHI NG RULE octet StringhMatch
ID{ at 5} }

sl Pl dentityUser Nane ATTRI BUTE ::= {
W TH SYNTAX DirectoryString {32768256}
EQUALI TY MATCHI NG RULE casel gnor eMat ch
SUBSTRI NGS MATCHI NG RULE casel gnoreSubstri ngsiatch
ID{ at 6 } }

sl PldentityServiceLevel ATTRIBUTE ::= {
W TH SYNTAX | A5String
EQUALI TY MATCHI NG RULE casel gnor el A5Mat ch
SUBSTRI NGS MATCHI NG RULE casel gnor el A5Substri ngsMat ch
ID{ at 7} }

-- (bject Class Definitions
- - The follow ng object class is defined in this docunent:
- - Sl Pldentity

-- SlPldentity

sl Pldentity OBJECT- CLASS ::= {

SUBCLASS OF { top }

MAY CONTAIN { slPldentitySlIPURl |
sl Pl dentityRegi strarAddress |
sl Pl dentityProxyAddress |
sl Pl dentityAddress |
sl PldentityPassword |
sl PldentityUser Name |
sl Pl dentityServi ceLevel |
user SM MECertificate }

ID{ oc 11} }

sip-1d OBJECT | DENTI FI ER
at OBJECT | DENTI FI ER
oc OBJECT | DENTI FI ER

{ h350-cr sip-1d(6) }
{ sip-1d at(1) }
{ sip-1d oc(2) }

END -- end of ASN. 1

[End Correction]

7.6 X.500 ASN.1 Definitionsfor H.350.5

Description: | This addition includes the ASN.1 definitions of data structures necessary to
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| represent H.350.5 elementsin ASN.1. This creates asection 8in H.350.5. |

[Begin Correction]

8 genericldentityASN1.asn

Genericldentity { itu-t(0) recomendation(0) h(8) 350 1 cr(1)
genericldentity(7) nodul e(4) }

DEFINITIONS :: =

BEG N

-- genericldentity Object Schema

-- Schema for representing a genericldentity Protocol Object in an LDAP
Directory

-- Abstract

-- This docunent defines the schema for representing genericldentity
-- object in an LDAP directory [LDAPv3]. It defines schema el enents
-- to represent an genericldentity object [genericldentity].

Conmuni cation rel ated work
genericldentity
attributes

obj ect cl ass

synt ax

.
;
PR
NN~
WN P

I

| MPORTS
-- fromITU-T Rec. H. 350

h350-cr
FROM CommURI { itu-t(0) recomendation(0) h(8) 350 1 cr(1) comRI (1)
nmodul e(4) }

-- fromITU-T Rec. X. 501 | 1SOIEC 9594-2

ATTRI BUTE, OBJECT- CLASS, top
FROM | nf ormat i onFramework {joint-iso-itu-t ds(5) nodul e(1)
i nformati onFramewor k(1) 4}

-- fromITU-T Rec. X.520 | ISOIEC 9594-6

DirectoryString {}, caselgnoreMatch, casel gnoreSubstringsiatch
FROM Sel ect edAttri buteTypes {joint-iso-itu-t ds(5) nodul e(1)
sel ect edAttri buteTypes(5) 4} ;

-- Attribute Type Definitions

genericldentityProtocol ldentifier ATTRI BUTE ::= {
W TH SYNTAX DirectoryString {32768256}
EQUALI TY MATCHI NG RULE casel gnor eMat ch
SUBSTRI NGS MATCHI NG RULE casel gnor eSubstri ngsiat ch
ID{ at 1} }

genericldentityMessage ATTRIBUTE :: = {
W TH SYNTAX DirectoryString {32768256}
EQUALI TY MATCHI NG RULE casel gnor eMat ch
SUBSTRI NGS MATCHI NG RULE casel gnoreSubstri ngsMat ch
ID{ at 2 } }

-- Object Class Definitions
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-- The foll ow

ng object class is defined in this docunent:

- - genericldentity

-- genericldentity

genericldentity OBJECT-CLASS ::= {

SUBCLASS OF {
MAY CONTAI N {

ID{ oc 11} }
gi OBJECT
at OBJECT
oc OBJECT
-- end of ASN. 1
END

top }

genericldentityProtocolldentifier | genericldentityMessage }

IDENTIFIER ::= { h350-cr gi(7) }
IDENTIFIER ::= { gi at(1) }
IDENTIFIER ::= { gi oc(2) }

8. X.500 ASN.

[End Correction]

1 Definitionsfor H.350.6

Description:

This correction changes the length of DirectorySrting in ASN.1
representation contained in Section 8 from 256 to 32768.

[Begin Correction]

cal | PreferenceURI
W TH SYNTAX

ATTRI BUTE :: = {
DirectoryString {25632768}

EQUALI TY MATCHI NG RULE caseExact Mat ch
SUBSTRI NGS MATCHI NG RULE caseExact Substri ngsMat ch

ID{ at 1}

}
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Annex: H.350 Series Recommendation Series Defect Report Form

DATE:
CONTACT
INFORMATION
NAME:
COMPANY:
ADDRESS:
TEL:
FAX:
EMAIL:
AFFECTED

RECOMMENDATIONS:

DESCRIPTION OF
PROBLEM:

SUGGESTIONS FOR
RESOLUTION:

NOTE - Attach additional pages if more space is required than is provided above.
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