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Draft ITU-T Recommendation M.3016.3
Security for the Management Plane: Security Mechanism

Summary

This Recommendation identifies the security mechanisms for the management plane in the Telecommunication management network.  This document focuses specifically on the security aspect of the management plane for network elements (NE) and management systems (MS), which are part of the Telecommunication infrastructure.
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Introduction

Telecommunications is a critical infrastructure for global communication and economy. Appropriate security for the management functions controlling this infrastructure is essential.  Many standards for Telecommunications network management security exist.  However, compliance is low and implementations are inconsistent across the various telecommunications equipment and software components.  This document identifies the security mechanisms to allow vendors, agencies, and service providers to implement a secure Telecommunications management infrastructure.  Although the present set of security mechanisms represents the current understanding of the state of the art, technologies will advance and conditions will change.  To be successful, this document must evolve as conditions warrant.  This document is intended as a foundation.  Service providers may include additional security mechanisms to meet their specific needs over and above those in this document.

This document is part of the M.3016.x series of ITU-T documents intended to provide guidance and recommendations for securing the management plane of evolving networks:

M.3016.0 – Security for the Management Plane: Overview

M.3016.1 – Security for the Management Plane: Security Requirements

M.3016.2 – Security for the Management Plane: Security Services

M.3016.3 – Security for the Management Plane: Security Mechanism

M.3016.4 – Security for the Management Plane: Profile Proforma
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