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Recommendation H.235 “Security and encryption for H-series (H.323 and other H.245 based) multimedia terminals” Version 3
Summary

H.235 is the security recommendation for the H.3xx series systems. In particular, H.235 provides security procedures for H.323-, H.225.0-, H.245- and H.460-based systems.

Version 3 of H.235 supersedes H.235 version 2 featuring a procedure for encrypted DTMF signals, object identifiers for the AES encryption algorithm for media payload encryption, the enhanced OFB (EOFB) stream-cipher encryption mode for encryption of media streams, an authentication-only option in Annex D for smooth NAT/firewall traversal, a key distribution procedure on the RAS channel, procedures for more secure session key transport and more robust session key distribution and updating, procedures for securing multiple payload streams, better security support for direct-routed calls in a new Annex I, signaling means for more flexible error reporting, clarifications and efficiency improvements for fast start security and for Diffie-Hellman signaling along with longer Diffie-Hellman parameters and changes incorporated from the H.323 implementors guide.

                       

