Annex F to Recommendation H.235

Summary

This annex describes an efficient and scaleable, PKI-based hybrid security profile deploying digital signatures from H.235 Annex E and deploying the baseline security profile from H.235 Annex D. This annex is suggested as an option. H.323 security entities (terminals, gatekeepers, gateways, MCUs, etc.) may implement this hybrid security profile for improved security or whenever required.

The notion of “hybrid” in this text shall mean that actually security procedures from the signature profile in H.235 Annex E are applied in a lightweight sense; the digital signatures still conform to the RSA procedures. However, digital signatures are deployed only where absolutely necessary while high efficient symmetric security techniques from the baseline security profile in H.235 Annex D are used otherwise.

The hybrid security profile is applicable for scaleable “global” IP telephony. This security profile overcomes the limitations of the simple, baseline security profile of H.235 Annex D when applying it strictly. Furthermore, this security profile overcomes certain drawbacks of H.235 Annex E such as the need for higher bandwidth and increased performance needs for processing when applying it strictly. For example, the hybrid security profile does not depend on the (static) administration of mutual shared secrets of the hops in different domains. Thus, users can choose their VoIP provider much easier. Thus, this security profile supports a certain kind of user mobility as well. It applies asymmetric cryptography with signatures and certificates only where necessary and uses otherwise simpler and more efficient symmetric techniques. It provides tunneling of H.245 messages for H.245 message integrity and also some provisions for non-repudiation of messages.

The hybrid security profile mandates the GK-routed model and is based upon the H.245 tunneling techniques; support for non GK-routed models is for further study.
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