
Draft new Amendment 1 to H.235 Version 3

Security and encryption for H-series (H.323 and other H.245-based) 
multimedia terminals
AAP Summary

Amendment 1 to H.235 Version 3 extends version 3 of H.235 by inclusion of new Annex H and by extending the functionality of Annex I. The ASN.1 changes are added in support of Annex H, they may be used by any other purpose as identified by the ClearToken profileInfo. The Amendment 1 holds also some corrections and updates H.235 version 3 text.

New Annex H within H.235V3Amd1 provides the framework for mutual party authentication during H.225.0 RAS exchanges. The "proof-of-possession" methods described permit secure use of shared secrets such as passwords which, if used by themselves, would not provide sufficient security.

Extensions to the framework to permit simultaneous negotiation of Transport Layer Security parameters for protection of a subsequent call signalling channel are also described.

Annex I clause I.9 “Procedure DRC” holds extensions to generalize the former, limited single gatekeeper model to allow now multiple chained gatekeepers. Discovery of the far-end gatekeeper occurs using the LRQ mechanism.

Rationale

The need for this amendment is due to the fact that some corrections and several improvements to H.235 Version 3 have been identified that are necessary to bring H.235 Version 3 up to date and to allow for proper implementation, interoperability and security.

Added and modified text is shown by change marks against the pre-published H.235 Version 3.

In summary the following sections of H.235 Version 3 baseline text are modified:

· The summary clause adds a statement regarding Amd1 and new H.235 Annex H and enhanced Annex I.

· Clause 2 “References “ adds a reference to RFC 3546 (TLS Extensions).

· Clause 5 “Conventions” adds clarification about the treatment of the empty params structure.

· Clauses 6.1 and 6.2 add references to RFC 3546 (TLS Extensions).

· Clause 6.2 adjusts the incorrect IPSEC reference to [RFC 2402], [ESP].

· Clause 6.2 adjusts the incorrect [IPSEC] reference to [IKE].

· Clause 6.9 makes reference to Annex H.

· Annex A hold extensions to the ASN.1 syntax that are necessary for new H.235 Annex H.

· Annex H includes the new Annex H text (with minor editorial modifications from TD-13r1 WP2).
Instead of normatively referencing the AES-128 counter mode from SRTP Internet Draft, it was fugured out that it is more convenient to reference the CTR mode from the NIST publication on mode of operation.

· Annex I clause I.9 “Procedure DRC” holds extensions to generalize the former, limited single gatekeeper model to allow now multiple chained gatekeepers. Discovery of the far-end gatekeeper occurs using the LRQ mechanism. The incorporated extensions affect several paragraphs of Annex I including figures and tables. Some minor editorial modifications have been made regarding the notation of symbols.

· Appendix I.4.5: References to [IKE], [ISAKMP] and [RFC 2412] are updated and included.

· Appendix IV: The redundant [TLS] reference in the bibliography has been removed. All [TLS] references in H.235 are modified to point to RFC 2246 instead (see clauses 6.1, 6.2).
The [IPSEC] reference is updated with ISAKMP as RFC 2408.
Bibliographic references to IKE (RFC 2509) and ESP (RFC 2406) are added.
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