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Draft new ITU-T Recommendation H.235.2

H.323 Security framework: 
Signature Security Profile

AAP Summary

This Recommendation describes an optional security profile for deploying digital signatures to secure the H.225.0 signalling. H.323 security entities (terminals, gatekeepers, gateways, MCUs, etc.) may implement this signature security profile for improved security or whenever required.

The signature security profile is applicable for scaleable "global" IP telephony; this security profile overcomes the limitations of the simple, baseline security profile of H.235.1. For example, the signature security profile does not depend on the administration of mutual shared secrets of the hops in different domains. It provides tunnelling of H.245 messages for H.245 message integrity and also provisions for non-repudiation of messages. The signature security profile supports hop-by-hop security as well as true end-to-end authentication with simultaneous use of H.235 proxies or intermediate gatekeepers.

Several attacks are thwarted by providing the security services in this Recommendation, including spoofing, connection hijacking, and denial-of-service, man-in-the-middle, and replay attacks.
In earlier versions of the H.235 sub-series, this profile was contained in H.235 Annex E. Appendices IV, V, VI to H.235.0 contain a complete section figure and table mapping between H.235 versions 3 and 4.
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